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ABSTRACT

STRIKE ME AND GET MARKED: THE CONCEPTUAL, ANALYTICAL
AND SIMULATION MODEL OF AN ADD-ON MODULE TO DETER
QUADROTOR STRIKES

Senyayla, Ozan
M.S., Department of Computer Engineering
Supervisor: Assoc. Prof. Dr. Erol Sahin

MAY 2020, 65 pages

Mini and Micro Unmanned Aerial Vehicle (mUAV) platforms are gaining popularity

in low-altitude strike/defense systems due to their low cost, low visibility, and ca-
pability to operate as swarms. These platforms, often touted for their low cost and
visibility, have come a long way in terms of capabilities, are regularly used to provide
eye-in-the-sky support for ground troops, and are on their way towards being de-
ployed as swarms for dangerous missions where the survival rate is low. Despite the
hype, these platforms are vulnerable to attacks from the ground and can be brought

down easily by snipers.

In this thesis, we propose a “strike me and get marked* (SMAGM) module for quadro-
tor UAVs that can localize the position of a sniper after being shot. The module is
inspired by the defensive behavior of honeybees, where killing a bee releases chem-
icals that mark the killer as a target. Equipped with such a defense coordination
mechanism, bees can deter their enemies since the more bees one Kills, the larger the

target it becomes, by drawing the wrath of the swarm on itself.
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The module, envisioned as a stand-alone unit af xed on the UAV platform, can broad-
cast the position of the sniper to other forces on the ground or air. Such a competence
would deter potential attackers from shooting UAVs since such an action would mark
their position as targets. Upon being shot by a bullet, the module takes readings from
its Inertial Measurement Unit (IMU) sensor to compute the instantaneous force vec-
tor at the time of the impact and uses this information to localize the position of the
sniper. Towards this end, this thesis proposed a method to estimate the force vec-
tor generated by the impact of the bullet using disturbance estimation methods and
then uses the force vector and the altitude of the UAV to localize the position of the
sniper. The methods are veri ed and systematically evaluated on a Quadrotor model

simulated in the Gazebo simulator.

Keywords: Swarm, UAV, Quadrotors, Target, Detection
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0z

SALDIR BANA VE ISARETLEN: QUADROTORA YAPILAN SALDIRIYI
TESPIT EDEB ILEN B IR MODUL EKLENT ISI ICIN KONSEPT, ANAL ITIK
VE SIMULASYON MODEL |

Senyayla, Ozan
Yuksek Lisans, Bilgisayar MuhendigliBolumu
Tez Yoneticisi: Dog. Dr. Erol Sahin

May s 2020 , 65 sayfa

Surd zekas ile hareket edebilen, dusuk maliyetli, diusuk gorugédiahip, alcak ir-

tifa, k sa menzilli mini ve mikro insans z hava aracl&#fif), sahip olduklar bu 6zel-
likler sebebiyle yeni nesil algak irtifa savunma/sald r sistemlerinde daha ¢ok tercih
edilmeye bagslanm st r. BIHAlar yerdeki askerlerin gz oldyu gibi operasyonel
olarak riskli bélgelerde suri halinde kullan Imaya baslanm st r. TUm bunlgraes,

mini IHAlar yerden gelebilecek tehlikelere kars savunmas z kalmakta ve nisanc lar

taraf ndan kolayca dusurulebilmektedirler.

Bu tezde, doner-kanatHAlar (ing: quadrotor) i¢in dugsurildikten sonra nisanc n n
yerini tespit edebilen “sald r bana ve isaretlen” (ing: SMAGM) moduli 6nerilmek-
tedir. Bu cal smada olduruldiinde kimyasal salg layarak sald rgan isaretleyen bal
ar lar n n savunma davran s ndan esinlenilmistir. Bu tiirde bir savunma koordinasyon
mekanizmas ile, ar surusunin geri kalan dismanlar n tespit edebilir ve sald rgan

ne kadar ¢ok ar oldarurse surt icin daha belirgin hale gelir.
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Bu modul,IHA sisteminden bg ms z olarak ¢al sabilir ve hede tespit ettikten sonra
bir stire yerdeki nisanc n n konum bilgisini yay nlayabilecek olarak tasarlanm st r. Bu
tir bir yetenek ile nisanclHAY vurarak asl nda kendi yerini isaretlemis oluHA
sistemi Uzerine isabet eden mermi veya sagma parcalar n n yagattad& kuvvet
vektoru ataletsel 6lctim birimi (ing: IMU) alg lay ¢ s ndan al nan veriler ile hesaplan r
ve bir dizi Itreden ve degerlendirmeden gecirildikten sonra nisanc n n yonu tespit
edilir. Sonras nda al nan konum ve irtifa verileri ile nisanc n n kesin yeri tespit edilir.
Bu yontemler Gazebo simulatériinde kosturulan doner-kak#¥ modeli tGzerinde

s nanm s ve dgrulanm st r.

Anahtar Kelimeler: SUriiHA, Drone, Hedef, Tespit
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CHAPTER 1

INTRODUCTION

1.1 MOTIVATION

Unmanned Aerial Vehicles (UAVsS) are aerial vehicles that can operate without an
on-board human pilot and come in different sizes. Recently, the use of Mini and
micro types of UAVs (mMUAVs) have gained popularity in defense applications due to
their low visibility, low cost, and capability to operate as swarms[10]. mUAVs are
frequently used asye-in-the-skyor surveillance missions in which they relay back

the bird's eye of the battleground to the troops on the ground. Operating as swarms,
these platforms can cover large regions, or urban environments where the line-of-
sight view is limited. Despite these advantages, mUAVs are defenseless to attacks
from adversaries on the ground, since they y at a relatively low altitude with low

velocity in comparison to other UAVs and can be easily shot down by snipers.

The primary motivation of this thesis is to provide a “Strike Me And Get Marked “
(SMAGM) module for mUAVs to localize the position of a sniper after being shot
down. The inspiration for the module comes from honeybee swarms that are known
to deter attacks coming from its enemies as a swarm. The honeybees, when they are
attacked or killed, are known to mark their enemies by releasing a chemical scent [15]
that would attract other members of the swarm to locate and attack the target [16].
Such a swarm strategy would deter a potential attack from its enemies to its tiny

individuals member equipped with tiny stings.

The interest in the development and deployment of mUAV swarms on the eld has
focused on the development of centralized and decentralized coordination among the

platforms, to address problems such as “ ocking" (moving together towards a com-
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mon goal)[17], automatic partitioning[18], and coverage of areas for surveillance[19].

However, carrying out such tasks with adversaries on the ground is not realistic.
mMUAV platforms are essentially “sitting ducks" for these adversaries and can be shot
down easily by snipers. Automatic detection and broadcasting of the position of
snipers, by shot-down mUAVs, would make the swarm UAV concept one step closer
to deployment on the eld. The conceptual development of developing such a module

is novel and is the primary contribution of this thesis.

1.2 OBJECTIVE OF THE THESIS

This thesis proposes the conceptual and theoretical proof-of-concept for developing
a stand-alone module that can be af xed on mUAVs, which can act as a deterrent to
attacks coming from the enemy. Speci cally, the module is designed to estimate the
position of the sniper using readings from its on-board sensors to compute the instan-
taneous force vector at the time of the impact and uses this information to localize
the position of the sniper. Towards this end, this thesis proposes a method to estimate
the force vector generated by the impact of the bullet using disturbance estimation
methods and then uses this vector and the altitude of the UAV to localize the position
of the sniper. The methods are veri ed and systematically evaluated on a quadrotor

model simulated in the Gazebo simulator[20].

A sample scenario in which the deployment of SMAGM modules on mUAVs would
bene tis depicted in Figures 1.1.
A swarm of quadrotors and ground forces ventures into the enemy territory.
A sniper shoots down three quadrotors.

On two of the shot-down quadrotors, the SMAGM modules computes the posi-

tion of the sniper, starts broadcasting them.

On one of the shot-down quadrotors, the SMAGM module is damaged, and

hence it fails to compute and broadcast the sniper's position.

An alert is generated for the rest of the forces causing an update on the task as

shown in Figure 1.1-left.



Figure 1.1: Left: A quadrotor swarm along with ground forces, enter the enemy terri-
tory. The green diamond shown on the quadrotors indicates active SMAGM modules.
Right: Three of the mUAVs are shot down by a sniper. The shot-down quadrotors
are shown in gray. The red diamond on the shot-down quadrotor indicates that the
SMAGM module is also damaged. The green diamonds on the shot-down quadro-
tors (shown in gray) indicate that they have successfully computed the location of the

sniper and have started to broadcast the information.

1.3 SCOPE OF THE THESIS

In order to achieve its mission, the SMAGM module should be designed as a separate
and stand-alone unit in terms of sensing, computation, energy, and communication in
a rugged package that can be af xed on the mUAV. Towards this end, the SMAGM
module should include:

an IMU (Inertial Measurement Unit) sensor, to sense the impact force vector at
the time of the impact,
a GNSS/GPS sensor to localize the mUAV at the time of the impact,

a barometer sensor to estimate the altitude of the mUAV at the time of the

impact,
a magnetometer to compute the attitude of the mUAV with respect to North,

a wireless tachometer to read the rotor angular velocities at the time of the

impact,



a Microcontroller Unit (MCU) to read the sensor values at the time of the im-

pact and compute the estimated location of the sniper,
a battery, for energy autonomy, and

an RF (such as WiFi) Transmitter to broadcast the estimated location of the

sniper to others.

1.4 OUTLINE OF THE THESIS

The outline of this thesis is given as follows. In Chapter 2, UAV systems are explained
with their de nition, basic history, and future expectations. Furthermore, UAV sys-
tems are categorized with respect to their capabilities and aerial forms. In addition,
guadrotors, mainly focused on UAV type in this thesis, are elaborated with their dy-
namics. Moreover, the IMU sensor and referenced coordinate frames are detailed in
this chapter. Finally, the disturbance estimation concept is examined with analyzing
of related studies.

In Chapter 3, the proposed SMAGM module is clari ed with their all working ow.
Initially, impact force estimation is explained starting from 2D space applications and
the proposed approach is systematically veri ed in the simulation environment. Fur-
thermore, the proposed methodology for impact force estimation is ampli ed with its
sub-processes and veri ed under different test cases in the simulation environment.
Finally, sniper localization from the estimated impact force vector is explained and
veri ed in the same simulation environment with different test scenarios. Broadcast-

ing the estimated location left at a conceptual level.

In Chapter 4, a summary of the work done for the thesis is given with contributions
and suggestions for future work.



CHAPTER 2

BACKGROUND INFORMATION

This chapter gives background material about UAVs and especially quadrotors re-
spectively. Furthermore, this chapter gives information about IMU sensors, which is
the core sensor of the SMAGM module, and three coordinate frames that are used
in the proposed model briey. Finally, disturbance estimation concept and related

studies examined.

2.1 UNMANNED AERIAL VEHICLE SYSTEMS

UAVs are aerial vehicles that can operate prede ned autonomous tasks or without
an on-board human pilot who controls it remotely using a hand terminal or satellite

communication in more advanced ones.

The primitive version of UAVs is balloons these are loaded with explosives in 1849
by the Austrians to attack Venice [21]. It is evident that at the beginning, it was not

a commercial or hobby device. From the 1849's to these days, the concept of pilot-
less aerial vehicles has been changed dramatically. At the earliest ages of UAVS,
they were very costly. However, today, they are ubiquitous thanks to advances in
power technology, MCU's, Micro-Electro-Mechanical Systems (MEMS), and control
methodologies in aerodynamics. These advances also make them cheaper in product
and expandable. Today, UAVs are used for both military and civilian bene ts, and

they are grateful for their popularity to nonmilitary usage.

In this thesis, we focus on its military-based application areas. In these applications,

UAVs are mainly used as agye-in-the-skylatform for surveillance in operations

5
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