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ABSTRACT

PASSWORD BASED SECURE USER AUTHENTICATION PROTOCOLS IN WIRELESS
SENSOR NETWORKS

Sen, Ugur
M.S., Department of Cryptography
Supervisor : Assoc. Prof. Dr. Ali Doganaksoy
Co-Supervisor : Assist. Prof. Dr. Pelin Angin

September 2019, 4] pages

A wireless sensor network (WSN) is a network, which consists of resource-constrained de-
vices like sensors. Using these sensors, it is possible to monitor and track wide environ-
ments. WSNs have become widespread as a promising technology in the context of Internet
of Things. One of the biggest disadvantages of these networks, which are used in many differ-
ent systems and environments is the difficulty of providing their security. In WSNs, standard
algorithms used for encryption, authentication and data integrity are too complex to be used
in sensors. Designing algorithms and protocols to ensure the safety of WSNs by working
efficiently on resource constrained devices such as sensors is one of the top agenda items of
information security. In the literature, there are many studies and analyses on the subject.
WSN security is analyzed under six main aspects and one of the most important of these is
user authentication. Generally prescribed methods for user authentication are examined un-
der two main headings: asymmetric encryption and password-based protocols. In this thesis,
password based user authentication protocols in WSNs are examined. The security features
of these protocols, the attacks on the protocols and the measures that can be taken against
these attacks are mentioned. We also investigate the security proof of a designed protocol and
the implementation of automatic security validation. Finally, an exemplary protocol from the
literature is described and its weaknesses are examined.
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0z

KABLOSUZ SENSOR AGLARINDAKI PAROLA TABANLI GUVENLI KULLANICI
DOGRULAMA PROTOKOLLERI

Sen, Ugur
Yiiksek Lisans, Kriptografi Bolimi
Tez Yoneticisi : Dog. Dr. Ali Doganaksoy
Ortak Tez Yoneticisi : Yrd. Dog. Dr. Pelin Angin

Eyliil 2019, 44]sayfa

Kablosuz Sensor Aglari(KSA), sensorler gibi kaynak kisitli cihazlarin olusturdugu aglardir.
Bu aglarda bulunan sensérler ile genis ¢evreleri izlemek ve takip etmek miimkiindiir. Giderek
yayginlagan KSA, nesnelerin interneti baglaminda gelecek vaadeden bir teknolojidir. Bir¢cok
farkli sistemde ve ortamda kullanilabilen bu aglarin en biiyiik dezavantaji giivenliktir. Sifre-
leme, kimlik dogrulama, veri biitiinliigii gibi alanlarda kullanilan standart algoritmalar KSAda
yer alan sensorlerde kullanilamayacak kadar biiyiiktiir. Sensorler gibi kisithi cihazlarda verimli
sekilde calisarak KSA giivenligini saglayacak algoritma ve protokoller tasarlanmasi bilgi gii-
venliginin giindem maddelerinden biridir. Literatiirde konu ile ilgili bircok calisma ve analiz
yapilmaktadir. KSA giivenligi alt1 ana pargaya ayrilir ve bunlarin en onemlilerinden birisi
ise kullanic1 yetkilendirme ozelligidir. Kullanici yetkilendirme igin genel olarak ongériilen
yontemler, asimetrik sifreleme ve parola tabanli protokoller olmak iizere iki ana baglikta in-
celenir. Bu tezde KSA {izerinde parola tabanli kullanici yetkilendirme protokolleri {izerinde
durulmustur. Bu protokollerin giivenlik 6zellikleri, protokollere yapilan saldirilar, bu saldi-
rilara kars1 alinabilecek onlemlere deginilmistir. Ayrica, tasarlanmig bir protokoliin giivenlik
ispatin1 ve otomatik giivenlik degerlendirmesinin gergeklenmesinden de bahsedilecektir. Son
olarak, literatiirden drnek bir protokol verilip bu protokoldeki zafiyetler incelenecektir.

Anahtar Kelimeler: kaynak kisitlilik, Nesnelerin Interneti, parola tabanl kimlik denetleme
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CHAPTER 1

INTRODUCTION

The first signal was transmitted from hundreds of kilometers via the Internet 50 years ago.
Initially our computers, then our mobile phones and now our things plug into the Internet in
such a way that they never leave. The things that are connected to the Internet has given rise
to the Internet of Things (IoT) notion. According to the predictions of authorities, in 2020,
20 billion devices will be connected to the Internet [2]. Wireless sensor networks (WSNs)
form a part of the IoT network of disorderly tiny devices called sensors, which can sense
pyhsical conditions such as temperature, pressure, light, humidity, sound etc. In addition to
our daily lives, wireless sensor networks (WSNs) are used in agriculture, health-care, busi-
ness and manufactoring, military, automation and supply chain [9]], in short wherever there
is information for monitoring as a part of the IoT environment. WSNs are fruitful to mini-
mize the human error and maximize the efficiency by collecting lots of information. All these
advantages of WSNs bring along some security shortcomings since the components of WSN
cannot perform the protocols based on algorithms that keep us safe in known networks (for
example RSA [32] and ECC [25]]) properly. Thereby, efficient security solutions are needed
for WSNss.

Security of IoT and WSN is divided into six categories in [17]], which are: key agreement,
user authentication, device authentication, access control, privacy preservation and identity
management. User authentication and key agreement are challenging security features for
WSN, since the components of WSN are resource-constrained and communication is wire-
less. Therefore, WSN may be exposed to various attacks. In other words, a secure user
authentication and key agreemet protocol for WSNs requires specific features as follows:

e Resilience against known attacks

o Satisfaction of several security features such as mutual authentication, forward - back-
ward security and anonymity etc.

o Efficiency and storage-friendliness for tiny devices

Finally, there are numerous proposed protocols that try to satisfy these requirements. These

protocols can be divided into two categories based on public key cryptography and based on



password or pre-shared key.

In this thesis, efficient passsword-based user authentication protocols that are built upon stor-
age friendly operations such that XOR and secure hash functions were examined in terms of
complexity and security proofs.

The remainder of this thesis is organized as follows:

In Chapter 2, cryptographic hash functions and authentication methods that are used in password-
based user authentication protocols are described.

In Chapter 3, an overview of wireless sensor networks is provided in term of components,
network models and applications.

In Chapter 4, user authentication protocols in WSNs are analyzed from the aspects of tax-
onomy and anatomy, manageable attacks and security proofs.

In Chapter 5, an example protocol and its analysis involving the authentication scheme, vul-
nerabilities and complexity are shown.



CHAPTER 2

PRELIMINARIES

2.1 Cryptographic Hash Functions

A hash function is a function that converts inputs of different lengths to a fixed length. Let
h be a hash function h : A — B where A is a message s.t. A = {0,1}* and its hash is
B = {0, 1} where [ is a fixed length. B is also called the digest of A. A cryptographic hash
function is a hash function that satisfies four more conditions as follows:

e For a given m € A, h(m) can be computed quickly. In addition, & needs to be deter-
ministic, i.e. the same messages always result in the same hash value.

e For a given h(m) = y, it is computationally unattainable to find an m. This property
means h is a one-way or preimage resistant function.

e When h(m1) = b, it is computationally infeasible to find my such that m; # mgo and
h(mz) =b.

o It is computationally infeasible to find two messages m; and msy, which are different
such that h(my) = h(mg). This means h is strongly collision-free.

The term computationally infeasible means that there is the lack of solutions at a reasonable
time with the technology owned. For instance, finding the preimage of an n-bit hash function
requires 2" operations. This reduces to 2"/2 with the help of the birthday paradox.
Cryptographic hash functions are used in digital signatures and for message integrity to ensure
that transmitted data is not corrupted during transmission. They are also used for fingerprint-
ing of large data.

2.2 Known Authentication Methods and Protocols

Cryptograhpy is a strong tool, which is a branch of science heavily using mathematics and
engineering for data security. The objectives are privacy, data integrity and authentication to
secure communication among parties.



Privacy

If the messages flow as plaintext in an insecure network, a malicious party can sniff the net-
work and gather critical information. Encryption is an operation that turns plaintext into a
ciphertext to create an unreadable message. Therefore malicious parties cannot distinguish
the difference between the ciphertext and any random messages. Privacy can be achieved by
using encryption algorithms with a secret key through symmetric or public encryption algo-
rithms.

Data Integrity

Cryptography provides tools to ensure that sent messages have not been changed, when ma-
licious parties do not just read messages, but also try to manipulate messages between two
parties. Cryptographic hash functions such as MACs are used for providing data integrity.

Authentication

There is no meaning of privacy and data integrity if a participant is not sure about who they
are talking with. Cryptography also provides tools for assuring that a malicious party cannot
pretend to be a legitimate user or party. Cryptographic primitives such as digital signatures
and public-key infrastructure are used for authentication.

Commonly used authentication methods and protocols are mentioned below.

2.2.1 Passwords and OTPs

Passwords are the most common authentication method. Although passwords are stored en-
crypted in databases, they are still predictable. Also passwords might be eavesdroped if they
are not transmitted as encrypted. In addition, using the same passwords in different systems
cause a security risk. To avoid this, one-time-passwords (OTPs) are used. There are two types
of OTPs, the first one is a large list that contains all the passwords and the second one is
a recursive creator that creates an unpredictable new password from the previous password.
OTPs overcome reusing problems, but they need a second secure channel for sharing. Both
ways, it is expected that the entropy of passwords are high enough for unpredictability.

2.2.2 Public Key Cryptography and Digital Signatures

Public key or asymmetric cryptography is an encryption scheme that uses two related but
unidentical keys called public and private key, relying on the complexity of the integer factor-
ization problem. Encryption is performed using the public key and decryption by the private
key. Eventually, the party holding the private key can prove himself/herself to other par-

4



ties. On the other hand, digital signatures use public key encryption to create signed data
encrypted with the private key and verification can done using the public key. Although Pub-
lic Key cryptography and digital signatures are secure and well studied, they are not efficient
since operations in encryption or decryption are complex mathematical operations.






CHAPTER 3

WIRELESS SENSOR NETWORKS: FEATURES AND USAGE

A WSN is a network of devices that can communicate the information collected from a mon-
itored or tracked field through wireless connections. The devices involved are sensors that
have constrained resources. Therefore these devices are cheap, which is why a large number
of sensors can be deployed in a WSN for wide area applications. We have low cost and also
low power sensor nodes for wireless communication since the new developments in the area
of micro-electro-mechanical systems. Wireless sensor networks are able to track or monitor
conditions that include temperature, humidity, pressure, soil makeup, noise levels, and the
characteristics such as speed, direction and size of an object [3]]. Monitoring these conditions
makes WSNs useful in military, healthcare-medicine, environmental monitoring, smart home
automation and commercial applications.

3.1 Components of Wireless Sensor Networks

Wireless sensor networks consist of three essential components including sensor nodes, gate-
ways (sinkholes) and users.  Sensors are deployed on objects to collect the data for trans-
mitting wirelessly to users when the users require these values from sensors by means of a
gateway. WSNs are mainly used for monitoring systems and have been able to overcome the
problems of other monitoring systems, because they need no human attendance in the field,
provide real-time data from the field and maintain efficient and low-power operations[4]. In
order to cover large areas for monitoring, the components of WSNs need to be cheap. Limi-
tations of WSNs stem from this minimal hardware design. That is why sensor nodes are not
equipped with a complex technology such that GPS or GPRS for communication, but instead
only the gateway (or sink-base station) node can usually afford it.

3.1.1 Sensors

Sensors are tiny devices that sense phenomena such as temperature, acceleration, sound etc.
and transfer the gathered data to the interested node. These phenomena may vary according
to need.
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Figure 3.1: The model of wireless sensor networks.

Sensors are divided into two categories, passive sensors and active sensors.

Passive sensors sense the environment without interacting. These sensors do not need any
extra power to make measurements. The power is needed when amplifying the analog signal
and sending gathered data. Examples for passive sensors include microphones, light sensors
and thermometers.

Active sensors work with environmental interaction, for example, to sense the data they need
to emit sound or light waves. Therefore active sensors need extra power to make measure-
ments in addition to amplifying the analog signal and sending gathered data.

Some features of sensors are as follows:

e Sensors have limited memory and low computing capabilities. Therefore their prices
range between $0.1 - $1. Also the sensor nodes are low-bandwidth capable, which
makes it difficult for them to transmit large amounts of data. Finally, they consume

extremely low power.

e Since the communication is wireless in WSNs, the sensor nodes are battery operated.
Therefore, the protocols and the applications implemented for the sensors need to be
efficient to use minimum power for computing and transmission.

e Sensor nodes could be used in hostile or unattended environments such as battlefields.
As a consequence, sensor nodes could be captured by enemies or adversaries. Since
sensor nodes are not tamper-resistant, the adversary can reach the data in the sensor’s

memory|[//]].
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Figure 3.2: The architecture of sensor nodes [3]

e Sensing unit: This unit is the heart of sensor nodes. It is responsible to convert the
analog sensor reading to digital and sends it to the processing unit for further operations.

e Transceiver unit: This unit is responsible for wireless communication using radio trans-

mission waves.

e Processing unit: This unit helps in processing the received messages and deciding
whether they are valid or not. According to the results, they trigger the sensor unit
to capture sensor activity.

e Power unit: This unit provides the energy for the sensor unit to work properly.

e Storage unit: The storage unit stores its identity (ID) and pre-shared keys.

3.1.2 Gateways (Sink holes)

Gateways, or sinkholes, provide internetworking with external networks such as other wire-
less sensor networks, command or control systems and the Internet. It is very important
that a WSN connects to the Internet in the IoT notion. While in WSNs, sensors could be in
multitudes, the number of gateways is one or a few more. Gateways are small devices with
resources a bit more than sensors. Moreover, in some WSN systems gateways acts as a trusted
third party and the security of the network relies on the gateway.

3.1.3 Users

Users receive the collected data by using some instruments such as smartphones, websites or
pagers etc. The main goal of WSNs are gathering information from physical environments



via sensors and transferring the collected data to interested users. Within the IoT notion, in
order to get the data, no proprietary tool is necessary, it is sufficient to connect to the Internet.

3.2 Network Models of WSNs

There are two types of network modes for WSNs. These are distributed wireless sensor
networks (DWSN) and hierarchical wireless sensor networks (HWSN).

3.2.1 Distributed Wireless Sensor Network

In this model, the sensors are deployed randomly in the environment. The only rule is that all
the sensors need to be around the GWN. The information is delivered from any sensor node
to another sensor node using multi-hop communications.

3.2.2 Hierarchical Wireless Sensor Network

In this model, there is a hierarchical rule among nodes in the network based on their capabili-
ties. A HWSN involves several types of nodes such as sensor nodes, base stations and cluster
heads. The smallest devices in HWSN are sensor nodes. A cluster is a set, which consists
of many sensors. There is a cluster head inside every cluster and the sensors firstly send the
sensed information to the specific cluster head. The cluster heads have more resources com-
pared to sensor nodes and they are able to perform more complex operations. After that, all
cluster heads in the network send information to the gateway (GWN).

3.3 Wireless Sensor Network Applications

Wireless sensor networks have gained increasing popularity with the IoT notion. There are
many real-time applications, which can be used in critical areas such as military and health-
care applications, as well as commercially, i.e. in manufacturing, business and smart home
applications. In this section we categorize the popular applications into military, healthcare,
environment, smart home and other commercial areas.

3.3.1 Military Applications

A WSN could be used in military, command, computing, control, communications, intelli-
gence, surveillance, reconnaissance and targeting (C4ISRT) systems, as well as monitoring
friendly forces, ammunition and equipment. In case of NBC (Nuclear, Biological and Chem-

10
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Figure 3.3: The model of hierarchical wireless sensor networks.

ical) attacks WSNs can detect the attacks to provide the friendly forces in a reliable reaction
time.

3.3.2 Healthcare Applications

Monitoring patients is significant for treatment and taking necessary precautions. In this area,
WSNss can be a part of healthcare. For instance, while one sensor node is measuring the heart
rate another can be measuring blood pressure.

3.3.3 Environmental Applications

Tracking wild animals, forest fire detection, mapping bio-complexity and flood detection are
possible applications of WSNs. Also, measuring air or water pollution in real time are capa-
bilities of WSNs.

11



3.3.4 Smarthome Applications

Traditional electronic devices such as refrigerators, air conditions, ovens etc. have been get-
ting smart with WSNs. Among benefits of these smart devices are that they can be controlled
remotely and they can provide alerts for any changes planned in advance. For example, re-
frigerators can remind us to go shopping when the milk runs out.

3.3.5 Commercial Applications

When sensor nodes are deployed into factories, managing inventories and raw materials, mon-
itoring quality of products, monitoring automatisation processes, detecting engine troubles,
and tracking company vehicles can increase efficiency by means of WSNs.

12



CHAPTER 4

USER AUTHENTICATION PROTOCOLS FOR WSNS

4.1 Possible Attacks on WSNs

In this section we provide an overview of common attacks that could be launched against
WSNE.

4.1.1 Replay Attack

An attacker can perform the replay attack by intercepting the traffic and replaying the login
request of a party A to use the services of B. To avoid this attack, timestamps are used with
login requests. If the attacker decides to apply the replay attack, it creates a small transition
delay in the network. After B receives the login request message, B could understand this
delay from the timestamps in the request and the current timestamps.

4.1.2 Forgery Attack

If an attacker intercepts or eavesdrops a login message, he/she can modify the login message
to behave as a legitimate user in order to log in to the network. For a protocol resilient to the
forgery attack, login messages of the protocol should not be derived from each other.

4.1.3 Stolen Smart Card and Smart Card Breach Attack

In this attack, somehow the attacker has gained access to a legitimate user’s smart card. He/she
can gain access to the information inside the smart card since the smart cards are not tamper
resistant[26]] [29]]. For prevention, two and three factor authentication can be used. This is
because even if the attacker has a legitimate card, he/she cannot provide the correct credentials

for the next factor of authentication, e.g. pasword or biometric information.

13



4.1.4 Sensor Node Spoofing Attack with Sensor Node Capture

Assume that, S; and \S; are sensor nodes and an attacker has a connection with .S;. Further,
assume that a legitimate user U; wants to connect to S;. In this scenario, if the attacker
succeeds in masquerading as the sensor node S;, U; will think that it is connecting to S;, but
actually connects to the attacker.

4.1.5 Impersonation Attacks

There is a possibility that the adversary gains some information, which is private or public,
about a legitimate user. With this piece of information, the attacker can perform an attack
called the impersonation attack, which impersonates any behaviour as a legitimate user to log
in to the system. To avoid this type of attack, private information needs to be encrypted and
not derivable from public data.

4.1.6 Denial of Service Attack

If an attacker has nothing to attack, he/she can choose to keep the system occupied by sending
lots of requests to system. If the system tried to respond to all the requests regardless of au-
thentication, the attacker can succeed. Consequently, the network needs to understand which
request is legitimate or not by executing authentication methods first.

4.1.7 Many Logged-in Users with Same Login-ID Attack

When a legitimate user has logged in to the network with his/her password and ID at the
same time as an attacker, the attacker may be able to steal these legitimate credentials. If the
protocol allows a second entrance with the same credentials, then the attacker can operate this
attack.

4.1.8 Stolen - Verifier Attack

Although it is not desirable, important credentials may be stored in the network in a table. If
this kind of table is captured by an attacker, he/she can craft many attacks such as imperson-
ation, and guessing attacks with the other data that the attacker has obtained. To avoid this,
user-specific data should not be stored in the network. If it is necessary, data can be stored
encrypted or hashed.
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4.1.9 Insider Attack

After the malicious user has successfully signed into the system, he/she can launch an attack
against another user such as the impersonation attack using his/her own messages. An insider
attack is similar to the forgery attack. In this attack, the attacker has more information because
he/she finishes the all steps. To avoid this attack, any credentials of a user should not be
derivable from another user’s credentials.

4.1.10 Privileged-Insider Attack

The privileged-insider attack is similar to the insider attack, however the attacker is privi-
leged in here like a system administrator. With the information provided by the authority, the
attacker can try to impersonate users.

4.1.11 Node Capture Attack

Suppose an entity is physically captured by an attacker, he/she may extract information from
the memory of this entity. With this information, the attacker can perfrom several attacks on
other entities such as impersonation, insider and password guessing attacks. To avoid this
attack, extracted information needs to be useless for the rest of the units in the network.

4.1.12 GWN Bypassing Attack

If an attacker can successfully pass the steps of the authentication mechanism without being
let by the GWN, it is said to be performing a GWN bypassing attack.

4.1.13 Password Guessing Attack

In secure systems, private information is always stored encrypted or hashed. Therefore, an
attacker cannot extract the private information. However, he/she may try to guess and verify.
If the entropy of a password is not high enough, the attacker can succeed in performing the
password guessing attack by means of a dictionary. To avoid this attack, an attacker should not
have the value derived from the password, otherwise he/she can try and validate the password
from the computed value. This attack can be performed in two ways: offline and online
password guessing attacks.

4.2 WSN Authentication Approaches

This section presents state-of-the-art user authentication protocols for WSNSs.
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4.2.1 Password-based User Authentication Protocols

Password-based user authentication for WSNs became prominent after considering asymmet-
ric encryption was not realistic for implementation in sensor nodes. In 2004 Watro et al.[39]
proposed a user authentication protocol based on the RSA cryptosystem[32] and Diffie-Hell-
man key exchange[[19]] named TinyPK. Das[18] and Tseng et al.[35]] showed that Watro et al.’s
protocol had some vulnerabilities such as the masquerade attack and also that it was incon-
venient to implement for real applications, since the RSA cryptosystem and Diffie-Hellman
key exchange are not suitable for tiny devices. Later, in 2006 Wong et al.[40] proposed a
dynamic user authentication protocol, which only uses hash functions and XOR operations.
This scheme is promising since its complexity is suitable for resource-constrained environ-
ments like WSNs. In response to this protocol, Das[18]] showed that the protocol suffers from
many logged-in users with the same login-id attack, as well as the stolen verifier attack and
they improved Wong et al.’s scheme by adding a gateway (GWN) as a trusted third party for
authentication and proposed an efficient password-based user authentication that used times-
tamps for verification without the key agreement.

In 2010 Khan and Alghatbar [24]] proposed an improved scheme of Das’s study by solving its
insecured password and mutual authentication problems by introducing pre-shared keys and
hash passwords. A similar attempt was presented by Chen and Shih [[13]], where they provided
a robust user authentication protocol for the WSNs, but their protocol was later shown to
be vulnerable to replay, forgery and bypassing attacks. Moreover, Khan and Alghathbar’s
scheme was found to be vulnerable in Vaidya’s study [38]. They showed that Khan and
Alghathbar’s scheme had vulnerabilities to the stolen smart card attack and forgery attack
with node capture attack. Another improvement on Das’s scheme came from Nyang et al. [31]
by improving security with the features of efficiency and usability to overcome the privileged-
insider and offline-password guessing attacks. In 2010, He et al. [22]] showed that Das’s
scheme had vulnerabilities such as insider and key impersonation attacks.

Das et al. [16] and Xue et al.[41] proposed two user authentication and key agreement
protocols for WSNs using smart cards. In 2013 Turkanovic et al. [37]] showed that Das’s
scheme had several security shortages and was not feasible for real implementation. In 2014
Turkanovic et al. [37]] proposed a novel user authentication and key agreement protocol for
WSNs. In 2016 Farash et al. [20] proved that this protocol had security shortages and it
was not resilient against some attacks like stolen smart card, man-in-the-middle attack and
proposed an improved version of Turkanovic et al.’s scheme. Although the authors claimed
higher security levels and resilience against cryptographic attacks, in 2017 Hamidreza Yaz-
danpanah et al. [42] showed that Farash et al.’s scheme was not resillient against the stolen
smart card attack and stolen sensor node attack. Also in 2016 Amin et al. [5]] showed that
Turkanovic et al.’s scheme is insecure and inefficient due to many drawbacks such as the of-
fline password guessing attack, stolen smart card, user impersonation attack and sensor node
impersonation attack. In the same study, Amin et al. proposed a secure lightweight scheme
for user authentication and key agreement.
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4.2.2 ECC-based User Authentication Protocols

ECC can be used for user authentication protocols in WSNs. Although, ECC-based user
authentication protocols are not as efficient as password-based solutions, they provide many
security features.

In 2011, Yeh et al. [43] proposed the first ECC-based user authentication scheme for WSNs.
After that, in 2013 Shi et al. [33]] presented an improved authentication scheme. In 2014,
Choi et al. [15] presented an enhanced authentication scheme, which is resillient against the
stolen smart card and sensor energy exhaustion attack over Shi et al.’s scheme. However, user
anonymity and untraceability were not satisfied by any of these three protocols. In 2014, Nam
et al. [30] presented an authentication scheme based on ECC, which provides user anonymity
and perfect forward secrecy.

4.3 Taxonomy and Anatomy of WSN User Authentication Protocols

4.3.1 Taxonomy of WSN Security

A security protocol definition is a sequence of operations to achieve certain security goals
among communicating parties. Based on Das et al.’s taxonomy, [17]] the aims of security
protocols for IoT environments are divided into six categories including key agreement, user
authentication, device authentication, access/user access control, privacy preservation and
identity management. In this section, WSN security protocols that focus on two of these six
categories, namely user authentication and secure key agreement, are examined with respect
to the used method and complexity.

Security protocols for IoT environment
I

User Access/user access Identity
authentication control management
+ * l
R . T Certificate q et
Probabilistic Single—factor Three—factor based Privacy preservation

o - - Device Certificate less

Figure 4.1: The taxonomy of IoT security[17] .

The six categories in the taxonomy can be summarized as follows:

o Key pre-distribution
Since the sensor nodes are resource-constrained, secure and traditional public key cryp-
tosystems, i.e. RSA [32], Diffie-Hellman key exchange protocol [[19] are complicated
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and energy-consuming for key pre-distribution in WSNs. In addition to this, trusted
third party authentication protocols like Kerberos are not so feasible because of the un-
predictable network architecture, short transmission range and intermittent operations
of WSNs. Although ECC is feasible for designing security protocols in WSNs with the
recent developments, symmetric solutions are still demanding for efficiency.

User authentication
In a WSN, sensor nodes should collect data that could be sensitive and send them only
to legitimate users registered in the network beforehand. Otherwise, collected data can

be captured by adversaries.

Device Authentication
This is a security feature that is necessary for the secure communication of two or more
sensor devices, which are not controlled by or are interacting with humans.

Access Control

WSNs are dynamic networks since the sensor nodes are dispensable. A sensor in the
network can be captured or go offline due to its battery draining out or hardware failures.
To compensate for these lost sensors, new sensors need to be deployed in the network
securely. Otherwise, malicious nodes can enter the network.

User Access Control

User access control mechanisms promise access rights to legitimate users for accessing
the right information in the WSN. This provides WSN security by preventing illegal
users from accessing WSN resources.

Privacy Preservation

WSNss can be used in environments where critical information such as military, health-
care, governmental applications should be kept confidential. In order to provide this
feature, encryption schemes can be used after the key exchange mechanism is executed

securely.

Identity Management

Identity is used for representation of a person, device or system from the real world in
the digital world. Identity management includes how to assign and manage these IDs
in IoT networks, where various IDSs may need to be used. If the attacker is able to
change these IDs in a way, it may prevent the system from working correctly.

4.3.2 Anatomy of Password Based User Authentication Protocols for WSN

All the parties in a WSN have credentials and secrets for providing security features such as

authentication and secure key agreement. Authentication of a party in the network is defined

by proving these credentials and secret set uniquely. This means that there is no other legiti-

mate party that can provide these credentials. For instance, in a user authentication protocol,
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before the user sends queries to any sensor, the user must register with the system using its
credentials securely. There credentials are as shown below.

e User identity; this must be secret, otherwise user anonymity is not provided.

e User password; this must be secret too, otherwise an illegal person that gathered user
passwords has a chance to impersonate a legitimate user.

e Sensor identity; identification number of a sensor.
e Gateway secret password.
e Shared passwords among gateway-sensors and gateway-users.

e Secret nonces; these are picked by parties to mask the values that cannot be transferred
in plaintext.

e Secret session keys; this is obtained by the user and the sensor node securely.

Password-based user authentication schemes consist of four phases for authentication: pre-
deployment phase(setup), registration phase, login phase and authentication phase and two
secondary phases for node addition and password change.

1. Pre-deployment (setup) phase

The first phase of a password-based user authentication protocol is the pre-deployment
(setup) phase. In this phase, each sensor node is deployed into the network with its iden-
tity. Then the gateway node generates the shared keys between itself and each sensor. If
necessary, the gateway generates its own secret password. Thereafter, each sensor node
stores its own shared keys and the gateway node stores all the shared keys between
the gateway and sensors. As we mentioned before, gateways arericher in resources,
therefore they can store all the shared keys of all the sensor nodes.

2. Registration Phase

Credentials of users and sensors may be captured or stolen in transmission. For this
reason, in this phase, they are masked before transmitting. Also, for authentication,
these raw credentials are customized by involving shared keys and the gateway’s pass-
word hashing and XORing operations to use in later phases.

The registration phase is performed in two steps, user and sensor registration. After this
phase, the gateway stores the processed credentials and in some cases writes to a smart
card or secure cloud.

3. Login Phase
After the registration phase, all preparations for user authentication have been com-
pleted. For a protocol to provide user authentication, only legal users should be allowed
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to log in to the system. Therefore, a user that wants to log in to the network first needs
to enter his/her password.

At this point, some user authentication protocols provide two or three-factor authen-
tication for higher security. This means that the user has a smart card or a biometric
identity to use in the login phase. In this situation, the user needs to enter his/her pass-
word, smart card and biometrics. Next, the terminal or gateway tries to verify this
inserted data. If verification is successful, the user chooses a sensor that the user wants
to connect to and authentication as the last phase is started by the user.

4. Authentication Phase

In this phase, authentication messages visit all parties of the WSN and the parties au-
thenticate each other. The parties send an XOR of secret values with data known by
receivers, therefore receivers can extract a secret value by the XOR operations. Hence,
parties can authenticate each other by verifying sent authentication messages. Also
eavesdropers cannot gain any information from the flowing messages because all mes-
sages are masked by XOR operations.

4.4 Security Features of WSN

Every security protocol is designed for a specific purpose. In this section these goals will be
examined. The comparison of the protocols in the literature are provided in table @.1]

4.4.1 Mutual Authentication

As we mentioned before, each user has his/her ID and password, each sensor has its ID
and both have their private keys and shared keys. Parties use these credentials to log in to
networks. Authentication ensures that any illegal party cannot pretend as a legitimate user
and cannot log in to the system by using those credentials. For example, if the gateway
authenticates a sensor S, it means that the gateway is sure that the sensor S cannot be an
illegal node pretending to be sensor S.

If the two parties authenticate each other, it is called mutual authentication. In the previous
example, mutual authentication is performed, if the sensor S authenticates the gateway too.

Mutual authentication is one of the highly important security features in WSNs because of the
architecture of WSN, since all communication is wireless and units of WSN such as sensor
nodes are considered as resource-constrained. These reasons make WSNs easy to manipulate
in terms of the traffic in the wireless network.
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4.4.2 Key Agreement

Wireless network systems are also dynamic networks that can contain hundreds of resource-
constrained sensor nodes communicating with each other. Therefore, temporary keys are
generated from the initial shared keys in every user login. It is obvious that key agreement
needs to be secure. Since nodes are resource-constrained, secure key agreement in WSN is
a little more difficult than known secure key agreement. Finally, privacy is achieved, after
success of secure key agreement, all traffic flow can be encrypted.

4.4.3 Password and ID Protection

When a user wants to connect to a specific sensor in a WSN, most of the time, this opera-
tion is done in a public (insecure) network. If the passwords and IDs are not encrypted or
masked they could be intercepted or stolen by malicious parties. Malicious parties can use
this information to impersonate a legitimate user.

4.44 Forward and Backward Secrecy

Forward secrecy ensures the confidentiality of future communication between the entities, for
instance if a node or entity leaves the network they are not be able to read the communication
anymore.

Backward secrecy ensures the confidentiality of previous communication between the entities,
for instance if a node or entity joins the network they are not be able to read the communica-
tion before joining the network.

4.4.5 User Anonymity and Untraceability

If a protocol satisfies the user authentication security features, outsiders are not capable of
discovering the owners of the messages since the users’ identities are not public. Because of
this, user or sensor identity needs to be transmitted encrypted or masked.

Untraceability is similar to anonymity except that outsiders cannot discover the owners of the
messages, but they can distinguish between the owners of the messages. If an attacker detects
that a certain user logged in to two systems at different times, we rule that the protocol does
not satisfy the untraceability feature.
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4.4.6 Sensor Node Anonymity

If the identity of a sensor node or entity is sent unmasked over an insecure channel, an ad-
versary can have the opportunity to distinguish between sensors. Hence the adversary can
collect data about this specific sensor node and perform an attack with this information. The
protocol should not allow the adversary to distinguish between the sensors, which is provided
by encrypted or masked identity of sensors.

4.4.7 Secure Password Update

User authentication schemes need to allow a registered user to change its password securely
any time the user wants. Otherwise, an illegal party can start a legitimate user’s password
change phase and impersonate this legitimate user by recovering the new password. This is

also called a password changing attack.

Table 4.1: Security comparison table
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4.5 Complexity of Protocols

Not only security, but efficiency is a demanding feature for WSNs, as WSNs can be used
in critical areas such as military or health monitoring, where data flow must continue unin-
terrupted. With the resource-constrained units of the WSNs, lightweight solutions are more
suitable for these dynamic and crowded networks.

There are numerous user authentication schemes for WSN in the literature. The table in

provides a comparison of the protocols in terms of time complexity.
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Table 4.2: Complexity comparison table

Protocols  User Sensor Node  Gateway Total

[L5]] 7Th + 3TECC’ 4Th + 2TECC 4Th + TECC’ 15Th + 6TEC’C
[43] Th + ZTECC 4Th + 4TECC 3Th + 2TECC 8Th + 8TECC
[44] 5T, 2T, 6T}, 13T},

[36] TTh 5Ty TTh 1973,

[20] 117}, TTh 1473, 32Ty,

[27] 1713, 9Ty, 181}, 4473,

[28] 9Ty 61} 1173, 26Ty,

[41] T, 5T), 107}, 20T},

134] 187}, 117, 24T}, 53T},

[21] T, 3T), 9T, 197,

23] 8T, 5T), 1275, 25T,

(6l 12T, 5Ty, 15T, 32T},

[38] 61}, 2Ty, 5Ty, 137},

Tgcc 1s the cost of an ECC encryption/decryption operation
T}, is the cost of a hashing operation

T is the cost of a symmetric encryption/decryption operation

4.5.1 Encryption Based UA Protocols

Protocols based on RSA or DH are not realistic because of high memory overhead and compu-
tational time costs. Even if these problems were came over, mathematical operations consume
a lot of power, which is not good for battery-powered devices. In the beginning, ECC-based
protocols looked infeasible like others, but with the developments such as efficient point dou-
bling, ECC-based protocols have become more feasible for use in this area.

4.5.2 Password Based UA Protocols

Firstly, Wong et al.[40] noticed that encryption-based authentication is not appropriate for user
authentication and key agreement for WSNs. They proposed a novel authentication scheme
that just uses XOR and hash operations. Since this scheme involves XOR and hash operations,

it is very efficient and low-cost compared to encryption-based schemes.

4.6 Security Test and Proofs

Authentication protocols promise that parties can mutually be assured about each other’s iden-
tity. In the literature, there are lots of authentication protocols that are characteristically de-
scribed by listing the messages sent among the parties. It is important that a protocol should
not contain any security shortcomings. Therefore, formal analysis is necessary to detect any
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vulnerabilities or shortcomings.

4.6.1 BAN Logic

In 1989, the first attempt of formal analysis came from Burrows et al. with their contribution
"BAN Logic" [12]. It analyzes protocols formally based on the aspect of authentication and
not other issues like secrecy etc.

Basic Notations

e A, B, S denote parties.

o K, Kys, Kps denote shared passwords
o K,, K, K; denote public keys

e N,, Ny, Ng denote statements

e P, (Q, R range over parties

e X, Y range over statement

e K ranges over encryption keys

Conjunction

e P |= X P believes X, so P acts as if X is true.

e P<X XisseenbyP

P |~ X P once said X

P = X P has control over X

e #(X) The Statement X is fresh, so it has never been used
e { X}, X has been encrypted with the key K

e (X)y The statement X is combined with Y

k

P = @ X is a secret except P and Q
o« P& @ K is a shared key between P and Q
o % P P knows the public key K

Logical Rules
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. Message-Meaning Rule

The message meaning rules for shared keys

Pl=Q & P Pa{X),
Pl=Q|~X

If P believes that K is shared with () and also sees the statement X is encrypted with
the key K, P believes that () once said the statement X . This rule helps reduce logical
results when forwarded messages are encrypted with the shared key K.

The message meaning rules for shared secrets
K
P|=Q = P,P<(X),
PI=QI~X

If P believes that K is shared with @) and also sees (X),-, P believes that () once
said X. This rule helps reduce logical results when shared secrets are included in the

messages.
. The Nonce-Verification Rule

Pl=#(0X),P|=Q|~ X

P=Q|=X
If P believes that the statement X could have been said only lately and that ) once said
X, P believes that () believes X.

. The Jurisdiction Rules
Pl=Q=X,P|I=Q|=X
Pl=X
If P believes that () has jurisdiction over X, P trusts () on the truth of X.

. Freshness Rule
P = #(X)
Pl=#(X.,Y)
If X is fresh therefore any message involving X is also fresh.
. Other rules

The essential rule of the belief operator |= is that P believes a set of statements if and
only if P believes each individual statement separately.

P=X,P|I=Y
P = (X,Y)
P|=(X,Y)
P |=(X)

rl=Ql= X.Y)
Pl=Q =X
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4.6.1.1 An Application of BAN Logic

In this part, the example usage of BAN logic is presented by a toy protocol, which aims to
distribute a new session key betweeen A and B who want to share a long-term key.

Table 4.3: Toy protocol for BAN logic
A B

A’ {Ma}Kab

{M, +1, My},

{Mb + ]‘}Ka,b

{Kc/lb’ Ml;}Kab

Initial Assumptions
A believes A <% B and B believes A <% B since K is pre-shared key between A and
B.

/

A believes (B controls A & B) since K;Lb is generated by B.

A believes fresh(M,) and B believes fresh(Mp) since M, is generated by A and M, is
generated by B.

B believes fresh(M,).

Analysis the Protocol

In the last step of this protocol, A must believe that K ;b shares K ,; with B and B must believe
that K;b shares K, with A.

/

Kab Ka,b
A=A+ BandB|=A+> B

From initial assumptions;

’

Al=(B= Ao By,

! !

K K
From A |= fresh(A +*% B), A|= B said A <% B
Ka
A|=B|= A<+ B...[2]

From jurisdiction rules of [1] and [2];
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Al= A& B

From initial assupmtions;
Al= A &S B4

/

K ’
From message 4 and decomposition rule; A< {4 % B, M, },,

!

K
A<{A <+ B}k,,...]5]

From [4] and [5] message meaning;

/

. K{Lb
A|=Bsaid A« B

’

K o
Finally, A believes fresh fresh(A <% B) cannot be proven. In other words, if K b 18
changed, A will not know this replacement. Therefore, this protocol has security flaws, i.e.
an attacker 7" can perform a replay attack as follows:

A—— B: A, {Ma}Kab
B—— A:{My+1, My},
A—— B:{M,+ 1}Kab
B——T: {K;w Ml;}Kab

T ——— A Ky, My Yk,

Table 4.4: Modified protocol is resilient to replay attack

A B
A, M,
s {Mm K(/lb}Kab
{Ma} g
M,
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4.6.2 AVISPA Tool

AVISPA (Automated Validation of Internet Security Protocol and Applications) is an auto-
matic tool for security verification of applications and protocols with a high-level language
specification [1I]. It is important to point that the AVISPA tool can only capture replay and
man-in-the-middle attacks.

AVISPA can validate security protocols in four different techniques as seen in Figure [4.2]
First, a security problem is described to HLPSL(High Level Protocols Specification Lan-
guage) by the analyzer or developer of the protocol. In addition, protocol analyzer takes
advantage of modular data stuctures, several models for intruders, complicated security fea-
tures and several cryptographic structures and algebraic features of this language. After then,
the desribed model is sent to the HLPSL2IF module to translate previous definitions into the
IF (Intermediate Format). AVISPA tool’s logic only can process IF descriptions. Finally, four
analysis techniques are used in this tool as follows:

| HLPSL (High-Level Protocol Specification Language)

A 4

Translator
HLPSL2IF

v
IF
(Intermediate Format)

F====================== r-----------"— ___________ i 1
I 1 ] 1
v v L 4 ¥
OFMC CL-AtSe SATMC TA4SP
(On-the-fly Model- (Constraint-Logic- (SAT-based Model- (Tree Automata—based
Checker) based Attack Searcher) Checker) Protocol Analyzer)
: i | J
o v R SR v
'
1
¥
OF

(Output Format)

Figure 4.2: The architecture of AVISPA Tool.

1. On-the-fly Model Checker (OFMC)
It searches simply all the known attacks and tries to discover a new attack on the proto-
col through testing [10]].

2. Constraint Logic Based Attack Searcher(CL-AtSe)
Constraint solutions are performed in this model to process unbounded sessions in the
test protocol[14].

28



3. SAT-based Model Checker (SATMC)
This model is performed to process bounded analysis of the security problems in the
protocol that involves an intruder[8]].

4. Tree Automata based on Automatic Approximations for Analysis of Security (TA4SP)
This model is used to try to predict intrusion or malicious information by means of

languages of a regular tree[/11]].
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CHAPTER 5

EXAMPLE OF PASSWORD BASED USER
AUTHENTICATION PROTOCOL AND ITS ANALYSIS

5.1 Definition of Password-Based UA Scheme

An example for password-based user authentication and key agreement protocols is the pro-
tocol proposed by Turkanovic et al. [36] in 2014. This protocol consists of four main phases,
which are the pre-deployment (setup) phase, the registration phase, the login phase and the
authentication phase. There are two additional phases; password change phase and dynamic
node addition phase. Also, this protocol uses a smart card in addition to passwords for au-
thentication.

In this protocol; the user U; and the sensor S; do not authenticate each other directly. In
brief, mutual authentication is achieved as follows. First, the gateway authenticates the user
U; and the sensor S;. Next, the sensor S; authenticates the gateway and finally the user U;
authenticates the gateway. In short, the gateway sets the mutual authentication with the user
U; and the sensor S;. Finally, the user U; and the sensor S; trust each other for gateway’s
sake.

The notations used in the definition of the example protocol are provided in Figure [5.1]

5.1.1 Pre-Deployment Phase

In this phase, a sensor node is identified with its identity S;, 1 < j < n and a pre-shared key
XewnN-s;. This pair is stored in the sensor node. Likewise, the gateway is identified by its
own secret password Xgw .

5.1.2 Registration Phase

This phase is separated into two parts; registration of user and registration of sensor node.
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U; S; GWN
Knows it's I1D;, PW; Predefined with chwfs,: SIDj e;, f; Stores Xgwn
For each sensor node S; stores Xgyyy g, and SID;
L

Registration phase 1

Selects random 7;
MP; = h(r; | PW))
Mi=hn D) __ _ AMyMRZ

x; = h(MP, Il Xewn-u,)

e =f ®x
Personalizes smart card SC = {MI;, e;, fj, Xgwn-u,}
___________ I 1 R

Adds1; inl§SC
SC= {ri'M[i'ei'fi'XGWN—U,}

Selects random 7;

MP, = h(Xawzv—s, Il Il SID;)
MN; =7; @ Xgwn-s;

RMP; = MP; & MN,;

N — — (SIDLRMPMN, T} __ 5
2 Checks whether | T, =T, | < AT
S ME; = RMP; & MW,
g 1 = MN; © Xown-s,
S MP; = h(Xguyn_s, I 7; Il SID;)
g Checks whether MP; =? MP;
EQ fi = h(SID; Il Xgwn)
x X = h(MPf I Xz:w:v—s,)
) =[x
PISI. 073119 | 1 S
Checks whether |7, =T, | < AT
Stores ¢;, /‘; into memory
Inserts SC into terminal and inputs password PW;’
SC:MP = h(r, Il PW)
u | SC:x =DM I Xawn-u,)
S | SCx=f @ e
"R, | SC:Checks whetherx; =? x;
S| SC:Ny=h(x; 1| Xewn-u; | Ty)
%Q SC: Chooses random nonce K;
~ | sCiz = K @f;
ChoosgsS,_ _ _ _ _ (Mbe BT _ 5
Checks whether | T, =T, | < AT
X =¢®f
A= h (Xawnos, 1 T 1 T2) & 3,
{MI;, e, N;, Ty, Ty, SID;, ¢, A £
———— e ———————— — >
Checks whether | T, =T, | < AT
fi = h(SID(‘ I Xown)
X =¢8f
X = A; © h(Xgwn—s; I Ty 1 T2)
Checks whetherx; =7 x{
fi' = h(MI; I Xewn)
S X = @f
2 Q; = h(x{ Il Xgwn-u; II Ty)
= Checks whetherN; =7 Q
§ Fj=f @h(f I XGWN—S,)
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Figure 5.1: Recommended scheme by Turkanovic et al.
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Table 5.1: Notations
Notations  Description

U; User ¢

S; Sensor node j
GWN Gateway/sinkhole
1D; Identity of user ¢
PW; Password of user ¢

Xewn-vu; Pre-shared key between GWN and user ¢
Xewn-gs; Pre-shared key between GWN and sensor node j
XownN Secret password of the GWN

T High entropy nonce generated by user

rj High entropy nonce generated by sensor

h(.) Cryptographic hash functions

SC Smart card

T Timestamps

AT Time interval of transmission delay

I Concatenation operation

@ XOR operation

SK Session key defined among user and sensor node
MP; Masked password

User Registration

The registration process of a user U; in the network is as follows. First, the user U; picks
a randomly generated high entropy nonce r; and computes the masked password M P; =
h(r;||PW;) and masked identity M I; = h(r;||ID;). After the computation, the user sends
this pair to the GWN from the secure channel. The GWN figures out f; = h(M L|| Xaw )
and z; = (MP;|| Xgwn-—v,). After the computation, GWN calculates e; = x; @ f;. After
that, the GWN personalizes the smart card (SC) of the user with these parameters: {M1;, f;, e;,
Xewn-u,;}. After personalization of the smart card of the user U;, the GWN stores the
masked identity of user M I; and the pre-shared password Xgw ny—y, in its memory. At the
end, the user U; adds random nonce 7; into the smart card. With this adding operation, reg-
istration of user Uj; is done. The protocol must perform these registrations for each deployed

user.

Sensor Registration

The registration process of a sensor .S; in the network is as follows. The sensor S; picks a ran-
domly generated nonce r; and computes the masked password M P; = h(Xgw n—s;[|75(S1D;)
and masked nonce M N; = r; & XgwnN-s;. The sensor node computes RN P; by XORing
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these two values previously computed. Next, the sensor node .S; sends { SID;, M N;, RM P,
T1} to the GWN node over a public channel, where 7 is the actual timestamp which is used
for preventing the replay attack. After obtaining the values from S, the GWN node checks
the timestamp | T} — T, |< AT where T, is actual timestamp of the GWN. If the transmis-
sion delay, namely AT is not small enough, the GWN aborts the registration of the sensor
S; process. Otherwise, the GWN computes M N; by XORing RM P; and M N in order to
check the validity of the sensor. The GWN computes rj = MN; ® XgwnN-s; and computes
its own edition of M P} = h(XawnN—s,||r}[|SID;) then compares the calculated M P} and
receiving M P;. If the equation does not hold, the GWN aborts the process. If it does, the
GWN figures out f; = h(SID;|Xewn), xj = h(MP}||Xewn-s;) and e; = f; & ;.
After performing the computations, the GWN sends e;, f; and 75 via the public channel to
the .S;, where T3 is the current timestamp of the GWN. Finally, the sensor checks the trans-
mission delay | 75 — T, |< AT. If the equation holds, the sensor stores ej and f;, thereby the
registration phase of the sensor S; ends successfully.

5.1.3 Login Phase

After the registration phase, to initiate the authentication stage firstly the user U; needs to
log in to the network. The user U; inserts his/her smart card into the station with his/her
password PW*. Then, SC checks whether the user U; is legitimate or not by verifying the
password as follows. SC computes the x} = h(h(r;| PW;")|| Xewn—-v,) and extracts the
original x; = f; @ e; from SC. If the equation x; = z does not hold, the login phase is
aborted. If the equality holds, it means that the user’s password is valid. Then the smart card
computes messages of authentication to the selected sensor S;; {e;, M I;, N;, Z;, T\ } where
N; = h(zi|| Xewn-uv,||T1) and Z; = K; & f;, where K; is randomly chosen as the first part
of the session key.

5.1.4 Authentication Phase

The final phase is the authentication process, which is started by the user U; after sending au-
thentication messages to the interested sensor S;. First, the sensor node S; checks the time for
preventing the replay attack. Next, the sensor node S; computes 4; = h(Xgwn—s;||T1]|T2)®
xj, where z; comes from the e; and f; stored by the sensor S;. S; sends {M I;, e;, N;, T, T>,
SID ej, A;} tothe GWN, where the sensor .S; just forwards M I;, e;, N; and T directly. The
GWN checks the time, by using 75 and its current timestamp. If time verification is pro-
vided, the GWN calculates f; = h(SID;||XgwnN) using its secret password Xgwn and
the identity of sensor Sj. Now the GWN can compute 27 = e; @ f7. On the other hand,
the GWN can extract the original x; by XORing A; and h(Xewn—s;||T1(|T2), where the
{Xewn-—s;,T1, T2} tuple is known by the GWN. The GWN verifies the equality, which
means the GWN authenticates S; and goes on for authentication of the user U;. The GWN
calculates f = h(MI;||Xgwn), where MI; was sent by sensor S; before and Xgw N
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is the secure password of the GWN. Next, it calculates z; by XORing e; sent by the sen-
sor and f*. Now, the GWN can compute Q); = h(z;||Xewn—v,||T1). After computing
Q;, the GWN compares ); and N, if these are the same, the user U; is authenticated by
the GWN successfully. Now, the GWN needs to create several values in order to complete
the mutual authentication and key agreement. One of these values is F;;, which consists of
[ @& h(f; [ Xewn-—s;). Fij is to be used for extraction of the first part of the session key
by the sensor node. The GWN then computes H; = h(f; || Xewn—s;[|T1(|T2|T3) and S; =
h(Q;||T1]|T2||T3). Having calculated the values, the GWN sends { F;;, H;, S;, 11, T, T3} to
the sensor S; over the public channel. With this step, the GWN has completed its task. After
receiving the message to sensor node S, it firstly checks the transmission delay using T3
and its current timestamp. Then, the sensor \S; tries to authenticate the GWN by calculating
the value h(f;|| Xewn—s;||T1||T2||T5). If this value equals Hj, the GWN is verified by the
sensor S;. Now, the sensor node .S; needs to extract the first part of the session key K;. To
do this, the sensor node computes f* = Fj; & h(f;|| Xaw N-s;), in which both f; and the
pre-shared Xgwn—s; are known by the sensor S;. Finally, the sensor .S; extracts the K; by
XORing Z;, which was sent by user U; in the first authentication message. Then it chooses
K; , where K is the second part of the session key. Later, the sensor node S; masks the
K; by Rij = h(f}||SID;||T1||T2||T3||T4) in a way that only the user U; can extract. The
sensor S; has obtained the session key SK = h(K; ® K;). Eventually, the sensor S; sends
{Si, R;;,Th, 12,13, T4}, where S; and T4, T, T are forwarded from the GWN over the inse-
cure channel. The user U; checks the time using 7} and its current timestamp. If transmission
time is small enough, the user U; calculates the value h(h((e; & fi)||71)||T1||72||T3). If this
calculated value is the same as the one received from 5, it means that the GWN is verified by
the user U;. And, now the user U; needs to extract the K; as the last steps. In order to obtain
the K, the user U; XORs the received R;; with (f;||S1D;||T1||1%||T3]|T4). In the end, the
user U; has obtained the temporary session key SK = h(K; ® K) from his/her credentials.
The authentication phase ends with this last operation.

5.2 Security Analysis of The Example Protocol

In this section, we perform the security analysis of the example authentication protocol in
terms of several attacks and security features.

Mutual Authentication

The example protocol achieves mutual authentication, in other words every party in the net-
work authenticates each other directly or indirectly. Firstly, the GWN authenticates the user
and the sensor node in the authentication phase. Later, the sensor node authenticates the
GWN. Lastly, the user authenticates the GWN in last step of the authentication phase. Al-
though the sensor node and the user node do not authenticate each other directly, the user and
the sensor node set mutual authentication with the GWN, where the GWN is playing the role
of a trusted third party.
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Key Agreement

Turkanovic’s protocol provides key agreement among the user and the sensor node at the
end of the authentication phase. The first part of the session key SK is K;, generated by
the user. K is transported along the authentication route, masked with f; such that the
sensor node can extract K;. Afterwards, the sensor node obtains the K; and choose the
second part of the session key K;. Then the sensor node sends the masked K;, namely
Rij = h(f7||SID;||T1||T>||T5||T4) to the user. Finally, the user has information to extract
the K;.

Replay Attack
Turkanovic’s protocol is resilient against the replay attack, since the receivers check times-
tamps for each message that they received from the public channel.

User Anonymity and Traceability

If an attacker has a chance to separate a user in distinct login sessions, the user is traceable. In
Turkanovic’s protocol, the attacker can obtain M I;, e;, Z;, N;,T1 from the login message of
a user. Since M I;, e; are the same for all sessions of Uj, the attacker can identify the specific
user Uj;.

Anonymity of Sensor Node

In the authentication process of Turkanovic’s protocol M1;, e;, Ny, Z;, 11,15, S1Dj, ej, A;j
are sent by the sensor node S; to GWN via the public channel ,which is visible to the attacker.
Therefore, the sensor node identity S1.D; is open. This means the protocol does not provide
anonymity for the sensor nodes.

Stolen Smart Card attack

According to [26]] and [29] the attacker can extract the information in any SC. In this protocol,
the attacker can obtain r;, M I;, e;, fi, Xgwn—u, by this way. Attacker can perform an offline
password guessing attack as follows,

First, the attacker calculates x; = f; ® e; by using e; and f; from the smart card. Then,
it chooses a password PW; and computes x} = h(h(r;||PW;)|| Xewn—-v,). If x; is equal to
x; the attacker succeeds in guessing the password. Otherwise the attacker chooses another
password to try until the equation holds.

Disclosure of Secret Parameters
As we mentioned in the stolen smart card attack, the attacker can obtain sensitive information
by using a stolen smart card, such as r;, M1;, e;, fi, XewnN—-u;.

e The attacker captures whole messages among the sensor node S; and the gateway
GW N, whichare, {MI;,e;, N;, Z;, T1,T>,SIDj, e;, Aj} and { Fy;, H;, Sj, T, T, T3 }.
Hence forth, the attacker can calculate h(f;||Xewn-s;) = fi @ Fyj, since Fy; =
fi ® h(fill Xawn-s;)-
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e Secondly, the attacker observes the session of each user Uy and captures
{M1Iy, e, Zi, Ny, Ty, Ty, SIDj, e, Aj} and {Fyj, Hj, Sg, Ty, Ty, Ty} Later, the at-
tacker can obtain secret parameters of Uy, fi, which is equal to f, = Fj,; ® h(fj|
Xewn-s;). Inthe end, 2, = fr @ ey.

Disclosure of the Session Key
The attacker has an opportunity to attain the session key among S; and U}, with the informa-
tion secret parameter fj, of Uy as mentioned before as follows.

e Firstly, the attacker captures messages between U}, and the sensor node S; { M Iy, e, Z,
Ny, Ti} and { Ry, Sk, T1, Tz, T3, T4 } by exploiting the wireless communication.

e Later, the attacker can calculate k, = Z;, @ fi, and K; = Ry; ® h(f||SID;||T1[|T2||T3
1 T4).

e In the end, the attacker obtains the session key SK = h(Kj & Kj).

Man-in-the-Middle Attack
Turkanovic et al.’s protocol is not resilient against man-in-the-middle attack as follows.

o At first, the attacker captures and intercepts the login message { M Iy, ex, Zy, Nk, 11},
which is sent by U}, to sensor node S;. Then, the parameter Zj, as Zy =2k ® K,; is
modified by the attacker and the changed message { M I, ey, Z, Nk, T1} is sentto S;.

e When the sensor node S; replies with the message { Ry, Sk, 11, T2, T3, T4} to Uy, the
attacker, who intercepts the message again and changes the parameter Ry; as Ekj =
Ry; @Kf] and sends the changed message {Ekj, Sk, T1, T, T3, Ty} to Uy. Turkanovic’s
scheme has no verification of the parameters Ry; and Zj. Therefore, both the user Uy
and the sensor S; approve these messages as legitimate messages.

e As aresult of the previous step, the user Uy, calculates the session key SK = h(Kj @
Fj), where Fj is Fj = RTkj D h(kaSIDj ”T1 ”TQ”T3HT4), which is equal to Kj D
K; Thus, Uy, calculates the session key SKy, = h(Kj, ® K; @ KJ/)

e The sensor node S; also calculates the session key SK = h(Kj & K;), where K ;
is K, = erj @ fr, which is equal to K & K,;,. Thus, S; calculates the session key
SKy, = WKy ® K; @ K)).

e As a summary, a man-in-the-middle attack is performed by the attacker. The malicious
party provides Uy, and S; calculates the different session keys. The malicious party is
able to compute both session keys as follows:

The attacker takes K, and K; and calculates the user Uj’s session key as SKy, =
h(K® K; EBKJ,) and the sensor node S;’s session key as S is SKy, = h(K,® K; @
K,).
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As a consequence, the sensor node S; and the user U; wrongfully accept that both of them
performed secure key agreement. In fact, shared key agreement was done by the parties with
the attacker. That is to say, the attacker can control the traffic among the sensor node .S; and
the user Uy.

Sensor node impersonation attack

The malicious party can conduct a sensor node impersonation attack with secret information

of U as mentioned in secret parameters’ disclosure as follows:

e The malicious party intercepts the message of login {M I, ex, Ni, Zx,T1} and exe-

cutes the following steps
Pick a high entropy nonce K
Calculate Ry; = h(fy||SID;|| T | 12| T3]/ 1) & K.
Compute Sy = h(Ng||T1||To||T3)
Send the message {Sk, Ry, T», T3, T4} to user Uy.

e After the user U receives the message {?k,ﬁkj, T, T3, Ty}, checks the timestamps
and verifies Sy and Ry; as follows. Sy, =?h(h((e; & fi)|T1)||T1 |12 T5) and
Ri; =?h(fil|SID;||T0) || T1|| T2 || T5||T4) @ K ;. It is obvious that the equation needs to
hold as follows.
Sk = h(Ny || 1| T2 T5)
= h(h(a:)| Xawn—o,|T2) |71 T2 T5)
= h(h((ei ® 2| Xawn-v)IITDITL | T2 T3)
Therefore, the user Uy, believes that the received message is a legitimate message and
there is no hindrance to calculate the session key SK = h(Kj||K).

e Consequently, the attacker obtains the nonce K = Z; @ fr and calculates the session
key SK = h(Ky| K;).

5.3 Complexity Analysis of Example Protocol

As mentioned in the computational comparison, which is shown in table .2} the example
protocol uses only hash operations and XOR operations, which makes the protocol efficient
and storage-friendly.

Despite the fact that user authentication is not continuously performed operations, efficiency
of this process is still important for low energy consumption. In this scheme, the user per-
forms seven hash operations, the sensor node performs five hash operations and gateway node

performs seven hash operations.
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CHAPTER 6

CONCLUSION

In this thesis, efficient authentication and key agreement protocols for wireless sensor net-
works were examined. These protocols can work on devices that lack resources in computing

and storage in wireless sensor networks.

In the first chapter, we introduced the IoT notion and WSN security, security features on
demand and types of authentication and key agreement protocols.

In the second chapter, we gave definitions of hash functions and known authentication meth-
ods that are used in efficient authentication and key agreement protocols.

In the third chapter, wireless sensor networks from the aspect of components of WSN, net-
work model and applications are considered.

In the fourth chapter, we presented an up-to-date historic development of password-based user
authentication protocols in the literature. We focused on not just user authentication, but also
other security needs for WSNs[.1| Then, twenty security features involving attacks for user
authentication protocols were considered with a comparative statement of several proposed
protocols in the literature We touched on the complexity of protocols for password-
based user authentication with a comparison table Although public key cryptosystems
can make the protocols resilient against many attacks, because of storage and battery life lim-
itations, password-based solutions are more suitable for WSNs. Lastly, we briefly mentioned
how to test a protocol with BAN logic [12] and AVISPA tool [1].

In the fifth chapter, we gave an example of a password-based user authentication protocol
with its definition, security analysis and complexity analysis.

To conclude, WSNs are an emerging technology in IoT environments. In the near future,
these kinds of networks will be more widespread. WSNs may be used in many areas, espe-
cially critical areas such as military, business and healthcare. Consequently, security of WSNs
is significant. At this point, user authentication becomes important in the security needs of
WSNs. When considering the resource limitations of sensors, password-based user authenti-
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cation protocols are efficient and suitable for units of WSNs and other resource-constrained
devices in IoT environments. These protocols are exposed to various attacks because of their
capabilities and type of communication. Therefore, we put forward the necessary guidelines
for developing a secure password-based user authentication protocol and methods to test their
security and complexity.
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