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ABSTRACT

ATTITUDES AND OPINIONS OF PEOPLE WHO USE MEDICAL SERVICES
ABOUT PRIVACY AND CONFIDENTIALITY OF HEALTH INFORMATION IN

ELECTRONIC ENVIRONMENT

OZKAN, Ozlem

M.Sc., Department of Medical Informatics
Supervisor: Dr. Ali ARIFOGLU
Co-Supervisor: Prof. Dr. Osman SAKA

February 2011, 77 pages

In health services, it is a necessity to keep the records of the patients. Although
paper-based records are commonly used for this aim, they are not as convenient as
computerized records. Therefore, many of the health facilities have recently started
keeping patients’ health records in electronic databases. However, new questions

about confidentiality and privacy of these records were raised with this new system.
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This study aims to investigate the opinions and attitudes of the people who use the
health services of Turkey about the privacy and confidentiality of health information
in electronic environment. In the survey, there are 596 participants from 64 different
cities in six geographical regions of Turkey. The findings show that people feel
comfortable about computer usage in health-care but they are concerned about the
privacy and confidentiality of their information and also they are not sure if their
medical information is safe and secure now. Moreover, they are mostly unaware
about current regulations related to information privacy in Turkey. The study also
shows that people trust in their doctors, health researchers in universities, pharmacist,
nurses and other hospital staff but do not trust in insurance companies, government,
private sector health researchers, information technology specialists and government

health researchers for the privacy of their medical records.

Keywords: Privacy, Confidentiality, Information Privacy, Laws and Regulations in

Turkey, Electronic Health Records
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SAGLIK HiZMETINDEN YARARLANAN BIREYLERIN, ELEKTRONIK
ORTAMDA TUTULAN SAGLIK BiLGILERININ GiZLIiLiGi VE

MAHREMIYETI iLE ILGILI GORUS VE DUSUNCELERI

OZKAN, Ozlem

Yiiksek Lisans, Tip Bilisimi
Tez Yoneticisi: Dr. Ali ARIFOGLU
Ortak Tez Yoneticisi: Prof. Dr. Osman SAKA

Subat 2011, 77 sayfa

Saglik servislerinde hastalarin saglik kayitlarimin tutulmasi bir zorunluluktur. Kagit
tabanl kayitlar bu amacla genis bir sekilde kullanilmalarma ragmen, bilgisayar
kayitlar1 gibi kullamigli veya kolay erisilebilir degillerdir. Bu nedenle, son
zamanlarda bir ¢ok saglik kurumunda hasta saghk kayitlar1 elektronik
veritabanlarinda tutulmaya baslamistir. Fakat bu kayitlarin gizliligi ve gilivenligi ile

ilgili yeni sorular ortaya ¢ikmistir. Bu calisma saglik hizmetlerinden yararlanan
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bireylerin, elektronik ortamda tutulan saglik bilgilerinin gizliligi ve mahremiyeti ile
ilgili gorlis ve diisiincelerini ortaya ¢ikarmayr amaglamaktadir. Calismada
Tirkiye’nin alt1 farkli bolgesinden ve 64 farkli ilinden 596 katilimer vardir. Sonuglar
gosteriyor ki insanlar saglik hizmetinde bilgisayar kullanimi hakkinda endise
hissetmiyorlar; fakat bilgilerinin giivenligi ve mahremiyeti hakkinda endiseliler ve
bilgilerinin su an giivende olup olmadig1 konusunda kararsizlar. Dahasi, Tiirkiye’de
bilgi giivenliligiyle ilgili sahip olduklar1 haklardan habersizler. Calisma ayni
zamanda, bireylerin doktorlarna, {niversitelere bagli saglik arastirmacilarina,
eczacilara, hemsire ve diger saglik ¢alisanlarina giivendiklerini ama sigorta sirketleri,
devlet, 6zel sektor saglik arastirmacilarina, bilgisayar sistemlerini yiiriitmekle gorevli
uzmanlara ve devlete bagh saglik arastirmacilarina bilgilerinin giivenligi konusunda

giivenmediklerini géstermistir.

Anahtar Kelimeler: Gizlilik, Mahremiyet, Bilgi Giivenligi, Tiirkiye’deki Yasa ve
Yaptirimlar, Elektronik Saglik Kayitlar
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CHAPTER 1

INTRODUCTION

1.1 Background to the Study

Today anywhere in the world, it is nearly impossible to collect one’s entire medical
information together since it is distributed around different hospitals, clinics or
doctors’ offices. There are two solutions for this problem: either patient can carry all
the records with themselves or the records are made accessible over network (Huang,
Chu, Lien, Hsiao, & Kao, 2009). Mark Rothstein (Silversides, 2010), the director of
the Institute for Bioethics, Health Law and Policy at the University of Louisville in
Kentucky, also stated that his own medical records are distributed around countless
hospitals, even in different cities, clinics and private offices of some doctors. And he
added “If someone wanted to get their hands on all my medical records, they
couldn’t. This is not good for continuity of care, but wonderful for privacy.
Currently, keeping medical records in electronic environment is spreading around the
world and it provides efficiency in the treatment and in the processes of clinical and

financial services (Baumer, Earp, & Payton, 2000).

The advantages of exchanging the electronic health information can be sorted as:
= Improved health care quality
» Reduced medical errors
= Lower health care costs

= Early detection of infectious diseases



Improved tracking of chronic disease management (Aspden, P., & Institute of
Medicine, authors., 2004)

There is a variety of new health care information infrastructures to collect and use of

medical data. Their features can be listed as:

EHR; allows keeping birth to death medical records including health care
status, diagnosis, treatments and financing costs.

Databases; more exhaustive and organized data collection, usage and
rearranging.

Electronic Card Technology; owned by patient and enables to record the
health data in it.

Unique Health Identifiers; enables cross-match of patient records in different
databases.

Internal Networks; allows building connection in linked medical services.
Public On-Line Networks; gives healthcare providers, researchers or hospital
managers to share information in off-site locations (Gostin, 1997).

Although keeping and using medical data in electronic environment has several

benefits, new questions had been turned out after this new technology was put into

use:

Which personnel may access to the data?

Under what circumstances should it be available?

How should it be used appropriately?

How will the protection of the integrity of the data be provided? (O'Brien, &
Yasnoff, 1999)

The privacy of the records has been reduced. In other words misusage of data has

increased with computerized interface (Baumer et al., 2000). Smith and Eloff (1999)

reported that after electronic systems were first introduced in health-care, security of

patients’ medical information, especially sensitive ones’, became an important issue.

Medical records include sensitive information about patients besides great deal of

personal information like fertility and abortions, physiologic problems and

psychiatric care, sexual transmitted diseases, HIV status, drug abuse, physical abuse,

etc. Accessing to these kinds of information can cause serious damages to patients’

2



lives. For example, such an event can limit job opportunities of a person, can affect
insurability, and can cause social embarrassment. Hence, patients may avoid being
tested their health problems or healthcare providers may not store all the information
in their patient records (Rindfleisch, 1997).

The most important threats about patient confidentiality are:
= Accidental Disclosures
» Insider Curiosity: for infringers’ own curiosity or purposes
= Insider Subornation: done generally for profit
= Uncontrolled Secondary Usage
= Unauthorized Access (Rindfleisch, 1997)

Smith and Eloff (1999) went on to state that before an information system is used,
being sure about the fact that the protection of integrity and confidentiality of the
patients’ information is essential. It was early 21% century that ethical concerns of the
privacy of the medical records became a controversial issue (Tracy, Dantas, &
Upshur, 2004). When the information technology and electronic records terms were
mentioned, the concerns about the security of them increased, as proposed by Tracy
et al. (2004). Precisely because of these reasons the Health Insurance Portability and
Accountability Act (HIPAA) offered general rules in 1996 for the protection of the
privacy of health information (Huang et al., 2009). Before the release of these
regulations, HIPAA’s main purpose was to develop the Medicare and Medicaid
programs and to improve the efficiency and effectiveness of the whole medical
system. HIPAA now aims to protect patients’ rights about privacy and confidentiality
and it has lots of regulations about computerized medical information (MacKenzie,
2004). In Turkey, there is a new legislation, under construction, about the protection
of personal information, as well (Appendix D).

1.2 Purpose of the Study

The purpose of this study was to reveal awareness and concern levels of the people

who use medical services of Turkey about their medical records stored in electronic

environment. A questionnaire was applied to the people who were living in different

places in Turkey and seven research questions were developed through this purpose.
3



Answers of these questions will clarify awareness and concern levels of the
participants.
The research questions are as follows:

1. What is the level of concern, trust, comfort and tolerance about their health
information stored in computerized environment of the people who use health
services of Turkey?

2. Are the people aware of the laws and regulations in Turkey about information
privacy?

3. What are the opinions of the participants about who should be able to access
their medical records?

4. What are the participants’ perceptions and experiences related to electronic
health information?

5. How do confidentiality concerns effect what the patients will share with
healthcare providers?

6. Are there any differences about concern level between gender, age,
education, geographical region and monthly salary groups?

7. Are there any differences about awareness level between gender, age,
education, geographical region and monthly salary groups?

1.3 Significance of the Study

There are plenty of researches about the privacy of electronic medical records in the
literature all over the world. In Turkey, however, there is a lack of resources about
the topic. Although there are some papers about information privacy, none are
specifically about health information. There is only one thesis study conducted in
Baskent University, Ankara, partly about the confidentiality of medical information
(Akyiiz, 2008). Actually, it is more about the attitudes of nurses related with patient
privacy. In this manner, this study can contribute to the existing literature in this

manner.

As stated before, there are lots of studies in many countries in the world about

confidentiality and privacy of patients’ records. Australia and New Zealand
(Whiddett, Hunter, Engelbrecht, & Handy, 2006); Canada (Nair, Willison, Holbrook,

4



& Keshavjee, 2004), (Pullman et al., 2009), (Tracy et al., 2004); Ireland (Buckley,
Murphy, & MacFarlane, 2010); UK (Carman, & Britten, 1995), (Barrett, Cassell,
Peacock, & Coleman, 2006) can be counted as examples for some of these surveys.
Moreover, Sankar, Moran, Merz and Jones (2003), who searched MEDLINE (1966
to March 2001) and BIOETHICSLINE (1980 to March 2000), had reached 5746
studies about confidentiality in medicine and 110 specifically about patients’ views
of confidentiality (Sankar et al., 2003). Unfortunately, none of those papers were

published from Turkey.

In addition to the articles, there are annual reports, conducted to understand the
public perceptions about personal privacy and privacy of personal health information
such as the surveys carried out by the governments of the USA in 1999 (Princeton
Survey Research Associates, 1999) and Canada in 2003, 2004 and 2007 (EKOS
Research Associates, 2007). There were over 2000 participants for both of these
researches. Unfortunately, there is no such a public opinion survey conducted by

Turkish government.

Sankar et al. (2003) grouped the papers about patient perspectives on medical
confidentiality into 4 categories in their study. The categories are: 1) Understanding
and awareness, understanding what the medical confidentiality is and awareness
about ethical and legal basis; 2) Limits of access, patients opinions about who should
reach their medical records; 3) Effect on seeking care, how their concerns affect
patients’ decisions to seek medical care; 4) Effect on disclosure, how confidentiality
concerns effect what the patients will share with healthcare providers. None of the
studies contained these 4 titles together but all will be discussed within the scope of

the research questions of this thesis.



CHAPTER 2

BASICS OF PRIVACY

Confidentiality and security are the most confused terms with privacy yet there are
some minor nuances between them. According to O’Brien & Yasnoff (1999), the
definitions of them can be established as,

* Privacy: The right of humans to keep information about themselves secret,

free from the knowledge of others.

= Confidentiality: The assurance that identifiable information about people is

not disclosed without consent, except for legislation.

= Security: The mechanisms implemented in computer and telecommunication
systems in order to provide privacy and confidentiality of the information
(O’Brien & Yasnoft, 1999).

In this chapter the basics about privacy will be discussed. The titles are: Primary Use,
Secondary Use, Cryptography Applications, Anonymity, Pseudonymity, De-
identification, Re-identification, Opt-in and Opt-out, Overview of Existing Privacy

Policies.
2.1 Primary Use

Primary uses mean uses or disclosures of the medical information for treatment
purposes. The word use refers to sharing, employment, utilization, application,
examination or analysis of health information within a care provider that maintains

information whereas “disclosure” means for protected medical information, the



release, transfer, provision of access to, or divulging in any other manner of the

identifiable medical information to the outside of the care provider (Rada, 2003).
2.2 Secondary Use

Secondary use of medical data means using the data in the areas which are not

directly related to health-care.

The following can be counted as examples for secondary use (Safran et al., 2007):

= Activities as Analysis, Research, Quality and Safety Measurement

* Public Health

= Payment

» Provider Certification or Accreditation

= Marketing, and Other Business Applications

» Including Strictly Commercial Activities

= Developing Health Care Experiences for Individuals

= Expand Knowledge about Disease and Appropriate Treatments

= Strengthen Understanding about Effectiveness and Efficiency of Health Care
Systems

= Support Public Health and Security Goals

= Aid Businesses in Meeting Customers’ Needs

However, there should be lots of ethical, political, technical, and social issues before
the secondary use of health data (Safran et al., 2007).

2.2.1 Cryptography Applications

Encryption technology’s aim is to protect the data from being read by undesired
people. It works by scrambling the data in such a way that the content will be
unreadable (Smith, 1999). There are two encryption approach called symmetric and

asymmetric encryption (Smith, 1999).

= Symmetric Approach: The same key is used in order to encrypt and
decrypt the data. The information which is encrypted with a key can be

decrypted by the one who has the same key.



=  Asymmetric Approach: There are two keys in this approach: public and
private. They are created as a mathematically related key pairs. Hence,

encrypted data by the public key can only be decrypted by the private key.

2.2.2 Anonymity

Anonymity ensures that a user may use a resource or service without disclosing his
or her identity. The requirements of anonymity provide protection of users’
identities. According to Pankaj and Rohatgi (2000), “Anonymity is not intended to
protect the subject identity. There are 2 types of anonymity; sender and receiver

anonymity: (Fischer-Hiibner, 2001).

= Sender Anonymity means that the receiver might not be anonymous but the
sender, in the role of sender, the user, should be.
= Receiver Anonymity has opposite meaning; this time the user is anonymous

in receiver role.
2.2.3 Pseudonymity

In case anonymity cannot be provided, pseudonymity can protect the identity of the
user. Pseudonymity means using alias instead of actual names. Pseudonyms can be

classified according to how much protection they are providing (See Figure 1).

-~

Pseudonyms
4;\ 4‘*\
Personal Role-
Pseudonyms pseudonyms
I " 1 " ] N [ " 1 .
Public Non-public Private : :
Personal Personal Personal ngjasgﬁsfn gggﬂzﬁlorﬂ
Pseudonym ‘ Pseudonym Pseudonym y V!

MORE PROTECTION

Figure 1 Protection providing levels of types of pseudonyms (Fischer-Hiibner, 2001)



= Personal Pseudonyms are like the alias for the person. Public personal
pseudonym, such as telephone numbers, can be known by everyone but non-
public personal pseudonym, like credit card numbers, can only be known by
certain parties and private personal pseudonyms is only known by their
holders.

* Role-pseudonyms are related to the role that the individual performs. They
have higher degree of protection than personal pseudonyms. Business
pseudonym is used in business with various transactions of one business
activity. Transaction pseudonym offers highest degree of protection since it is
used only for one single transaction (Fischer-Hiibner, 2001).

2.2.4 De-identification

De-identification is a process that removes personal identifiers from the consumers’
information in order to protect their privacy (Solis, n.d.). According to the Health
Insurance Portability and Accountability Act’s regulations (HIPAA), there are 18
specific categories of information on these records that must be removed in order to
use medical records for research purposes. Names, geographic locations, elements of
dates except years, social security number, etc. are in some of these protected health
information (PHI) categories. The actual list of HIPAA is in Table 1 (Neamatullah et
al., 2008).



Table 1 Types of information that must be removed in order to make the information
de-identified according to HIPAA (Neamatullah et al., 2008)

PHI Type

Notes

Names

Locations

Dates

Ages > 89 years

Telephone numbers

Fax numbers

Electronic mail addresses

Social security numbers

Medical record numbers

Health plan beneficiary numbers
Account numbers
Certificate/license numbers

Vehicle identifiers

Device identifiers and serial
numbers

Web Universal Resource Locators
(URLYS)

Internet Protocol (IP) address
numbers

Biometric identifiers

Any other unique identifying
number, code, or characteristic

Both full and partial, but not initials

All geographic subdivisions smaller than a
state, including street address, city, county,
precinct, zip code, and their equivalent
geocodes

All elements of dates (except years) for dates
directly related to an individual, including
birth date, admission date, discharge date,
date of death

All elements of dates (including year)
indicative of an age over 89 years. Such ages
and elements may be aggregated into a single
category of age 90 or older

Includes vehicle serial numbers and license
plate numbers

Not restricted to medical devices

Includes finger and voice prints

E.g., full face photographic images of full
faces, scars or tattoos

2.2.5 Re-identification

Re-identification is the reverse process of de-identification; that is matching the

personal data with depersonalized one (“Re-identification,” n.d.). According to the

HIPAA rules (Landi, & Rao, 2003) “only the owners of the original data can re-

identify the patient”. However, protected health information (PHI) is exposed to re-

identification attacks. An attacker who has adequate supplementary knowledge about

demographic information of a data subject can re-identify the data by using unique
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combination of demographic data. Therefore, a measurement for the risk of re-

identification in statistical databases is needed (Fischer-Hiibner, 2001).
2.3 Opt-in and Opt-out

Opt in and opt out are the two confirmation ways for patient consents;

=  Opt-in: In this method, participants should clearly state their
consents to include for all information usages or disclosures. In
other words, “no action” means not to participate (Bellman,
Johnson, & Lohse, 2001).

= Opt-out: This method is the opposite of the opt-in method; that is,
participants are in the program which disclosures or uses
information, by default. If they want to exclude from the system,
they should state that they do not want to take part in (Johnson,
Bellman, & Lohse, 2002).

European Union and the USA have different views about these methods. According
to EU, participants have to allow the usage of their information explicitly by opting-
in. On the contrary the USA prefers opt-out method (Johnson et al., 2002).

Opt-out approach seems harmful at first view but there is no evidence to support this
idea. However, there is a significant difference between these two approaches about
participation rates. According to the results of the study, carried out by Junghans,
Feder, Hemingway, Timmis, & Jones (2005), opt-out approach has higher response
rates than opt-in. Mutch and King (1985) also stated that recruitment rate in opt-in is

much more poorer.

2.4 Overview of Existing Privacy Policies

Confidentiality of private life was guaranteed with 20™ Constitutional Provision of
1982 Constitution. However, real actions about the privacy of electronic records
were taken in early 21s (Berber, Ulgii & Er, 2010).

The acts since that time can be summarized as;
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= 2001 Medical Recording and Archiving Services Policies for Hospitals of
Inpatient Treatment (Turkish Ministry of Health [TMH], 2001)

= 2004 Additional Policy to Medical Recording and Archiving Services
Policies for Hospitals of Inpatient Treatment (TMH, 2004)

= 2005 Policy of the Security of Personal Health Records (TMH, 2005)

= 2007 Security of Information for Administrators (TMH, 2007)

= 2007 Security of Information for Staff (TMH, 2007)

= 2007 Modification for the Medical Recording and Archiving Services
Policies for Hospitals of Inpatient Treatment (TMH, 2007)

= 2008 New Standards for Electronic Documents - TSE 13298 (Appendix E)

= 2010 Referendum for Amendment of the Constitution (not come into effect) —

20" Constitutional Provision (Appendix D)

There are lots of law examples in force around the world about privacy in general
and many of them are specifically about privacy of health information. See Table 2
(Berber et. al., 2010). As the Table 2 indicates, there is no example of such laws in

Turkey.

Table 2 Comparison of Some of the Countries’ Laws about Privacy of Medical
Information to those of Turkey (Berber et. al., 2010)

Australia  England  Germany Turkey

Confidentiality Law 1988
Health Records Law 1997
1984 &

Data Protection Law 2001

1998-2000
Access Right to Health Records 1990
Modernization of Health-insurance Law 2004
Australia:

The legal policies about the privacy and confidentiality of health information in
Australia are (Berber et. al., 2010, p. 228):
= 1988 Confidentiality Law: it defines the main points to obey about the

privacy of personal information.
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= 1997 Health Records Law (Confidentiality and Access): there are 12 main
items and it has nearly the same content with 1988 Confidentiality Law.
Besides national policies that involve government and private sector, there are lots of

regional policies.

England (Berber et. al., 2010, p. 236):
= 1984 Data Protection Law
= 1990 Access Right to Health Records Law
= 1998-2000 Data Protection Law: This law was replaced with two old laws,
namely 1984 Data Protection Law, and 1990 Access Right to Health Records
Law.
In England, there has been also a guide for the usage and protection of patient

information since 1996.

Germany (Berber et. al., 2010, p.238):
According to German e-Health Strategy, people are the owner of their own records;
that is, unless they want to share their medical information, nobody can see or use
them.

= 2001 Federal Data Protection Law

= 2004 Modernization of Health-insurance Law
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CHAPTER 3

RELATED STUDIES

Related Studies in the World and Related Studies in Turkey will be discussed in this
chapter.

3.1 Related Studies in the World

There is a myriad of resources about information privacy in the literature. Privacy of
health information, of course, is in demand among all types of information (Kalra,
2006). According to a literature review study about medical confidentiality (Sankar
et al., 2003), there were 5746 articles searched only in MEDLINE (1966 to March
2001) and BIOETHICSLINE (1980 to March 2000). After the elimination processes
110 studies about the patient perspectives of medical confidentiality had remained.
Then the responses were grouped into 4 categories after the examination processes:
understanding and awareness, limits of access, effect on seeking care, and effect on
disclosure. And finally, at the end of the study, 4 summary points were reached after
the review of the articles (Sankar et al., 2003):

1) There were confusions about medical confidentiality’s legal, ethical and
practical limits among patients. They appeared not to understand which
medical data is protected and how. Moreover, the word of “confidential”
seemed not to be comprehended by all of the patients as well.

2) Patients’ worries were mostly local or specific; that is, they did not have that
much common concern about new regulations or policies. Instead, they, for

example, were worried about whether someone saw them when they were
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entering to the clinics or whether the doctor was sharing their information
with nurses and other staff.

3) Patients preferred that health information should only be used for treatment.

4) The last and the most alarming finding of the study was that according to all
these studies, patients commonly postpone or give up the treatment, or
change the inception or the total story of illness. Because of the concerns
about confidentiality many of adolescents, battered women, AIDS patients or
the people who have high risks for AIDS, genetic tested women and people
who had psychological disorders decided not to seek their illness (Sankar et
al., 2003).

Whiddett (2006) reported that respondents in Australia and New Zealand were
willing to share their information with healthcare providers but unwilling to share
them with others (researchers, administrators, the departments of government, etc.).
Although they were willing to share depersonalized information, they were reluctant
to share sensitive and private information, and they were mostly uninformed about
how their information would be used, which is why they would prefer to be asked for
consent before their information would be used. Moreover, the responds showed that
patients had high level of concern about the current system in New Zealand. The
conclusion to be drawn from here is that the future practices about information

sharing should be designed to compensate for patient preferences.

Buckley et al. (2010) stated that 67,5% of the respondents from Ireland did not agree
to allow doctors to decide when researchers could access identifiable PHI but 89.5%
of the participants stated that they would agree to allow doctors to share their de-
identified PHI with researchers without their consent. Furthermore, exclusively the
elderly, retired and low levels education people agreed on the idea that any personal

medical information could be shared.

Carman & Britten (1995) found out that most of the British respondents wanted
administrative and secretarial staff to have no access right, that some interviewees
agreed on giving other doctors who were not involved in their treatment process the
right to access their records provided that the doctors fulfilled their requirements, that

patients were not aware of the fact that general practitioners had ready access to their
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records, and that the patients felt uncomfortable about the confidentiality of
electronic health records and had concerns about storage of nonmedical information

in their medical records.

Another study conducted by Barrett et al. (2006) in order to figure out British
public’s views on the use of identifiable medical data by the National Cancer
Registry revealed that 72% of the participants considered inclusion of postcode,
name, address and the receipt of a letter which invites them to a research study on the
basis of inclusion in the registry to be an invasion of their privacy by the National
Cancer Registry. Moreover, most of the sample had no concerns about the invasions

of their privacy.

Nair et al. (2004) researched patients’ consent preferences regarding the use of their
health information for research purposes in Canada. According to the results,
respondents preferred to be consulted about the use of their information for research
purposes by written consent forms. Also, most of the patients were unaware that their
health data were being used for research purposes, a number of concerns were raised
by patients about the safeguards applied to protect their records and they were
willing to be ensured that their information would be anonymous and that only the
researchers but not the funders would have access to the data.

The results of another study conducted in Canada by Pullman et al. (2009) indicated
that people had generally poor awareness about privacy rights and responsibilities.
Moreover, a significant number of professionals who used the PHI had much more
concerns about the use of the patients’ records for research than the ordinary people
did. They were also not aware of the laws and regulations about Personal Health
Information, and the basic necessities for research on patients. Furthermore, most of
the respondents were unfamiliar with the basic requirements for patient-based

research.

According to the results of the study conducted by Tracy (2004), investigating the
feasibility of a patient decision aid regarding disclosure of personal health
information, Canadian people had poor knowledge about the use of personal health

information - how their health records are collected, used, and disclosed. Also, they
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did not count on the security provisions since a wide variety of users could access

their medical data: lawyers, psychologists, social workers, researchers, etc.

They do not trust in the relation between the protection of their privacy and the
security of their medical data; numerous suggestions provided by the participants
regarding the formatting of the HCID in order to facilitate implementation.

Today, many of the governments such as Canada and the USA have issued public
questionnaires to understand what the society think about the privacy of their
medical records, how concerned they are and what can be done for the reduction of

the concerns.

The reports that Canada published before are (EKOS Research Associates, 2007):
= 2003, Public Attitudes to Electronic Health Records and its Linkages
= 2004, Canadian Health Information Privacy and Confidentiality Framework
= 2007, Canadians and the Privacy Landscape.

The questionnaire was made via telephone between June 22nd - July 19th, 2007 with

random sample of 2,469 Canadians, who were 16 and older.

The objectives of the survey were as follows:
= Perceptions of personal privacy and privacy of personal health information,
= Awareness of laws/oversight bodies in relation to personal health
information,
= Perceptions and experiences related to electronic health information,
= Secondary use of electronic health information,
= The public’s level of trust, comfort and tolerance for the electronic health

record.

According to the key findings of the survey, the consumers have
= Strong concern level about the safety and security of their personal health
information,
= High trust level towards to health professionals (doctors, nurses,

pharmacists, etc.); lower for other groups (administrators, government
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departments, etc.); mixed for others (computer technicians, insurance
companies, researchers, etc.),

=  Modest level of awareness about laws.

And they are
= Supporting the development of EHRs,
= Thinking EHRs were better than paper-based systems in terms of privacy of
patient information and their effectiveness for doctors, pharmacists, patients

and nurses.

The survey conducted in the USA (Princeton Survey Research Associates, 1999) was
also a telephone-based survey. The survey was conducted between November 12 and
December 22, 1998 among 1,000 Americans and another 1,100 California

respondents over the age of 18.

According to the key findings, despite new federal protections, consumers were:
= Concerned about the privacy of their personal health information
= Unaware of their rights
* Practicing “privacy-protective behaviors”

Willing to share their personal health information to gain certain benefits

As can be seen in the Table 3, concern levels and having concern or not about the
privacy of medical records are the most frequently asked questions (eight out of
nine). Being aware or informed before about their rights is the second (seven of
them). Being comfortable or not with electronic environment recording is one of the
rarely asked questions (only three out of seven).
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Table 3 Summary of the related studies

Name of the paper or report: Having Being aware/ Comfortable
pap port: Place Method N concern Informed with EHR

Patients’ attitudes towards sharing their health information (Whiddett, = Australia & Questionnaire 200 X X )
2006) New Zealand
Public attitudes to the use in research of personal health information Informed by focus
from general practitioners' records: a survey of the Irish general public Ireland groups & 1575 - - -
(Buckley et al., 2010) Questionnaire
Confidentiality of medical records: the patient's perspective (Carman & Semi-structure

. UK . . 39 X X X
Britten, 1995) interviews
National survey of British public’s views on use of identifiable medical UK Face to face 2872 X i i
data by the National Cancer Registry (Barrett et al., 2006) interviews
Patients’ consent preferences regarding the use of their health Canada Semi-structure 17 X X )
information for research purposes: a qualitative study (Nair et al., 2004) interview survey
Sorry, You Can’t Have That Information: Data Holder Confusion Questionnaire &
Regarding Privacy Requirements for Personal Health Information and Canada follow-up focus 1550 X X -
the Potential Chilling Effect on Health Research (Pullman et al., 2009) groups
Feasibility of a patient decision aid regarding disclosure of personal
health information: qualitative evaluation of the Health Care Canada Group meetings 28 X X -
Information Directive (Tracy, 2004)
Electronic Health Information and Privacy Survey: What Canadians . .
Think - 2007(EKOS Research Associates, 2007) Canada Questionnaire 2469 X X X
USA Medical Privacy and Confidentiality Survey- 1999 (Princeton . .
Survey Research Associates, 1999) USA Questionnaire 2100 X X X

TOTAL: 8 7 3




The followings are the presentations of the papers in Table 3 in detail;

The research, Patients’ attitudes towards sharing their health information (Whiddett,
2006), was issued after Australia and New Zealand’s laws which support sharing the
health data via electronic environment between stakeholders. There were two main
objectives of this research; the first was to see what the patients think about sharing
their records and the latter was to ask them if they think they are informed enough
about how their information will be used. Questionnaire method was applied to 200

patients in 5 different clinics in a New Zealand city.

Mixed methods, namely informed by focus groups, literature review, and a
questionnaire were used in the study named Public attitudes to the use in research of
personal health information from general practitioners' records: a survey of the Irish
general public (Buckley et al., 2010). 1575 adults from Ireland filled out the
questionnaire. The aim of the study was to assess the attitudes of the public about
accessing their personal health records for research purposes and factors that
influence these.

The aim of the study called Confidentiality of medical records: the patient's
perspective (Carman & Britten, 1995), was to describe the views of the British public
about their attitudes towards medical records in general practice. Semi-structure

interviews were conducted among 39 British patients.

The objective of the study titled National survey of British public’s views on use of
identifiable medical data by the National Cancer Registry (Barrett et al., 2006), was
to figure out the attitudes of the British public on the use of personal medical data
without individual consent by the National Cancer Registry and to evaluate the usage
of identifiable medical data. Face to face interview method was conducted among
2872 people, setting England, Wales and Scotland. The participants took part in
another survey named the Office for National Statistics conducted in March and
April 2005.

In the study titled Patients’ consent preferences regarding the use of their health
information for research purposes: a qualitative study (Nair et al., 2004), a semi-

structure interview survey was conducted in Ontario, Canada, with 17 patients whose
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health data were used for research purposes. The results were analyzed by using a

constant comparative method.

The survey called Sorry, You Can’t Have That Information: Data Holder Confusion
Regarding Privacy Requirements for Personal Health Information and the Potential
Chilling Effect on Health Research (Pullman et al., 2009), aimed to investigate the
level of awareness, perceptions and concerns of the participants, who are healthcare
providers, health researchers, data managers and ordinary people in Newfoundland
and Labrador about the storage, use and disclosure of health records for research

purposes by surveys and follow-up focus groups methods.

The aim of the survey titled Feasibility of a patient decision aid regarding disclosure
of personal health information: qualitative evaluation of the Health Care
Information Directive (Tracy, 2004), was to assess a patient decision aid, which is
the Health Care Information Directive (HCID), and it aims to define the amount of
information the patient is willing to share. Four focus group meetings, which consist
of 28 men and women participants, were organized in a large city in Canada.
Qualitative methods were used to analyze the data. Respondents were chosen among
health care consumer advocates, urban professionals, senior citizens, and immigrants

who were able to speak English.

3.2 Related Studies in Turkey

The searches were done through National Thesis Center of the Turkish Council of
Higher Education, Databases of METU Electronic Sources and Google Scholar.
Privacy, confidentiality, health, medical, information, data and Turkey keywords
were used but there was only one study about patient privacy according to these
searches. The study (Akyliz, 2008) was a thesis conducted in the school of nursing in
Bagkent University, Ankara. The title of the study was “The Opinions of Patients and
Their Nurses about the Effects on Privacy of the Nursing Care Practices in Patients
Having Surgery”. The sample was chosen from Baskent University Ankara Hospital
and included 102 adult patients admitted to surgical wards and 47 nurses. Two

different questionnaires were applied to each of the sample groups; patients and
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nurses. The questions directed to the patients were generally aimed at understanding
whether the nurses respect for patients’ privacy or not. There were some questions
directed to the both of the groups related with the information privacy. However,

they were associated with nursing.
The results were as follows:

= Most of the participants stated that although a good level of respect was
shown for their privacy, they had some concerns about the protection of the
privacy of their medical data.

= Both nurses and patients had similar definitions about privacy and containing
physical, psychological, social and informational aspect.

®= Most of the patients wished some environmental requirements such as

private/ single room for more privacy.
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CHAPTER 4

METHODOLOGY

In this chapter methodology of the study will be presented. The title is divided into
eight subtitles and they are Basics of Descriptive Study, Design of the Study, Pilot
study, Population and Sample, Data collection, Instrumentation, Ethics Clearance,

Data Analysis.

4.1 Basics of Descriptive Study

Descriptive study is one of three demonstration studies, namely correlation,
comparative and descriptive. It is designed only for investigating one variable or a
group of variables in a selected sample (Friedman & Jeremy, 1997). Descriptive
statistics tries to answer the question “what is” rather than inferential statistics that
concentrates on cause and effect. Descriptive research can be either quantitative or
qualitative but it has a different definition from both methodologies. However,
elements of them are commonly used in descriptive researches, even mostly within
the same study (Knupfer, & McLellan, 1996). Figure 2 shows the schema of the
descriptive study design (Friedman & Jeremy, 1997);
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Figure 2 Descriptive study design (Friedman & Jeremy, 1997)

Descriptive studies have both advantages and limitations. Despite its low cost,
efficient usage and small number of ethical difficulties, descriptive studies have
important disadvantages, as well. There can be uncertain putative cause and effect
relations or researcher might infer wrong causes when there is no possible (Wingo,
Higgins, Rubin, & Zahniser, 1994).

“Even though they seem deceptively simple, descriptive studies can be highly

informative.” (Friedman & Jeremy, 1997).
4.1.1 Types of Descriptive Studies

Types of the descriptive studies vary among two main targets; individuals and

populations.

Studies about individuals are (Grimes & Schulz, 2002):

= Case Report: The researcher, generally clinician, prepares a report that is
about a rare disease or an inflection or drug interactions. However, it does not
necessarily have to be serious health threats.

= Case-series Report: The report consists of many individual reports. It is
generally done when only one unusual case is not enough for further
investigations.

= Cross-sectional (Prevalence) Studies: These studies are conducted to
understand the health status of the public. They are generally carried out by
governments. These studies can be conducted within small groups and can be

generalized.
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= Surveillance: This is one of the important kinds of descriptive studies and
can be defined as watching and observing the society. The main feature of the
study is feedback. Fundamental parts of the feedback loop are prevention and

control of the problem.

And ecological correlation studies are done to examine the populations. Rather than
individuals, they deal with relationships between exposures and outcomes in
populations (Hennekens & Buring, 1987).

4.2 Design of the Study

The study is a descriptive study and its aim is to investigate the attitudes and
opinions of the people who use medical services of Turkey about privacy and
confidentiality of health information in electronic environment. The simple study

workflow is given below (See Figure 3).

1. Research questions were defined

2. Instrument was developed

*Questionnaire was prepared
+Pilot study was performed
*Results were analyzed
*Questions were revised based on analysis

| 3. Sample size was defined for main data collection

4. Final data were collected and analyzed

Figure 3 Workflow of the study
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4.3 Pilot Study

Pilot study is the small scale of the entire study design (Earl Babbie, 1990, p.220).
The pilot study was performed in Ankara in November 2010. 26 questions were
prepared about three main areas, namely demographic information, awareness and
the policies and directed to 200 respondents who were Turkish citizens and older

than 18. Table 4 shows the gender distribution of the sample.

Table 4 Distribution of genders of the sample in the pilot study

Gender: n %

Female 97 48,5
Male 103 51,5
Total 200 100

Figure 4 shows the pie chart demonstration of gender percentages.

E Female = Male

Figure 4 Pie chart demonstration of gender distribution

Reliability of the data was (Cronbach Alpha) 0,771 and error interval was + 5%. As
for the significant results of the pilot study,

= People trust doctors most (70,5 percent), and it is followed by university
researchers with 46 percent and the government is one of the lasts with 22,5
percent.
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= Moreover, almost all the participants want to have access to everything in his
or her medical records (93%) but very little allow their insurance company or
employer to access their information (less than 15 percent).

= 59,5% of people among the participants have concerns about the usage of TC
identity number for healthcare and 69% want a unique health identifier
instead.

= 74,5% percent of the participants feel confident about usage of computer in
healthcare.

= Qver half of the participants (53%) are very concerned or somewhat
concerned about the breach of their medical information.

= According to the participants, the biggest threat of the privacy and
confidentiality of personal medical records kept on computer-based systems
is disclosure by people with authorized access and without authorized access
equally (54,5%) and the second biggest percentage belongs to unauthorized
access with 34,5%.

= There are, quite a lot actually, 11 people (6 women, 5 men) who decided not
to be tested because others might find out about the results. Moreover, three
of the females and one of the males had asked a doctor not to write down
their health problem in his or her medical records or asked the doctor to put a

less embarrassing diagnosis into the record than was actually the condition.

Furthermore, an interview was performed with five people about intelligibility of the
questions. After these tests, some modifications were applied to the questionnaire:
= Four questions were removed from the questionnaire:
e Two of them seemed unnecessary: one of them was removed after the
interview and the other after the results of questionnaire (no variety)
e The last two were excluded because of the reduction in the reliability
= 11 questions were updated:
e After the results of the questionnaire some choices were added to and
removed from 11 of the questions.
= Two questions were combined and some parts were deleted:
e After the interview they seemed very similar; therefore, they were

combined.
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= Two new questions were added:
e After the analyzing process of the results of the pilot study, questions
about age and city of residence were added.

4.4 Population and Sample

In order to figure out the opinions and attitudes of the people who live in different
geographical regions of Turkey, the questionnaire was delivered to 694 people from
six geographical regions and the responses of 596 people were included in the
analysis process. The mean of the participants’ ages is 28,63 and the ages vary
between 18 and 70. There are 279 women (46,8%) and 317 men (53,2%) in the
sample. Education levels of the respondents range between elementary school to PhD
level. The subjects in the sample are from 64 different cities in six regions of Turkey.
The distribution of the subjects to the regions is Mediterranean Region (9,9%), Inner
Anatolia Region (25,5%), Black Sea Region (11,4%), Aegean Region (16,3%),
Marmara Region (29,9%), and East Regions (7%). Table 5 shows the distribution of
the subjects to the regions in detail.

Table 5 Distribution of the subjects to the 6 different regions

Regions: n %
Marmara Region 178 29,9
Inner Anatolia Region 152 25,5
Black Sea Region 68 11,4
Aegean Region 97 16,3
Mediterranean Region 59 9,9
East Regions 42 7,0
Total 596 100,0
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4.5 Data Collection

Data collection was performed with two different methods:

= Online survey: The questionnaire was accessed by 594 people via the
Internet. Seven of the subjects did not fill any of the questions and 69 of the
subjects had too much missing answers so they were eliminated and 518
useful online subjects remained.

= In-person survey: 100 paper-based questionnaires were distributed but only
80 of them were returned. Two of the subjects were eliminated; one did not
answer too many of the questions and the other participant’s age was not

appropriate for the survey (15).

Questionnaire exclusion process is summarized in Figure 5.

694: Distrubuted
(594 Online + 100 Paper)

~

667: Returned
(587 Online + 80 Paper)

~

596: Remained
(518 Online + 78 Paper)

Figure 5 Questionnaire exclusion process

4.6 Instrumentation

The language of the instrumentation was chosen participants’ native language,
Turkish. There are 23 questions in the instrument. The study instrument has three
different sections:

1) Demographic information (Appendix A)

2) Level of concern (Appendix B)

3) Awareness about laws and regulations (Appendix C)
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10 of the questions in the questionnaire were selected and modified from two
different surveys: Privacy Survey: What Canadians Think (EKOS Research
Associates, 2007) and Medical Privacy and Confidentiality Survey (Princeton Survey
Research Associates, 1999). Table 6 shows the modified questions and the sources.
The rest of the questions were designed for the survey.

Table 6 List of modified items and sources

Items Modified from

Item 9 (EKOS Research Associates, 2007)

Item 10 (Princeton Survey Research Associates, 1999)

Item 11 (Princeton Survey Research Associates, 1999)

Item 12 (EKOS Research Associates, 2007)

Item 13 (EKOS Research Associates, 2007)

ltem 14 (EKOS Researc_h Associates, 2007) & (Princeton Survey
Research Associates, 1999)

Item 15 (Princeton Survey Research Associates, 1999)

Item 16 (EKOS Research Associates, 2007)

Item 22 (Princeton Survey Research Associates, 1999)

ltem 23 (EKOS Research Associates, 2007) & (Princeton Survey

Research Associates, 1999)

4.7 Ethics Clearance

The pilot study was conducted in Middle East Technical University (METU).
Therefore, an application was done to Practical Ethics Research Board at METU and

approved (Appendix F).
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4.8 Data Analysis

PASW 18 was used as a statistical analysis program for the whole data analysis
process. Descriptive statistics was given by frequencies with numbers and

percentages.

Standard Deviation: It was calculated for only continuous variable (Age) in the

study.

Reliability Analysis (Cronbach's Alpha): Reliability analysis was performed in this
study to calculate internal consistency of the scale. Cronbach’s alpha is the most
common way to indicate internal consistency (Pallant, 2007). The results of the
analysis should be at least 0,7 or above in order to talk about a consistency (Pallant,
2007). In the study, it is calculated as 0,814.

Chi Square: Chi square test is used between two or more groups and used for
determination of differences or connection between qualitative variables (Alpar,
2006). In order to mention a significant difference between groups, the calculation
should be greater than 0,05. Chi square test was used to figure out if there were any
differences between the groups: genders, ages (elderly vs. younger), education levels
(higher education vs. other levels), income groups (<1600 vs. >1601) and

geographical regions of Turkey.
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CHAPTER 5

RESULTS

In this chapter results of the study will be presented within six subtitles; Preliminary
Analysis, Sample Profile, Experiences, Level of Concern, Opinions about Laws and

Regulations, Differences between Groups.

5.1 Preliminary Analysis

The reliability analysis was checked for internal consistency of the instrument (Ary
et al., 2002). Coefficient alpha or Cronbach’s alpha is one way of calculating it (Ary
et al., 2002; Huck, 2004; Pallant, 2007). “Ideally, Cronbach’s alpha coefficient of a
scale should be above 0,7 (Pallant, 2007). The value of the obtained Cronbach’s
alpha score (0,814) meet the required value. The result of the reliability analysis of

the instrument is given in Table 7.

Table 7 Relability analysis result

Cronbach's Alpha N of Items

0,814 38

5.2 Sample Profile

The sample consists of 596 people (279 women, 317 men) with average age level
28,63 (+ 9,12) from 64 different cities in six geographical regions of Turkey. The
participants are from different educational backgrounds, namely primary school and
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below, secondary school, high school, undergraduate and graduate, with an average
income level 1580 TL. The sample is dominated by undergraduate (67,8%) and
graduate (19,5%) levels. The other education levels’ percentages are primary school
and below (2,2%), secondary school (2%), high school (8,6%). The overall profile of

the respondents is shown in Table 8.

Table 8 Demographic profile of main study participants

Item: Average Min-Max SD
Age 28,63 18-70 +9,12
Item: Average Min-Max Median
Income 1580,49 0-15000 1300
Items: n %
Gender:

Women 279 46,8

Men 317 53,2

Education Level:

Primary school and below 13 2,2
Secondary school 12 2

High school 51 8,6
Undergraduate 404 67,8
Graduate 116 19,5

Health status of the participants is mostly average and above. The participants who
chose “Bad” (2,3%) and “Very bad” (0,7%) are only 3% of the whole sample. On the
other hand, total percentages of the participants whose health status are “Average”
(16,8%), “Good” (61,4%) and “Very good” (18,8%) are 97% of all of the
participants. The responses of the items about computer ownership and ability show
that the sample’s interest in computer is generally in high level. 96,6% of the
respondents have computer in their houses and totally 93,1% of general participants’
computer abilities are average (36,1%) or above (56,9%). “Don’t know” (3%) and
“Under the average” (3,9%) choices have totally 6,9% (See Table 9).
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Table 9 Health status and Computer related information

ltems: n %

Health status:

Very bad 4 0,7
Bad 14 2,3
Average 100 16,8
Good 366 61,4
Very good 112 18,8
Computer ownership:

Yes 576 96,6
No 20 3,4

Computer ability:

Don’t know 18 3

Under average 23 3,9
Average 216 36,2
Over the average 339 56,9

5.3 Experiences

There are three questions related to patients’ experiences in the instrument; Item
nine, 10 and 11. According to the results, there are five participants (0,8%) who have
experienced an inappropriate usage or release of their medical records without their
consent. There is a quite big percent of the respondents (12,5%) who avoided being
tested in case someone might see the results. Moreover, nine of the participants
(1,5%) asked their doctors to write a less embarrassing illness into their medical
records instead of the actual condition. All of the frequencies and percents of the

responses are presented in detail in Table 10.
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Table 10 Respondents’ experiences related with invasions of their medical records

Don’t know/
Reject to
Yes No answer
Items: n % n % n %

Item 9: Have you or a member of your family

ever experienced a serious breach where your

personal health information was used ° 08 468 785 123 20,6
inappropriately or released without your

consent?

Item 10: Have you ever decided not to be tested

for medical condition because you were 75 125 521 874 n/a*
concerned that others might out about the

results?

Item 11: Have you ever asked a doctor not to

write down your health problem in your medical

records, or asked the doctor to put a less serious 9 1.5 587 985 n/a*
or less embarrassing diagnosis into the record

than was actually the condition?

* Not Applicable

5.4 Level of Concern

There are five questions (from Item 12 to Item 16) in the questionnaire in order to
find out concern levels of the participants about computer usage in healthcare. 66,3%
feel comfortable about computer usage in healthcare and the people who feel
uncomfortable are 7,2%. The rest chose the “Didn’t think™ choice. Most of the
participants (64,4%) are not sure as to whether or not their health information is safe
and secure. The response rates of “Not safe and secure” and “Safe and secure”
choices are very close to each other (18,3% and 16,9%). Answers of the question
about being concerned with invasion of personal information in Turkey are “Yes”
with vast majority (68,5%). “Not concern” choice has only 11,4% and the rest of the
participants (20,1%) did not think on this topic. According to the respondents,
disclosures by people with authorized and unauthorized access are both equally
dangerous for the privacy and confidentiality of electronic health records (61,6%).
28.5% of the participants believe that the second biggest danger is “Disclosure by
people without authorized access who break into computer systems”. Table 11 shows

these four questions and answers in detail.
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Table 11 Participants’ concerns and trust levels about computer-based environments

Items: n %
Item 12: Do you feel uncomfortable with doctors and other health care
professionals using computers to record and share personal health
information within the health care system?

Feel 43 7,2
Don’t feel 395 66,3
Didn’t think 158 26,5
Item 13: In your opinion, is the health information which exists about
you safe and secure?

Not safe and secure 109 18,3
Safe and secure 101 16,9
Not sure / Don’t know 384 64,4
Item 14: Are you concerned about the invasion of your personal

information in Turkey?

Concern 408 68,5
Not concern 68 11,4
Didn’t think 120 20,1
Item 15: Which do you think is the biggest threat to the privacy and

confidentiality of personal medical records kept on computer-based

systems?

Disclosure by people with authorized access, such as those who are in

. , 40 6,7

hospitals, doctor’s offices

Disclosure by people without authorized access who break into computer 170 285
systems '
Both equally 367 61,6
Neither 17 29

The results reveal that people trust in their doctors (68,8%), health researchers in
universities (42,4%), pharmacist (41,4%), nurses and other hospital staff (33,6%) but

do not trust in insurance companies (58,1%), government (51%), private sector

health researchers (48,8%), information technology specialists (48,5%) and

government health researchers (43,8%). Table 12 and 13 gives the details of the

anNSWEers.
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Table 12 Trust levels of the participants in health-care providers about the privacy of
their medical information

Missing
Trust Not trust Not sure values
n % n % n % n %
Your doctor 410 688 71 119 114 19,1 1 02
Pharmacist 247 414 188 315 153 257 8 1,3
Nurses and other hospital staff 200 336 193 324 199 334 4 0,7
Government 151 25,3 304 51 141 23,7 -
Insurance companies 100 16,8 346 58,1 145 243 5 0,8

Information technology specialists 97 16,3 289 485 203 341 7 12

Figure 6 is the graphical demonstration of Table 12.

H Trust = Not trust

Information technology specialists
Insurance companies

Government

Nurses and other hospital staff
Pharmacist

Your doctor

Figure 6 Bar graph of trust levels of the participants in health-care providers about
the privacy of their medical information
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Table 13 Trust levels of the participant in researchers about the privacy of their
medical information

Trust Not trust Not sure Missing
values
ltems: n % n % n % n %

Health researchers in 253 424 167 28 173 29 3 05
universities

Government health researchers 147 24,7 261 438 186 31,2 2 0,3

Private sector health

111 186 291 488 191 32 3 0,5
researchers

5.5 Opinions about Laws and Regulations

There are seven questions about the laws and regulations in Turkey. Questions arise
as to whether they are aware of their rights, whether they have any concern about
existing circumstances in Turkey and about which kinds of modifications they want

to be done so as to reduce their concern.

In the first three questions, Item 17, 18 and 19, the existing laws and regulations are

directed to participants. The questions are as follows:

Item 17: As far as you know, do you have rights to reach your medical records and

to demand modifying or deleting them in Turkey?

Item 18: As far as you know, are there any laws in Turkey which prevent your

medical data from being used without your consent?

Item 19: As far as you know, are there any regulations in Turkey which prohibit

reaching medical data via internet?

According to the results, a big majority of people chose “Don’t know” choice for all
these three items. This means that people are generally unaware about the laws and

regulations in Turkey. For detailed answers see the Table 14.
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Table 14 Participants’ awareness about laws and regulations

Don’t Missing
Yes No know vales

ltems: n % n % n % n %

Item 17: As far as you know, do you

have rights to reach your medical

records and to demand modifying or 47 79 181 253 398 66,8 }
deleting them in Turkey?

Item 18: As far as you know, are
there any laws in Turkey which
prevent your medical data from
being used without your consent?

76 128 97 16,3 423 71 -

Item 19: As far as you know, are
there any regulations in Turkey
which prohibit reaching medical
data via internet?

41 69 134 226 418 705 3 05

The items 20 and 21 are about an existing regulation in Turkey. T.C. ID number has

recently been introduced into use for medical data storage. The questions;

Item 20: Do you have any concern about the usage of T.C. ID number to keep your

medical records?

Item 21: Do you prefer a special number for your medical data storage instead of

T.C. identity number?

Of all the participants, 327 (55,1%) of them have concerns about T.C. ID number
usage in medical data storage and 370 (62,1%) of the participants prefer a special

number for this purpose (See Table 15).
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Table 15 Respondents’ concerns about T.C. ID number usage in healthcare

Missing
Yes No values

ltems: n % n % n %

Item 20: Do you have any concern about the
usage of T.C. ID number to keep your 327 551 266 449 3 05
medical records?

Item 21: Do you prefer a special number for
your medical data storage instead of T.C. ID 370 62,1 226 37,9 -
number?

Item 22 is about access rights: how much access the respondents are willing to give
to some presented people or groups. According to the results, generally family
members are wanted to have more access rights than the other groups (See Table 16).
The biggest majority of the respondents (90,6%) give themselves access rights to
reach everything in their medical records. The second and third biggest majorities
belong to their doctors with 63,4% and with 47,5% to their spouses, respectively.
Many of the participants believe that other doctors or staff, and parents and children
should have limited access rights with 49,2% and 47,5%. And the rest has no access
rights and they can be listed in order as: drug companies (71%), their employer

(56%), pharmacies (45,8%) and lastly their insurance company (43,8%).
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Table 16 Respondents’ opinions about access limits of the people or groups to their
medical records

Limited Access to Missing
No access access everything Not sure values
n % n % n % n % n %
You, yourself 6 1 46 7,7 540 90,6 3 0,5 1 0,2
Your doctor 21 3,5 179 30 378 63,4 14 23 4 0,7
Your husband/
. 61 10,2 226 379 283 47,5 10 17 16 2,7
wite

Parents/ children 98 16,4 283 475 196 32,9 10 17 9 15
Other doctors or
staff

190 319 293 49,2 76 12,8 30 5 7 1,2

Your insurance
261 43,8 243 40,8 50 8,4 38 64 4 0,7
company

Pharmacies 273 458 245 411 47 7,9 30 5 1 0,2
Your employer 334 56 205 344 33 55 14 23 10 1,7

Drug companies 423 71 115 193 15 2,5 41 6,9 2 0,3

According to the results of the Item 23, all of the suggested legislations in order to
protect privacy and confidentiality would be “very” effective (See Table 17).

Nevertheless, participants generally think that:

e Choice 6: Requiring their permission prior to using or distributing any of
their medical information would be the most effective legislation (67,4%)

among all the other proposed ones.

The other three following most effective recommended legislations are:
e Choice 4: Having the right to see when and by whom their records are
retrieved (62,2%)
e Choice 1: Establishing new legislations with serious punishments for people
or organizations that violate medical privacy (61,7%)
e Choice 2: Requiring doctors, hospital, and other health facilities to set up

security systems on their computers (61,7%)
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The other choices listed in order are as follows:

e Choice 5: Having the right to see and make corrections IN their own medical
records (57,2%)

e Choice 8: Having the right to hide or mask sensitive information to some
users who would be authorized to access their health records (56,0%)

e Choice 3: Regular audits undertaken by government for the privacy and
security provisions of electronic health systems’ health records (52,2%)

e Choice 7: Requiring using information that doesn’t personally identify
people for purposes not for healthcare whenever you want (such as
researches) (39,1%)

Table 17 Respondents’ opinions about effectiveness of the legislations proposed to
protect their privacy and confidentiality

No impact Little Very much Not sure Missing values
Choices: n % n % n % n % n %
Choice 6 41 6,9 102 17,1 402 67,4 42 7 9 15
Choice 4 40 6,7 135 22,7 371 62,2 43 7,2 7 1,2
Choice 1 42 0,7 149 25 368 61,7 35 59 2 0,3
Choice 2 38 6,4 148 24,8 368 61,7 38 6,4 4 0,7
Choice 5 41 6,9 150 25,2 341 57,2 53 8,9 11 1,8
Choice 8 41 6,9 145 24,3 334 56 68 11,4 8 1,3
Choice 3 76 12,8 159 26,7 311 52,2 45 7,6 5 0,8
Choice 7 61 10,2 192 32,2 233 39,1 103 17,3 7 1,2

5.6 Differences between Groups

Whether there are any differences or not within five groups in ten questions is
checked with Chi-Square test. The questions analyzed are 12, 13, 14, 16, 17, 18, 19
and 22 and the groups are genders, ages (<40 vs. >40), education levels (have
university degree vs. not), income groups (<1600 vs. >1600) and geographical region
groups. There are some significant differences within the groups of genders, ages,
education levels and geographical regions. However, there is no meaningful or

significant difference within income groups for all the items.

Details about the compare groups are as follows.
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5.6.1 Genders

Women and men have significantly different views on Item 13 (Sig. 0,001) which
asks their opinion about if the current health information which exists about them is
safe and secure? Unlike women, men do not think that their medical data are safe and
secure (See Figure 7). There is no significant difference between genders in Items 12
and 14.

B Not secure = Secure

19,9%

Women Men

Figure 7 Bar graph of the comparison between women and men on their opinions
about the security of their medical information

Statistical results show that there are significant differences between the ideas of men
and women regarding Item 16. Both of the genders trust in their doctors but do not
trust in private sector health researchers. Nevertheless, the percentage of women who
trust in doctors is larger than that of men (Sig. 0,028). As for private sector health
researchers, the percentage of the women who voted for the choice “Don’t trust” is

less than that of men (Sig. 0,018).
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Table 18 Comparison between women and men about their trust levels in the doctors
and private sector health researchers about the privacy of medical information

Women Men .
Sig.*
n % n %
Don’t trust 25 11 46 18,1
Doctors 0,028
Trust 202 89 208 81,9
Private sector health | Don’t trust 114 663 177 L
researchers Trust 58 33,7 53 23 ’

* Chi Square test

In Items 17, 18 and 19, which are about awareness levels of people about laws and
regulations in Turkey, there are no significant differences between the answers of

genders.

There are some differences between genders about access rights for groups in Item
22, which asks how much access to their medical records they are willing to give to
some presented groups. Men and women want significantly different access levels
(Sig. 0,01) for their wives and husbands. According to the results, unlike women,

men tend to give more access rights to their wives (See Figure 8).
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B | imited or no access  ® Access to eveything

56,1% 54.6%

Women Men

Figure 8 Bar graph of the comparison between women and men on their opinions
about access limits to their records of their spouses

Item 22 has significant different results between genders on access limits of
respondents’ employers (Sig. 0,007) and pharmacy (Sig. 0,01). 97% of women give
no access or limited access to their employers but this percentage is 91,8 for men (No
access and Limited access choices are combined for analysis). On the other hand,
men are more likely to give no access or limited access rights to pharmacies. Table

19 gives detailed information about these results.

45



Table 19 Comparison of women and men on their opinions about access limits to
their records of their employer and pharmacies

Women Men
Sig.*
n % n %
No access or limited access 260 97 279 91,8 0.007
Your employer '
Access to everything 8 3 25 8,2
. No access or limited access 231 88,5 287 94,4
Pharmacies 0,01
Access to everything 30 21,7 17 5,6

* Chi Square test

5.6.2 Age Groups (Older people vs. Younger people)

The age of 40 was chosen for cut point of ages in this analysis because 40 is an
important age for information age. 40 years old people do not mainly deal with
computers, the Internet or other technologic developments. Moreover, in Turkey
education level of older ages are generally lower than younger ages. In the results of
the instrumentation this distinctions are obvious too. 32,5% of older ages has
computer knowledge below the average but only 3,1% of the younger ages have lack
of computer knowledge. 37,7% of the elderly do not have graduate degree on the

other hand this percentage is only 9,1% for younger people.

There are no significant differences between age groups (<40 and >40) within the
Items 12, 13, 14, 16, 17, 18 and 19.

The answers about the access limits (Item 22) differed in two of the choices: access
limits of their spouses and parents or children. Unlike young people, most of the
older people give more access rights to their spouses (No access and Limited access
choices are combined for analysis). This situation is the same for parents and
children’s access right; that is, the elderly tend to give more access rights for their
children or parents than younger people. There is also a significant difference (Sig.
0,000) between the answers of the groups about access limits of their employers but
they both give no access or limited access rights to their employers. Percentage of
young group who made these choices is more than that of the elderly. Table 20 gives

details about these comparisons.
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Table 20 Comparison between younger and elder people on their opinions about
access limits to their records of their spouses, parents/children and their employer

Age<40 Age>40

n % n %

Sig.*

No access or limited 262 525 25 3572
access

Your wife/ husband 0,006
Access to everything 237 475 46 64,8

No access or limited 348 689 33 458
access

Parents/ children 0,000
Access to everything 157 31,1 39 54,2

No access or limited 479 956 60 84,5
access

Your employer 0,000
Access to everything 22 44 11 15,5

* Chi Square Test

Figure 9 is the graphical demonstration of the Table 20.

B Age<40 ®Age>40

95,6 %

No accessor  Access to No accessor  Access to No accessor  Access to
limited access everything |limited access everything |limited access everything

Your wife/ hushand Parents/ children Your employer

Figure 9 Bar graph of comparison between younger and older people on their
opinions about access limits to their records of their spouses, parents/ children and
their employer
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5.6.3 Education (Graduates vs. Non-graduates)

Education levels were divided into two subgroups for comparison; people who
graduated from university and did not graduate from university. The main reason of
this division is to answer the question if the university degree affects people’s

opinions and attitudes on the privacy of their medical data.

According to the results of the analysis, there is no significant difference between
education groups in Items 12, 13, 14, 17, 18 and 19 but there is a significant
difference (Sig. 0,044) about their trust levels in government. Both of the groups do
not trust the Turkish government but graduate people voted for “Don’t trust” choice

more than non-graduates (See Table 21).

Table 21 Comparison between graduates and non-graduates on their trust levels in
the government about the privacy of their medical information

Don’t have a Have a graduate
graduate degree degree Sig.*
n % n %
Government Don’t trust 32 55,2 272 68,5 0.044
Trust 26 44,8 125 31,5 ’

* Chi Square test

Moreover, there is a significant difference (Sig. 0,000) between graduate and non-
graduate people on their opinions about access limits of their doctors. Unlike
graduate people, most of the lower educated people think that their doctors should
have no access or limited access rights to reach their medical data (No access and
Limited access choices are combined for analysis). Table 22 gives details about these
comparisons. According to the results, both of the graduate and non-graduate people
agree on the idea about their parents’ and children’s access right limits; they tend to
give no access or limited access rights to their parents and children. However, there
is a significant difference (Sig. 0,045) between their answers. The percentage of
highly-educated (graduate) people who made the choice “No access” or “Limited

access” is larger than that of non-graduate people.
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Table 22 Comparison between graduates and non-graduates on their opinions about
access limits to their records of parents/ children and their doctors

Don’t have a Have a graduate
graduate degree degree Sig.*
n % n %
l;lcci::\scscess and limited 40 556 341 675
Parents/ children 0,045
Access to everything 32 44,4 164 32,5
No access and limited 39 53.4 161 31,9
Your doctor access 0,000
Access to everything 34 46,6 344 68,1

* Chi Square test

5.6.4 Geographical Regions

The participants in this study are from six different regions of Turkey, namely;

e Inner Anatolia Region
e Aegean Region

e East Regions

e Mediterranean Region
e Black Sea Region

e Marmara Region

There are from 42 to 178 participants who represent each of the regions.
Nevertheless, there are significant differences between regions about education (Sig.
0,000) and age (Sig. 0,001) levels.

There is a significant difference between (Sig. 0,012) these six regions on Item 12
which asks if they feel comfortable about computer usage in health-care. The
participants from all the regions feel comfortable but the participants from Aegean
Region has the biggest percentage (98,6%) and East Regions has the least one (75%).
Table 23 gives details about these comparisons. According to the results of Fisher’s
exact test, the differences on Item 12 are between Inner Anatolia Region - Aegean
Region (Sig. 0,020) and Aegean Region - East Regions (Sig. 0,001).
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Table 23 Comparison between the regions of Turkey about comfort levels on
computer usage

Item 12: Do you feel uncomfortable with doctors and other health care professionals using
computers to record and share personal health information within the health care system?

Regions: Alnr;r:(enlria Aegean East hgggs:r: - lezgk Marmara Sig.*
n % n % n % n % n % n %

Feel 2 100 1 14 7 25 5 125 7 146 11 83 0.012

Don’t feel 108 90 68 986 21 75 35 875 41 854 122 91,7

* Chi Square test

There are also significant different views among six regions on five choices of Item
16 (1, 3, 4, 5, and 6) which asks whether the participants trust in the presented people
or associations or not. The whole regions trust in their doctors (Sig. 0,025) and the
percents are quite similar to each other but East Regions has the least percent among
the regions (64,5%). Trust levels about pharmacies are also significantly different
among regions (Sig. 0,021). However, this time the views on trust level about
pharmacies differ region to region. The participants from Black Sea Region (55,6%)
and East Regions (60,6%) generally do not trust in pharmacies but the rest of the
regions think opposite. Black Sea Region has also significantly different view (Sig.
0,000) about trusting in government. Unlike other regions most of the participants
from Black Sea Region trust government about their medical information’s privacy
(53,6%). Moreover, there is a significant difference (Sig. 0,024) between regions
about trust levels in insurance companies. Percent of the participant who chose
“Don’t trust” choice is the biggest in East Regions (86,1%). Lastly, ideas about if the
participants trust in information specialists or not are significantly different (Sig.
0,040) among the regions, as well. Table 24 shows the details about these
comparisons. Views of Aegean Region and East Regions are significantly different
on Choice 1 (Sig. 0,004) and Choice 3 (Sig. 0,014). Besides of this, Marmara Region
and Black Sea Region are significantly different views on Choice 3 (Sig. 0,01),
Choice 4 (Sig. 0,035) and Choice 6 (Sig. 0,01). There are also significant differences
on Choice 1 (Sig. 0,044) and Choice 4 (Sig. 0,007) between East Regions and
Mediterranean Region. Lastly, people from Mediterranean Region and Black Sea

Region have significantly different opinions about Choice 6 (Sig. 0,030).
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Table 24 Comparison between the regions of Turkey about whether they trust the
people or associations presented

Item 16: Do you trust the following people or association?

Choice 1: Your doctor

Inner Aegean East Mediter- Black Marmara
Regions: Anatolia g ranean Sea Sig.*

n % n % n % n %% n % n %

Don’t trust 16 129 9 115 11 355 8 16 10 175 17 121 0.025
Trust 108 87,1 69 885 20 645 42 84 47 825 124 879 '
Choice 3: Pharmacies

n % n % n % n % n % n %
Don’t trust 50 45 26 351 20 606 19 475 30 556 43 35 0.021
Trust 61 55 48 64,9 13 394 21 525 24 444 80 65 ’
Choice 4: Government

n % n % n % n % n % n %
Don’t trust 89 748 56 757 29 829 22 537 26 464 82 631 0.000
Trust 30 252 18 243 6 171 19 463 30 536 48 36,9 '
Choice 5: Insurance company

n % n % n % n % n % n %
Don’t trust 97 829 64 821 31 861 26 604 33 66 95 76,6 0.024
Trust 20 171 14 179 5 139 15 366 17 34 29 234 '
Choice 6: Information specialists

n % n % n % n % n % n %
Don’t trust 67 705 57 77 26 887 28 70 40 889 71 689 0.040
Trust 28 295 17 23 3 103 12 30 5 111 32 311 '

* Chi Square test

There are significant differences between the views of the participants from different
regions on the choices of Item 22 (1, 2, 5, and 6) which is about how much access the
participants are willing to give presented people or groups. Bigger percents of
participants from all the regions are willing to give the right to access to everything
to themselves but there is still a significant difference (Sig. 0,030) between regions.
Mediterranean Region has the biggest percent with 96,6 and the least one is East
Regions with 85,7. Views on spouses’ access rights differ from region to region (Sig.
0,023), as well. Participants from Inner Anatolia and East Regions give mostly
limited or no access rights to their spouses but the rest of the regions give mostly
access to everything right to their spouses. Moreover, views on access rights of
doctors also significantly differ (Sig. 0,045) among regions. Percents of Inner
Anatolia and Marmara Regions’ participants are the biggest ones with 70,2. Lastly,
opinions about other doctors or hospital staff’s access rights are significantly

different (0,043) among the regions. %97,4 of the participants from East Region
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chose “No access” or “Limited access” right choices for other doctors or hospital
staff. Table 25 gives the details about these comparisons. Views of people from
Aegean Region and Inner Anatolia are significantly different on Choice 2 (Sig.
0,034). In addition to this, Marmara Region and Black Sea Region are significantly
different views on Choice 1 (Sig. 0,016) and Choice 6 (Sig. 0,026). There are also
significant differences on Choice 2 (Sig. 0,04) and Choice 6 (Sig. 0,007) between
East Regions and Aegean Region. People from Mediterranean Region and Black Sea
Region have significantly different opinions about Choice 1 (Sig. 0,021), as well.
Lastly, East Regions and Mediterranean Region have significantly different views on
Choice 2 (Sig. 0,05) and Choice 6 (0,045).

Table 25 Comparison between regions of Turkey on how much access rights they are
willing to give to some presented people or groups

Item 22: How much access are you willing to give to some presented people or groups?

Choice 1: Yourself

o Inner_ Aegean East Mediter- Black Marmara
Regions: Anatolia

n % n % n % n % n %% n %

ranean Sea Sig.*

No access and
limited access 17 11,2 5 52 6 143 2 34 11 162 11 6,3
Access to 0,030
everything 135 888 92 948 36 857 56 966 57 838 164 93,7
Choice 2: Your wife or husband

n % n % n % n % n % n %
No access and
limited access 87 592 43 453 25 676 27 474 29 439 76 452 0023
Access to '
everything 60 40,8 52 54,7 12 324 30 526 37 561 92 548
Choice 5: Your doctor

n % n % n % n % n % n %
Noaccessand | o 5495 35 337 19 50 26 448 27 41,5 51 298
limited access
Access to 0,045
everything 106 70,2 63 66,3 19 50 32 552 38 585 120 70,2
Choice 6: Other doctors or hospital staff

n % n % n % n % n % n %
No access and
limited access 125 86,8 77 811 37 974 47 839 60 952 137 84 0 03
Access to 19 132 18 189 1 26 9 161 3 48 26 16
everything

* Chi Square test
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CHAPTER 6

DISCUSSION

In the literature, there is no study on people’s attitudes and opinions about the
privacy and confidentiality of electronic health records in Turkey. This study
presents a large overview on the opinions of people who use medical services in
Turkey about computerized medical information’s effects on privacy and
confidentiality. In the Introduction section (Chapter 1), under purpose of the study
section seven research questions were proposed and in the Results part (Chapter 6),
the statistical analysis based on these research questions was presented.

According to the participants’ experiences, very little percentage of people or a
member of their families have experienced a serious breach of their health
information. In the results of the survey in Canada (EKOS Research Associates,
2007), this percentage is four times more than Turkey. Moreover, the percentages of
the people, who have asked a doctor not to write down their health problem in their
medical records, or have asked the doctor to put a less serious or less embarrassing
diagnosis into the record than was actually the condition, in the USA (Princeton
Survey Research Associates, 1999) are two times more than the percentages in
Turkey. However, the percentage of the people who prefer not be tested because of
their concern about that others might learn about the results, in Turkey is , very high,
six times more than the percentage of the people in the USA (Princeton Survey
Research Associates, 1999). Also, for the results of a literature review study, which
review lots of papers published about this topic, patients tended to postpone or give
up the treatment, or change the inception or the total story of their illness because of

the concerns about confidentiality (Sankar et al., 2003). These results can be
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interpreted that a lot of people are afraid of breach of their medical records in Turkey

as well and even more.

Therefore, they choose wrong methods in order to avoid it. To do so, most of the
people abstain from being tested. This result is the most alarming finding of the study
and it should be taken under control immediately. The attitude “refraining from being
tested for the illness” can cause irreparable results such as being late for a fatal
illness’s treatment or spreading an incurable illness to more people. Hence, necessary
measures should be taken immediately such as serious punishments for invasions of

medical data or giving patients the opportunity to hide sensitive medical information.

According to the results of the statistical analysis, a big majority of participants do
not feel uncomfortable about computer usage for treatment purposes. In the survey
conducted in Canada, (EKOS Research Associates, 2007) 73% of the respondents
feel also comfortable with computer usage for medical purposes. Similar results

show that computer usage in medical area do not disturb people in general.

The participants seem uncertain about whether their health information is safe and
secure in Turkey. In Canada, a similar question in the survey (EKOS Research
Associates, 2007) shows quite different results. More participants in Canada think
their health information is safe and secure than in Turkey. However, like the people
in the USA, participants of this survey have also concerns about the invasion of their
personal information (Princeton Survey Research Associates, 1999). Very little and
close percentages of people in both countries have no concern (~10%). In the UK the
patients also feel uncomfortable about the confidentiality of electronic health records
(Carman & Britten, 1995). To sum up, unlike Canadian people, the participants are
not sure about the privacy of their information in Turkey and do not feel comfortable
about the privacy of their medical information similar to the participants from the
USA and the UK.

American people think the biggest threat to the privacy and confidentiality of
personal medical records kept on computer-based systems can more likely be access
of unauthorized people (Princeton Survey Research Associates, 1999). On the other

hand, people in this survey in Turkey mostly see access of authorized and
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unauthorized people equally dangerous. This result can be interpreted that a big
majority of people do not trust even executive people and this is a very big problem,
against which the government should take immediate measures such as establishing
new regulations with serious punishments for people or organizations even for public
servants that violate medical privacy and requiring doctors, hospital, and other health
facilities to set up security systems on their computer and regular audits of them

should be done by the government.

According to the results, the sequence of groups and people in terms of trust levels
from maximum to minimum is doctors, pharmacists, nurses and other hospital staff,
government, insurance company and lastly information technology specialists. The
sequence of the researchers is health researchers in universities, government health
researchers and lastly private sector health researchers. These results are quite similar
to the results of the survey Electronic Health Information and Privacy Survey: What
Canadians Think 2007 (EKOS Research Associates, 2007) but there are small
nuances. In Canada, people trust nurses as much as pharmacists and they see
insurance companies less trustful than information technology specialists. Moreover,
Canadian people think that private sector health researchers are the most trustful
among researchers but in Turkey the most trustful ones are university researchers.
Except these small differences it can be said that in general, people intend to trust
people who are directly related to their treatment more than the government or
insurance companies. These results may help understand with whom the participants
want to share their medical records more in Turkey and thus taking these into

consideration, new arrangements may be done.

The answers of the questions about regulations show that people are not aware of the
laws and regulations in Turkey. Approximately 70 percent of the people have chosen
the “Don’t know” choices of the regulation questions. After the examination of
plenty of studies about electronic health records’ privacy, it is indicated that there are
confusions about medical confidentiality’s legal, ethical and practical limits among
patients (Sankar et al., 2003). According to the results of the survey conducted in the
USA (Princeton Survey Research Associates, 1999), people in the USA are unaware

of their rights too. Actually, in Turkey there are not enough laws or regulations
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which protect the privacy of the personal data but there are still some and there is
also a draft law approved with 2010 Referendum (Appendix D) and directly about
personal data protection. The results show that public health messages that link
technology, privacy, and health benefits are not delivered to people in Turkey. To
overcome this problem, Turkish Ministry of Health should develop and execute a
public awareness campaign to educate public about the privacy rights and protections
provided. Moreover, laws and regulations about the privacy protections should be

broadened immediately and they should be more vigorously enforced.

According to the results, people participated in the survey have concerns about the
usage of T.C. identity number in health-care and they prefer a special number,
instead. The studies conducted in New Zealand (Buckley et al., 2010), Ireland
(Whiddett, 2006), UK (Barrett et al., 2006) and in Canada (Nair et al., 2004) also
showed that people are not willing to share their identified information. Similarly,
today T.C. identity number is easy to access via the Internet by anyone. Therefore,
using a de-identified special number for medical data storage may be a better
solution for privacy.

When the access rights were asked to the participants, a big majority of the people
gave the right to access everything to themselves and then their doctors and
husbands/wives. It is interesting that most of Americans (Princeton Survey Research
Associates, 1999) think that doctors should access to everything. However, less
people want to access to everything in their records. Moreover, the participants
believe that insurance companies, pharmacies, their employers and drug companies
should not be able to access their records. These results can be inspiration for new
policies about access rights to personal information. For example, the right for
patients to hide or mask sensitive information from some users who would be
authorized to access their health records whenever patients want, necessitating using
information that doesn’t personally identify patient for purposes not for healthcare,
and getting patients’ permission prior to using or distributing any of their medical

information can be some of these policies.
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People think that legislations suggested in the survey in order to protect privacy and
confidentiality would be “very” effective. The proposed policies are actually
essentials of data privacy. For example, requiring permission prior to using or
distributing any medical information legislation is an unwritten rule in Turkey, as
well but it is not taken into consideration. The other suggestions are having the right
to see when and by whom their records are retrieved, establishing new legislations
with serious punishments for people or organizations that violate medical privacy,
requiring doctors, hospital, and health plans to set up security systems on their
computers, having the right to see and make corrections in their own medical
records, having the right to hide or mask sensitive information to some users who
would be authorized to access their health records, regular audits undertaken by
government for the privacy and security provisions of an electronic health system
health records, and requiring using information that doesn’t personally identify
people for purposes besides healthcare whenever they want (such as researches)

should become laws and be enforced in order to ensure data privacy.

Statistical results show that there are some significant differences between genders
about their opinions and attitudes toward privacy issues. Most of the women think
their health information is safe and secure in Turkey, but male participants think the
opposite. Besides, the question about access limits of their spouses (Iltem 22) has
different answers among genders. Men give more access rights to their wives than
women do. There are discriminations between men and women in all societies and
this discrimination is very obvious in Turkey. It is women that undergo the negative
effects of this discrimination (Terzioglu, Taskin, 2008). Therefore, these findings are
consistent with this common knowledge. Because of social pressure, women do not
feel as comfortable as men about indication of their private information to their

husbands.

Results identified that older people think different from younger people about access
limits. Young people are in favor of having more protected personal data. Unlike the
elderly, they are reluctant to share their medical information with their spouses and
their parents or their children. These results are also parallel to the results of the

study conducted in Ireland in 2010 (Buckley et al., 2010). According to the results,
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unlike younger people, elderly and retired people agreed that any personal medical
information could be shared. Nevertheless, education level is not a factor that affects
information sharing as in this survey (Buckley et al., 2010). According to the results,
however, education level plays a prominent role in people’s opinions about the
privacy of electronic medical records but highly-educated people prefer more access

rights for their doctors in Turkey.

According to the results of the study there are significant differences between six
regions views on some questions. These results are valuable but as it was mentioned
under the title age and education levels of the regions are also significantly different
from each other and they do not represent the regions of Turkey. Hence these results

can occur coincidentally.

58



CHAPTER 7

CONCLUSION

Today, computerized systems are used almost in every area and especially for public
utility. Health-care is one of the largest areas of usage. Storage of medical data in
electronic databases is widely used in Turkey. Necessarily, opinions of the system
users should be asked before these kinds of systems are implemented. However, in
the literature, there is no example of such research studies conducted in Turkey. In
this manner, this study will contribute a lot to the literature.

The sample consists of 596 people from 64 different cities in six geographical
regions of Turkey in order to figure out their attitudes and opinions about privacy of
their medical information in electronic environment. The results of the study show
that people feel comfortable about computer usage in health-care. However, they are
not sure if their medical information is safe and secure in electronic environment,
and they are concerned about the privacy of their data. Moreover, the respondents
think that disclosure of their medical information by authorized and unauthorized is
equally dangerous. Almost all of the participants were unaware about the entire three
regulations asked in the survey. According to the results, participants have concerns
about the usage of T.C. Identity number for medical data storage, which is why they
prefer a unique number instead. The respondents think that all of the suggested
legislations in the survey would be very effective. The findings of the study also
show that people trust in their doctors, health researchers in universities, pharmacist,
nurses and other hospital staff but do not trust in insurance companies, government,
private sector health researchers, information technology specialists and government

health researchers in descending order. The respondents give themselves, their
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doctors and spouse the right to access everything in their medical records. They give
other doctors or staff, and parents and children limited access rights. Lastly, they do
not give any access right to drug companies, their employers, pharmacies and their

insurance companies.

There are some significant differences between the groups (ages, genders, education
levels and geographical regions). Unlike women, men do not think that their medical
data are safe and secure and they tend to give more access rights to their wives.
Unlike the elderly, most of the younger people give less access rights to their
spouses, parents and children. Lower educated people think that their doctors should
have no or limited rights to access their medical data but highly-educated people
think the opposite.

This study will help understand whom people trust about the privacy of their medical
data and with whom they want to share them. Moreover, their concerns about current
system and awareness levels about laws and regulations will be understood with the
results of the study. These contributions will be valuable for inspiring Turkish
Ministry of Health to increase the public awareness about the privacy rights and
protections provided. Furthermore, laws and regulations about the privacy
protections may be broadened and more vigorously enforced to reduce public
concerns. A unique de-identified number for medical data storage may be used to
prevent invasions and this will reduce people’s concerns about their privacy. The
study proposed several implications to reduce people concern levels about privacy of
their records. Requiring patient’s permission before using or distributing any of their
medical information; having the right to see when and by whom their records are
retrieved; establishing new legislations with serious punishments for people or
organizations that violate medical privacy; requiring doctors, hospital, and other
health facilities to set up security systems on their computers; having the right to see
and make corrections in their own medical records; having the right to hide or mask
sensitive information from some users who would be authorized to access their
health records; regular audits undertaken by government for the privacy and security

provisions of an electronic health system health records; getting patients’ permission
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prior to using or distributing any of their medical information are above-mentioned

suggestions.

7.1 Shortcomings and Future Works

The sample size is large enough to compare many of the groups but some of them
had still small sizes. For example, lower educated, older ages and lack of computer
literacy groups occupy a small percentage of the participant. The main reason of this
is that the questionnaire was conducted via the Internet. Because of the need for
computer usage, people who completed the online questionnaire were mostly
younger ages, higher educated and not surprisingly have higher level of computer
literacy. Consequently, generalization cannot be made for Turkish public since the

sample profile is not a mirror of Turkish public.

Although reaching to the elderly and/or lower educated people was necessary in
order to figure out the public opinions and to make comparisons between age and
education level groups, it was not possible not only because of internet usage but also
because of complexity of the questions for them. Many of the questionnaires which
were filled by these groups were not completed properly or the answers were

generally “Don’t know”, “Not sure”, etc.

In online questionnaire, people were more honest about their past experiences when
it was compared to paper based ones. However, according to the notes they wrote at
the end of the questionnaire, there were even some people worried about disclosure

by the one who conducted the survey.

Also, as another limitation, because of the new law changes, it is not easy to be sure
if they have meant that laws when they chose the correct answers. Therefore, this

study should be repeated several years later.

Future studies should conduct a public research and thus they can identify what the
public are thinking about the privacy of their health records and whether they are

aware of the new regulations and legislations.
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APPENDICIES

APPENDIX A: QUESTIONNAIRE - Demographic Information

1. Yasadigimiz sehir: (....o.oovevvinninninnnnn, )
2. Yasmiz: G, )
3. Cinsiyetiniz:  a.Kadmn b. Erkek
4. Egitim durumunuz?
a. llkokul b.Ortaokul  c. Lise d.Universite eDiger(............... )
5. Aylik geliriniz: (........ooevviiiiiannn.. TL)

6. Evinizde bilgisayarimiz var mi?

a. Evet b. Hayrr

7. Bilgisayar kullanma becerileriniz i¢in ne sdyleyebilirsiniz?
a. Ortalamanin altinda
b. Ortalama
C. Ortalamanin iizerinde

d. Bilgisayar kullanmay1 bilmiyorum

8. Genel olarak saglik durumunuzu nasil degerlendirirsiniz?

a. Cokkoti b, Kétii c. Orta d. lyi e. Cok iyi
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9. Daha once sizin ya da aile bireylerinizden birisinin kisisel saglik bilgileri rizaniz
disinda uygun olmayan amaglar i¢in kullanildi ya da yaymlandi m1?

a. Evet b.Hayir c.Cevap vermek istemiyorum
10. Daha 6nce baskalarinin sonucu gérmesinden ¢ekindiginiz igin saglik durumunuzu
test ettirmediginiz bir durum yasadiniz mi?

a. Evet b.Hayir

11. Daha once doktorunuzdan teshisinizi saglik kayitlarmiza gecgirmemesini veya
teshisinizin yiiz kizartict oldugunu disiindiigliniizden bagka bir teshis yazmasini

talep ettiniz mi?

a. Evet b.Hayirr

69



12.

13.

14.

15.

APPENDIX B: QUESTIONNAIRE - Level of Concern

Doktorlarin ya da diger saglik calisanlarinin bilgilerinizi kayit ederken ve/veya

paylasirken bilgisayar kullanmalar1 konusunda rahatsizlik hissediyor musunuz?

a. Hissediyorum
b. Hissetmiyorum

C. Hig diistinmedim

Size gore suandaki saglik bilgileriniz ne kadar emniyette ve giivenli?
a. Emniyette degil
b. Emniyette
c. Emin degilim/ Bilmiyorum
Tiirkiye’de kisisel bilgilerinizin ihlali konusunda ne kadar endiselisiniz?
a. Endiseliyim
b. Endisele degilim

C. Hig diisiinmedim

Sizce Tiirkiye’de elektronik ortamda saglik kayitlarmin tutuldugu bir saglik
sisteminde gizlilik ve mahremiyet agisindan en biiyiik tehlike nedir?
a. Bilgileri gérme yetkisine sahip kisilerin (doktorlar, hemsireler, hastane
yoneticileri...) bilgilerimi ifsa etmesi
b.  Yetki sahibi olmayan kisilerin, bilgisayar sistemine gizlice girerek veya
risvet vererek bilgilerime erigsmesi ve ifsa etmesi
c. Ikisi de esit
d.  Hicbiri (AGIKIayINIZ:. ... ..ot
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16. Asagida bahsi gecen kisi ya da kurumlara tibbi bilgilerinizin mahremiyeti konusunda

ne kadar giivenirsiniz?

Gilivenmiyorum | Giiveniyorum | Kararsizim

Doktorunuza;

Hemsire ve diger saglik

calisanlarina;

Eczacilara

Devlete

Sigorta sirketlerine

Bilgisayar sistemlerini yiiriitmekle
gorevli uzmanlara

Devlete bagli saglik
arastirmacilarina

Universitelere bagl saglik
arastirmacilarina

Ozel sektodre bagl saglik

arastirmacilarina
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APPENDIX C: QUESTIONNAIRE - Awareness about Laws and

17.

18.

19.

20.

21.

Regulations

Bildiginiz kadariyla suanda Tiirkiye’de kisiler kendi saglik kayitlarina erisme,

bunlarin diizeltilmesini veya silinmesini isteme hakkina sahipler mi?

a. Evet b.Hayir c.Bilgimyok
Bildiginiz kadariyla suanda Tiirkiye’de tibbi verilerinizin rizaniz diginda
islenebilmesini dnleyen yasalar var mi1?

a. Evet b.Hayir c.Bilgimyok
Bildiginiz kadariyla suanda Tirkiye’de saglik kayitlariniza internet {izerinden
ulagsmanizi engelleyen herhangi bir yaptirim var mi?

a. Evet b.Hayir c.Bilgimyok
Tibbi verilerinizin saklanmasinda TC kimlik numarasinin kullanilmas1 konusunda

endiseleriniz var m1?

a. Evet b.Hayirr

TC Kimlik Numarasinin yerine saglik hizmetinde kullanilacak 6zel bir numara
verilmesini ister miydiniz?

a. Evet b.Hayrr
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22. Asagidaki bahsi gegen kisilerin saglik kayitlariniza hangi derecede ulasabilmesini
isterdiniz?

Erisemesin
Kisith erisimi
Her seye
erisebilsin
Kararsizim

olsun

Siz, kendiniz

Evli iseniz; Esiniz

Ebeveyn ve\veya ¢ocuklariniz

Calisiyorsaniz; Isvereniniz

Sigorta sirketiniz

Doktorunuz

Diger doktor ve hastane personelleri

Eczaneler

lag sirketleri
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23. Asagida gizlilik ve mahremiyeti korumaya yonelik dnerilen diizenlemelerin ne kadar

etkili olabilecegini diisiiniiyorsunuz?

Kararsizim

Hic
Az
Cok

Saglik  bilgilerine izinsiz erigsenlere yeni
diizenlenecek yasalar vasitasiyla ciddi yaptirimlar

uygulanmasi

Veri depolayan kisi ya da kurumlarin
bilgisayarlarina verileri sifreleyen ve parola
kullanilan sistemler gibi gilivenlik sistemlerinin

kurulmasini zorunlu hale getirmek

Elektronik saglik kayit sisteminin giivenlik ve
gizliliginin hiikiimet organlarinca diizenli olarak

denetlenmesi

Istediginizde bilgilerinize kimin, ne zaman

eristigini gérebilmek

Saglik kayitlariniza dilediginiz vakit ulagabilmek,
dogrulama yapabilmek ve diizeltmeleri rapor

edebilmek;

Herhangi bir tibbi verinizin kullanilmasindan

veya dagitilmasindan 6nce izninizin alinmasi

Saglik hizmeti haricinde veri ihtiyac1 durumunda
kimlik bilgileri icermeyen verileri kullanmalarini

saglamak (arastirma...vb)

Dilediginizde tiim bilgilerinize erisim izni olan
kisilerin  hassas  bilgilerinizi  gorebilmesini

engelleyebilmek.
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APPENDIX D: 2010 REFERANDUM -

Item 20

TURKIYE CUMHURIYETI ANAYASASININ BAZI MADDELERINDE DEGiIKLIK YAPILMASI

HAKKINDA KANUN TEKLIFi
22.03.

KARSILASTIRMA TABLOSU
2010

1982 Anayasasi

Teklif Metni

X. Kanun dniinde egitlik

MADDE 10 - Herkes, dil. wk. renk. cinsiyet, siyasi diglnce,
felzefi inang, din, mezhep ve benzer sebeplerle ayinm
gdzetiimeksizin kanun dndnde egittir.

Kadinlar ve erkekler esit haklara sahiptir. Deviet, bu esitligin
yagama gegmesini sadlamakla yikimlGdir.

Higbir kigiye. aileye, zOmreye veya sinifa imtiyaz taninamaz.

bt talamlarind,

Devlet lan ve idare 1 bitin kanun
aninde esitlik ilkesine uygun olarak hareket etmek zorundadifar.

X. Kanun éninde egitlik

MADDE 10 - Herkes, dil. k. renk, cinsiyet, siyasi digince,
felsefi inang, din, mezhep ve berzeri sebeplede ayinm
gozetilmeksizin kanun éndnde esittir.

Kadinlar ve erkekler esit haklara sahiptir. Devlet, bu esitligin
yagama gegmesini saflamakla yOkomiGdar.

Yorumianamaz.

uklar, lilar ve engelliler gibi dzel suretie korunmasi
gerekenler icin _ahnacak tedbirler esitlik ilkesine aykin
sayilamaz.

Highir kigiye, aileye, zimreye veya sinifa imtiyaz taninamaz.

Devlet organlan ve idare makamlan bitin iglemlernde kanun
aninde esitlik ilkesine uygun olarak hareket etmek zorundadirlar.

A. Ozel hayatin gizliligi

MADDE 20 — Herkes, dzel hayatna ve aile hayatina saygi

teril ini isteme hakk sahiptir. Ozel hayatin ve aile
hayatlnln gizliigine dokunulamaz. (Ugdncd cimle milga:
310/2001-47095 md.)

(Degigik: 3/10/2001-4709'5 md.) Milli gdvenlik, kamu diizeni, sug
islenmesinin dnlenmesi, genel sagllk ve genel ahlakin korunmasi

A. Ozel hayatin gizliligi

MADDE 20 — Herkes, &zel hayatina ve aile hayatina sayg
gosterilmesini isteme hakkina sahiptir. Ozel hayatin ve aile
hayatimin  gizliligine dokunulamaz. (JgOncil cimle malga:
310/2001-4709/5 md.}

(Degigik: 3/10/2001-4709/'5 md.) Milli givenlik, kamu dizeni. sug
islenmesinin dnlenmesi, genel saglk ve genel ahlakin korunmasi

veya baskalanmin  hak dzqgurliklerinin__ korunmasi

"

veya baskalanmin  hak ve &zgdrldklerinin korunmasi

il

1962 Anayasas!

Teklif Metni

sebeplerinden biri veya birkagina bagh olarak, usuline gére
verilmig hakim karan clmadikea; yine bu sebeplere bagh olarak
gecikmesinde salunca bulunan hallerde de kanunla yetkil
kilnmig merciin yazili emri bulunmadikga; kimsenin Gstd, Gzel
kagitlan ve esyas! aranamaz ve bunlara el konulamaz. Yetkili
merciin karan yirmiddrt saat iginde gérevli hakimin onayina
sunulur. Hakim, karanm el koymadan itibaren kirksekiz saat
iginde agiklar; aksi halde, el koyma kendiliginden kalkar.

sebeplerinden bir veya birkat;lna bagl clarak, usuline gére
venlml; hakjm kararl olmadlk;a yine bu sebeplere bagh olarak
g de hallerde de kanunla yetkili
kalinmig merciin yazﬂl emr bulunmadikga: kimsenin Gstd, Gzel
kagitlan ve egyas! aranamaz ve bunlara el konulamaz. Yethili
merciin karan yirmidért saat iginde g@revli hakimin onayina
sunulur. Hakim, karanm el koymadan itibaren kirksekiz saat

izinde agiklar; aksi halde, el koyma kendiliginden kalkar.

izeltimesini il TR ]
dogrultusunda kullamihp kullaniimadigini_égrenmeyi de

kapsar. Kisisel veriler, ancak kanunda éngérillen hallerde
a_kiginin 1k__rnzasiyla islenebilir. Kisisel verilerin

korunmasina iligkin esas ve usuller kanunla dizenlenir.

V. Yerlegme ve seyahat hirriyeti
MADDE 23 — Herkes, yerlesme ve seyahat hlirriyetine sahiptir.

Yerlegme himiyeti, sug iglenmesini Gnlemek, sosyal ve ekonomik
gelismeyi  saglamak, saghkh ve dizenli kentlegmeyi
gergeklestrmek ve kamu mallanni korumak;

Seyahat hirriyeti, sug sorusturma ve kovusturmas: sebebiyle ve
sug iglenmesini dnlemek

Amaglanyla kanunla sinifanabilir.

Vatandagin yurt digina gikma harriveti, vatandaghk odeviya da
eeza sorusturmasi veya kovusturmasi sebebiyle simirdanabilir.

V. Yerlegme ve seyahat hirriyeti

MADDE 23 — Herkes, yerlesme ve seyahat himiyetine sahiptir.
Yerlesme hiriyeti, sug islenmesini nlemek, sosyal ve ekonomik
geligmeyi  sadlamak, =aghkh ve dizenli kentlegmeyi
gergeklestirmek ve kamu mallarini korumak:

Seyahat hdmiyeti, sug sorugturma ve kovusturmasi sebebiyle ve
sug iglenmesini dnlemek:

Amaclanyla kanunla simirlanabilir.

Vatandagin yurt digina gikma himiyeti, ancak su¢ sorugturmasi
veya kovusturmasi sebebiyle hakim karanna bagh olarak

-\

bl
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APPENDIX E: ELEKTRONIK BELGE STANDARTLARI

16 Temmuz 2008 CARSAMBA Resmi Gazete Sayr : 26938

GENELGE

Bagbakanliktan:
Konu: Elektronik Belge Standartlari.

GENELGE

2008/16

Kamu adma gorev yapan kurum ve kuruluglarin faaliyetleri sonucu olusan belgelerin kayit
altina alinmasi ve bu belgelerin istenildigi anda erisilebilir sekilde yonetilmesi, kurumsal faaliyetlerin
ayrilmaz bir pargasit ve bir kamu gorevidir. Herkesin, her zaman, her yerden kolaylikla ulasabilecegi
seffaf, verimli ve sade bir kurum yapis1 giiniimiizde modern ve demokratik kurumlarin temel hedefi
haline gelmistir. Elektronik ortamda sunulan hizmetlerin ve e-kurum yapisinin temelini elektronik

bilgi sistemleri olusturmaktadir.

Kamu kurum ve kuruluslarinca tiretilen elektronik bilgi ve belgelerin idari, mali, hukuki ve
tarihi gerekgelerle korunmasinin saglanmasi ve bunlarin gelecek nesillere aktarilmasi ancak standart
belge yapilarinin olusturulmasi ile miimkiindiir. Elektronik belgeye iliskin standartlar ile belgelerin
korunmasina ve erisimine imkan saglayacak tedbirlerin elektronik belge yonetim sistemlerinin tasarim

asamasinda ele alinmasi gerekmektedir.

Elektronik belgelerin kayit altina alinmasi, kullanilmasi ve arsivlenmesi konularinda ¢alisma
yapma goérevi E-Déniisiim fcra Kurulu’nun 9 Eyliil 2004 tarih ve 7 numarali Karari ile Devlet
Arsivleri Genel Miidiirliigii'ne verilerek TSE 13298 no’lu standardin yayinlanmasi saglanmistir.
Hazirlanan bu standart kamu kurum ve kuruluslarmin kullanacaklari elektronik belge ydnetim

sistemleri i¢in temel bir kaynak tegkil etmektedir.

Kamu kurum ve kuruluslar1 olusturacaklar1 elektronik belge yonetim sistemlerinde TSE 13298
no’lu standarda gore islem yapacak, ayrica tiretmis olduklar1 elektronik belgenin kurumlar arasi

paylasgimin1 www.devletarsivleri.gov.tr internet adresinde belirlenen kurumlar arasi elektronik belge

paylasim hizmeti kriterlerine gore gergeklestirecektir. Genelgenin yayimi tarihinden &nce kurulan
sistemler ise ilgili kamu kurum ve kuruluslarinca gézden gegirilerek iki yil ig¢inde standarda uyumlu

hale getirilecektir.

Bilgilerini ve geregini rica ederim.
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ENFORMATIK ENSTITUSU MUDURLUGUNE

Universitemiz Saglk Bilisimi Anabilim Dali (MIN) yiksek lisans programi
dgrencisi Ozlem Ozkan’in 02 Eyliil 2010-28 Subat 2011 tarihleri arasinda “Mahremiyet ve
Gizlilik Agisindan Saghk Bilgisinin Elektronik Ortamda Tutulmas: Hakkinda Vatandagin
Gorigleri ve Diginceleri” bashkl arastirmasina iligkin olarak ODTU &grencilerine ve
¢alisan yetigkinlere uygulama yapmak i¢in, Ogrencinin istefi dogrultusunda
gorevlendirilmesi Etik Komite onay: ile uygun gériillmiigtiir.

Uygulamanin yapilabilmesi igin geregini arz ederim.

Saygilarimla.

soL_

Nesrin Unsal
Ogrenci Isleri Daire Bagkam

Ekler:

1- IAEK Bagvuru Formu

2-IAEK Bagvuru Kontrol Listesi

3-1AEK Basvuru Formu Proje Bilgi Formu
4-Anket

BD
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