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ABSTRACT

RESULTS ON COMPLEXITY OF MULTIPLICATION OVER FINITE FIELDS

Cenk, Murat
Ph.D., Department of Cryptography

Supervisor : Prof. Dr. Ferruh Ozbudak

February 2009, 62 pages

Let n and ¢ be positive integers and f(x) be an irreducible polynomial over I, such that
{deg(f(x)) < 2n — 1, where g is 2 or 3. We obtain an effective upper bound for the multi-
plication complexity of n-term polynomials modulo f(x). This upper bound allows a better
selection of the moduli when Chinese Remainder Theorem is used for polynomial multiplica-
tion over [F,. We give improved formulae to multiply polynomials of small degree over IF,. In
particular we improve the best known multiplication complexities over [F, in the literature in
some cases. Moreover, we present a method for multiplication in finite fields improving finite
field multiplication complexity u,(n) for certain values of ¢ and n. We use local expansions,
the lengths of which are further parameters that can be used to optimize the bounds on the
bilinear complexity, instead of evaluation into residue class field. We show that we obtain
improved bounds for multiplication in Fy» for certain values of g and n where 2 < n < 18 and

g=23,4.

Keywords: Polynomial Multiplication, Finite Field Multiplications, Multiplicative Complex-
ity
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SONLU CIiSIMLERDE CARPMA KARMASIKLIGI UZERINE SONUCLAR

Cenk, Murat
Doktora, Kriptografi Boliimii
Tez Yoneticisi  : Prof. Dr. Ferruh Ozbudak

Subat 2009, 62 sayfa

Uzerinde galisilan cismin eleman sayisi olan g, 2 veya 3 olmak iizere, n ve ¢ pozitif tam-
say1, f(x) indirgenemez polinom ve fdeg(f(x)) < 2n — 1 olsun. Bu tezde [, ilizerine n-
terimli poinomlarin mod f(x)¢ indirgemesine gore carpim karmagiklig: iizerine iist sinirlar
elde edildi. Bu iist sinir Cinli Kalan Teoreminde daha iyi modiiliis polinomlar1 se¢ilmesine
olanak tanidi. Boylece [, iizerine kiiciik dereceli polinom ¢arpimlari igin literariirde olan
en iyi sonuglardan daha iyi sonuglar gelistirildi. Ek olarak belirli n ve g i¢in u,(n) olan
sonlu cisim carpma karmagiklig1 iizerinde gelismeler elde edildi. Burada, sinif cisimlerinde
degerlendirme yerine lokal genislemeler kullanarak sinirlar iizerinde optimizasyonlar elde
edildi. Belirli g ve n degerleri olan ¢ = 2,3,4 ve 2 < n < 18 i¢in [ de gelistirilmis
carpmalar elde edildi.

Anahtar Kelimeler: Polinom Carpmi, Sonlu cisim Carpmi, Carpimsal Karmagiklik



To my father, my beloved wife Derya and my child Emre...

vi



ACKNOWLEDGMENTS

I would like to express my deepest gratitude to Prof. Dr. Ferruh Ozbudak for his guidance,
advice, encouragement and insight throughout the research. Without him, I couldn’t have
completed this thesis. It was honour for me to work with him and to benefit from his experi-

ences.

I also wish to present my sincere thanks to Prof. Dr. Ersan Akyildiz who have always sup-

ported and encouraged me during my study.

I owe special thanks to my parents for their unconditional love, faithfulness and endless sup-

port all times in my life.

Special thanks go to my wife Derya for her support, encouragement, help and love during this
difficult process. I also wish to present my special thanks to my dear son Emre because he

shared his father with many papers, homeworks and computers for 4 years.

vii



TABLE OF CONTENTS

ABSTRACT . . . . . e v
OZ . o \%
DEDICATION . . . . . . e e vi
ACKNOWLEDGMENTS . . . . . . e e vil
TABLE OF CONTENTS . . . . . . e e e e viii
LIST OF TABLES . . . . . . . e e e e X
CHAPTERS
1 INTRODUCTION . . . . . . e e e 1
2 POLYNOMIAL MULTIPLICATION OVER FINITE FIELDS USING FIELD
EXTENSIONS AND INTERPOLATION . . . . . ... .. ... ...... 4
2.1 BACKGROUND . . . . . . . e 4
2.1.1 SCHOOLBOOK METHOD . .. ... ... ....... 5
2.1.2 KARATSUBA ALGORITHM AND WEIMERSKIRCH-
PAAR GENERALIZATION . ... .. .. ... ..... 5
2.1.3 MONTGOMERY’S CONTRIBUTION . ... ... ... 6
2.14 TOOM-COOKMETHOD . . ... ............ 6
2.2 NEW METHOD FOR POLYNOMIAL MULTIPLICATION OVER
FINITEFIELDS . . . . . . . . . e 7
2.3 IMPROVED BOUNDS FOR MULTIPLYING 10, 11 AND 12-TERM
POLYNOMIALSOVERF, . . . . . .. . . . . . . . . ... .... 13
3 IMPROVED POLYNOMIAL MULTIPLICATION FORMULAE OVER F,
USING CHINESE REMAINDER THEOREM . . . ... ... ... .... 18
3.1 BACKGROUND . . . . . . . e 18
3.2 IMPROVED M(n) . . . . . . . . . i i et 20
3.3 EXPLICIT FORMULAEFORn=5ANDn=9. ... ....... 26

viii



EFFICIENT MULTIPLICATION in F3en,m > 1 ANDS <£<18 . ... .. 29

4.1 THEMETHOD . .. ... ... ... ... ... 30
4.2 BOUNDS FOR F3tn,m>1ANDS<€<I18. . .. ... ... ... 32
ON MULTIPLICATION IN FINITE FIELDS . . . ... .. ... ... ... 38
5.1 PRELIMINARIES . . . . . .. . . o o o 39

5.1.1 SOME COMPLEXITY NOTIONS . . . . . ... ... .. 39

5.1.2 BRIEF REVIEW OF ALGEBRAIC FUNCTION FIELDS 39

52 THEMETHOD . . ...\t 41
53 MULTIPLICATION IN FINITE FIELDS F,» FOR 2 < n < 18 and

G=23.4 47

531  MULTIPLICATIONINFpr . . . ... 48

532  MULTIPLICATION INF3 . . .o oot 48

533  MULTIPLICATIONINFu . . . oot 50

54 APPLICATION . . . ..o 51

55  EXPLICIT FORMULA FOR MULTIPLICATION INFy . . . . . . 53

CONCLUSION . . . oot 58

REFERENCES . . . . ot 59

........................................... 61

X



TABLES

Table 3.1

Table 3.2

Table 4.1

Table 4.2

Table 5.1

LIST OF TABLES

Upper Bounds for Mye(n)overF, . . .. ... ... ... ... ...... 24
Upper Bounds for M(n) over o . . . . . . . . ... ... ... ... ... 25
Upper Bounds for Mye(n)overF3 . . . ... ... ... ......... 33
Upper Bounds for M(n) over 3 . . . . ... ... ... ... ... .... 34
Bounds for yy(n) for2<n<18and¢g=2,3,4 ... ... ......... 52



CHAPTER 1

INTRODUCTION

Finite field multiplication plays an important role in public key cryptography and coding
theory. Public key cryptographic applications accomplished in very large finite fields. For
example, one needs a finite field of at least 2'°? elements for elliptic curve cryptography. For
that reason efficient finite field multiplication has become a crucial part of such applications.
A finite field with ¢" elements is denoted by [F;» where g is a prime power and n > 1. The
elements of IF» can be represented by n-term polynomials over [F,. Field elements can be mul-
tiplied in terms of ordinary multiplication of polynomials and modular reduction of the result
product by the defining polynomial of the finite field. The reduction step has no multiplica-
tive complexity [11, p.8]. So finite field multiplication is directly related to the polynomial

multiplication.

A direct approach to polynomial multiplication is the schoolbook method. For multiply-
ing two arbitrary 2-term polynomials, this algorithms requires 4 multiplications. Karatsuba-
Ofman or simply Karatsuba algorithm [5, 6] is a well-known subquadratic polynomial multi-
plication algorithm. Karatsuba algorithm decreases the number of multiplications from 4 mul-
tiplications to 3 multiplications for multiplying two arbitrary 2-term polynomials. Weimer-
skirch and Paar [9] generalized Karatsuba algorithm and gave a detailed account of its vari-
ants. Toom-Cook [8, 3] method is another related method which gives the best result in many
cases where it can be applied directly. Toom-Cook method cannot be applied directly for the
multiplication of n-term polynomials over a finite field F, if n is sufficiently large compared to
q. In [11], Winograd studied the polynomial multiplication problem over arbitrary fields and,
among other things, the use of Chinese Remainder Theorem (CRT) for this problem was ex-
plained. Sunar [10] gave applications and hardware implementations of CRT for polynomial

multiplication over F,. Montgomery [7] gave explicit formulae for polynomial multiplica-



tion which improve multiplication complexity (see Section 2 for a definition of multiplication
complexity). Recently Fan and Hasan [4] gave further improvements of multiplication com-
plexity of polynomial multiplication over [, using CRT. Up to our knowledge [4] gives the

best known complexity bounds for polynomial multiplication over IF; in the literature.

Let IF, be a finite field and n > 1 be an integer. Let F;n be dual of F;» as a vector space over

[F,. Then the rank R(F,:/F,) over I, is defined to be

s
min {5 eN ‘ Au;,v; € ]Fq%,,w,- € Fy such that Va,b € Fpr,ab = Z u,-(a)v,-(b)w,-}.

i=1
R(IFyn /F,) is also denoted by u,(n) and it is called the bilinear complexity of multiplication in
Fy» over IF,. It corresponds to the minimum number of IF, multiplications in order to multiply
two arbitrary elements of [Fy». Winograd [11] showed that this complexity is > 2n — 1, and
it is equal to 2n — 1 if and only if n < %q + 1. Algorithms obtaining the lower bound are
based on interpolation algorithms on the rational function field [11]. D. V. Chudnovsky and
G. V. Chudnovsky [23] generalized this idea to algebraic function fields (of one variable)
over [F,. Shokrollahi [27] obtained optimal algorithms for the multiplication in certain finite
fields using the principle of D. V. and G. V. Chudnovsky algorithm and the elliptic curves.
Shparlinski, Tsfasman and Vladut [28] gave the asymptotic bounds for multiplication in finite
fields by using curves with many points. Ballet [16], [17] generalized Shokrollahi’s work to
the algebraic function fields of genus g. Ballet and Rolland [18] gave a generalization of D. V.
Chudnovsky and G. V. Chudnovsky multiplication algorithm by interpolating not only degree
1 places but also interpolating on degree 2 places. In [19], new upper bounds of the bilinear
complexity of multiplication in F,» over IF, are obtained by proving the existence of certain
types of non-special divisors of g — 1 in the algebraic function fields of genus g defined over

F,.

We classify our contributions in four parts. In Chapter 2 we give a new method for poly-
nomial multiplication over finite fields using field extensions and polynomial interpolation.
Our method uses polynomial interpolation as Toom-Cook method, and we also use field ex-
tensions. Furthermore, our method works also when Toom-Cook method cannot be applied
directly. We obtain explicit formulae improving the previous results in many cases. In some
cases over [, the bounds we obtain are the same with the recent bounds obtained by Fan and

Hasan in [4].

In Chapter 3, we obtain an effective upper bound for the multiplication complexity of n-term



polynomials modulo f(x)¢ where ¢ is a positive integer and f(x) is an irreducible polynomial
over [F>. This upper bound allows a better selection of the moduli when Chinese Remainder
Theorem is used for polynomial multiplication over [F,. We give improved formulae in order
to multiply polynomials of small degree over [F,. In particular we improve the best known

multiplication complexities over [ in the literature in some cases.

In Chapter 4, using a method based on CRT for polynomial multiplication over [F3 and suitable
reductions, we obtained an efficient multiplication method for finite fields of characteristic 3.
For 5 < ¢ < 18, we show that our method gives canonical multiplication formulae over F3em
for any integer m > 1 with the best multiplicative complexity improving the bounds in [7].

Moreover, we give an explicit formula in the case F5697.

In Chapter 5, we present a method for multiplication in finite fields improving u,(n) for certain
values of g and n. We use local expansions, the lengths of which are further parameters that
can be used to optimize the bounds on the bilinear complexity, instead of evaluation into
residue class field. Our basic principle is still based on the method of D. V. Chudnovsky and
G. V. Chudnovsky [23]. The main idea in the new method can be summarized as follows: We
use algebraic function fields of one variable with places of arbitrary degrees and moreover
we use some places not only once but also many times. Here many times refers to using first

u; > 1 coefficients instead of the first (u; = 1) coefficient in the local expansion of a place P;.



CHAPTER 2

POLYNOMIAL MULTIPLICATION OVER FINITE FIELDS
USING FIELD EXTENSIONS AND INTERPOLATION

In this chapter we give a new method for polynomial multiplication over finite fields using
field extensions and polynomial interpolation. Our method uses polynomial interpolation as
Toom-Cook method and we also use field extensions. Furthermore, our method works also
when Toom-Cook method cannot be applied directly. We obtain explicit formulae improving
the previous results in many cases. In some cases over I, the bounds we obtain are the same

with the recent bounds obtained by Fan and Hasan in [4].

This chapter is organized as follows: In the next section we give some background and de-
scribe some well-known methods of polynomial multiplication. Our method is explained with
illustrative examples in Section 2.2. We apply our method to polynomial multiplication over

F5 and 10, 11 and 12-term polynomial multiplication bounds are determined in Section 2.3.

2.1 BACKGROUND

Let R be an arbitrary commutative ring with identity and R[x] denote the ring of polynomials

over R with indeterminate x. For an integer n > 1, a polynomial of the form
ap+ajx+ -+ ap 1 X7 e R«

is called an n-term polynomial over R. Throughout this chapter, if not stated otherwise, an n-
term polynomial A(x) means an n-term polynomial with the indeterminate x over an arbitrary

commutative ring with identity.

For an integer n > 1, the complexity of polynomial multiplication for n-term polynomials

4



is the minimum number M(n) of multiplications needed in order to multiply two arbitrary

n-term polynomials.

Throughout this chapter F, denotes a finite field with g elements. For a prime power g and
an integer n > 1, the complexity of polynomial multiplication over F, for n-term polynomials
is the minimum number M, (n) of multiplications over [, needed to multiply two arbitrary

n-term polynomials over [F,. We note that M, (n) < M(n).

We now summarize the schoolbook method, Karatsuba algorithm and the related generaliza-

tion by Weimerskirch and Paar, the recent work by Montgomery, and Toom-Cook method.

2.1.1 SCHOOLBOOK METHOD

Consider two n-term polynomials

n—1

A(x) = Z aix, B(x) = i bix'.
i=0

i=0

The schoolbook multiplication gives us the product C(x) of A(x) and B(x) to be

—_
—_

e
C(x) = aibjx'* .

i

n—

Il
(=)
.
Il
(=)

Therefore using this method we get

M(n) < n®. (2.1)

2.1.2 KARATSUBA ALGORITHM AND WEIMERSKIRCH-PAAR GENERALIZA-
TION

Karatsuba algorithm [5] gives better upper bounds on M(n). For example, consider two 2-term

polynomials,
A(x) =ag+a1x, B(x)=bg+bix.
The Karatsuba algorithm computes the product C(x) = A(x)B(x) as
C(x) = a1byx* + [(ag + a1)(by + by) — apby — a1b11x + agby.

Here we need just three multiplications: agbg, (ag + a1)(bg + b1) and a;b;. Hence we obtain

M(2) < 3, while the schoolbook method gives only M(2) < 4.



Weimerskirsh and Paar [9] gave a detailed complexity analysis of Karatsuba algorithm for
different cases. Specifically, if the number of coefficients of polynomials are composite inte-
gers, say nm, then we can write A(x) = ZT:_()I Ag(x)x™ € R[x] where A (x) € R[x] is an n-term
polynomial for each 0 < s < m — 1. Let 'R = R[x], which is again a commutative ring with
identity. Now, A(x) can be considered as an m-term polynomial over R, where each of its
coeflicients are n-term polynomials over R. After writing B(x) in the same way and applying

Karatsuba algorithm, it is found that
M(nm) < M(n)M(m). 2.2)
If the number of coefficient is n = 2m + 1 where m > 1, then we can write
A(x) = Ap(x) + A1(0)x™, B(x) = Bo(x) + Bi(x)x™,
where Ag, By are degree m — 1 polynomials and A, By are degree m polynomials. Then
A(X)B(x) = AgBo + [(Ag + A)(By + By) — A1 By — AgBolxX™ + A B x*™.

Therefore we arrive to the following bound of [9]:

MQ2m+1) < M(@m)+2M@m+ 1) 2.3)

forodd n = 2m + 1 where m > 1.

2.1.3 MONTGOMERY’S CONTRIBUTION

Montgomery [7] observed, among other things, that one multiplication is redundant in (2.3).
Hence

MQ2m+1)<2Mm+ 1)+ M@m)—1, (m=1). 2.4)
Montgomery also gave explicit formulae for n = 5, 6,7, which imply M(5) < 13, M(6) < 17
and M(7) < 22. Using these formulae for n = 5, 6,7 recursively, he also obtained improve-

ments on M(n) for some larger values of n. These improvements are tabulated in [7, Table 1

in page 367].

214 TOOM-COOK METHOD

Let ¥ be an arbitrary field. For n > 1, assume that F has at least 2n — 2 distinct elements

(or “point”s) ay, ..., @2,—2. Toom-Cook method [8], [3] uses these 2n — 2 distinct elements of



¥ and the point at “co” in order to compute the product of two arbitrary n-term polynomials
from ¥ . If there are enough elements in ¥, then this method needs (27 — 1) multiplications
over ¥ in order to multiply two arbitrary n-term polynomials over . We refer to a recent

paper [1] for the details. Hence if ¢ > 2n — 2, then Toom-Cook method gives

M,(n) <2n—1. 2.5)

However if ¥ is a finite field I, and n is large enough, this method cannot be applied directly
(see also [7, Subsection 6.1]). For example, if g = 7andn = 5,thenas2n -2 =8 > 7 = g,
we cannot apply Toom-Cook method. Among schoolbook method, Karatsuba algorithm and
Montgomery’s improvements, the best result for M7(5) is M7(5) < 13 (see [7, Table 1]).
Note that Toom-Cook method gives M7(3) = 5 and M7(2) = 3. Therefore using Toom-Cook

method recursively and (2.4), we obtain that
M7(5) <2M7(3)+ M7(2)-1<2-5+3-1=12,

which is better than the upper bound M7(5) < 13 obtained from Montgomery’s formulae
for 5-term polynomials. In the next section we will improve, for example, this bound to
M7(5) < 11 (see Example 2.2.5) and then we will improve this bound to M7(5) = 10 (see

Example 2.3.5) which is optimal and for that reason we use equality.

Remark 2.1.1 It follows from the definitions that the inequalities on (2.2) and (2.4) on M(n)

also hold if M(n) is replaced with M ,(n), where q is a prime power.

2.2 NEWMETHOD FOR POLYNOMIAL MULTIPLICATION OVER FINITE
FIELDS

Let g be a prime power. Using Toom-Cook method we have

Mp(m) <2n-1 for n§q2—+2, and

Mynm) <2n-1 for n< %2,

Toom-Cook method cannot be applied directly for obtaining an upper bound on M,(n) if

n> ‘%2. In the beginning of this section, we will show that by modifying Toom-Cook method

and using the extension F . /F,, we can obtain new formulae and improved upper bounds on

2
My(n) for n < qTﬂ. Then, we will generalize our results using the extensions [ /IF, for



arbitrary integers m > 2 and obtain new formulae and improved upper bounds on M, (n) for

larger values of n as well.

The following definition is useful.

Definition 2.2.1 Let g be a prime power and m > 2 be an integer. Let y1,(m) be the smallest
number of multiplications needed over F, for multiplying two arbitrary elements of Fyn. In
the definition of u,(m), multiplying two arbitrary elements of ¥ is counted but multiplying an

element of ¥, with a constant in ¥ is not counted.

Any polynomial multiplication formula over I, can be used for finite field multiplication be-
cause the elements of finite fields can be represented by polynomials. In order to multiply two
elements of finite field, the elements are multiplied like polynomials and then the product is
reduced using reduction polynomial of the finite field. The reduction step has no multiplica-

tive cost. So we can assume that we have p,(n) < M (n).
Lemma 2.2.2 Let g be a prime power. We have p,(2) < 3.

Proof. Karatsuba algorithm [5] gives the result. |

Now we give our first improvement using the extension F 2 /F,.

Proposition 2.2.3 Let g be a prime power. Assume that qTJ'Z <n< % There exists a

formula for multiplying two arbitrary n-term polynomials over F, which gives

My(n) < 6n —2q - 5. (2.6)

Proof. Assume that n > %2 We use Toom-Cook type evaluations over I > using the point co,
all elements of I, and 2n—g—2 elements from F > \F,. These need at most g+1 multiplications
in [F, due to the point co and the elements of I, and at most 2n — g — 2 multiplications over

> due to the chosen 2n — g — 2 elements of > \ F;. Using Lemma 2.2.2 we obtain that

M) <g+1+p,(2)2n—-qg-2)<6n-2q-5.



Remark 2.2.4 In the proof of Proposition 2.2.3, if we know that a multiplication correspond-
ing to an evaluation and contributing to the upper bound (2.6) also appears in another evalu-
ation, then we call such a multiplication an overlap. Since the proof of Proposition 2.2.3 does
not take such overlaps into account, if we know the existence of such overlaps in a particular
case, then the upper bound (2.6) can be improved. In Example 2.2.6 we will illustrate such a

situation.

In the following example we demonstrate how to find the formula of Proposition 2.2.3 explic-

itly.

Example 2.2.5 Let g = 7 and n = 5. Note that x2 = 3 € Fy[x] is irreducible and let w € Fug
withw? = 3. Leta = ag+aj +---+aax* and b = by + b1 x+ - - - + bax* be two arbitrary 5-term

polynomials over F7. We need to compute cy,cy,...,cs € F7 such that

(ag +ajx+ ...+ a4x4)(bo +bix+ ..+ b4x4) =co+Ccix+..+ ngg.

Using the elements 0,1,...,6 of 7, w € F49 \ F7 and the point co, we obtain the following

system of 2n — 1 = 9 equations:

x=0= agby =co

x=1= (ag+ai+..+as)bg+by+..+bs)=(co+c1+..+cg)

x=2= (ag+2ay + ...+ 2%ag)(bo + 2b1 + ... + 2*by) = (co + 2¢1 + ... + 28¢3)
x=3= (ag+3ai+...+3%y)(bo + 3b1 + ... + 3*by) = (co + 3c1 + ... + 33¢y)
x=4= (ap+4ay + ... +4%a)(bo + 4by + ... + 4*bs) = (co + 4cy + ... + 48¢g)
x=5= (aop+5aj +...+5%a) by + 5by + ... + 5*bs) = (co + 5¢1 + ... + 55¢3)
x=6= (ag+6ay +...+6%ay)(by + 6b) + ... + 6*bs) = (co + 6¢1 + ... + 65¢3)
x=w>= (ag+wa; +. + w4a4)(b0 +wby + ..+ w4b4) =(cop+wecr + ..+ w8c8)

X=00>= aubs=cg

We use the following notations for the products at the left hand side of equations above. Note

that we reduce the products with respect to mod 7 and mod (w* — 3).



Dy = apby
Dy = (ap+ay+ay+az+ag)by+ by +by+bs+by)
Dy, = (ap+2a; +4ay +asz +2a4)(bg + 2by + 4by + b3 + 2by)
D3 = (ap+3a; +2ap + 6as + 4as)(by + 3b; + 2by + 6b3 + 4by)
Dy = (ap+4a; +2ay +asz +4as)(bg + 4by + 2by + bz + 4by)
Ds = (ap+ 5a; +4ay + 6asz + 2a4)(bo + 5by + 4by + 6b3 + 2by)
D¢ = (ap+6a; +ap+6as+ayg)(byg+ 6by + by + 6a3 + by)
D7 = (ap+3ap +2a4 + (a; + 3a3)w)(by + 3by + 2by + (b1 + 3b3)w)
Dg = aub,.
As it is seen D7 is the only product over Fao. If we expand D7, then we get
D7 = 1t} + [(t; + )t} + 1)) — 18] — tath]w + tathw?
where
1 = (ao + 3az + 2a4), 1} = (bo + 3b2 + 2bs), 1o = (a1 + 3a3), 1) = (b1 + 3b3).
Substituting w* = 3 we obtain
D7 =D’ + DYw,
where D', and D] are the multiplications over F7 with
D) = nt) +3nt),

DY = [(t; + )] + 1) — t1t] — tot}].

We have

(o] [ 1 0 0 0 0 0 0 0 0|
c1 2w 3w+2 w+5 o6w+6 6w+l w+2 3w+5 6w w
¢ 0 6 5 3 3 5 6 0 6
c3 0 6 6 1 6 1 1 0 o
ey |=] O 6 3 5 5 3 6 0 o
Cs 0 6 5 4 3 2 1 0 o
Co 6 6 6 6 6 6 6 0 o0
c7 Sw 4w+4 6w+5 w+3 w+4 O6w+2 4w+3 w 6w
s | | O 0 0 0 0 0 0 0 1

10




Using D7 = D’ + DJw and co,cy, ..., cs € F7 we get an explicit formula for the coefficients

as

co = Dy

c1 = 2Dy + 5Dy +6D3+ Dy +2Ds + 5D + 4D

¢ = 6D1+5Dy+3D3+3D4+ 5D5+ 6Dg + 6Dg

¢c3 = 6D1+6Dy+ D3+ 6D4+ Ds+ Dg

¢4 = 6D;+3Dy+5D3+5Ds+3Ds5 + 6Dg 2.7
cs = 6D +5Dy+4D3 +3D4+ 2D5 + Dg

ce¢ = 6Dg+6D;+6D;+6D3+6D4+ 6D5+ 6Dg

¢7 = 4Dy + 5Dy +3D3+ 4Dy +2D5 + 3D¢ + 3D;’

cg = Dg

Since DY requires 3 multiplications in 7, this shows that we can multiply 5-term polynomials

over [F7 with 11 multiplications in [F5.

By Proposition 2.2.3 we have M>(3) < 9. In the next example using 3 overlaps (cf. Remark

2.2.4) we will improve it to M>(3) < 6.

Example 2.2.6 Let g =2andn = 3. Letw € F4\ T, with w2 +w+1=0. Let ag + a; x + xax>

and by + bix + byx* be two arbitrary 3-term polynomials over F,. We need to compute

co,C1,C2, C3,C4 € Fy such that
(ap +ajx+ azxz)(bo +bix+ b2x2) =co+c1x+ (:zx2 + 63x3 + C4x4.

Using the elements 0,1 of Fa, w, w? € F4 \ F» and the point oo we obtain the following matrix

equation:
Lo | [1 0 o o oll aoho
C1 01 w+l1 w 1 (ap+ ay +ax)(bg + by + by)
¢ |=10 1 w w+1l 1 (ao + way + w?ax)(bg + wby + w?by)
3 11 1 1 1 || (a0 + w?a; + whax)(by + w?by + w*b»)
| ca] [0 O 0 0 L] arby
Let us denote
D, = (ao + wa; + w?ax)(by + why + w?by),
53 = (Cl() + w2a1 + W4a2)(b0 + W2b1 + W4b2).
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In the proof of Proposition 2.2.3, each of the contributions of D, and D3 to the upper bound

(2.6) are counted as 3. Using w2 +w + 1 = 0, we obtain that
Dy = [(ag + az)(bo + ba) + (a1 + ax)(by + ba)] + wl(ag + a1)(bo + by) + (ap + a2)(bo + by)],
and
D3 = [(ag + ar)(bo + by) + (a1 + a2)(by + ba)] + wl(ag + a2)(bo + b2) + (ao + a1)(bo + b1)].
The counted multiplications in Proposition 2.2.3 for Dy are
(a0 + a2)(bo + b2), (a1 + a2)(b1 + b2), (ao + a1)(bo + b1),
and for D are
(ao + a1)(bo + b1), (a1 + a2)(b1 + b2), (ao + a2)(bo + b2).
It is clear that there are at least 3 overlaps: each of the multiplications for Dy are counted

again for D,. Therefore we obtain that M>(3) < (bn —2g—5) -3 = 6.

In the rest of this section we give our generalizations. The first one is a straightforward

generalization of Proposition 2.2.3. Recall that u,(m) is defined in Definition 2.2.1.

a+2
2

q"+2

Proposition 2.2.7 Let q be a prime power and m > an integer. Assume that <n< 5.

There exists a formula for multiplying two arbitrary n-term polynomials over F, which gives

My(n) < g+ 1+p,(m)2n—q-2). (2.8)

Proof. By changing u,(2) < 3 with u,(m) and applying the similar arguments in the proof of

Proposition 2.2.3, we complete the proof. |

It follows from Definition 2.2.1 that if my, m, are positive integers and m; | mo, then p,(m;) <
Hq(my). Indeed as Fym is a subfield of Fym, any formula for multiplying two arbitrary el-
ements of [Fyn can be used for multiplying two arbitrary elements of Fym . Moreover if
1 < m; < my are positive integers with m; t my, then in all cases we know that the upper
bound on p,(my) is less than or equal to the upper bound on ,(m>). Therefore we would like
to use all suitable finite fields of small size in order to obtain a better upper bound on M,(n).

Using this idea now we give our general result which improves Proposition 2.2.7. First we

12



give some notation. Let S (k) be the number of elements in ]Fqk \ qu where d|k. In other

words,

Sqk) =#a e Fyl|a¢Fpa forall dlk}. 2.9

Theorem 2.2.8 Let q be a prime power and m > 2 an integer. For an integer n > % assume

it holds that

Mm-2<q+ Y Sy, (2.10)

2<k<m
where S 4(k) is defined in (2.9). There exists a formula for multiplying two arbitrary n-term

polynomials over F, which gives

Myn) < 1+q+ Z 114(K)S (k) + pg(m)(2n — 2 — g — Z S (k). @2.11)
2<k<m 2<k<m
Proof. Let i be the least common multiple of the integers 1,2,...,mand ¥ = Fyn. Itis clear

that '« is a subfield of # for each 2 < k < m. By assumption (2.10), apart from the point at co,
we can choose 2n — 2 elements of F such that exactly ¢ of them are from Fy, for 2 < k <m
exactly S4(k) of them are from F and (2n -2—-q—Yo<ckemS q(k)) of them are from Fyn.
Using the method in the proofs of Propositions 2.2.3 and Proposition 2.2.7, we observe that
Toom-Cook type evaluations at the point co and at the elements of [, contribute to M,(n) by
at most g + 1 multiplications. For each 2 < k < m, Toom-Cook type evaluations at the chosen
elements of ]Fqk contribute to M,(n) by at most u,(k)S ,(k) multiplications. Finally, Toom-
Cook type evaluations at the (2n -2 —=q— Yockem Sq(k)) chosen elements of F,» contribute

to M,(n) by at most 1, (m) (2n -2—-q—YockemS q(k)). This completes the proof. |

Remark 2.2.9 As in Proposition 2.2.3 and Remark 2.2.4, we can improve the upper bound
(2.11) of Theorem 2.2.8 if we know the existence of overlaps. We provide such an example in

Section 2.3.

2.3 IMPROVED BOUNDS FOR MULTIPLYING 10, 11 AND 12-TERM POLY-
NOMIALS OVER F,

In this section we show the existence of some overlaps in Theorem 2.2.8 for ¢ = 2 and we

will apply the results to n = 10, 11 and 12. Therefore we obtain formulae giving

M>(10) <36, M>(11) <42, and M>(12) < 45. (2.12)
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We note that using [7, Table 1 in page 367] one would only get
M>(10) <39, M(11) <46, and M,(12) < 51.

However, a recent paper [4] shows that M»(10) < 35, M»(10) < 40 and M>(10) < 44 by using
Chinese Remainder Theorem. We will also obtain the same bound in [4] by using a mixed

method given at the end of this section.

The following proposition will be used to show the bounds (2.12).

Proposition 2.3.1 Letg =2, w e Fywithw?> +w+1=0,a € Fgwitha® +a+1 = 0 and
y € Fig withy* +y + 1 = 0. For an integer n > 1, let A(x) = Z?:_ol a;x" and B(x) = Z?:_Ol bix!

be two arbitrary n-term polynomials over F». In computing the product A(x)B(x) using the

method of Theorem 2.2.8:

i) the total number of multiplications needed for the evaluation at the elements of the set

{w, w?} is at most 3, instead of up(2) -2 < 6,

ii) the total number of multiplications needed for the evaluation at the elements of the set

{oz, a2, a3} (respectively {a/3, b, @ }) is at most 6, instead of up(3) - 3 < 18,

ii) the total number of multiplications needed for the evaluation at the elements of the set
{y, y2,74,y8} (respectively {73,)/6,)/12,79} and {y7,y14,y13,y“}) is at most 9, instead
of ua(4) - 4 < 36.

Proof. We give a detailed proof of item i) only as the proofs of the items ii) and iii) are similar.
Letw, =wandwy =w?. Letlp={0<i<n-1:i20 mod3},]; ={0<i<n-1:i%1

mod 3}and I, ={0 <i<n-1:i#%#2 mod 3}. Using the relation w% = wi + 1 we obtain that
A(wy) = Ao + wiAy, B(wy) = Bo + w1 By,

where Ag, A1, By, B € F, are given by

AO:Za,-, A] =Za,-, B()=Zbi, B] :Zbi'

i€l i€l i€l i€ly

Then, using a Karatsuba type argument, we get
A(w1)B(w1) = (AgBo + A1B1) + wi [(Ag + A1)(Bo + Bi) + AoBo)] .
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We note that

Ag+ A :Zai, andBo+Bl :Zbi'

iel, i€l

The counted multiplications for the evaluation at w; in the method of Theorem 2.2.8 are

AoBy = {Z a,-] [Z b,-J, AiB) = {Z a,-] [Z b,-}, and

iel; iel iely iely
(2.13)
(Ao + A1) (Bo + By) = [Z ai] (Z bi)-
i€l i€l
Since w; and w; are conjugates of each other we have w% +wy+1 = 0. So we have w% =wy+1

and we obtain that
A(wa) = Ag + waA1, B(wa) = By + w2 By,

where Ay = Ag, A; = A;, By = By, and B, = B, € F,. Itis seen that multiplications needed
for the evaluation at w and multiplications needed for the evaluation at w? are the same, and
hence the total number of evaluations needed for the elements of {w, w?} is 3. This completes

the proof of item 1). |

Example 2.3.2 Let ¢ = 2 and w,a,y be as defined in proposition 2.3.1. We first consider
10-term polynomials over Fp. As 2 - 10 — 2 = 18, using the method of Theorem 2.2.8, apart

from the point at oo, it is enough to choose the following 18 evaluation points:
{0, 1}, (w, w) {e, @, @) (e, @, ), (. 2 v 8 1 0 v )

Using Proposition 2.3.1 and the method of Theorem 2.2.8 we obtain existence of an explicit

formula for multiplying two 10-term polynomials over F, which gives
M>(10)<1+2+34+6+6+9+9=36.
Next we consider 11-term polynomials over Fy. We have 2 - 11 — 2 = 20 and apart from the
point at co we consider the following 20 points:
(0,1}, {a, @, @Y, (e, 0%, @ 1y, 2 V0L 17 0y 2 L oy P T
Hence we obtain
Mr(11)<1+2+64+6+9+9+9=42.
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Finally we consider 12-term polynomials over 5. We have 2 - 12 —2 = 22 and apart from the

point at co we consider the following 22 points:

{0, 1, {w,w?}, {a, @, a*}, {?, 0%, &}, iy, V2 v YL (7 0 v 2 0L Ty v By
Then we get

Mr(12) <1+2+34+7+7+94+9+9 =45.

In order to attain the bounds given in [4] we will use the following Corollary of Theorem
2.2.8. The proof can be seen in in [2] and it is described for ¢ > 2n — 1. However, one can

easily modify the proof in [2] for our case by working in a large enough field extension.

Corollary 2.3.3 Let a(x) and b(x) be n-term polynomials over F,. If { coefficients of the
product a(x) - b(x) is known then (2n — 2 — () elements of I, are enough for the method
described in Theorem 2.2.8 to find a formula for a(x) - b(x).

The following proposition will be used for further improvements.

Proposition 2.3.4 Let a(x) = ;’:_01 a;x' and b(x) = Z?:_o] bix' be n-term polynomials over F,
and let c(x) = 1225 2 ¢ix' be their product. It always holds

co = aobo, c¢1 = (ap +a1)(bo + b1) — aobo — aiby,

¢2 = (ao + a2)(bo + by) — aoby — azbs + a1b;

€2 = An-1bp-1, c2p-3 = (Ap-1 + ayp-2)(bp-1 + by—2) — an-1bp-1 — an-2bp_2 c2p-4 = (ap-1 +

an-3)(bp-1 + by-3) — ay_1by,—1 — an-3b,_3 + a,_2b,>

Proof of the proposition is obvious. Note that ¢y and c¢p,—, are the products corresponding
to evaluations at 0 and oco. After using those points the cost of each of ¢; and ¢),-3 is 2
multiplications. Similarly, the cost of each of ¢; and c;,—4 is 2 multiplications when we use
€o, €1, Cop—2 and cp,—3. The following example shows the use of Corollary 5.2.5 in the method

of interpolation.

Example 2.3.5 Consider 5-term polynomial multiplication over F;. Since 7 < 2.5 — 2, we

have M7(5) > 2.5 —1 = 9. In Example 2.2.5 we found that M(5) < 11. Now we will find the
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optimal bound M-(5) = 10 by using interpolation and Corollary 5.2.5. Now using the points

of 7, oo and the known coefficient c; = (ag + a1)(by + by) — apbg — a1b; in the equation

(ag+ajx+ ...+ a4x4)(bo +bix+ ..+ b4x4) =co+cC1x+..+ ngg.

we get:

x=0= apby =co
x=1= (ap+a+..+a3)(bg+by1+..+by)=(cog+ci+..+cg)
x=2= (ag+2as+ ...+ 2%a)(bo + 2b1 + ... + 2*ba) = (co + 2¢1 + ... + 28¢3)
x=3= (ap+3ai + .. +3%as)(bo + 3by + ... + 3*bs) = (co + 3¢y + ... + 3%¢y)
x=4= (ag+4ai + ..+ 4*as)(bo +4by + ... + 4*by) = (co + dcy + ... + 43¢g)
x=5= (ap+5aj+...+5%a) by + 5b1 + ... + 5*bs) = (co + 5¢1 + ... + 55¢3)
x=6= (ap+6aj+...+6%as)(by + 6by + ... + 6*bs) = (co + 6¢1 + ... + 65¢g)
x=00= asby =cg
and ¢y = (ag+ay)(by + by) —agbg — a1 by. If we construct the system of linear equations in F7,
like in Example 2.2.5, we see that matrix of the linear system is invertible. Therefore we get

M7(5) = 10, since 7 multiplications comes from elements of 7, 1 multiplication is counted

for oo and 2 multiplications are counted for c;.

Now consider again polynomials over 5. First n = 10. As 2 - 10 — 2 = 18, using the method
of Theorem 2.2.8, apart from the point at oo, it is enough to choose 18 evaluation points. If we
use c16, C15, 1 and ¢; given in Proposition 2.3.4, it is enough to choose 18 —4 = 14 evaluation

points. Let us choose
{0, 1}, {fw, w?), {a, @?, @), (@2, a®, @), 1y, %, v*, ¥®)

which gives M»(10) < 1+2+3+6+6+9+ 8 =35.Forn =11 we use

{0, 1}, (w, w?}, {a, &%, @*), (@, @, &), 1y, Y2 v ¥B) 1. 8. v 12 )

together with ¢; and c9. Then it is obtained that M»(11) < 40 since c¢; and cj9 cost 4
multiplications. Similarly, if we use ci¢,c15,c1 and ¢ instead of using points in the set
{y’, v, 93,91} in the computation of M>(12) we decreased the number of multiplications
from 45 to 44 since the cost of ¢4, 15, 1 and ¢, is 8 while the cost of {y7,y14,y13, y“} is 9

multiplications.
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CHAPTER 3

IMPROVED POLYNOMIAL MULTIPLICATION FORMULAE
OVER [, USING CHINESE REMAINDER THEOREM

Letn,¢ > 1 be integers and f(x) € F,[x] be an irreducible polynomial such that {deg(f(x)) <
2n—1. We obtain an effective upper bound for the multiplication complexity My /(n) of n-term
polynomials modulo f(x)¢. We refer to Notation 3.1.1 for a definition of M ¢(n). This upper
bound allows a better selection of the moduli when CRT is used for polynomial multiplication
over [F, (see Example 3.2.5 below). We get improved formulae to multiply polynomials of
small degree over F». In particular, we improve the best known multiplication complexities

over [F5 in the literature in some cases.

This chapter is organized as follows. We give some background and notation in the next
section. In Section 3, we give our upper bound on My ¢(n) in Theorem 3.2.2. It depends on a
new parameter A({) introduced in Notation 3.2.1. We also give some effective upper bounds on
A(£) in Proposition 3.2.4. We show that combining these results with CRT algorithm implies
new explicit multiplication formulae for n-term polynomials over F,. In particular we obtain
improvements on the best known multiplication complexities bounds over ;. As examples
of the new explicit formulae we present such formulae for 5-term and 9-term polynomials in

Section 3.3.

3.1 BACKGROUND

Let [, be the field with two elements and deg(a(x)) denote the degree of a(x) € F,[x]. Un-

less otherwise stated, all polynomials considered in this chapter are in F»[x]. Throughout the
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chapter we fix an integer n > 1. A polynomial A(x) of the form
A(X) = ap+ ajx + ... + a1 X!

is called an n-term polynomial. M(n) denotes the minimum number of multiplications needed
in [F, in order to multiply two arbitrary n-term polynomials. We note that M(n) is also called

the multiplication complexity of n-term polynomials.

A crucial idea in [4] is the use of CRT effectively for the design of polynomial multiplication
algorithms (see also [11]). We refer to [4], [11] and the references in [4] for further details

and other applications of CRT for the design of polynomial multiplication algorithms.

We first introduce some notation. Let f(x) be an irreducible polynomial and £ > 1 be an

integer such that

deg(f(x)") = £ deg(f(x)) < 2n — 1. (3.1)

deg(f(x)")-1 oixl

Notation 3.1.1 For arbitrary n-term polynomials Z;’:_Ol a;x' and Z;’:_Ol b;x!, let Yico

be the uniquely determined polynomial satisfying

deg(f(x)")-1 _ n-1 Y= _
aix' = [Z aix’][ bix’] mod f(x)’. (3.2)
i=0 i=0 i=0
Let M7 ¢(n) denote the minimum number of multiplications needed in I, in order to determine
ON_1 . . . _ . _ .
Z?jg(f 2 1cix’satisfymg (3.2) from arbitrary n-term polynomials Z;’:ol a;x' and 27:01 bix'.

We also call My (n) as the multiplication complexity of n-term polynomials modulo f (%)’

Let w > 1 be an integer such that

w<2n-1. 3.3)

Notation 3.1.2 For n-term polynomials Z?:_Ol aix' and Zl’.‘:_Ol bix', let Zizfa 2 ¢ix' be the polyno-
mial defined by
2n-2 ) n—1 ) n—1 .
Z cixl = (Z aix’][ bl-x’]. (3.4)
i=0 i=0 i=0
Recall that in the literature obtaining the last w coefficients cy;—2, Con-3, ..., Con—1-w Of Z;’;OI cix!
defined in (3.4) is referred as multiplication of n-term polynomials Y a;x' and Y7} b;x'
modulo (x — 0)" (see, for example [11, p. 34] or [4], Section 2). Let Mx—co)w(n) denote

the minimum number of multiplications needed in I, in order to obtain the last w coefficients
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Cone2s CO3y vees Con1—w on?z_Ol cix! defined in (3.4) for arbitrary n-term polynomials Z;’;OI a;xt

and Z;’:_Ol bix'.

Remark 3.1.3 The restrictions in (3.1) and (3.3) follow from the following simple observa-
tion. Assume that My (n) is defined as in Notation 3.1.1 for an irreducible polynomial f(x)
and an integer € > 1 not necessarily satisfying (3.1). Similarly assume that M(x—co) (1) is
defined as in Notation 3.1.2 also for w = 2n — 1. If tdeg(f(x)) > 2n — 1 then M ,(n) = M(n)

and hence My ¢(n) is superfluous. Similarly, if w = 2n — 1 then M(,_co)w(n) = M(n).

The method in [4] can be summarized as follows. Let ¢ > 1 be an integer. Let fi(x), ..., fi(x) be
distinct irreducible polynomials and ¢1, ..., {; be positive integers such that for the polynomial
m(x) = [1'_o fi(x), we have
t
w + deg(m(x)) = w + Z Cideg(fi(x)) = 2n — 1. 3.5)
i=1
It follows from CRT algorithm (see [11]), namely using Theorem 1 and Lemma 2 in [4], that

we have
t

M) < Miz—ooyu(n) + Y My, 1,(n). (3.6)
i=1
In [4], the following bound on M ¢(n) has been used:

My.e(n) < M(C deg(f(x))). (3.7

Our crucial observation is an improvement of the bound (3.7). In the next section we give this

improvement.

3.2 IMPROVED M(n)

In order to give our improvement on the bound (3.7), we first need to introduce another nota-
tion. Recall that unless otherwise stated explicitly, all polynomials considered in this chapter

are in [Fp[x].

Notation 3.2.1 Let R = F,[x] be the ring of polynomials over [, in variable x, { > 1 be an

integer and

A(Y) ao(x) + a; (Y + ... + ap1 (x)Y!

B(Y) bo(x) + b1(X)Y + ... + be_1 (x)Y!
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be two L{-term polynomials in the polynomial ring R[Y] over R. Let co(x), ..., coe—2(x) € R be
given by

co(x) + c1(X)Y + .. + 20— (X) Y72 = A(Y)B(Y). (3.8)
Note that the identity in (3.8) is a polynomial identity in R[Y] and the polynomials co(x),
c1(x), ca(x), ..., cae-2(x) € R are the coefficients of the polynomial A(Y)B(Y) € R[Y]. Let
A(L) denote the minimum number of multiplications needed in R in order to determine the

coefficients co(x), c1(x), ..., ce—1(x) defined in (3.8) for arbitrary £-term polynomials A(Y) and
B(Y).

In the next theorem, using Notation (3.2.1), we give our improvement of the bound (3.7).
Theorem 3.2.2 Let f(x) be an irreducible polynomial and ¢ > 1 be an integer such that
Cdeg(f(x)) < 2n— 1. We have

Mg e(n) < AOM(deg(f)). (3.9)
Proof. Let A(x) be an n-term polynomial and A(x) be the uniquely determined polynomial of

degree strictly less than £ deg(f(x)) such that A(x) = A(x) mod F(x)¢. Letag(x), ai(x), ..., ar—1(x)

be uniquely determined polynomials such that
A(x) = ag(x) + a1 () f() + ... + a1 () f ()

and deg(a;(x)) < deg(f(x))for0 <i < {-1.Let B(x) and bo(x), b1 (x), ..., be_1(x) be defined
similarly. Note that a;(x) and b(x), are obtained without any multiplication, where 0 < i, j <

¢—1. Let R = F»[x] and A(Y) and B(Y) be the polynomials in R[Y] such that

Z(Y) ap(x) +a;(x)Y + ... + ag_l()c)Yf_1

B(Y) bo(x) + b1 ()Y + ... + bp1 ()Y

Define C Y) = X(Y)E(Y) and let co(x), c1(x), ..., ce—1(x) € R be the first £ coefficients of C V).
Since the coefficients of A(x)B(x) mod f(x)[ is the same as the coefficients of Z(Y )E(Y )
mod Y’ and Y = 0 mod Y’ fori > ¢, M r,¢(n) refers to computing the first £ coefficients of
X(Y)E(Y). Therefore the first £ coefficients co(x), c1(x), ..., ce—1(x) can be obtained from A(x)
and B(x) with at most A(£) multiplications of certain coefficients of A(Y) and B(Y) in R. Since
each coeflicient of ;f(Y ) and E(Y ) is a deg(f(x))-term polynomial over [,, any multiplication

can be done with M(deg(f(x))) multiplications over F. |
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Remark 3.2.3 Let 1 <w < 2n—1 be an integer. Recall that the notation M(x—c) (1) is given
in Notation 3.1.2. It is clear that M(1) = 1. Using similar methods as in Theorem 3.2.2 we

obtain that

Mooy (1) < AW)M(1) = Aw).

Some eftective upper bounds of A(¢) is given in the following proposition which will be used

to get improvements on My ¢(n) and M(n).

Proposition 3.2.4 For an integer € > 1, let A(€) be the integer defined in Notation 3.2.1. We
have A(3) <5, A(4) <8, A(5) < 11, A6) < 15, A7) <19, A(8) <24, and A(9) < 29.

Proof. We give an explicit proof of 1(6) < 15. Let A(x) and B(x) be arbitrary n-term polyno-

mials, C(x) = A(x)B(x) and ¢, c1, ¢2, ¢3, ¢4, c5 be the first 6 coefficients of C(x). Then

co =Dy

c1 = Dg; + Do + Dy

¢2 =Doy+ Do+ Dy + Dy

¢c3 =Dy + D12+ Do+ Dy + Dy + D3

¢4 =Dos + D13+ Do+ Dy + Dy + D3 + Dy,

05=D05+D14+D23+D0+D1+D2+D3+D4+D5

where D; = a;b; and Dy, = (ay + a,)(bs + b;). Then
A(6) < #{Dy, D1, Dy, D3, D4, Ds, Doy, D2, Do3, Dos, Dos, D12, D13, D14, D23} = 15. We prove

the other statements of the proposition similarly. ]

In the next example we illustrate that it is not difficult to obtain an explicit formula giving the

bound on M (n) implied by Theorem 3.2.2 and Proposition 3.2.4.

Example 3.2.5 Let f(x) = 22 + x + 1 and A(x), B(x) be n-term polynomials over F, with
n > 6. In this example, we will obtain an explicit formula giving My3(n) < 15. Let A(x) be the
uniquely determined polynomial of degree strictly less than 6 such that A(x) = A(x) mod f3,
and assume that A(x) = Z?:o a;x'. Using the equations f = x> +x+ 1, x> = f+x+ 1,

B=xf+f+1L, =+ f+xandx =(fP+f+Dx+ f+1weget

A(x) = ag(x) + ar(0) f(x) + az f2(x) and deg(ai(x)) < deg(f(x))
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where

ap(x) = (ar +a; +as +ag)x+ag +as +ap + asz,
ai(x) = (a3 + as)x + a + aq4 + a3z + as,
ar(x) = a4 + asx.
Let B(x) and by(x), b1 (x), by(x) be defined similarly. Let R = F[x] and X(Y ), E(Y ) be polyno-

mials in R[Y] such that

A(Y)

ap(x) + a;(x)Y + az(x)Yz,

B(Y) = bo(x)+ b1 ()Y + by(x)Y>.

Let G(Y) = Z(Y)E(Y) and co(x), c1(x), ca(x) € R be the first 3 coefficients of 5(Y). Since the
coefficients of A(x)B(x) mod f(x)> are the same as the coefficients of X(Y)E(Y ) mod Y3 and
Y =0 mod Y3 fori >3, M r3(n) refers to computing the first 3 coefficients of X(Y)E(Y).

Those coefficients are given by

co(x) = ap(x)bo(x),
ci(x) = (ao(x) + a1(x)(bo(x) + b1 (x))+

ao(x)bo(x) + a1 (x)by (x), (3.10)
(%) = (ao(x) + a2(x))(bo(x) + ba(x))+

ag(X)bo(x) + a1 (x)b(x) + az(x)b>(x).

In (3.10), the only required multiplications are:

ao(x)bo(x),
a(x)b; (x),
ax(x)b(x),
(ao(x) + a1(x))(bo(x) + b1(x)),
(ao(x) + az2(x))(bo(x) + b2 (x)).
There are 5 multiplications and each of them is a multiplication of 2-term polynomials over F,. Using

the fact that M(2) = 3 we obtain that M3(n) <5-3 = 15.

In Table 3.1, we list some improvements on the upper bound on My (n) compared to the
corresponding bound of [4]. Combining Theorem 3.2.2, Remark 4.1.5, Proposition 3.2.4 and
(4.2) we obtain improvements on the upper bounds M(n). In Table 3.2 we list some of our

improvements.

For the range of indices i and j in Table 3.1 and Table 3.2, f;; denotes an irreducible polyno-

mial of degree i over F, which are defined as follows: fi; = x, fi» = x+1, fo1 = X4x+l1, fr1 =
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Prx+lL o=+ +1L,fa=x*+x+ 1L, fp=x*++1, fis=x*+ 3+ 2 +x+1, f5; =

X432+ 1.

For each n in Table 3.2, we have selected the moduli polynomials such that the inequality in
(3.5) is satisfied and the upper bound in (4.2) is as small as possible.
Table 3.1: Upper Bounds for M (n) over [,

S I | Mye(n)[4] | New My (n)
Sfins fiz | 3 6 5
fins fiz | 4 9 8
Sus fiz |5 13 11
S, fiz | 6 17 15
Sisfiz |7 22 19
Sisfiz | 8 26 24
finfiz |9 31 29

1 |3 17 15

hi |4 26 24

S 5 35 33
fisf2 |3 31 30

Remark 3.2.6 In Table 3.2 for n = 5 we have
M) < M—00)3(5) + Mg, 3(5) + My, 1(S) + Mg, 1(5)
<5+5+1+3=14.
We observe that the parts of the algorithm corresponding 10 M(x—w)3(5) and My, 3(5) use a
common product (which is ay by in the corresponding explicit formula in the Appendix), so the
upper bound on M(5) is decreased by one. We refer to the Appendix for the complete explicit

formula.

Remark 3.2.7 For n =5, although the multiplication complexity for the proposed algorithm
is the same with the corresponding one in [7], the number of additions is improved. Namely,
the number of additions in [7] for 5-term polynomials is 72 while the proposed formula con-
tains 62 additions. Similarly, for n = 7, although the upper bounds on the multiplication
complexities are the same, we improve the number of additions from 216 to 182. This improve-
ment in the number of additions follows from using a different set of the moduli polynomials

forn="1.
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Table 3.2: Upper Bounds for M(n) over I,

n | M(n)[7] | M(n)[4] | New M(n) | Moduli polynomials

2 3 3 3 (x — 00), f11, f12

3 6 6 6 (x — ), fi1, f12, fa1

4 9 9 9 (x — ), i1, [ for

5 13 14 13% (x = 00), fi\, fiz, f1

6 17 18 18 (x = 00)%, 1, fr fo1s fi1

7 22 22 22 (x =), £, fhs Fors f1

8 27 26 26 (x = 00), A, [0 o1 1, f2

9 34 31 30+ (x =)}, 3, f o1 o1, fo

10| 39 35 35 (x — o), f71, [ 15 f1, f32, fan

11| 46 40 39+ (x =), 3, £ s fo1s fou fn

12 51 44 44 (x = 00), f2, [, for. 1, foos far, fa

13| 60 49 48 (x =), 31, [ fors 31, f32, far, fa

14| 66 53 53 (x = 00), fF. [l Fo1s 31, fo2. fars faas fas

15 75 59 57 (x = 00), i\ fios 10 315 S fars faas S

16 81 64 63%* (x =), i, s fors a1, fo2, far, faos 3

17 94 69 68 (x = 00), £, [ fo1s f31 f32. fars fans fa3s fo1
18| 102 75 73% (x = co)t, i\ fi o1s 315 S fars faas fazs fo1

Multiplications listed in Table 3.2 occur quite often in practical situations. For example, mul-
tiplying two 9¢-term polynomials recursively using our 9-term algorithm (which is also given
explicitly in the Appendix) requires (30)° multiplications while the algorithms in [4] and [7]
requires (31)¢ and (34). If £ = 3, this means that 27000 multiplications using our algorithm,

while 29791 and 39304 multiplications using algorithms in [4] and [7], respectively.

In Table 3.2, we list our improvements up to 18-term polynomials since the corresponding
tables in [4] and [7] give values only up to 18-term polynomials. In fact, our improvements in
Table 3.1 yield improved M (n) for n > 18 as well. For example, if the moduli polynomials (x—
o), 12, [ 35 fo1s 320 fa1s fazs fa3, f51 are used, then the proposed method gives M(19) <
79 while the method in [4] gives M(19) < 81 and the formulae in [7] gives M(19) < 111.

25



3.3 EXPLICIT FORMULAE FOR7n=5AND#n =9

In the section, we give explicit formulae having the bounds of Table 3.2 forn = 5 and n = 9.

First we begin with an explicit formula for multiplying two arbitrary 5-term polynomials
over Fp. Let A(x) = ?:0 a;x' and B(x) = ?:0 bix' be polynomials over [F,. Let C(x) =
Z;S:O cix' € F,[x] be the polynomial defined by C(x) = A(x)B(x). Using our method, we
obtain the following explicit formula consisting of the 13 multiplications. We first define the
multiplications m; for 1 < i < 13 and then we give the formula for obtaining the coefficients

of the polynomial C(x) using these multiplications.

my = agbo,
my = aby,
m3 = axbs,
my = azbs,
ms = aaby,

me = (ao + a1)(bo + b1),

my7 = (ao + az)(bo + by),

mg = (az + as)(ba + ba),

my = (a3 + as)(b3 + bs),

mio = (ao + az + az)(bo + by + b3)

mi1 = (a1 + az + as)(by + by + by),

miy = (ap + az + ay + as)(bg + bz + by + by),
mi3z = (ag + a1 + ar + az + ag)(bg + by + by + by + by).
co = my,

cl1 =mg+mp +my,

Cr =m7+my +m3+mp,

c3=mp+mz+mpp +myo+mg+ms3+ms+ ny

Ca=mg+my +my+miz+myg+mpp +mg + ms + ny,

C5 my7 +my +m3+my+m3+mp +mip + ms

Ce = mg + m3 + ms + my,

Cc7 = mg + my + ms,

Ccg = ms.
Next we give a formula for multiplying two arbitrary 9-term polynomials over FF, with 30

26



multiplications. Similarly we consider A(x) = Z?:o a;x' and B(x) = Z?:o bix' as two arbitrary
9-term polynomials over [, and we define C(x) = 3, 1.1:60 c;x' as their product. The formula is
given after the definition of 30 multiplications m;, for 1 < i < 30.

my =(ay+a;+asg+az+ap+ay+as+as+ag)by+by+bs+b3+bg+ by +bs+byg+bg),
my = (ax + ag + ag + a4 + ag)(br + bg + by + bs + by),

m3 = (ay + ag + as + ay + az)(by + bg + bs + by + b3),

my = (ap + ar + as + ag + az + ag)(bg + by + bs + bg + b3 + bg),

ms = (ag+ a3 + ag + ay + as + a7)(by + bz + bg + by + by + b7),

mg = (ag + az + a7 + as + as)(by + bz + b7 + by + bs),

my = (a1 +ag +az +ay + ag)(by + bg + bz + by + bg),

mg = (az + as + a4 + ae)(by + bs + by + bg),

my = (az + ag + az + as)(by + b + b3 + by),

myo = (a1 + a7 + as + az)(by + b7 + bs + b3),

mi1 = (ap + ag + a7 + a; + as + ag)(by + bg + b7 + by + by + bg),

mip = (ag + az + ag + as + a7)(byg + b3 + bg + bs + b7),

my3 = (ag + ay + as + as + ag)(bg + by + bs + by + bg),

mig = (a1 + aq + a7 + ay + as + ag)(by + by + b7 + by + bs + bg),

mis = (ap + a3 + a7 + ay; + ag + ag)(by + b3 + b7 + by + bg + bg),

mie = (a1 + as + ag + az + as)(by + by + bg + b3 + bs),

my7 = (ap + a3 + a7 + ax + aq)(by + b3 + b7 + by + by),

mig = (a1 + as + ag + as + ag)(by + bg + bg + bs + bg),

myo = (ag + a7 + as + a + ag)(bg + b7 + bs + by + bg),

mpo = (ax + a7 + ag + az)(by + b7 + be + b3),

my1 = (ae + as)(be + bs),

my = (ao + az)(bo + b2),

mo3 = (ap + ay)(bo + by),

ma4 = apby,
mas = aiby,
mog = arbs,

mo7 = (a7 + ag)(by + bg),

mog = agbe,
mag = agbs,
m3o = axb;.
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Co = M4,

C1 = mp3 + Moy + Mas,

€2 = myp + mp4 + m3p + Mys,
C3 = mpg9 + myg + ms3 + mig + mg + my + meg + mzg +mpy + mp3 +mi3 + myy +myg + mp4 +
mi +mq + my7 + My + Nog,
C4 = M5+my+my1+mip+my+ms3+nmo+ns+myo+mo3+mos+mos+my+moy +mog +ning +niog,
Cs = M7 + Mg + Mg + my + myg + mpp + Mg + m3g +mps +mp +myg +myg +mis +mg +

myg +my7 +mpp + mie,

Ce = Mp7 +my3 + mypg +mpy + mog +mszg +ms +my +mis + me+mig +mo3 +mp + mpy + mpg,

C7 = my1 + mog + mog + mog + Mmog +my + mpg +mg + mjpp + my + mys + meg + mjo,

cg = my +mpg +mps +myp +mig +mg +ms3 + mpg + myps + myg + mp3 + mp7 + mpg + mpo,

Cog = Mmyy + M4 + M3 + mips + my +my7 +myp +mg +mp| +ms3 + mg + mjg + mg + myo,
Clo =m3+my +mpg+mypg+mpy +m3g+mp3 +my+mg +myp7 +myp +mg+myp +mp +
mag + mpg + my7,

Cll =my7+myp+mg+myy +mig +meg+m3+my+mpg + ms + my + M3 + Moy +mps +my +
ma1 + mag + mag + Mae,

C1p = mp7 + mpg + mpyg + mg + mis +meg +mig +mypy +my7 +my7 +mig + my +mpg +mp +
mio + mpp + moq + M3 + mys,

C13 = Mg + my9 + m3 + mig + my17 + me + ms3g + My + Myqa + mp3 + mp + my3 + mpo + My +
mip + ms + myg + mp7 + mpy + mpg,

C14 = myy + mag + nog + Mo,

€15 = my7 + mae + My,

Cl6 = Mmyg.
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CHAPTER 4

EFFICIENT MULTIPLICATION in F3m, m > 1 AND S < £ < 18

The finite fields of characteristic three are useful for pairing-based cryptography. Therefore,
special attention has been given to Fin, recently. The elements of F3» can be represented by
at most (m — 1) degree polynomials over F3. To multiply elements of F3» one can use Karat-
suba method [5] or Montgomery formulae [7], which are among the main algorithms used in
every finite field. On the other hand, for finite fields of fixed characteristics, there are other
methods that give more efficient algorithms for polynomial multiplication than Karatsuba and
Montgomery in some cases. Some of those methods are Chinese Remainder Theorem (CRT)
method [11] and Discrete Fourier Transform (DFT) method. In [12, 13], using DFT method,

multiplication formula in [14] for F36x is improved.

In this chapter, using a method based on CRT for polynomial multiplication over 3 and suit-
able reductions, we obtain an efficient multiplication method for finite fields of characteristic
3. For 5 < ¢ < 18, we show that our method gives canonical multiplication formulae over F3en
for any m > 1 with the best multiplicative complexity improving the bounds in [7]. Moreover,

we give explicit formula in the case F3697.

The rest of this chapter is organized as follows. In Section 2, we introduce our method.
Applying our method we obtain explicit formulae in Section 3. We also compare our results

with the previous results in Section 3. We conclude this chapter in Section 4.
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4.1 THE METHOD

Let n > 1 be an integer. Let [, be a finite field with g elements where g = 3". Unless stated

otherwise, all polynomials considered here are in '3[ x]. A polynomial A(x) of the form
AX)=ap+aix+ .. + ap XL, ap #0

is called an n-term polynomial. M(n) denotes the minimum number of multiplications needed
in 3 in order to multiply two arbitrary n-term polynomials. We note that M(n) is also called
multiplicative complexity of n-term polynomials. Let n > 1 be an integer, f(x) be an irre-

ducible polynomial and £ > 1 be an integer such that
{deg(f(x)) <2n-1.

Let A(x) and B(x) be two arbitrary n-term polynomials, C(x) = A(x)B(x) and A(x), B(x), C(x)

be the uniquely determined polynomials of degree strictly less than € deg(f(x)) such that

A(x) = A(x) mod f(x)¢, B(x) = B(x) mod f(x)!, C(x) = C(x) mod f(x)".

Notation 4.1.1 Let My (n) denote the minimum number of multiplications needed in I, in
order to obtain C(x) from given n-term polynomials A(x) and B(x). Obtaining such C(x) Sfrom

A(x) and B(x) is called multiplication of n-term polynomials modulo f(x)’.

Let 1 < w < 2n —2 be an integer and C(x) = ¢ + c1x + ... + Cop_a X272, Obtaining the
last w coefficients ¢p,-2, C24-3, ..., C2n—1—w Of C(x) is defined as the multiplication of n-term

polynomials modulo (x — c0)" [11, 4].

Notation 4.1.2 Let M),/ (n) denote the minimum number of multiplications needed in ¥,

in order to obtain cy,;—2, Con-3, ..., Con—1-yw from given n-term polynomials A(x) and B(x).

CRT method for finite field polynomial multiplication can be summarized as follows. For
1 <i<t letmi(x) = fi(x)' be the £;-th power (¢; > 1) of an irreducible polynomial f;(x) such
that deg(m(x)) > 2n—1 where m(x) = H?z  mi(x). Assume that f(x), ..., f;(x) are distinct. Let
w > 1 be an integer which corresponds to multiplication modulo (x — )" (see [4] and [11, p.

34]). It follows from CRT algorithm that if

we Y deg(fi(x)) = 2n -1 4.1)
i=1
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then

M) < Mz u(n) + Y M i(n). 4.2)
i=1

The value of M (n) can be bounded from above by M(deg(f )y < M(¢-deg(f)). For example
in[4], My ¢(n) < M({-deg(f)) is used for binary fields. In Chapter 3, we improved the estimate
of My ¢(n) for the binary field ;. The same techniques also work for any finite field Iy, in

particular for 3. Before giving the improvement, we give the following definition.

Definition 4.1.3 Let R = F[x] be the ring of polynomials over I, in variable x, € > 1 be an

integer and
A(Y) = ap(x) + a1 ()Y + .. + ar1 ()Y, B(Y) = bo(x) + b1(X)Y + ... + bp_g ()Y

be two {-term polynomials in the polynomial ring R[Y] over R. Let co(x), ..., crr—2(x) € R be
given by
co(x) + 1 (DY + .. + a2 ()Y 2 = A(Y)B(Y).

Let A(€) denote the minimum number of multiplications needed in R in order to obtain

co(x), c1(x), ..., co—1(x).

For the sake of completeness we prefer to give the following theorem which is given in Chap-

ter 3.

Theorem 4.1.4 Let f(x) be an irreducible polynomial and € > 1 be an integer such that

Cdeg(f(x)) <2n—1. We have

My((n) < A(OM(deg(f)). (4.3)

Remark 4.1.5 Let 1 <w < 2n—1 be an integer. Recall that the notation M(x—c) (1) is given
in Notation 4.1.2. It is clear that M(1) = 1. Using similar methods as in Theorem 4.1.4 we
also obtain that

Mooy (1) < AWM(1) = A(w).

Corollary 4.1.6 M, ,,(n) corresponds to computing the first w coefficients co,C1, ..., Cy—1 Of

c(x) and Myyy(n) = Mzcops(n) < A(w).
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Some effective upper bounds for A(£) is given in the following lemma which contributes to

improvements on M ¢(n).

Proposition 4.1.7 A(3) <5, A4(4) <8, A(5) < 11, A(6) <15, A7) £ 19, A(8) <24, and A(9) <
29.

Proof. We use a Karatsuba type method (cf., for example in [9]). Here we present an explicit
proof of A(3) < 5 only. The other statements can be proved similarly (see also [9]). Let
A(x) and B(x) be arbitrary n-term polynomials, C(x) = A(x)B(x) and cg, c1, ¢y be the first 3
coefficients of C(x). Then

co = Dy

c1 = Do1 = Dy — Dy

¢2 =Dy + Dy — Do — D>

where D; = a;b; and Dy, = (ay + a,)(bs + b;). Then
A(3) < #{Dy, D1, D, Do1, Do} = 5.

This completes the proof of A(3) < 5. ]

In Table 4.1, we list some improvements on the upper bound on M (n). Note that computa-
tion of My ¢(n) can be done by first computing the polynomial multiplication then reducing
the result modulo f¢. Therefore we compare our bounds with bounds in [7]. For the range of
indices i and j in Table 4.1 and Table 4.2, f;; denotes an irreducible polynomial of degree i
over F3 which are defined as follows: fi; = x, fo = x+ 1, fiz = x+2, 1 = x>+ 1, o =

K Hx+2, 3= 42x+2, 1 = X0 42x+ 1, o = X 42x+2, i3 = 42207 +2x 42, fyy =

3

X +x2+x+2,f35 =x

+x242, 15 = 422 +x+ 1, 37 = ¥+ +2x+1, fig = X +2x7 + 1.

4.2 BOUNDS FOR F3m,m>1ANDS5 < (<18

In this section, up to our knowledge, we give the best known bounds for n-term polynomial
multiplication over F3 for 5 < n < 18 and we give an explicit formula for multiplication in
F36» which is used in id-based cryptography for efficient Tate paring computations. Using

Theorem 4.1.4, Proposition 4.1.7 and (4.2), the bounds in Table 4.2 are obtained.
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Table 4.1: Upper Bounds for M¢(n) over I3

f I| Mye(n)[7] | New My, (n)
S fi2, fi3 | 3 6 5
fin fio, fiz | 4 9 8
fin, fiz, fiz | 5 13 11
S fi2, f13 | 6 17 15
S f12, fiz | 7 22 19
S fios fiz | 8 27 24
S fizs fis | 9 34 29
Jars fa2, 23 | 3 17 15
Sa1s o2, fo3 | 4 27 24
Sars o2, fo3 | S 39 33
fitsen fas | 3 34 30

Note that we can conclude from Table 4.2

3n—-3 if 2<n<6
M) <
4n-9 if 7<n<18.

The bounds in Table 4.2 is also valid for any polynomial multiplication over F3» because of

the following Theorem.

Theorem 4.2.1 The formulae for the product of two arbitrary n-term polynomials over F3
are also valid for multiplication of two arbitrary n-term polynomials over Fim, where m is

any positive integer.

Proof. The proof can be found in [15]. [ |

The finite fields of F3en, where m is prime are used in id-based cryptography for efficient
computation of the Tate pairing. In [14], multiplication in 36« is used with 18 multiplications
in F3». In [12, 13], the number of multiplications in Fsex is decreased to 15 multiplications
in F3». We give a formula in the next example for 6 term polynomial multiplication over [3
which requires 15 multiplications in 3. Since the formula for multiplication of two arbitrary
n-term polynomials over [F3 is also valid for multiplication of two arbitrary n-term polyno-
mials over [F3», where m is any positive integer, the formula given in the next example can

be used for the multiplication in F36» with 15 multiplications in Fz». The following example
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Table 4.2: Upper Bounds for M(n) over I3

n | M(n)[7] | New M(n) | Modulus polynomials

2 3 3 (x = 00), fi1, f12

3 6 6 (x = 00), 11, fi2, f13

4 9 9 (x = 00), 1, fi2, fi3, S

5 13 12 (x = 00), 11 fiz: fi3: o1, 2

6 17 15 (x = 002, fi1, fi2, fi3, fo1. f22. o3

7 22 19 (x = 00)2, 1, £ fi3: o, fo2, fo3

8 27 23 (x = 0o), £, [ f13: o1, o, o3

9 34 27 (x = 00), 1, £ [0 o1, o2, fo3

10| 39 31 (x =), f1, i s o, fo. o3, o

11 46 35 (x = 00, 3\, fis fiys Jo1s fo2s fo3s fo

12 51 39 (x = 00), f1: [ior [l fo12 f22. fo3: f31. 2

13 60 43 (x =), 3, 5. fis: s 2o 23, f31, f2, 33

14 66 47 (x = 00), [l fior [l Jo1s 22 o3s 31, f32. f33: f4

15 75 51 (x = 00, fls [ior [0 Jo1s fo2. o3s 31, f2. f33, fas fs
16 81 55 (x = 00), [l fior [0 o1 fo2. o3, 31, f2s f33, foas fs
17 94 59 (x = 00)3, f1 fior [y o1 Fo2s f23. f31 F2s f335 faas 35
18| 102 63 (x = 00), £, fins [iss a1, 22, 23, Fo1s f320 £33, f3as S35 o6

compares our formula and the formula given in [12, 13].

Example 4.2.2 In this example, we give an explicit formula for 6-term polynomial multi-
plication over 3. Let A(x) = Z?:o a;x' and B(x) = ?:0 bix' be polynomials over F3. Let
Clx) =3 l.lfo cix' € F3[x] be the polynomial defined by C(x) = A(x)B(x). We obtain the fol-
lowing explicit formula consisting of 15 multiplications. We first define the multiplications m;
for 1 < i <15 and then we give the formula for obtaining the coefficients of the polynomial
C(x) using these multiplications.

my = (ap+ a1 +ax+as+as+as)by+ by +by+ b3+ by + bs),

my = (ao + ai)(bo + by),

m3 = apbo,

my = aby,

ms = (a1 —az — as + az)(by — b3 — bs + by),

me = (ap — az —as +ay —as)(bo — by — bs + by — bs),
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my = (ao—a2+a4+a1 —as +a5)(b0—b2+b4+b1 —b3+b5),
mg = (ap — az + ag)(bo — by + by),

my = (ay — az + as)(by — b3 + bs),

myo = (ap —ay + ax —az + aq — as)(bg — by + by — b3 + by — bs),
myy = (ap + az — ag — az)(bo + by — by — b3),

miz = (ag — ag + az + ay — as)(bo — by + b3 + by — bs),

my3 = (ap + az — a4 + a3)(by + by — by + b3),

mig = (a1 — a3 —as — a)(by — b3 — bs — by),

mys = asbs,

co = m3,
c1 = (my —m3 —my),

Cy = —mj5 +me —mi3 —mjy + My — mi4 —mg +mg —mjyo — my,

€3 =mj3 +ms +myg — myp — M4 — My —m7 +mg + mo,

C4 =my3 —Mms + Mg —myo + M4 — Mz +mg — mo — my,

C5 = —myp +mjg — Me —Mms +m7 —mg —mg — iy — mij,

Ce = —Me + M3 —my +mjp —mjyy +myyg —mg + mg — mjo,
C7=—miz—ms+my+myy +myyg —my —my +mg + mo,

Cg = —m3 — Mg —mi3 +ms —my — myo +mj2 — M4 +mg — mo,
Cog=—my—my+m3+my+ms+meg+m;—mg—nmg+my+mp +mpp,

Clo = mjs.

We will show that multiplication in Fss91 can be done with 15 multiplications in Fye7. Let us

construct,

Fyr = F3x]/(x”7 + x'6 +2),

Far[y]/0° +y = 1).

13

]F36-97

5

5 5
Let a,f,y € Fze9r such that a = Za,-yi, B = Zbiyi andy = a-f = Z ciy'. Then the
i=0 i=0 i=0

5 5
coefficients of y can be found as follows: First compute the coefficients of Z apy' Z by’
i=0

i=0
and then reduce it modulo y° + y — 1. Therefore, using the formula given above we get

Co = —mj5 —my +myy — Mg —mMs +m; —mg —my —mjp — mjy,

Cl =my5+my —m3 —mg +ms —my; —mg +myo—my +myp +m3+ mig,
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Cy) = —m3+ms+my—mg—my —my —mg+ mg—mi3,
C3 = —m3 —ms +mj7 —mp —mg —myg —mj3 — mjs,
C4 = Mg +m 3 —mjp — My —mg — mjp —ms — my +my —m3 — niy,

C5 =mig —mg +mg —myg—meg +miz —mp +ms —mypy + mpo.

Now, we give the multiplication formula for Fzeer given in [13]. F3697 is constructed in [12,

13] using tower field representation, i.e.

Fpr = Fi[x]/(x"7 +x'% +2),
Fyor = [Fio [y]/(y2 + 1),

Fpolz]l/(2> —z - 1).

1

]F36<97

Let a, 5 € F3697 be give as:

a=ag+ais+ay+asrs+ a4r2 + (151’28,

B=>bo+bis+byr+bsrs+ b4r2 + b5r2s,

where aq, .. .,as,bo, ...,bs € Fy1, s € Fpo and r € Fysor are roots of y* + 1 and 73 — 7 — 1,

respectively. Let y = af8 be

Y =c¢cyp+cC1S+Cor+cC3rs+ C41’2 + C5r2S.

The coefficients c, ..., c5 € Fz97 of the product can be computed as follows:
mo = (ao + az + as)(bo + by + ba),

my = (ag+ay +ax +az+as+as)by+ by + by + b3 + by + bs),

my = (a1 +az + as)(by + by + bs),

m3 = (ag + sax — ag)(bo + sby — by),

my = (ag + a1 + say + saz — aq — as)(bg + by + sby + sby — by — bs),
ms = (a1 + saz — as)(by + sb3 — bs),

me = (ap — az + as)(bo — ba + ba),

my =(ap+a; —ax —az +aq + as)(bg + by — by, — by + by + bs),

mg = (a1 —az + as)(by — bz + bs),

mo = (ag — saz — as)(bo — sby — ba),

mio = (ag + ay — sar — saz — ag — as)(bg + by — sby — sb3 — by — bs),

mi1 = (a1 — saz — as)(by — sbz — bs),
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mi2 = asby,
my3 = (a4 + as)(bs + bs),

mi4 = asbs,

) —mgy + myp + (S + 1)m3 - (S + 1)m5 - (S - 1)m9 + (S - 1)m11 —mjp + myy,
cr=mog—my+my—(s+ Dmz+ (s+ Dmy — (s + Dms + (s — 1)mog—,
(s = Dmyo + (s — Dmyy —myz —my3 + myy,

Cy = —my + my + me —mg + mjp — M4,

€3 =mo —my +my —mg+my —mg —mip +m3—my,
Cqy=my—my —m3+ ms+ mg— mg —mg +ni +nyp —mig,

Ccs=moy+my —my+m3—my+ms—mg+my—mg+mg—mig+myy —mip +mz — mi4.

Therefore, the formula in [12, 13] contains multiplication by Fs, ¥(s + 1) and (s — 1), where
s € Fyp07 is a root of y?+1. For both our proposed formula and the formula in [13], the number
of multiplications is 15. The number of additions for our proposed formula is 137. Note that
there are multiplications of form (s ¥ 1)m; in the formula in [13]. Here s ¢ F3. In calculation
of the number of additions, if we disregard the multiplication by s for the formula in [13], and
if we consider the cost of each multiplication of the form (s * 1)m; for the formula in [13] as
1 addition only, then the number of additions for the formula in [13] is still 138. Moreover, in
our formula the only nonzero coefficients are ¥1 and we do not need to introduce intermediate
field extensions like 3207 containing s ¢ F3. Therefore it seems that our construction would

be preferable to the construction in [12, 13].
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CHAPTER 5

ON MULTIPLICATION IN FINITE FIELDS

Let IF, be a finite field and n > 1 be an integer. Let F;n be dual of F,» as a vector space over

[F,. Then the rank R(F,»/F,) over I, is defined to be

¢
min {5 eN ‘ Au;,v; € ]Fqﬁ,w,- € Fy such that Va,b € Fpr,ab = Z u,-(a)v,-(b)w,-}.

i=1
R(IFyn /F,) is also denoted by u,(n) and it is called the bilinear complexity of multiplication in
Fy» over IF,. It corresponds to the minimum number of [F, multiplications in order to multiply
two arbitrary elements of F,». In this chapter, we present a method for multiplication in
finite fields improving u,(n) for certain values of g and n. We use local expansions, the
lengths of which are further parameters that can be used to optimize the bounds on the bilinear
complexity, instead of evaluation into residue class field. Basic principle is still based on the
method of D. V. Chudnovsky and G. V. Chudnovsky. The main idea can be summarized as
follows: We use algebraic function fields of one variable with places of arbitrary degrees and
moreover we use some places not only once but also many times. Here, many times refers to
using first u; > 1 coefficients instead of the first (u; = 1) coefficient in the local expansion of a
place P; (see the map ¢ below). We obtain improved bounds for multiplication in Fy», where
2 <n <18 and g = 2, 3,4 by searching to optimize the algorithm of D. V. Chudnovsky and

G. V. Chudnovsky and by using the complexity notion introduce in 5.1.1.

The rest of chapter is organized as follows: We introduce complexity notions and a brief
review of algebraic function fields in the next section. The proposed method is presented
in Section 3. In Section 4, we obtain upper bounds for the bilinear complexity p,(n) of
multiplication for 2 < n < 18 and g = 2, 3, 4. Using the method of Section 3, we obtain some
improvements. In Section 5, we give an example of computing multiplicative complexity of

finite fields with large elements used in cryptography. Our proposed method gives explicit
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formulae easily. We illustrate how to obtain explicit formulae reaching the upper bounds of

Section 3 with an example in Section 6.

5.1 PRELIMINARIES

5.1.1 SOME COMPLEXITY NOTIONS

Let pg(n) represent the bilinear complexity of multiplication in Fyn over IF4. It corresponds
to the minimum number of [F, multiplications in order to multiply two arbitrary elements
of Fyn. There is a related but different complexity notion. Let M,(n) denote the number of
multiplications needed in I, in order to multiply two arbitrary n-term polynomials in [F,[x]
(cf. [22], [4], [7], [9] [11], [9], [10]). Here, a polynomial is called an n-term polynomial in

F,[x] if it is of the form
ao+ax+-+a,1 XY, a € IF,.

As reduction modulo an irreducible polynomial in F,[x] can be performed without multipli-

cations in [F,, we have

Hg(n) < My(n). 5.1

However p,(n) and M (n) are not necessarily equal in general. Using a polynomial basis

{1,¢&, §2 e ,§”‘1, ... ,52"‘2} for ]Fan—l over IF, it is easy to show that
My(n) < puy(2n—1).

We will need another complexity notion in this chapter. For a positive integer ¢, let Mq(f)
denote the minimum number of multiplications needed in [, in order to obtain the first £
coefficients of the product of two arbitrary {-term polynomials in IF,[x]. It is not difficult to
obtain useful upper bounds on Mq(f) for certain values €. For example we have 1\7[,1(2) <3,

Mq(3) <5, Mq(4) < 8 and Mq(S) < 11 for any prime power ¢ (cf. [22, Proposition 1]).

5.1.2 BRIEF REVIEW OF ALGEBRAIC FUNCTION FIELDS

We start with the basics of the algebraic function fields. The details in this subsection can be

found in [29].
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An algebraic function field F//IF, of one variable over I, is an extension field F 2 [, such
that F' is a finite extension of IF,(x) for some element x € F which is transcendental over I,. A
valuation ring of the function field F//IF, is aring O C F with the properties KF, c O C F and
for any z € F, either z € O or 77! € O. A place of P of the function field F /I, is the maximal
ideal of some valuation ring O of F/IF,. We will denote the set of all places of F/IF, as Pp. If
O is a valuation ring of F/F, and P is its maximal ideal, then O is uniquely determined by P.

Hence we denote O by Op.

Fp := Op/P is called the residue class field of P. The map x — x(P) from F to Fp U {co} is

called the residue class map with respect to P. Degree of Pis [Fp : F ] := degP.

The free abelian group which is generated by the places of F/IF, is denoted by Dr, called the
divisor group of F/F,. A divisor is a formal sum D = } pep, npP with np € Z, with almost
all np = 0. The support of D is defined by suppD := {P € Pr|np # 0}. A divisor of the form
D = P with P € Pr is called a prime divisor. Two divisor D = },npP and D" = } n,,P are
added coefficientwise. For Q € Pr and D = } npP € Dr we define vo(D) = ng. A partial

ordering on Dr is defined by
Dy < Dy &= vp(D1) < vp(D2)
for any P € Pp. A divisor D > 0 is called positive. The degree of a divisor is defined by

deg D := ) vp(D).degP
PG]P)F

and deg : O — Z is a group homomorphism.

Let 0 # x € F and Z (respectively N) be the set of zeros (poles) of x in Pr. Then we define
(x)o := X pez vp(x)P, called the zero divisor of x, and (x)e := X pen(—vp(x))P, called the pole

divisor of x, and (x) := (x)g — (X), the principal divisor of x.

The set Pr := {(x)|0 # x € F} is defined as the group of principal divisors of F//IF,. The factor

group
C:=Dr/PF

is called the divisor class group. The divisor class of D, denoted by [D], is the corresponding

element in the factor group Cr. For Dy, D, € Dp, we denote Dy ~ D, if [D{] = [D»].

For a divisor A € D we set
L(A) :={x € F|(x) > —A} U {co}.
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L(A) is a vector space over [F,. If A’ is a divisor equivalent to A then £(A) = L(A’). For
A € Dp, the integer defined by dim A := dim £(A) is called the dimension of the divisor A.
The genus of F/F, is defined by

g = max{degA —dimA + 1|A € Dr}.

For A € Dp,
i(A) :==dimA —degA +g—-1

is called the index of speciality of A. Any divisor A € Dp is called non-special if i(A) = 0;

otherwise A is called special.

5.2 THE METHOD

Let F'//F, be an algebraic function field with full constant field IF,. Let Py, ..., Py be distinct
places of F of arbitrary degrees. Assume that Q is a place of degree n. Let O be the valuation
ring of the place Q. Note that the residue field Op/Q is isomorphic to F,». Let D be a divisor
such that suppD N {Q, P1, Py,..., Py} = 0. Let L£(D) be the Riemann-Roch space of D.
Assume also that the evaluation map Evy from £(D) to the residue field Op/Q is onto. For

1 <i < N,lett; be alocal parameter at P;. For f € L(2D), let
f =0+ a1t + a/i’ztl,z R

be the local expansion at P; with respect to ¢;, where a;p,@;1,... € F e Let u; be a positive

integer and consider the [F-linear map
Ui
pi: L2D) - (queg(P,->)
f - (a’i,O,ai,l,---,a’i,ui—l)-

Let ¢ be the F;-linear map given by

01 L2D) — (Faary) x (Fyrn) 5 -+ % (Fyesirn) ™ 52
fo= @ en (). '
Finally we assume that the map ¢ is injective.
Theorem 5.2.1 Under the notation and assumptions as above we have
N
Hg(n) < ) pg(deg(P)M gscry (). (5.3)

i=1
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Proof. Let {h; : 1 < ¢ < n} be a fixed basis of £L(D) over F,. Moreover we choose
and fix h{,...,h, such that {hy : 1 < € < nfU{h : 1 < k < m}is a basis of L(2D).
We consider Evg(hy),...,Evo(h,),Evo(hy,),...,Evo(h,) € Og/Q = Fy as constants since
h, ...,hn,h’l,...,h;n are fixed. Similarly, we consider gp(hl),...,go(hn),ga(h’l),...,go(h;n) €
(]queg(Pl))”' N (]queg(PN))uN as constants. For f € L(2D), there is no cost for bilinear

complexity in obtaining ¢(f). Indeed, as

f = i cohy + Zml dkh;(
(=1 k=1

with ¢i...,¢p,dy,...,dy € F,;, we obtain ¢(f) using only multiplications with constants

@(h), ..., o(hy), p(h}), ..., ¢(hy,) and additions as in

o(f) = crohy) + ... + cup(hy) + dip(h)) + . .. dng(hy,).

Similarly for f € L(2D), there is no cost for bilinear complexity in obtaining Evg(f). Note

that the evaluation map from £(2D) to Ev(f) is surjective but not necessarily injective.

We identify £(D) with Op/Q = F,» without any cost on bilinear complexity. For given
a,felFy =0p/0, let fi, > be corresponding functions in £(D). We obtain the coefficients

ai,...,an, by, ..., b, such that
f] = a1h1 +... +anhn, fz = b1h1 +... +bnhn (54)

without any cost in bilinear complexity.

Note that fif, € L(2D). The only cost on bilinear complexity stems from obtaining the

coefficients ci,...,c,,d1, ..., dy, € F,, where

n

hi= Z cehe + ia’k}l;c

=1 k=1
using the coefficients ay,...,a,, b1,...,b, given in (5.4). Indeed the product aff € Fyn is

obtained using Evo(f1f>) without any extra cost in bilinear complexity provided that the co-

efficients cy,...,cy, ..., dy € Fy, are known.

Using our arguments above, we obtain the coefficients cy,...,c,,dy, ..., dy, € F, from

o(f1f2) = (e1(f1f2), e2(f1.f2), - .- on([f1.12)).

We will complete the proof by showing that the cost of obtaining ¢;(fi f>) using the coeffi-

cients ai,...,a,, by, ..., b, is at most
Hqg(deg(P)M jacery (u;)
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foreach1 <i < N.

Let 1 <i < N be an integer and

0i(f1) = (@0, @it s Xig—1), ©i(f2) = (Bi0,Bits- - Biwi-1)-

Note that the coordinates 0, . . ., @iu—1,8i0 - - - »Bi—1 € anegwi) and they are obtained using

the coefficients ay, ..., ap, by, ..., b, and the constants ¢;(hy), ..., ¢i(h,) without any cost.

For a transcendental x over IF glest)> WE consider the polynomial ring [F e P [x]. Let pgi) (x), p(zi)(x) €

FF jaesr [x] be polynomials given by

(1) 1
Py ()C) = qiotaix+...+ a’i,ui—l-xu’ s

P(zi)(x) = Bio+BiaX+ ...+ By X"
Let p(x) = p(li)(x) pg)(x) and ¥, ¥}, ..., ¥, _; € Faexey be the first u; terms of p(x). Namely,

let 76’ 711 ey ’)’Li_l € ]queg(Pi) SU.Ch that

ui—

PP =y +yix+.. + yfh__lx "'mod x“ € I jaesen [X].

It is clear that
Qi(f12) = Do Vhs - Vi1

i

The cost of obtaining the first u; terms yé,y’i, ..., _, of the polynomial p(x) using the

polynomials p(li)(x), p(zi)(x) is at most

11q(deg(Py) M jacsiry (1).
This completes the proof |
Using Theorem 5.2.1 we obtain explicit algorithms for multiplications in F,». The conditions

of the following theorem guarantee that the assumptions of Theorem 5.2.1 are satisfied.

Theorem 5.2.2 Let F'/F, be an algebraic function field with full constant field . Let g be the
genus of F. Let Py, Py, ..., Py be distinct places of arbitrary degrees of F. Let uj,uy,...,uy
be arbitrary positive integers. Assume that

(1) there exists a non-special divisor of degree g — 1,

(2) there exists a place of degree n,

43



(3) TN deg(Ppu; > 2n +2g - 2.

Then we have

N
Hg(m) < ) g(deg(P)M guscry ().
i=1

Proof. Let G be a special divisor of degree g — 1. Let Q be a place of degree n. Let D; be the
effective divisor given by D1 = G + Q. As D; > G, we have that D is non-special again (cf.

Remark 1.6.9, item (f) [29]). Hence
dim L(D)) =deg(D)+1—-g=mn+g—-1)+1-g=n.

Using Strong Approximation Theorem (cf. Theorem 1.6.4 [29]) we obtain a divisor D of F

such that

D ~ D; and suppD N {Q, Py, P,--+ , Py} = 0.

Hence D is non-special (cf. Remark 1.6.9, item (c)) and the map Ev g from £(D) to the residue
field OQ /Q is onto. Let ¢ be the [F;-linear map from L(2D)to (]queg(Pl))ul X (IF qdeg(pz))u2 XX

(IF qdeg(PN))uN given by (5.2). It remains to prove that ¢ is injective.

Assume the contrary. Then there exists a nonzero f € £(2D) such that

v, (f) 2 uy, vp,(f) 2 ua, ..., vpy(f) = uy.
This implies that
feL2D—-uPy —uyPy —--- —uyPy). 5.5
Note that
deg(2D) = 2degD =2(n+ g — 1). (5.6)

Using (5.5) and (5.6), as f is nonzero, we obtain that 2(n + g — 1) > Zﬁil u;P; which gives a

contradiction to the hypothesis. |

Remark 5.2.3 Under the notation and assumptions of Theorem 5.2.2, consider the subcase
that N = Ny + N,, P; is a degree I place for 1 < i < Ny and P; is a degree 2 place for

N1 +1<i < Ni+Np. Moreover let u; = 1 for 1 <i < Ny + N,. Note that 1,(1) = 1, uy(2) = 3
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(cf. [11]), and M qdeg(Pi)(l) = 1 for any deg(P;). Therefore the condition (3) of Theorem 5.2.2

becomes
Ny +2N; >2n+2g -2,
and the bound of Theorem 5.2.2 on p,(n) becomes
Hg(n) < Ny +3Ns.

These coincide with the corresponding result of Ballet and Rolland in [18].

Remark 5.2.4 By Theorem 5.2.2, in order to obtain better upper bounds on u,(n), we need
algebraic function fields with full constant field ¥, with small genus g, and with enough
number of rational places of suitable degrees. It is well known that finding algebraic function
fields over ¥, with fixed small genus g and many rational places is not easy (cf.[25, Chapter
4]). In Theorem 5.2.2, as deg(P;) and u; are further parameters to be chosen, the condition

(3) is weaker than the corresponding condition in [18, Theorem 2.2].

Using u = 2 for degree 1 places and u = 1 for degree 2 places in Theorem 5.2.2, we obtain

the following corollary.

Corollary 5.2.5 Let F/F, be an algebraic function field with full constant field . Let g be

the genus of F. Assume there exist at least N degree I and at least N, degree 2 places of F.
If

(1) there exists a non-special divisor of degree g — 1,

(2) there exists a place of degree n,

(3) 2N1 + 2Ny > 2n+2g -2,

then we have
3
Hg(n) < 3n + 7‘57
Proof. We use N; degree 1 places with u = 2 and N, degree 2 places with u = 1. Since we

have 2N| + 2N, > 2n + 2g — 2, then ¢ is injective with rank 2n + g — 1. Therefore we can
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choose N{ degree 1 places from degree 1 places and N, degree 2 places from degree 2 places

such that 2n + g — 1 < 2N + 2N}, < 2n + g. Then we get

3
f1g(n) < 3N| + 3N, < 3(n + g) =3n+ Tg.

We compare Corollary 5.2.5 with the corresponding results in [18]. The bound of Corollary
5.2.5 is at least as good as the bounds of [18, Theorem 2.2] and [19, Theorem 2.1]. The
condition (3) of Corollary 5.2.2 is weaker as the corresponding condition of [18] and [19] is
N1 + 2N, > 2n + 2g — 2. The other conditions of Corollary 5.2.5 are the same as the ones
in [18]. Therefore Corollary 5.2.5 gives improved bounds on u,(n) compared to the ones in

[18].

For some explicit algebraic function fields, the map ¢ in (5.2) becomes injective for suitable
choices of the places Py, ..., Py and the divisor D, even Zfi  deg(P)u; = 2n + g — 1 holds.

We state such a result in the following theorem.

Theorem 5.2.6 Let F'/F, be an algebraic function field with full constant field IF,. Let g be
genus of F. Let Py, ..., Py be distinct places of arbitrary degrees of F. Let uy,us,...,uy be

arbitrary integers. Assume that
(1) there exists a place of degree n,
(2) L, deg(Pou; = 2n+ g~ 1,
(3) there exists a non-special divisor D of degree n + g — 1.

Let ¢ be the I -linear map from L(2D) to (]queg(Pl))ul X oo X (IF qdeg(pN))uN givenin (5.2). If ¢

is injective then

N
Hg(n) < Z,uq(deg(P i))queg(Pi) (u;).
i=1

Proof. As D is non-special, dim(£(D)) = degD + 1 — g = n. Moreover supp(D) U {Q} = 0
and hence the evaluation map Evq from L(D) to Op/Q is bijective. Note that supp(D) U
{Pi,..., Py} = 0as well. The result follows from Theorem 5.2.1. [ |
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Remark 5.2.7 In Theorem 5.2.6 it is enough to assume that D is a non-special divisor of
degree n + g — 1. Using Strong Approximation Theorem (cf. Theorem 1.6.4 [29]), we can
always obtain D' from such D with D" ~ D and suppD’ U{Q, Py, P>, ..., Py}.

Remark 5.2.8 The same bound of Theorem 5.2.6 was given in [19] under certain conditions
on q and n only for degree I and degree 2 places with u = 1. The condition on q and n in
[19] seems to come from choice of non-special divisor D with extra conditions. In our case the
extra conditions refers to the injectivity of the map ¢ even when Zﬁ\i | deg(Pyu; = 2n+g—1. We

give explicit examples of algebraic function fields satisfying this criteria in our improvements.

The following example shows that Theorem 5.2.6 gives an improved bound for [F5s.

Example 5.2.9 Let g = 3 and n = 9. Using the results in the literature, to the best of our
knowledge, the best upper bound is uz(9) < 27, which can be derived by two alternative
methods as follows. Using [22], [7] and [9], we obtain the upper bounds on M3(9) as 36,
34 and 27, respectively. Hence by [22] and (5.1) we get u3(9) < 27. For the method in [18],
we have considered all algebraic function fields of genus 0 and 1. Let E be elliptic curve
y? = x> + x+ 2 over F3. It has 4 degree 1 places, 6 degree 2 places and 8 degree three places.
Asd+2-6 <2-94+1—1, the method of [18] cannot be applied directly. Using 3 degree 1
places, 6 degree 2 places, and 1 degree three places, all with u = 1 as in [18], we obtain that
u3z(9) <3-146-3+6-1 = 27. Now we improve this to uz(9) < 26 using Theorem 5.2.6 together
with u = 2 for some places. We take 2 degree 1 places with u = 2, 2 degree I places with
u =1, and 6 degree 2 places with u = 1. Therefore we obtain that u3(9) < 2-3+2-1+6-3 = 26.
We find an explicit formula of such an algorithm via Theorem 5.2.6, which can be found in
Appendix A. The description and details of finding explicit formula for u3(9) < 26 are given

in Section 5.5.

5.3 MULTIPLICATION IN FINITE FIELDS F, FOR 2 < n < 18 and g =
2,3,4

In this section, for 2 < n < 18 and ¢ = 2, 3,4, we obtain the best known (upper) bounds on

Hq(n) using the various methods in the literature and our proposed method in this chapter. In
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particular, we indicate some improvements obtained using our proposed method on certain

values of p,(n).

To the best of our knowledge, for this range of values of ¢ and n, the best known (upper)

bounds on u,(n) in the literature is obtained using the following methods:

(i) The methods based on the idea of D.V. Chudnovsky and G.V. Chudnovsky [23], which are
presented in the [16], [17], [18], [19].

(ii) The observation in (5.1) together with results presented in [9], [7], [4], [22], [21].

(iii) A well known method when n is a composite number which is as follows: Let k, £ > 2
be positive integers with n = k - €. As F ¢ is a subfield of F, it immediately follows

from the definitions of u,(n), (k) and py(€) that

Hg(n) < pyr (k) - 11g(0). (5.7)

5.3.1 MULTIPLICATION IN Fy»

IA

Using [11], [9], [7], [4] and [21], we get u2(2) = 3, 12(3) = 6, uo(4) < 9, 12(5) < 13,

(7)) <22, 1u2(9) < 30, ua(11) < 39, up(13) < 48 and up(17) < 68.
Forn = 6,8,10,12, 14, 16, 18, using (5.7) with £ = 2 we obtain

p2(n) < pp(n/2) - uo(2) = 3us(n/2).

The bounds w4(n/2) for n = 6,8,10,12, 14,16, 18 are in Table 1. Then we get uy(6) < 15,
12 (8) <24, uy(10) < 33, up(12) < 42, up(14) < 51, up(16) < 60, and up(18) < 69.

For n = 15, using (5.7) with £ = 3 we obtain

M2(15) < p123(5) - ua(3) = 6ug(5) = 54,

where we use ug(5) = 9 (cf. [11]).

5.3.2 MULTIPLICATION IN F3»

Using [11], [7] and [22], we get u3(2) = 3, u3(3) = 6, u3(4) <9, uz3(5) < 12, u3(6) < 15 and
us(7) < 19.
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Forn = 8,10, 12, 14, 16, using (5.7) with £ = 2 we obtain

p3(n) < p3(n/2) - p3(2) = 3puo(n/2).

Recall that ug(4) = 7, uo(5) = 9 and ug(6) = 12, (cf. [11]). The methods in [4] and [22] give
Ho(7) < 15, uo(8) < 18. Then we obtain u3(8) < 21, u3(10) < 27, uz(12) < 36, uz(14) < 45
and u3(16) < 54.

For the cases n = 9,11, 13, 15,17, 18, we improve the best known bounds given in [22] and
[7], by using the method given in this chapter. Throughout this chapter we use the notation of
Magma [20] for presenting the places and the divisor of algebraic function fields. It is easy to
verify that our choices of the places and the divisor imply that the map ¢ in (5.2) is injective

using Magma as in Section 6.
In Example 5.2.9, it is explained how to obtain u3(9) < 26.

When we use the same curve given in Example 5.2.9, we obtain the improved bounds. Note

that the places of this elliptic curve are given in Section 6.

In order to show that u(11) < 34 it is enough to take 2 degree 1 places with u = 2, 2 degree

1 places with u = 3 and 6 degree 2 places with u = 1 with the choice of

6, .4

D:(x“+2x9+x7+x + X +x3+2x2+x+1,y+x10+2x7+2x5+2x4+2x3+x+2)

In order to obtain uy(13) < 42, we use 4 degree 1 places with u = 2, 6 degree 2 places with

u = 1 and 2 degree three places with u = 1 with the choice of D = (x!3 + 2x'2 + x!'! + 2x10 +

9

X+ x8

ol +2x 423 + Ly + x4+ x4 2410 4 200 + X7+ 0 4 24 + 249

On the other hand, taking 4 degree 1 places with u = 3, 6 degree 2 places with u = 1 and 2
degree three places with u = 1 gives u3(15) < 50 where D can be selected as (x> + 2x!3 +

2x2 4 2x M x10 xB  x0 4 2x 42, y+ 24+ x2 + x 2x10 0 4200 + x4+ 3 207 4 20).

When we choose D = (x!7 +2x'0 + 2xP + x!13 + x10+ 2% + 2B + X" + 2x0 + 200 + 2% + x +

10 9

1L,y+ 248 4 x4 4 2x3 4 12 4 M 4 10 4 X0 + X2 + 2), another improved bound w3(17) < 58
is obtained by using 2 degree 1 places with u = 2, 2 degree 1 places with u = 3, 6 degree 2

places with u = 1 and 4 degree three places with u = 1.

Finally, u3(18) < 62 is obtained by taking 3 degree 1 places with u = 2, 1 degree 1 places with

u = 3, 6 degree 2 places with u = 1 and 5 degree three places with u = 1 where one can use
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D = (xB42x17 +2x10 4 x5 4 x4 25104 34 4242, y—i—2x17+x14—i-x13 +2x1 2428 + X042 +x%).

5.3.3 MULTIPLICATION IN F4.

Using the methods in [11], [4] and [21], we obtain p4(2) = 3, ua(3) = 5, pa(4) = 8, us(5) < 11,
ua(6) < 14, ua(7) < 17, ua(8) < 20, ua(9) < 23 and pg(10) < 27.

For n = 12,14, 16, using (5.7) with £ = 2 we obtain

Ha(n) < pp(nf2) - pa(2) = 3u16(n/2).

Recall that p16(6) = 11, p16(7) = 13, p16(8) = 15 and u16(9) = 17 (cf. [11]). Therefore we
obtain, 4(12) < 33, ps(14) < 39, p4(16) < 45 and pg(18) < 51.

In order to show that p4(11) < 30, us(13) < 37 and us(17) < 53 we use the proposed method

as follows. Let Fy = {0, 1, w, w + 1} where w is a root of x2 + x + 1 € F,[x]. Let

E y2+wy=x3+x2+wx+1,

3

E, y2+w2xy+wy=x +wx +w,

S+ wix+w

E; y2 +y=x
be elliptic curves over IF4. E; has 7 degree 1 places, 7 degree 2 places and 14 degree 3 places.
E, has 6 degree 1 places, 9 degree 2 places and 16 degree 3 places. Finally, E3 has 5 degree
1 places, 10 degree 2 places and 20 degree 3 places.

The bound p4(11) < 30 can be obtained using the method described in this chapter by using
E|. When we use 1 degree 1 place with u = 2, 6 degree 1 places with u = 1 and 7 degree
2 places with u = 1, we get us(11) < 30. Note that the same bound is also obtained by the
method of [18]. If we use E; then we obtain u4(11) < 30 by using 6 degree one places and 8

degree 2 places.

The improved bound p4(13) < 37 can be obtained by using E5. Letthe set {Py, ..., Ps, Q1,..., o}

be places of degrees 1 and 2 of E; where P;’s are degree 1 places for 1 < i < 6 and Q;’s are
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degree 2 places for 1 < j < 9. Those are

Pi=00, Py =(x,y+ 1), P3 = (x,y+x+w?), Py = (x + w2,y +w),
Ps=(x+Ly), Po=(x+1,y+x), 01 = (x+w), 0 = (x* + x + w2, y),
Q3= +x+wly+w?x+w), Qs = (X +w?x+ 1,y+w),

Os = (> +w?x+ 1,y + w?x), Qs = (x> + wx + w2,y + x),

2

Q7:(x2+w x+w2,y+wx+w), Qg:(x2+wx+w,y+x+w2),

Qo= (x> +wx+w,y+wx+1).

When we use 2 degree 1 places, Py, Py, with u = 2, 4 degree 1 places, Ps,...,Pewithu =1
and 9 degree 2 places, Q1,..., Q9 with u = 1, we obtain u4(13) < 37 where one can use
D=B+wxZ+ x4+ x0w® + 8+ wx” +wat + 2+ x+w, y +wx!? + 2+ w2x10 4

w2x2 + w2x® + wx” + wx® + wxd + wix* + 3 + 22 + x4+ wh).

The bound w4(17) < 53 can be obtained by using two methods, the proposed method and
method introduced in [18]. When we use the elliptic curve E, with 2 degree 1 places with
u = 2,4 degree 1 places with u = 1 and 9 degree 2 places with u = 1, we get 114(17) < 53. On
the other hand, using £3 with 5 degree 1 places with u = 1, 10 degree 2 places with u = 1 and

3 degree 3 places with u = 1 gives the same bound.

We summarize the results of this section in Table 5.1. The symbol * denotes an improvement

by using the proposed method compared to the best known values in the literature.

5.4 APPLICATION

Finite field multiplication is widely used in many areas such as cryptography and coding the-
ory. For example, in elliptic curve cryptography, finite fields with large number of elements
are used. Some of the suitable finite fields are proposed by NIST (National Institute of Stan-
dards and Technology) [24]. In that list it is suggested to use the fields with 213, 2233 2283,
2499 and 2°7! elements. Now we will compute the multiplicative complexity for multiplica-
tion in [F5163 using the proposed method. The most suitable elliptic curve for our method over
IF, (up to isomorphism) is y* + y = x> + x + 1 which has 1 degree 1 places, 2 degree 2 places,
4 degree 3 places, 5 degree 4 places, 8 degree 5 places, 8 degree 6 places, 16 degree 7 places
and 25 degree 8 places. We take 1 degree 1 places with u = 5, 2 degree 2 places with u = 2,
4 degree 3 places with u = 1, 5 degree 4 places with u = 1, 8 degree 5 places with u = 1, 8
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Table 5.1: Bounds for py(n) for2 <n <18 and g = 2, 3,4

n H2(n) u3(n) Ha(n)
2 3 3 3
3 6 6 6
4 9 9 8
5 13 12 11
6 15 15 14
7 22 19 17
8 24 21 20
9 30 26* 23
10 33 27 27
11 39 34%* 30
12 42 36 33
13 48 42% 37*
14 51 45 39
15 54 50% 45
16 60 54 45
17 67 58% 53
18 69 62% 51

degree 6 places with u = 1, 15 degree 7 places with u = 1 and 11 degree 8 places with u = 1.

Therefore we obtain
w163)<11+2-9+4-6+5-9+8-13+8-15+15-22+11-24 =916,

where we use Table 5.1 and 1\72(5) <11, 1\74(2) < 3 [21]. On the other hand, the best we can
expect from Karatsuba algorithm (together with (5.1)) is u(163) < N, where N is an integer
with N > 2187, since it is given in [9] that M>(128) < 2187.

The finite field F397 is used in pairing based cryptography [22], [26]. In order to compute
u3(97) by using the proposed method, it would be better to use the elliptic curve y> = x* +
x% + 2x + 1 which has 3 degree 1 places, 6 degree 2 places, 11 degree 3 places, 15 degree 4
places and 42 degree 5 places. When we use 3 degree 1 places with u = 3, 6 degree 2 places
with u = 1, 11 degree 3 places with u = 1, 15 degree 4 places with u = 1 and 16 degree 5

places with u = 1, we obtain

w97 <3-5+6-3+11-6+15-9+16-12 =426
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where we use Table 5.1 and M3(3) < 5[22] . Note that Karatsuba algorithm (together with
(5.1)) gives u3(97) < 1554 [9].

5.5 EXPLICIT FORMULA FOR MULTIPLICATION IN Fj3o

In this section, we will give the details of obtaining an explicit formula for multiplication in
F39 by using elliptic curves. In Example 5.2.9, we gave the known bounds and we showed
that the proposed method provides an improved bound p3(9) < 26. Now, we will give the

details of how the formula for multiplication F59 with ¢3(9) < 26 is obtained explicitly.

Consider the elliptic curve E : y2 =x>+x+2over F3. Let{P;,...,P4,0i,...,0¢) be places
of degrees 1 and 2 where P;’s are degree 1 places for 1 < i < 4 and Q,’s are degree 2 places

for 1 < j < 6. Those are

Pi=0co, Pp=(x+1,y), P3=(x+2,y+1), Pr=(x+2,y+2),

01=), Q2= (F+2x+2,y), 03 =+ 1L,y +x), Qs = (& + 1,y +2x),

Os=(2+x+2,y+1), Q6= (x> +x+2,y+2).
When we use Py and P> with u = 1, P3 and P4 with u=2 and Qy, ..., Q¢ with u = 1, the map
@ defined in Section 5.2 becomes injective. In order to find an explicit formula, we need to
find the local parameters of P3 and P4. The local parameters #3 and ¢4 corresponding to P3

and P4 respectively are

y 1 y 2
13 = + , Ip = + .
(Z+x+2) (xX2+x+2) (Z+x+2) (2+x+2)

8

Letus choose D = (X + x3 + ¥ + 23 + 2% + 2x+ Ly + x7 + x0 + 2> + x + ).

Then a basis {f1, f2, ..., fis} of L(2D) containing the basis of L(D) is

_ Xy QB 4+2xT + X0+ 25 + 3 +x242x42) _ x(’y (B+2x0+ 0 +x* 423 +1)
fi= 7t 7 s o= -t 7 )
Xy, 2320+ +x41) _xty @8 22 4 x+2)
=y Eeenl) gl Xy
f f S
X3y Bt 34222 4x) %y (0042 +2x+1)
fs=FF 7 Jo=TFH 7
xy | x84+2x7+x04+2x242x) y QX7 +2x040+2x42)
-0y = 24 @R Dd) g
f7 Vi K af8 Vi 7 ’ f9
flO _ M xB 201242101208 147 40 + 34242y + (B42x 7 4251042015 41 20 B 2 x 1242104 % 4 x84 2x7 +2x% +2x)
B 1? 12
fll _ (x]3+x12+2x”+x9+2x7+x6+x4+x2+2x)y + T 4+2x1042x 5 42144 2512 42X L4 200+ a8 + X7 +2x0 4223 +2)
= 7) 72
f12 e 20 08 200 200 120t 23 x)y + (1042x15 4 2x 1442 x B3 4 20 4 2010 X0 4 208 4 X0+ X 3+ x+ 1)
- f? f?
_ (x“+x1°+2x9+x7+x5+x3+2x2)y (x15+2x14+2x13+2x12+2x10+x9+x8+2x4+2x)
fl3 = 72 + 72
O 2x8 0 x4 20y (M 42x3 42012420 420 4 x84 X7 4223 42)
fia = 2 + 7
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5

4

3

f15 _ (x9+x8+2x7+2x5+2x4+2x3+x)y + B+2x1 242 425104 X0 4 208 4 X0+ 0 +xt + 3+ x4+ 1)
- f2 fZ
fl6 _ BT +2x0 42050 + 3 +2x2)y (2 42x M4 2x104 10 148 4 2x)
- 12 12
f17 _ (x7+x6+2x5+2x4+x2+2x)y M +2x1942x9 + 28 +x7+2)
- f2 f2
f18 _ (28 +xt+n)y + (0428 4 X0+ P a3+ % x4 1)
- f2 f2

where {fi, f>,...

9

, fo}is abasis of L(D) and f = x° + X3 + ¥ + 2% + 2x2 + 2x + 1.

18

9
Now consider the elements a = Z aifi € L(D)and b = Z bifi € L(D). Letc = Z cifi be

i=1

the product of a and b given by

When we evaluate P; and P, with u = 1, P3 and P4 with u=2 and Qy,...,

i=1

3 )5

the equation (5.8), we get the following system of linear equations

i=1

(5.9)

Qg withu = 1 in

m (000000001 10000000 0]lc
m 0222001 21211002211} e
my 01 0200221002002002| e
my — my — ms 0220001200011 12220]I||e
me 202 12211100000000O0I[|c
my — mg — ms 221 2101200000000 0 0I[]ecs
my — miy 211 2010210210210 21]||c
Mo — my — my; 00000001 0000O00O0O0O0O0O0I[e
Mo+ my3 jtroo001 0201122211202
Mg — my 22221122001 10202220
mis — my 101 1 0100120022002 2I[|ecp
mi7 = mys — mg 01 1010000071 121220 2]||en
mig — mg 12120001 120022002 2]||cn
Mg — Mg — mig 21200010001 121220 2[|es
Moy + myy 0001 10021200T12T1T10 2][|es
Moy = may — my 2122212001221 1121 2]} cg
Moy + mas 02221 111111101022 0]|| ey
| mas—matms | |11 110101001 1 10102 2]|eg|
—_—
M G c

where multiplications m; for 1

< i < 26 are given below.

Since G is invertible, we have C = G~! - M. Then we can find multiplication in F3 by using

Evg(c) where we choose

Q=(x9+2x8+x6+2x5+2x4+2x3+2x2+2,y+x8+2x6+2x4+x3+1).
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We represent [y as the field Fz(w) = F3[x]/(p(x)) where w is the root of the irreducible
polynomial p(x) = x° +2x3 + x0 +2x° + 2x* + 223 + 2x2 + 2. Leta = Z?:l aié;, B = Z?:l bi&i,

and y = Z?:l cié; € F30 such that

Me
Me

9
[ aifz’) . (Z bifi} = > cii,
pry P pr)

where {&;, &7, ..., &9} is a basis of 30 over [F3 such that
& = W8+2W7+W6+W4+2W3+2W2+2,
&H o= w+ 2w +w + w4 20 + 2w,
& = 208+ W+ W+ v+ 2wt w20 + 2,
& = wd + W+ w20 P +w,
& = wrawb+2wl +wt + 2wt 42w+ 1,
& = wia2wd +wt+wP 42w+ 2,
& = wdaw+uwt 2w +2,
&g = 2w +2w” + 2w + 2wt + 2w + w?,
&H = 1

The following explicit formula consisting of the 26 multiplications in [F3 gives y from a and

B. We first define the multiplications m; for 1 < i < 26 and then we give the formula for
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obtaining the coefficients of y using these multiplications.

m

my

m3

my

ms

me

my

mg

mg

mio

miz

mi3

miq

mis

mie

my7

mig

mig

mao

ma1

mpa

ma3

Mmoq

mas

mae

agbg

(2ar + 2a3 + 2a4 + a7 + 2ag + ag)(2by + 2b3 + 2by + by + 2bg + bg)

(ap + 2ag + 2aq4 + 2a7 + ag)(by + 2bg + 2by + 2b7 + bg)

(ag +2a4 +ag +2a3)(bg +2by + by + 2 b3)

(2ay + a7 + 2a3 + 2ag)(2by + by + 2b3 + 2bg)

(2ay + a9 + a7 +2az + ag + as + 2as + 2a¢)(2by + by + b7 + 2b3 + bg + by + 2bs + 2bg)
(a1 + a9 + 2a7 + 2a¢ + 2a2)(by + by + 2b7 + 2bg + 2by)

(2ay + a3 + 2a4 + a7 + as + 2ag + 2a1)(2by + b3 + 2by + b7 + bs + 2bg + 2b1)

(2ay + ar + az + 2a4 + ag + 2ag + ag)(2by + by + by + 2by + bg + 2bg + by)

(2ay +ar + az +2a4 + ag + ag)(2by + by + by + 2b4 + bg + bo)

agbg

(a1 +as + ag + 2a7)(by + bs + by + 2b7)

as +2a; + as + 2a3 + 2a4 + 2a7 + 2ag + ag)(2by + 2by + bs + 2b3 + 2by + 2b7 + 2bg + bg)
(2as + ag + a7 + 2ap + 2a3 + 2a4 + 2ag + ag)(2bs + bg + b7 + 2by + 2bs + 2by + 2bg + bg)
(a1 +az +ag + aq + ag)(by + b3 + bg + by + bg)

(az + a5 + az)(by + bs + b3)

(a1 +2a3 +ag + a4 + ag + ar + as)(by + 2bz + bg + by + bg + by + bs)

(a1 + a9 +2ap + az + 2a4 + ag)(by + bg + 2by + b3y + 2by + bg)

(ap +2ay + a7 +2a3)(by + 2b1 + b7 + 2b3)

(ag + 2a4 + ag + a7)(bg + 2by + bg + b7)

(as + ag + a4 + 2ag)(bs + bg + by + 2bg)

(2ay +2aq4 + 2a3 + ag + 2a7 + ar + 2as5)(2by + 2by + 2b3 + bg + 2b7 + by + 2bs)

(ag + 2ag + 2a; + 2a3 + ag + 2a7 + az)(bg + 2bg + 2b; + 2b3 + bg + 2b7 + by)

(a9 +2ap + a7 + 2a3 + ag + 2a4 + as + ag)(bg + 2by + by + 2b3 + bg + 2by + bs + bg)

(ap +az +ag +ayg +ag+ay)(by + bz + bg + by + bg + by)

(ag + a7 + 2a¢ + as + 2ag + ay)(bg + by + 2bg + b5 + 2bg + by)
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The coefficients of y € [F3y are found by using following equations.

Cc1 = (2m6 +my +myg +m3 +my +2m16 +2my7 +2m19 + mys +2m26 +2m20 +2mypy +
2m22+2m2+m1)

cr = (mg+2mg+2mig+mis +mig +2my7 +2myg + 2myo + 2mos + mog + myg + my; +
m23+2m2+m3+2m5 +m4)

Cc3 :(m6+2m9+2m10+m13+m14+m15+2m16+m19+2m24+2m25+m20+m22+2m23+
2my +2ms3 +ms + 2my)

C4:(m7+2mg+m9+m11 +2m10+m13 +m14+m15+m17+m18+2m19+m25+2m26+
m21+m22+m2+m1+m5+2m4)

cs = mg+mr+2mg+2mo+2my +mig+2miz+2 mig+2 mig+mig+mos+2 mog+no+2my)
c(,:(2m6+2m9+2m10+2m12+2m13+2m15+2m17+m18+2m19+2m25+m26+m22+
2m23 +m2+m1)

c7 = (mg+2m7 +mg +myp +myz+2mys +mig +2mg + 2mg + mog + mps + mypy +2mpy +
2m22+2m1 +2M3 +m5+2m4)

Cg =(m6+2m11+2m10+2m12+m13+2m14+m16+m17+2m19+2m24+2m26+2m20+
2m21+2m23+m1+2m3)

09:(2m6+2m9+m11+2m13+2m14+2m15+2m17+2m18 +m19+m24+2m25+2m26+

2m21 + mpp + mp3 +2m5 +m4)
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CHAPTER 6

CONCLUSION

In chapter 2, we give a method for polynomial multiplication over finite fields using field
extensions and polynomial interpolation. Using this method we obtained explicit formulae
which improved the previous results. We analyzed the n-term polynomial multiplications

over [F», where n € {10, 11, 12}, in detail.

Let n,{ > 1 be integers and f(x) € F;[x] be an irreducible polynomial. In chapter 3, we
give an effective upper bound on My (n) (see Notation 3.1.1). This upper bound allows
a better selection of the moduli when Chinese Remainder Theorem is used for polynomial
multiplication over F,. We also get improved formulae to multiply polynomials of small
degree over [F,. In Table 3.2 we demonstrate that we improve the best known multiplication

complexities in the literature in some cases.

In Chapter 4, for each 5 < £ < 18 we obtain a canonical multiplication formula in Fz.» which
is valid for any m > 1. To the best of our knowledge, these formulae have the best known
multiplication complexity in the literature improving the bounds in [7]. Moreover, we give an

explicit formula in the case F36.97.

In chapter 5, we present a method for multiplication in finite fields improving u,(n) for certain
values of ¢ and n. We use local expansions, the lengths of which are further parameters that
can be used to optimize the bounds on the bilinear complexity, instead of evaluation into
residue class field. Our basic principle is still based on the method of D. V. Chudnovsky
and G. V. Chudnovsky. The main idea in the method is to use algebraic function fields of
one variable with places of arbitrary degrees and to use some places not only once but many
times. Moreover, we show that we obtain improved bounds for multiplication in Fg« for

certain values of g and n where 2 <n < 18 and ¢ = 2, 3, 4.
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