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ABSTRACT

ANTI-SENSOR NETWORK: DISTORTION-BASED DISTRIBUTED ATTACK
IN WIRELESS SENSOR NETWORKS

Karaaslan|brahim
M.Sc., Department of Electrical and Electronics Enginegri

Supervisor: Assoc. Prof. DOzgir Baris Akan

February 2008, 52 pages

In this thesis, a novel anti-sensor network paradigm igthiced against wire-
less sensor networks (WSN). Anti-sensor network (ASN) aowiestroy application
reliability by adaptively and anonymously introducing gdate level of artificial
distortion into the communication of the event featureagprted from the sensor
nodes (SN) to the sink. ASN is composed of anti-sensor naf&¥ ) randomly dis-
tributed over the sensor network field. aSNs pretend to beé&Maintain anonymity
and so improve resiliency against attack detection andeptesn mechanisms. Per-
formance evaluations via mathematical analysis and stmoual&xperiments show

that ASN can effectively reduce the application reliapibf WSN.

Keywords: Wireless Sensor Networks, Wireless Sensor Né&tAttack, Distributed

Jamming, Event-to-Sink Distortion, Denial of Service (DoS



Oz

ALGILAMA- ONLEYICi AG: TELSZ ALGILAYICI A GLARDA BOZULMA
TABANLI DA GITIK SALDIRI

Karaaslanjbrahim
Y uksek Lisans, Elektrik ve Elektronik Whendislgi Bolimi

Tez Yoneticisi: Do¢. Dr.Ozgir Baris Akan

Subat 2008, 52 sayfa

Bu tezde, telsiz algilayictara (TAA) karsi yeni bir algilamé@nleyici & mode-
li tanitilmistir. Algilamaénleyici & (AOA), algilayici digumlerden (AD) toplama
noktasina tasinan olay niteliklerinin haberlesmesymsterli derecede yapay bozul-
may|, uyarlamali ve kimgini belirtmeksizin ekleyerek uygulamaigenilirligini yok
etmeyi amaclamaktadir. @A, algilayici & alanina rastgele getilan algilamadn-
leyici digimlerden (AOD) olusur. AOD'ler, kimlik belirsizligini siirdiirmek icin
algilayici digumlermis gibi davranirlar vedylece saldir tespit ve engellemény
temlerine karsi esneklik kazanirlar. Matematiksetignlemeler ve benzetim deney-
leri ile yapilan basarim dgerlendirmeleri, £2Anin TAA uygulama givenilirligini

etkin olarak azaltabildjini gostermektedir.

Anahtar Kelimeler: Telsiz Algilayici 8lar, Telsiz Algilayict Ay Saldirisi, Dgitik

Karistirma, Olaydan Aliciya Bozulma, Hizmet Engelleme
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CHAPTER 1

INTRODUCTION

Wireless sensor networks (WSN) are event-based systemarthdésigned to
carry the information about a phenomenon to a destinatide mdnich is called sink.
WSN is composed of densely deployed sensor nodes (SNs) wrectlistributed
near or inside of a phenomenon.

A sensor node is mainly composed of sensing, processingsdeaer and
power units. Whenever a specific event occurs, sensing umiplsa the analog
event signal and after converting it into a digital form, thie sequence is passed
to the processing unit. The processing unit handles the hedh\ccess Control
(MAC) and above layer protocols and constructs sensor pagWach are fed into
the transceiver unit to be transmitted. Transceiver unihésphysical layer of the
sensor node and thus, it is responsible for frequency setedtignal detection and
modulation. All these units are fed by a power unit equippéith imited power
source. Therefore, it is essential to choose power awarteqois and algorithms
when designing SNs.

SNs are low power, inexpensive devices with limited radinges battery re-
source and computational capacity. Because of the limitatithey are densely de-
ployed over a phenomenon field. This deployment improve® wpghtial coverage
and fault tolerance of the sensor system. Besides that, SNsdio ad hoc network

and hence, they may be left after deployment.



Sensor networks are surveyed in [3] with various aspects ascommunica-
tion architecture, standards, open research issues, texests and developments.
In this work, it is pointed that, rapid deployment, self-angzation and fault toler-
ance characteristics of sensor networks make them a vefyl semsing technique
for military, national defense, command, control, comneations, computing, in-
telligence, surveillance, reconnaissance and targeysigss.

Sensor networks may be used in military applications toktexeemy move-
ments, gather information about battlefield conditions datkct any chemical or
biological threat. Sensors may be deployed at hospitalsesad at homes to re-
motely monitor health status of patients. Additionallygymay also be deployed at
appropriate places to monitor weather conditions or dgtofia volcano or a glacier.
Because of their low cost and low overheads, sensor netwoalsatso be used in
residential or civic places to identify and track movemedntssecurity or control
purposes.

Standardized communication protocols are generally deeel without con-
sidering protocol attacks. Therefore, WSNs that directly pesent communication
protocols are vulnerable to the attacks in various comnatioic layer aspects. Be-
sides that, popularity of WSNs in various application aregseeially in military
and security applications makes them very attractive tearehers to find out any
flaws in WSNs. Networks that aim to constitute a Denial of SEryDoS) for sensor
networks are called anti-sensor networks.

In [35], any event that diminishes or eliminates a netwockpacity to perform
its expected function is defined as DoS attack although iteisecplly used as a
term to refer an attempt of an adversary to disrupt, subvedestroy a network.
In this work, it is also mentioned that, hardware failuresftware bugs, resource
exhaustion, environmental conditions or any complicatéeraction between these
factors can also cause a DoS. DoS attacks in sensor netvgosksveyed in [35]
with various respects of communication layers.

Therefore, sensor networks must be developed by takingiseconsidera-

tions into account. In order to do this, some needs may ardesagn time to detect



and prevent any hostile manner or out of order condition gesaodifications in
protocol layers or development of new algorithms. For thessons, some tech-
niques are proposed to detect and defense against antirserta/orks.

On the other hand, especially in military systems, it is 3eaey to use anti-
sensor network against any threat that arises from a pess#alge of a sensor net-
work by an enemy. Therefore, it is worth to research and dgveew techniques
for anti-sensor networks. Various WSN attack and count@rchkttechniques are
explained in Chapter 2 in detail.

The most trivial way of attacking a wireless network is plgsilayer jam-
ming which is based on generating a random signal at the tipgfeequency of the
network which is to be jammed. However, this method is notgnefficient and
highly detectable. Other techniques mainly focus on soreeifip layer attacks such
as MAC layer [12], [18], [1], [33] and network layer [35] ortatks against time syn-
chronization protocols [25], [31], [28]. On the other hasdme jamming detection
and defense strategies are studied in various works su@1g49], [36], [30], [5],
[13], [6], [16] and [28]. Details of these techniques areserged in Chapter 2.

Collective information received from various SNs is usedhsearve the phe-
nomenon reliably. If collective information at the sink mobdlas some acceptable
distortion level, then it is assumed that event-to-sink camication is reliable. Dis-
tortion is a measure of error between realized and receisut éeatures. The upper
limit of acceptable distortion is an application requireme\s a result, it is essential
for a WSN to have a reliable event-to-sink transport mecimanis

However, none of the proposed anti-sensor techniques déalatacking
WSNs from the event reliability aspect. Event-to-sink tality is investigated and
a transport algorithm is proposed in [2]. This algorithm susemeasure of event
reliability which is based on the number of sensor packeteived by the sink.
It manages to capture sufficient number of samples from senda order to do
this, sampling frequency of sensor nodes is adjusted agfptiHowever, there is
no known reliability mechanism which compares samples igeeé by the sensors

with the samples received by the sink and operates accdyding



Therefore, it is not sufficient to receive the required nundfesamples from
sensors to detect the event reliably if generated sampffes ffiom the received
samples such that distortion at the sink passes beyonddeetable limit. This may
be possible by the modification of the samples along the matrd the sink. If
sufficient number of samples are modified, then sensor atlitbecomes unreli-
able. In order to attack WSNs from this point of view, a new -@etsor network
(ASN) framework is presented in this thesis. ASN is a nove@lrapch that aims to
construct an event-to-sink distortion which is higher thdrat the application can
tolerate. ASN is composed of densely and randomly deploygidsansor nodes

(aSN) over the sensor network field as seen in figure 1.1.
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Figure 1.1: Typical sensor network topology with aSNs tstied around the SNs.

ASN is based on the modification of sufficient number of sasplecapsulated
in sensor packets. Modification is done simply by addingrern@the signal samples
carried in the packets. Mathematical analysis done in Ch&ptguides the ASN

such that distortion error added to a sample value must bémax and as a result,



target distortion is achieved by distorting minimum numbg&samples and hence,
with minimum energy expenditure.

However, in order to attack a WSN, ASN needs some assumptiarts &s
awareness of the operating frequency, MAC mechanism arkepatucture of the
WSN. Additionally, it is assumed that control and data paxkee not encrypted by
the SNs.

The remainder of this thesis is organized as follows. In Gérapf various
related work on sensor network attack and defense strateggimmarized. Theo-
retical modeling and analysis of distortion based attaekdarived in Chapter 3. In
Chapter 4, the proposed anti-sensor network (ASN) is exgthwith detailed op-
erational principles. Simulation results and discussemespresented in Chapter 5.

Finally, thesis is concluded in Chapter 6.



CHAPTER 2

OVERVIEW OF EXISTING WIRELESS SENSOR NETWORK ATTACKS

Recent work related to the Denial of Service (DoS) against W&hisly fo-
cuses on layer based attacks. Various types of sensor rkedttack techniques
are classified and solutions are offered in the literaturayek based attack types

overviewed in this chapter are summarized in Table 2.1.

Table 2.1: DoS attacks and defenses in WSNs [35, 8]

| Layer | Attack \ Defense \
Physical Jamming DSSS,FHSS
Link Collision Error Correcting Codes$
Selective Forwarding Redundancy
Network Sinkhole Authorization
and HELLO Flood Link Verification
Routing Syhil Authentication
Routing Cycles Routing Checks
Transport Flooding Client Puzzles
Desynchronization Authentication

2.1 Physical Layer Attacks

Physical layer jamming is the most trivial attack technigueel realized by
emitting a continuous random signal at the frequency thasesl by the WSN. This

type of jamming is also called blind jamming and it is a welblum attack technique

6



for all wireless networks. If the operating frequency of W8N is not known by the
attacker, a broad bandwidth must be jammed by the jammer.emMenthis needs
a large average power which necessitates a transmittedavgh size, weight and
power supply.

Some anti-jamming techniques are developed to avoid palylsiger jamming
such as Direct Sequence Spread Spectrum (DSSS) and Frgdtemging Spread
Spectrum (FHSS). These are very well known techniquesexppiy various wireless
networks not just by WSNs. In DSSS technique, transmittedasis spread away
a very wide bandwidth and such that a very small amount ofggnisrallocated for
each unit of frequency band. Therefore, jammers may noive@nough energy
to determine a wireless network activity. In FHSS technjouieeless stations use
an array of prearranged frequency channels such that jasncaer not follow the
precise hopping sequence if the array can not be discovered.

Another defense method against physical layer jamming iséUltra Wide
Band (UWB) technology which is well suited to sensor networkliiappons. UWB
systems have a very wide band, noise-like signals up to slegegahertz so that
they are resistant to severe multi path and jamming. [2ggnts the architecture of

UWB sensor systems based on low power and low complexity UWisteivers.

2.2 Link Layer Attacks

Another type of attack is called link layer jamming which i®ma attractive
than physical layer jamming because of a very low energyirement and a low
probability of detection. In [12], [18] and [19], it is argdéhat among various DoS
attacks, link layer jamming is more advantageous optioraftackers than physical
layer jamming. The attacker saves significant amount ofggrigy taking the advan-
tage of the operating MAC protocol. Such jammers are aldeaarotocol aware
jammers.

In[1] and [33], some intelligent jamming mechanisms argpsed for 802.11b
wireless networks. [19] proposes various link layer jangrattacks on some spe-

cific MAC protocols such as S-MAC, L-MAC and B-MAC. Furthermof{&8] in-



vestigates some jamming attacks on S-MAC protocol, thd [Eveffectiveness and
a countermeasure that can be implemented against one efdttasks.

[26] analyzes a jamming attack on the CSMA/CA based MAC prdtoto
this work, jammer quickly detects every RTS packet and jdrasfacket by sending
its own RTS packet simultaneously. Therefore, network s@@& not have a chance
to access the medium to transmit packets. This is a typidision based link layer
jamming attack.

However, in all of these link layer attack cases, sensor siad@ detect the

attack and malicious activity after sometime and may reexbiingly.

2.3 Network Layer Attacks

Attacks proposed for the network and above layers assunattiagkers are
aware of the protocol which is used by the sensor network.t@smmon network
layer attacks are selective forwarding, sinkhole and Hedlad attacks [15].

In selective forwarding attack, attacker refuses forwagdiertain messages
while forwarding most of them. Sinkhole attack is a specadecof selective for-
warding. In this case, attacker pretends to be attractiibecsurrounding nodes
with respect to routing quality metrics and tries to drawttadl traffic. SNs may send
duplicate messages along the same path or different pattusibg the redundancy
defense mechanism against these types of attacks.

In hello flood attack, attacker broadcasts very powerfubheluting packets.
As a result, receiving SNs suppose that attacker is theghber node and start
routing their messages toward the attacker which is pretait of range.

In sybil attack, attacker forges multiple identities. Téfere, memories of
neighbor SNs keep useless and wrong information which satleem run out of
resources sooner. Besides that, wrong routing informagmses sensor packets to
go wrong directions. This may also cause packets to go aroucicles which
is called routing cycles. Various defense mechanisms arelaj@ed to avoid these
types of attacks such as authorization, link verificatiarthantication and routing

checks. Detailed information about these mentioned adtaeky be found in [8].



In [13], a network layer based wormhole attack is studiedthla work, an
attacker tunnels the received packets from a source notie imnetwork to a random
distant node by replaying the packets. If the tunneled packee routing pack-
ets, then it causes routing protocol to fail to find routes nvtieey are not actually
neighbors. If the tunneled packets are authenticationamgd messages, an attacker
could gain unauthorized access. [13] proposes TIK (TESL# wistant Key Dis-
closure) protocol to defend such network layer attacks Byricting the maximum
transmission distance of a packet.

In [35], various layer based attack types and defense mesrhamre explained
including transport layer attacks such as flooding and dgsymization. In flooding
attack, attackers send many connection requests to SNske thhem run out of
resources. As a defense mechanism, number of connectignsentianited or called
node may ask calling node to solve a puzzle before acceptengannection request.
This method is appropriate but requires more computaticayadcity.

In desynchronization attack, attacker transmits packéts wong sequence
numbers and causes end node to request retransmissionseithpiackets. Authen-
tication of all packets including transport protocol headea defense mechanism

against this type of attack.

2.4 Other Sensor Network Attacks

As previously mentioned in Chapter 1, one of the primary gogilse attackers
is to cause power consumption of SNs to deplete more enef8}. presents two
types of attacks in sensor networks: the barrage attack lendléep deprivation
attack. The barrage attack bombards SNs with legitimataeslg and the sleep
deprivation attack sends requests to SNs as often as ngctskeep the SNs awake.
As a result, these attacks cause SNs to consume their batiener. However,
unusual behaviour of anti-sensor nodes causes detectgurcbfattack types.

Time synchronization protocols provide local and remoteklsynchroniza-
tion of wireless SNs. Therefore, it is a major building bldok WSNs because of

distributed nature of nodes. In addition, some commurocagirotocols in WSNs



rely on time synchronization for scheduling node servisesh as TDMA (Time
Division Multiple Access) based channel access protocols.

In [25], the most common time synchronization protocolssaanereyed and a
set of attacks for each protocol are outlined. In this wottackers distribute erro-
neous time synchronization information to the network tstutio synchronization.
In [31], various attacks are considered that are effectinaeveral representative time
synchronization schemes. Additionally, some solutiorsaso proposed to detect
and accommodate these types of attacks.

In [5], wormhole-based anti-jamming techniques are exgldi This work
shows that SNs can exploit channel diversity in order totereermholes that lead
out of the jammed region. By means of this, an alarm can berhidiesl to the sink
when an adversary masks the events that the sensor netvoarkl stetect.

In [30], a spam attack type is studied. In this techniquei-semisor nodes
generate dummy data packets that make the nodes relayimgatheé deplete more
energy. Furthermore, a detection and defense mechanised €ADS is presented
against spam attacks in this work.

Another type of sensor attack called bootloader attaclugistl in [34]. In this
work, attackers try to take the control of the nodes by doauing the malicious
code into the nodes. On the other hand, intrusion detectiohfalure recovery

methods against this attack are also presented in this.study

2.5 Attack Detection and Defense Mechanisms

An adversary can analyze the traffic patterns and deduceota¢idn of the
base station or sink within the WSN topology. [9] investigdbasic decorrelation of
WSN traffic to inhibit traffic analysis attacks. A similar atttaffic and intrusion tol-
erance strategies for WSNs are analyzed in [10]. In this wiaré,secure strategies
are proposed to defend against such attacks. First oneusesewilti-path routing
which is designed to send sensor packets to multiple basersta Second one is

anti-traffic analysis strategy which is proposed againgtsdroppers.
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Onthe other hand, various defense mechanisms are deveétogef@nd against
attacks. [24] develops a random channel selection protodakilitate communica-
tion among nodes in the presence of physical and MAC layemjaug. [4] proposes
on-the-fly statistical technique that can detect and djsigh faulty data from ma-
licious data of adversary nodes to initiate a correct regogetion in a distributed
sensor network. This technique classifies faults versaskstby learning correct
system behaviour dynamically using Hidden Markov Models.[36], a mapping
protocol is described to detect and map the jammed regiona Aesult, network
traffic may be routed around the mapped region without ergeri

In [21] and [41], MAC layer anomalies and intrusion detectare studied by
proposing methods to determine the misbehaving nodes imadétworks. These
solutions may also be applied to WSNs to detect some kind &kt

As a summary, various observation statistics which enadlection of jam-

ming are presented in [36] and [37] as follows:

Repeated inability to access wireless channel
° Bad framing

° Checksum failures

. lllegal values for address or other fields

° Protocol violations (e.g., missing ACKSs)

° Excessive received signal level

° Low signal-to-noise ratio

. Repeated collisions

. Signal strength

° Carrier sensing time

° Consistency checks for sensor location and received sigealgth

11



On the other hand, none of the proposed anti-sensor netwak&sapplication
reliability requirements of WSN into account. Additionaltiiey do not depend on
any adaptive mechanism that monitors the performance affidisocy of the at-
tack operation and controls accordingly. Hence, we propasavel energy efficient
anti-sensor mechanism that aims to inject distortion éatine minimum number of
samples to construct a sufficient application level digtartvith an adaptive mech-

anism that depends on feedbacks.

12



CHAPTER 3

EVENT-TO-SINK DISTORTION ANALYSIS

As will be explained in detail in Chapter 4, ASN is based on dyitally in-
jecting artificial distortion errord,) into the signal samples carried in sensor packets
in order to create event-to-sink distortion. In this chaptee analyze the theoreti-
cal computation of event-to-sink distortion for singleghend multi-hop cases. As a
result, we aim to observe how distortion errors injectechtbiviidual samples affect

the overall event-to-sink distortion.

3.1 Single-hop Distortion in AWGN Channel

Let us assume a sensor system with a single SN and a sink. Sitizpsaits
analog measurements and sends them over the Binary Sym@k#&immel (BSC) as

depicted in Figure 3.1. Single-hop distortion computatiare already done in [23].

SN BSC Sink
%E%QS%OSQ% O %ESQ
Event T /\ T /\

AWGN Quantization AWGN Estimatior

Figure 3.1: Event-to-sink single-hop sample transmission
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Let us consider an observation 8is= £ + n whereE andn are event signal
and AWGN, respectively. It is quantized &g by the SN and estimated at the sink
node asSy,. If we let.S = ¥°, 277, we considerV-bit uniform quantization as

follows:

N
So=> b2 (3.1)
=1

The quantized N bitskf) are transmitted through wireless BSC channel and
they are estimated at the sinkias Sink reconstructs the observation using a single

estimation as follows:

N
So=Y b2 (3.2)
=1

Various channel noise models can be used to compute estirbéterrors at
the sink. For the sake of simplicity we consider only AWGN amalrfor the BSC
model.

Point-to-point error can be separated into two expectdtators with and
without the quantization error, which af&, and D, respectively.Dy, is the expec-
tation of difference between estimated sample by the s&@l& &nd sampled signal
by the sensorg) and can be written aB, = E[|S — Sg|]. This difference includes
guantization, channel and estimation errors. By using @htl)(3.2),5 — S“Q can be

expressed as follows:

S—S; = S—5Sg+So— S0

[e%S) N
= Y 027+ Y (b — )27 (3.3)
=1

i=N+1

Then, by using the triangle equation, the absolute valu8.6f can be bounded as

follows:

o) N
1S —Sol < >0 27+ > b — b2 (3.4)

i=N+1 i=1
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Taking the expectation of (3.4) requires computation ofeloror probability.
Let us assume thdi, is the symbol transmission energy so that transmissiorggner
per bitisE, = E;/N. Probability of bit error with binary phase shift keying (BRS

modulation over AWGN channel with zero mean and unit variazazebe written as
Q(v) wherey is /2E, /Ny, Ny is channel noise level ar@() is given by

1 T

1 0 2
Qz) = \/%/ e~ db = gerfe( ) (3.5)

whereer fc() is well known error function in mathematics. Thel, can be ex-

pressed by taking the expectation of both sides of (3.4) lasife:

Do = B[S~ 5ol

< 27+ i EI|(b; — bi)27]

=1
= 27N+ Q(y> 2
=1

= 2N Q-2 ) (3.6)

D¢ is the expectation of difference between estimated sanyiedosink GQ)
and quantized signal by the senssp) and hence, it does not include quantization

error and can be written as follows:

Dc = E[|Sq— Soll
N
= > E[(bi —b:)27"]
=1
= Q(n-27") 3.7)
As will be explained in Section 3.2, total exposed evensitde distortion
(D ,2) in the presence of aSN for the multi-hop operation casebeaepresented as

E[|E — Ssq|?] whereSs,, is the estimation of the sample by the sink nodge is

an expectation expression of absolute square error ancthemcneed to compute
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the second moments of errors whose first moments are giveéhGnhgnd (3.7), so

they can be expressed as follows:

Dg: = E[IS - S0P

= E[| Y. > b2

i=N+1m=N+1

fo's) N
+2 57 N bi(by — byy)27

i=N+1m=1

+ ; Z_l(bz‘ = bi) (b = )27
27N £ Q()27N (1 - 27)
+Q*(1)(1 =27V = QA(y)(1 - 272V) /3

+Q()(1—27%)/3 (3.8)

IA

Then, the expectation of the absolute squaréof- S,, can be obtained by

Dz = E[Sg— Sol]

N N . . '
= YD (b —b) (b —bp)27™
=1 m=1

= Q’(MA-27")P - * (M1 -27)/3
+Q(7)(1—272%)/3 (3.9)

D¢ represents single-hop distortion from sensor to sink whinnel and es-
timation errors whereab,: is the distortion which additionally consists of quanti-
zation error as well. Therefore, as seen in (3.8) and (3.8)ere is no channel error
(Q(v)=0), D= is zero as expected whereRs: is bounded witt2~2¥ which is in-
troduced by the quantization operation. These derivatiwador single-hop cases
and we use them for the computation of multi-hop event--distortion in Section
3.2.
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3.2 Multi-hop Distortion in ANGN Channel in the Presence of a $hgle aSN

Let us first consider a sensor system with L number of SNs antkaas seen
in Figure 3.2. Assume that the first SN quantizes observeglssmnand sends them
to the sink node which is located L-1 number of hops away. Amsan aSN is
located anywhere in between the first SN and the sink. Thiscptures the sensor
sample and sends it to its next destination after injectistpdion error ¢.) to the
sample as shown in Figure 3.2. As will be explained in dete@€hapter 4, only one

aSN must add error to the samples in the packet all along tiheupdil the sink.

SN BSC BSC SN BSC Sink/\
MUE —=0OS—= 0O %Q%O\\ SN/O%OSLQ%O%D%Q
Event N ashy
} (S |
AWGN AWGN ® AWGN AWGN
de

Figure 3.2: Event-to-sink multi-hop sample transmissiothe presence of aSN.

Assume that first SN samplésand obtainsS,. Distortion error added by
aSN and reconstructed signal at the sink, are representégaujégQ, respec-
tively. Let S‘XQ is the estimation of{** SN. Then, absolute multi-hop event-to-sink

distortion D ;= in the presence of an aSN can be written as:

Dy = E[|E— Sso]
= E[E - Ssq+ Srq — Siol’]

= E[|§LQ—SSQ+E—SLQ|2] (3.10)
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LetSrq — Sso = Siz_1)0 — Sig = ... = C and from (3.7) and (3.9), we can
write E[|C|] = D¢, E[|C|*] = D¢, so we rewrite (3.10) as follows:

Dy = E[C+E - Sl
= E[|C+E ~ S1q + S-va — S-val’]
= E[2C + E - 5 -nol’]
= B[220+ E — Su-1q + Su-20 — Sw-nel’]
= E[3C + B~ Si-ql’
(3.11)

If we continue to rewrite (3.11) until we reach node numbex by considering

d. as seen in Figure 3.2 and insertihg= S — n in (3.11) we obtain

Dy = E[|LC + 8 —n — Syq — de|?] (3.12)

Let S — Sop = Q and from (3.6) and (3.8) we can writ€[|Q|] = Do,

E[|QJ*] = Dg: and then we rewrite (3.12) as follows:

Dj = E[LC—n+Q—dl|Y
= E|(LC—n+Q—d.)(LC —n+Q —d.)|]
< L?D¢s + L(2Dg D¢ — 2D E[d,))

+E[d.”] — 2E[d.]Dg + Dg2 + E[n?] (3.13)

where E[n?] = var(n) which is the variance of AWGN. On the other hand, total
multi-hop distortion without aSN can be found easily by eeghg the terms with
d. in (3.13). Becausel, is the injected distortion error by the aSN. Additionalfy, i
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there is no aSN, then total number of hops from sensor to sithkleécrease to L-1.

Hence, multi-hop total distortion without aSN can be writtes follows:

Dn> < (L —1)*De2 4 2(L — 1)Dg D¢ + D2 + E[n?] (3.14)

(3.13) and (3.14) represent only one packet transition ¢batains a single
sample. To compute total event-to-sink distortion at tihé,sive must take the aver-
age of all the sensor sample distortions.

Therefore, total event-to-sink distortion in the preseotmultiple aSNs and

SNs can be expressed as follows:

Dr(M) = E[|E_§SQ|2]
7f K

= TfK ZZE]CZ SSQk@ ]

=1 k=1

Tf K

Z > E[|Eyi — Ssquil’]

i=1 k=1
1 er M

= TfK Z Dz + Z DJka

i=1,k=1 i=1,k=1

Y

(3.15)

where D 2;; and D2, are the total eventZy;) to sink (SSQM) distortion of the
i'" sample of thek’* SN with and without an aSN, respectively, f and K are
observation time, sampling frequency and number of SNeeawely. Obviously
7 f K is the total received samples by the sink during the observéime. Number
of captured and distorted samples by aSNs before reachenginlk is M. There-
fore, 7 fK — M is the number of samples that directly reach the sink witteirig
captured and distorted.

In Figure 3.3, the total event-to-sink distortion derivad3.15) is plotted with
respect to the number of distorted samples (M) for variolsegofd.. From this
figure, it can be easily deduced that the total event-to-disiortion (D) increases

with the increment of M and,.. Values of some parameters used in (3.15) are also
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given in the figure. Wireless channels are prone to errorhande, value of?, /N,

is chosen as 21.63 such that bit error rate (BER) for the BSC ehani) .

0.35

N=8
Eb/NO=21,63
var(n)=0,01
1=10s de:O'S
0.25 | =10 b
K=50
L=5

o
w

o
[N}

o

H

(3
T

Total Event-to—Sink Distortion (DT(M))
o
=

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Number of Distorted Samples (M)

Figure 3.3: Total event-to-sink distortion wrt. variatiofid..

The required target distortion values differ accordinghe various types of
sensor applications. After the determination of this vathe number of samples
which must be distorted can be found for a given valud.ofising (3.15). Let us
assume for instance a distortion with a value of 0.1 is sefficto cause an appli-
cation to become unreliable, then the number of samplesribat be distorted are
nearly 1800, 2875 and 5000 fdr values 0.5, 0.4 and 0.3, respectively. Achieving
0.1 distortion withd, values 0.1 and 0.2 is impossible even though all the samples
are distorted, which yields distortions around 0.05 an@ (r@spectively.

Obviously, energy expenditure of ASN increases with theement of the
number of samples that must be distorted. Therefore, adgeyv distortion ob-
jective by distorting minimum number of samples providesrgyg efficiency. In
order to realize thisgd, must be chosen as large as possible. Maximizatiod, of
requires shifting samples to their maximum or minimum qization levels. There-

fore, maximunl, value for signal samples depends on the distribution of tiadog
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event signal which is to be observed by the WSN. In (3.15), rermobhops (L) for
each sample is kept same and only one sample is transmittedlatransition.
However, in WSN, a few samples are encapsulated in a sensketdac en-
ergy and traffic efficiency reasons and a sensor packet may tha sink using
independent routes and hence, number of hops may vary for meeket. MAC
protocols used in WSN generally employ channel coding mashento detect and
correct channel errors, however, (3.15) does not handketbperations. Besides
that, BSC channel model is insufficient to represent all wsglchannels in practical
networks. Because of all these reasons, we can not direcly3u$5) to determine

the required number of samples to capture and distort fovengarget distortion.
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CHAPTER 4

ANTI-SENSOR NETWORK

In this chapter, we give a brief information about evensitok sensor commu-
nication and then explain ASN framework in detail.

In WSNs, assume that whenever a SN senses an event, it cargipgsamples
the event signal with a sampling peridfl,{). Then, after a predetermined number
of samples are accumulated, they are encapsulated in a gacéet and sent to the
sink node. As a result, sensor packet generation pefipas(multiple times of the
sampling period’,,. This accumulation mechanism provides energy efficiency an

prevents overloaded traffic in terms of network performance

4.1 Overview of ASN

ASN is composed of aSNs randomly distributed in sensor niétfield. aSNs
have similar physical constraints like SNs such as limited/gr source and short
radio communication range. Therefore, ASN must also oparaergy efficiently as
WSN.

Besides attacking SNs, aSNs form an ad hoc ASN at a frequeaeynehthat
is different from the one used by the WSN. Therefore, an aSNvadransceiver
units connected to the separate antennas. One channetlisousemmunicate with
other aSNs and the other one is used to attack the sensortpadkiack operation

is done by capturing the determined sensor packets and istenticthg the captured
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packets by injecting distortion errors to the samples. bheoito capture a sensor
packet, ASN must be aware of the MAC protocol that is used ByWH*SN.

MAC protocol selection is an important factor in terms of rgyeefficiency.
Therefore, various MAC protocols are proposed for WSNs stlidn [29], [38],
[22], [14], [7] and [32], respectively. These MAC protocalse compared in various
aspects such as energy efficiency and reliability in [200],[411], [17] and [39].
Although there are various MAC layer protocols proposedWBNs, there is no
protocol accepted as a standard. Generally, choice of th€ lgatocol for WSNs
is application dependent. We assume that MAC protocol foNASbased on the
RTS/CTS method with CSMA mechanism such that majority of the VW&GAC
protocols generally employ.

Additionally, we assume that control and data packets geeeroy SNs are
not encrypted such that they are fully recognizable by th&l ABesides that, aSNs

are assumed to be aware of the:

° Operating frequency of the WSN
° Sensor packet structure used by the SNs

° Protocol of each communication layer used by SNs and carrgieneontrol

and data packets

Fundamental corollary from the discussions done in Chaptés ® distort
minimum number of samples by injecting maximum amoun{.ofhrough shifting
samples to their maximum or minimum quantization levelsné¢e ASN achieves a
given distortion level energy efficiently by just injectidigstortion to the minimum
number of sensor packets.

Another corollary is the impossibility to determine the ruen of samples to
distort in advance in order to achieve a given target distortDr,) which causes
WSN to become unreliable. Therefore, an adaptive distortienhanism is required
based on the comparison of the givea,, with the total injected distortion/{;;)
which is determined by means of the incoming feedback altautistortion levels

injected by the aSNs. In order to do this, a central contr@®N is needed to
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compare these values and manage the attack operation bygeammnmands to
other aSNs.

Therefore, initially an aSN is chosen as master aSN (g3blact as a central
controller point and all the other aSNs are called slave a@8bF). This selection
procedure is calleMasterDeterminatioralgorithm and detailed in Section 4.2.

In order to start attacking sensor packets, initially soeressr parameters must
be discovered by the aSNsuch as initial sensor packet generation tifig)(and
sensor packet generation peridd)( By means of these parameters, &Stan de-
termine the generation time of the future sensor packetshwihill be captured and
distorted by the aSt¢. Parameter determination is achieved after receptionfti s
cient number of report messages produced by theea8himediately after an event
starts occurring. The sufficient number of reports is twodach aSNand it is
explained in Section 4.3 while detailing the procedure WwisccalledSensorParam-
eterDeterminatioralgorithm.

In order to capture a sensor packet, an aSidates MAC layer collision to
the Request-to-Send (RTS) packet and pretend to be the agt@iter SN for this
packet. By means of this, ASN obtains resistance againstaDehEervice (DoS)
detection mechanisms. Then, the a$iNects distortion errord,) to all the samples
in the packet and transmits the packet to its destination M@@ress. This cap-
turing and injecting distortion procedure is calBstortionInjectionalgorithm and
detailed in Section 4.4.

After a successful transmission of the distorted sensokgiaaSN informs
aSN" about injected distortion errors as a feedback informatBy means of this
feedback, aSN calculatesDr; and determines the next sensor packet which must
be captured and sends a command to all ‘aBluding the generation time of
the packet. This determination procedure is callaptureTimeDeterminatioal-
gorithm and detailed in Section 4.5.

In fact, communication from aSNto aSNs includes common information
for all aSN's and hence, flooding mechanism is used by broadcasting theages

until they reach the farthest node in the network. Howevammunication from an

24



aSN to the aSN' does not concern other aS$\and hence, it is point-to-point.

All the above procedures are summarized in Figure 4.1 in @agessequence
transition chart assuming that a8Nletermination is already done. All SNs start
sending sensor packets periodically at tifyewith a period ofl". aSNs which hear
any sensor packet transition in WSN, start transmissioBerfsorReponnessages
to the aSN'. After determination of necessary parameters to attacksosgacket,
aSN" sends its initial command message caldthckRequesivhich states attack
time 7, and attack duratiofl’/2 to all aSN's. Note that, in this figure, only one
aSN is used in these transitions for the sake of simplicitytihe T, + 7'/2, aSN
sends distorted packet and AttackConfirmatiormessage to the receiver SN and
the aSN' as a feedback information, respectively. As a result, aSidtermines
the next sensor packet to attack and hence, operationggtartin a cyclic manner
beginning from the transmitting akitackRequeshessage.

At the end of this chapter, whole ASN procedure which is cei&NOverall-

Operationalgorithm is summarized in a pseudo-code in Algorithm 5.
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Figure 4.1: Typical message sequence transition in ASN.
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4.2 Master Anti-Sensor Node (aSK) Determination

Initially, all aSNs set a random timer. First aSN whose timgpires, broad-
casts aMasterAdvertisememhessage and sets its node type as master aSN(jaSN
Whenever an aSN receivedviasterAdvertisemennhessage it broadcasts the mes-
sage in order to inform all its neighbor aSNs and sets its rigpe as slave aSN
(aSN). This message contains the address of the"aSRandom timer interval is
chosen sufficiently long such that the address of the"aBNransmitted to the far-
thest aSN before another timer expiration. This sufficiamation depends on the
point-to-point packet transmission duration and the numobaSNs in the network.
As a result, address of the a8Nks spread to all other aSNs. Message transition of

aSN" determination operation and its pseudo-code are showrgur&i4.2 and in

Algorithm 1, respectively.
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Figure 4.2: Master anti-sensor node (&9Netermination among aSNs.
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Algorithm 1: MasterDetermination

1 start:

2 nodeType = Undetermined

3 Set(randomTimer)

4 if randomTimer expirethen

5 SendBcMessage(ChAsklasterAdvertisemejt

6 nodeType = Master

7 end

g if rxMessage == MasterAdvertisemethien

9 masterAddress = rxMessage.masterAddress

10 if nodeType == Master AND masterAddress != myAduzn
/1l More than one node decide to be master

11 goto start:

12 end

13 else ifnodeType == Undetermineithen

14 SendBcMessage(ChAsNMasterAdvertisemejt
15 nodeType = Slave

16 Reset(randomTimer)

17 end

18 end

4.3 Eavesdropping and Intelligence Gathering

T, is the transmission time of the initial eavesdropped sepaoket andl’
is the time difference between the transmissions of two ecus/e sensor packets.
Hence, in order to determine these values, it is sufficieeat@sdrop only two sensor
packets. aSké send é&SensorRepontnessage to the aSNfor each eavesdropped

sensor packet. Each report consists of the following infdrom:
° Sequence number of the eavesdropped sensor packet:
° Sampling time of the last sample in the sensor pacKgt,,,

It is assumed that a SN transmits a sensor packet immedgdtelyaccumu-
lating all the samples carried in a sensor packet. Theredexmnd parameter of the
SensorRepormnessage gives the start time of transmission of a sensoepack

Sensor packets are eavesdropped by all*aSNat hear a packet transition

between any two SNs. As a result, dSkeceives superfluous reports and writes
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them to a table and each time it sets a timer which has an altgreater than the
maximum possible sensor packet period plus transmissioa ¢f aSensorReport
message to a farthest aSNWhen this timer expires, no mof&ensorReponnes-
sage is expected and as a resilltcan be determined by just subtraction of two
Ts.mp Values and then dividing the result with the difference afusce numbers.
Apparently, T, is the smallest,,,, value among all the reports. Determination of

T, andT is given in a pseudo-code in Algorithm 2.

Algorithm 2 : SensorParameterDetermination

1 if rxMessage == SensorRepdtien
2 SensorReportTable = InsertTat$ehsorRepoyt
3 Set(DeterminationTimer)
4 end
5 if DeterminationTimer expirethen
/1 No nmore report, determ ne paraneters
6 T=(Taamp[m]-Tuamp )/ (Nscg m)-Nucq [n])
/'l Sensor packet period
7 Ty = FindSmallest(sqmp[], SensorReportTable)
/1l Initial generation tine of sensor packets
8 ParametersDetermined = TRUE
9 end

Therefore, aSK can determine the generation times of future sensor packets
by just adding multiple times df to theT,;. For an instance, generation time of
the (k + 1) sensor packet i,, + k7. Additionally, aSN" can determine the total

number of generated sensor packeéfs,() until the current time as follows:

Newr = (CurrentTime — Tg) /T (4.1)

4.4 Capturing Packets and Injecting Distortion by aSNs

As will be explained in detail in Section 4.5, a8Nsends arAttackRequest
message which states the attack duratibf2j and attack start timéel{). All aSN°s

that receive this message start listening to the sensomeh&eginning from the
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timeT,. After timeT,, whenever an aSNeceives the first bit of an RTS packet, it
starts sending an arbitrary RTS packet to collide the a®Ui& instead of sending a
continuous random jamming signal. aSNs which are out ofeafigny transmitting
SN, do not interfere the attack operation. The reason ofguamMRTS packet as the
jamming signal is to deceive SNs to suppose that it is a aaflisather than an attack.

During collision operations, aSNises both of its transceiver units at the WSN
frequency. As a result, it receives total of both its RTS jangrsignal and col-
lided RTS signal from one antenna while transmitting its Ri8ming signal from
the other antenna. Therefore, if the transmitted jammiggai(RTS) is subtracted
from the total received signal, aSRay obtain actual RTS signal transmitted by the
sender SN.

Actually, sender SN can not deduce these events because iitotaeceive
anything while transmitting. Because of the link layer jamg{collision), actual
receiver SN can not receive correct RTS packet and contitsiegerations like after
a normal collision occurrence. aShtarts transmission of CTS packet pretending to
be the actual receiver for the captured RTS packet. Aftazivery CTS, sender SN
sends data packet to the aShhich acknowledges it with an ACK packet. There-
fore, sender SN assumes that packet transmission is stidcasg actual receiver
SN can never know about this data transmission. As a reSM;, eaptures sensor
packet successfully.

On the other hand, note that there may be various’a$iNthe radio coverage
area of the sender SN. Therefore, a problem arises abouhwalsst will capture
the transmitted RTS packet. This can be solved by settinghdora timer after
receiving the first bit of the RTS packet from the sender SNer&fore, aSRs do not
start transmitting jamming signal immediately but wait forandom timer duration.
Maximum duration of this timer must be less than the duratban RTS packet
transmission. First aSNwhose timer expires, starts sending RTS signal and owns
the right to capture this sensor packet. Other @SMhhich sense an RSSI (Received
Signal Strength Indicator) level jump, stop their timerd atart listening to capture

another RTS transmission until the end of the attack durdfip + 7°/2).
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After capturing a sensor data packet, &$Nects distortion errors to the sam-
ples by shifting them to the farthest quantization level abnthe highest or the
lowest quantization level.

Distorted packet must be sent to the actual destinatiorrédfie next periodic
sensor packet is generated by the SNs. Therefore, tranesmiasie of distorted
packet must be chosen in betweEnand7, + 7" and most suitably it is chosen
asT, + T/2. As a result, duration of capturing operation7ig2 and all aSNs
hold their captured data packets until the end of this tima aooperative manner.
This manner also prevents recapturing of already distqréatket by another aSN
uselessly. Otherwise, if one packet is captured by mulagils, it will cause waste
of energy for the ASN.

Therefore, aSNstarts sending distorted data packet after tifer 7'/2 by
transmitting an RTS packet to the actual receiver whose MAQress is parsed
from the original RTS packet. After receiving the CTS, it samts distorted data
packet to the receiver which acknowledges the ‘a®ih an ACK packet. As a
result, capturing packet and injecting distortion operatompletes successfully.

However, aSNwhich receives an RTS packet of a sender SN, must be in the
radio coverage of both sender and receiver SN. Because redptacket is trans-
mitted to the destination MAC address of the packet. Forrggson, aSNwhich
receives the RTS signal above a certain RSSI quality |&Vél,(,;) must attempt to
start jamming operation. This level is determined accaydothe possible maxi-
mum communication distance between a sender SN and a re€dive

All these sequential message transitions are summarizéteipseudo-code

given in Algorithm 3.
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Algorithm 3 : DistortionInjection

1 start:

2 Set(Antenna2, ChSn)

3 myOwnAddr = myAddr

4 if RxFromChSn AND RxRssiT H,,,; then
5 Set(randomTimer)

6
7
8
9

10
11

12
13
14
15
16
17
18
19
20
21
22

23
24

25
26
27

if RSSI jumpshen

Reset(randomTimer)

end
else ifrandomTimer expirethen

StartTx(ChSn, RTS, Antenna2)

RTS = Decode(SignalOnAntennal - SignalOnAntenna2)

/'l Sensor RTS Signal = Total Signal - Janm ng
Si gnal

(Src, Dest) = Parse(RTS)

myAddr = Dest

SendPacket(ChSn, CTS, Src)

ReceivePacket(ChSn, DATA)

SendPacket(ChSn, ACK, Src)

DistortedDATA = InjectDistortion(DATAd,[])

Nyeq = Parse(DATA)

AttackConfirmatiorr PrepareMessag¥.,, d.[])

wait(7/2)

myAddr = Src

SendPacket(ChSn, RTS, Dest)

/1 Send actual RTS pretending to be the sender SN

ReceivePacket(ChSn, CTS)

SendPacket(ChSn, DistortedDATA, Dest)

/1 Send distorted DATA to the actual destination

ReceivePacket(ChSn, ACK)

SendPpMessage(ChAsghttackConfirmationmasterAddress)

myAddr = myOwnAddr

28 end

29 end

30 if periodicFlag == TRUEthen
31 goto start

32 end
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Injected distortion errors are written to an arr&jj and sent to the aSNin the
AttackConfirmatioomessage as a feedback information. By means of this feedback,
aSN" becomes capable to determine the total injected distofiipn AttackConfir-

mationmessage includes two informations as follows:

° Sequence number of the distorted sensor packet:

° Distortion error array added to the samples of the capturad® packetd, ||

N, IS necessary to prevent the duplication of distortion arfor a sensor
packet with the sam#/,., captured by different aSN. d. ] is used to determine the
current injected distortion/{r;) by the aSN' to compatre it to the target distortion
(Dra)-

Total distortion for an application can be found as follows:

M
Dy = Z(e[n])z/M (4.2)
n=1
where e[n] is the difference between transmitted and rederalues of the!* sam-
ple and M is the total number of samples received by the agupic.
Therefore, aggregated distortial {,,) is determined by using the information

in the AttackConfirmationmessage as follows:

G
DAgg = DAgg + Z(de{k])z (4.3)

k=1
whered is the total number of samples in a sensor packet. As a rd3gjtcan be

easily calculated by dividing 44, to N, as follows:

-DTZ' = DAgg/Ncu’r (44)

4.5 Adaptive Distortion Management by aSN*

After determination of sensor parameters sucti ;aand7’, aSN" broadcasts
its initial AttackRequeshessage. This message is spread to alFaShth flooding

mechanism.T, for this initial message is the next possible generatiore tohthe
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sensor packet to attack and hence, it does not depend on edllyaiek. However,
following AttackRequeshessages depend on the received feedbacks after successful
distortions injected by aS™ as will be explained in detail in this section.

Sensor data packet capturing operation must start at spasket transmission
times such ag; + kT and hence, attack timél() is chosen from these times.
Determination ofl;, means the determination of the transmission time of the next
sensor packet which will be captured by the &Nn ASN,T, is chosen as the time
that Dy, value starts falling below th®, value. As a result, it is achieved to keep
Dr; value above thé, value. LetN,,..; is the sequence number of the next sensor
packet which will be distorted next time and so we can obtabyiusing (4.3) as

follows:

Nne:ct == DAgg/(DTa * G) (45)

whereDr, is the target distortion required by the application whitoibe distorted.
D 44 is updated each time after @itackConfirmatiormessage is received and as
a result,N,,..; is calculated to determine the néekf time after each reception of
the AttackConfirmatiormessage. aSNcomparesV,,.,; to N.,,. to determin€l,
and then, informs all its aSW about newf’, time by broadcasting afittackRequest
message. aSN rebroadcast the received message to their neighborstuatiches
all aSN's using flooding mechanism as shown in Figure 4.3.

If N,..: IS sSmaller thanV,,,., then aSNs must capture the sensor packets pe-
riodically with the periodl’. Because, in that cader; value is below theD, value
and aSNs must distort all the following sensor packets ubtjl; is greater tha -, .

In this case, is chosen as the nearest sensor packet transmission tiraeddnto
prevent to transmittackRequesnessages for each following packets, the message
includes a flaggeriodicFlag which can be set on and off before sending the mes-
sage. Hence, if periodic capture is sent before, &pd; is still smaller thanV..,,.,

then there is no need to sendAttackRequeshessage again.
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O Sensor Node N
@ Slave Anti-Sensor Node AttackRequest
© Master Anti-Sensor Node

Figure 4.3: Transmission of distortion feedback by &Sahd attack operation trig-
gered by the aSN.

Before sendincAttackRequesiessageT, value is shifted by some multiple
of T until it is sufficiently big such that the farthest aSi¢ceives this packet before
time 7,,. aSN starts capturing simultaneously at tiffig until the end of7’, + 7/2
and if a sensor data packet is distorted, aSéhds arttackConfirmatiormessage
and then, waits for anothéittackRequeghessage. However, jferiodicFlagis on,
then it continues capturing operation periodically withipe 7" at T, + kT times.

Pseudo-code df;, determination is given in Algorithm 4.
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Algorithm 4 : CaptureTimeDetermination

~N o g b~ WN R

if Npeat > Newr then
periodicFlag = FALSE
Ta = Tst + Nnext *T
sendFlag = TRUE
end
else ifperiodicFlag == TRUEthen
sendFlag = FALSE
/'l Periodic capture is sent before and hence, no need
to send again

8 end
9 else

10

11
12
13

14
15
16
17

18
19
20
21

periodicFlag = TRUE
[l Start periodic capturing
sendFlag = TRUE
while T,, < CurrentTimedo
Ta = Tst +T
/1 Next packet generation tine
end
end
while T,, < (CurrentTime + MinPropToFarthestjo
T,=T,+T
/1l Packet nust reach all aSN°’s before tine T,
end
if sendFlag == TRUEhen
SendBcMessagA(tackRequestl’, T,, periodicFlag)
end

During these operations, if battery level of aSNMeaches below a certain

threshold T H,,;), it broadcasts MasterReleaseAdvertisememéssage and all aSsl

rebroadcast this message using flooding mechanism. Aftéyath aSNs start mas-

ter determination operation as explained in section 4.2.

Overall ASN operations by the aSNs are summarized in a pseod® given

in Algorithm 5. This algorithm combines all preceding algfoms explained in this

chapter.
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Algorithm 5: ASNOverallOperation

1 MasterDetermination

2 while nodeType == Slavelo

3 reportCnt=0

4 if RXChSn AND reportCnt 2 then
/1 Only 2 reports is enough for aSN™

5 ReceivePpMessage(ChSn, DATA, FromSensors)
/1 Listen to sensor nodes
SensorReport = PrepareMessage(,,,Vseq)
SendPpMessage(ChAsn, SensorReport,"8SN
/1l Send report to aSN™

8 reportCnt++

9 end

10 if RxChAsn AND AttackRequéken

11 SendBcMessage(ChAsAftackRequelt

12 (T, T,, periodicFlag) = ParseMessag#tackRequet
/'l Receive distortion paraneters

13 if CurrentTime ==T, then

14 DistortionInjection

15 end

16 end

17 if RxChAsn AND MasterReleaseAdvertisentiegi

18 SendBcMessage(ChAsklasterReleaseAdvertisemgnt

19 MasterDetermination

20 end

21 end

/1 End of while Slave
22 while nodeType == Mastedo

23 if rxMessage == SensorRepdtten
/!l Receive reports fromall aSNs
24 SensorParameterDetermination
25 if ParametersDetermined == TRUt&en
26 while T;, < (CurrentTime + MinPropToFarthesgjo
27 T,=Tg+T
28 end
29 SendBcMessagAftackRequestl’, T,,, FALSE /*periodicFlag*/)
/1 Initial AttackRequest nessage
30 end
31 end
32 else ifrxMessage == AttackConfirmatictmen
33 CaptureTimeDetermination

/1l Determ ne next T, and send AttackRequest nessage
34 end
35 if BatteryLevek: T Hy,; then
36 SendBcMessage(ChAsklasterReleaseAdvertisemgnt
37 end
38 end
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CHAPTER 5

SIMULATION RESULTS AND PERFORMANCE EVALUATION

In this chapter, we present simulation results and perfoo@analysis of the
ASN. Simulation is implemented using ns-2 tool in linux eoviment. A sensor
network with 200m x 200m grid topology which consists of 50sSB0 aSNs and a

sink node is used. The parameters used in our simulationae o Table 5.1.

Table 5.1: Simulation parameters

Area of sensor field 200x200m?
Initial energy of nodes 1.2Vx0.5Ah [3]
Rx consumption power 0.395W
Tx consumption power 0.660 W
Radio coverage of nodes 40 m
Number of quantization levels 256
Lower and upper quantization limits 0,1
Number of events 1
Number of samples in packets 5
Number of SNs 50
Number of aSNs 50
MAC protocol 802.11b
Transport protocol UDP
Routing protocol AODV
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First of all, we created two files, one of which consists ofarmly distributed
values between 0 and 1 that simulate analog sighaland the other file is con-
structed from the first file by just adding normally distriedtnoise with mean 0 and
standard deviation 0.01. It is assumed that total numbenadgsulated samples in a
sensor data packet is five and a phenom node broadcasts eachlfig in a phenom
packet periodically in periods such as 0.25, 0.5 sec. Sodiong SNs which sense
this packet, quantize the analog values in the packet wiho@antization levels and
send it to the sink in UDP packet by giving a sequence number.

When an aSNis commanded to distort a sensor packet, it captures the sen-
sor packet as explained in Chapter 4 and shifts the samplesebgénding them
to the destination. Sink node receives all transmitted patkets which are either
distorted or not distorted by the aS8\ Sink node determines the analog signal val-
ues by multiplying the quantization level of the sampleswiite quantization step.
Then, it writes the results to an output file in receiving erdeherefore, event-to-
sink achieved distortion/{ 4.) can be determined by adding all square differences
between the values written in the output file with the valueisten in the first cre-
ated file and then dividing the total to the number of trantedisamples as given in
(4.2). In this simulation, sample values are uniformly wlistted between 0 and 1

and hence, distortion value®f{.,, D 4.) are normalized in between 0 and 1.

5.1 Distortion Performance of ASN

In our ASN system, we have two varying parameters. One isosgracket
period (') in seconds and other B, which depends on the requirement of the
sensor application which is to be attacked. In order to ereagivenD, at the
sink node, aSKN quickly evaluates distortion feedbackstiackConfirmatiopcom-
ing from aSNs and calculates next attack time. In order to obtain arairfdéedback,
first distortion commandAttackReque}ts sentimmediately after the determination
of sensor parameters. However, followiAackRequeshessages are sent accord-

ing to the incoming feedbacks from aSi\
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It is shown in Figure 5.1 that sequence number of the firsbdet sensor
packet is 4. At this timeD 4. jumps with an amount of distortion which does not
depend on any feedback. Sequence number of the next distemsor packet is 61.
At this point D 4. reachesD,, because time of distortion is determined according

to the feedback about the distorted packet with the sequainoder of 4.
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04 20 40 61 80 100 128 160 188
Sensor Packet Sequence Numbers

Figure 5.1: Variation oD 4. wrt. sensor packet sequence numfey, = 0.01).

Amount of jumps gets smaller for the following distortionipis, because at
eachtime]D,. is calculated over all received packets until that time agntle, effect
of a distorted packet to the overall distortion gets smalkethe number of received
samples increases. As a resiity. approache®r, and keeps staying above it.

At these sequence number points (4,61,128,188) reached, as expected
from the behaviour of the ASN as explained in Section 4.5kPeéjumps extend
above theDr, because of distortions at the points that. reachedDr,,.

It is shown in Figure 5.2 thab 4. follows D, adaptively without depending
onT. In WSNs,T is chosen as big as possible by encapsulating various saime

sensor packet. As a result, traffic load in WSNs decreasesfatiche of the sensor
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network prolongs. Hence, in our simulation, we choose thiegs in between 0.5

seconds and 1.5 seconds.
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Figure 5.2: Variation ofD 4. wrt. T' (D, = 0.025).

Sensor networks are used for various applications whichireglifferentD,
values. Therefore, behaviour of the ASN is shown in FiguBfér various values
of Dr,. When Dy, equals to zero, all sensor packets reach the sink withoagbei
exposed to any distortion operation by &SN We see that ASN can follow,
successfully for smalD+, values for instance in between 0.01 and 0.1.

However, whenD, increases beyond 0.1),. saturates after some value.
Sensor samples in our simulation are uniformly distribdietiveen 0 and 1. There-
fore, even all samples are distortdd,. can not exceed the saturation value which
depends on the distribution of the sensor sample values.inBtance, distortion
value of 1 means that all sample values are 0 or 1 and they Hiedsto the farthest

guantization level which is 1 and 0, respectively.
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Figure 5.3: Variation ofD 4. wrt. Dy, (T = 0.25sec).

5.2 Lifetime Performance of ASN

Packet generation rate is an important factor for WSNs in geoimlifetime
performance. On the other hand, lifetime of ASN depends inain the number
of packets which is distorted by the a%N Therefore, ASN lifetime depends on
both packet generation rate ahg,. In other words, when either packet generation
rate orDr, increases, ASN capture and distort more sensor packetf waicses to
decrease the lifetime of ASN.

SNs and aSNs are equipped with a limited power sowdeq Ah, 1.2 V) as
pointed in [3]. Therefore, initial energy is chosen as 2160.9 x 1.2 VAh) and the
lifetime values are measured in hour.

Variation of average lifetime of both SNs and aSNs for vasivalues of sen-
sor packet periods is shown in Figure 5.4 for a given, value. Lifetime of both
SNs and aSNs increases with the sensor packet period. Beshesd is small
SNs generate more sensor packets and cause more energynptineu On the
other hand, aSNs capture and distort more sensor packeteand, consume more
energy. Additionally, it is shown that lifetime of aSNs arech more longer than

lifetime of SNs for all values of". As a result, ASN can successfully distort WSN
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as long as the WSN operates.

Variation of average lifetime of both SNs and aSNs for vasigalues ofD, is
shown in Figure 5.5 for a given value of Lifetime of SNs does not change so much
by the variation ofD, becausd’ is kept constant and hence, they generate nearly
same traffic. However, lifetime of aSNs decreases becaeyectpture and distort
more sensor packets &%, increases. Moreover, above a certBin, value, lifetime
of aSNs decreases below the lifetime of SNs. However, itastarally impossible
for an application to require B, value around 0.5 which is unreasonably large. It
is surprisingly observed in this figure that lifetime of b@8Ns and SNs increases
for very big values ofD, such as 0.75 and 1.0. Because, &3d¢ndsAttackRequest
message by setting iperiodicFlagbit on. If necessity of periodic distortion contin-
ues, aSN does not uselessly transmit any métackRequesnessages and hence,
aSNs save a significant amount of energy. On the other harutjsing increment
of lifetime of SNs is explained in Section 5.3 by means of #uction of generated

traffic by the SNs.
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5.3 Data Traffic Performance of ASN

Variation of data traffic in terms of packet generation ofto8Ns and aSNs
for various values of " is shown in Figure 5.6 for a given value 6f-,. Note that,
this traffic measure does not include control packet traffetlzence, it is similar, but
not exactly same as lifetime performance. Ascreases, number of packets which
must be distorted increases and as a result, traffic geoei@tiASN increases. Note
that, at each case, traffic generated by the ASN is smallartieaWSN and hence,
ASN operates efficiently in terms of traffic generation.

In addition, data traffic in terms of packet generation ofib8Ns and aSNs
for various values ofD, is shown in Figure 5.7 for a given value @ As Dr,
increases, number of packets which must be distorted isessand as a result, traffic
generation of ASN increases. On the other hand, traffic gdioerof SNs does not
change so much becaugas kept constant.

However, above a certaibr, value, data traffic of both SNs and aSNs starts
decreasing. This is because of too many collisions createddbaSNs and hence,

SNs can not get a chance to transmit their data packets &samdl increase. This
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also explains surprising observation of lifetime incretn@hSNs as mentioned in
Section 5.2 for the values db;, such as 0.75 and 1.0 as seen in Figure 5.5. Addi-
tionally, for these values, aSNdoes not uselessly transmit any métackRequest
messages by using tiperiodicFlagbit as explained in Section 4.5 and hence, data

traffic of aSNs decreases.
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CHAPTER 6

CONCLUSION

Our work is motivated by the fact that sensor applications icat achieve
their performance needs if event-to-sink transport is liaiske. Therefore, in this
thesis, we proposed a new anti-sensor network (ASN) paradigich aims to dam-
age event-to-sink reliability by adaptively monitoringettotal injected event-to-sink
distortion to the sensor application to force WSN malfuncti®his notion of ASN
distinguishes it from other existing DoS attacks. ASN isftret known study which
attacks WSN in order to achieve the target event-to-sinlodieth by modifying the
sufficient number of sensor samples.

ASN is composed of distributed aSNs which are constructegNbyike hard-
ware structure with low cost and limited capacities in teohpower source, radio
coverage and computational capability. Therefore, eneffygiency is an essential
requirement for the aSNs.

The key idea in order to provide energy efficiency is to distainimum num-
ber of packets by injecting maximum amount of error to the@aswith an adaptive
mechanism that depends on feedback about injected distatrors. Additionally,
ASN is cost-effective because of low cost and easy deployofeaaSNs.

ASN has cross layer attacking capability. aSNs create Retpeend (RTS)
packet collision at the MAC layer to capture sensor data @&dky pretending to be
SNs and hence, they achieve resiliency against detectitimie Captured packets

are distorted by injecting error to the samples at the agptin layer assuming that
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sensor packets are not encrypted.

The effectiveness and adaptiveness of the ASN is verifiedigir various sim-
ulations using ns-2. In order to do this, ASN is analyzed wi$pect to achieved
distortion (D 4.), lifetime and data traffic performance for a variety of netkwpa-
rameters such as sensor packet periodand target distortion/{r,). Results of the
simulations showed that ASN can follaia, values successfully for various values
of T'. Additionally, lifetime of ASN is greater than the lifetinté the attacked WSN
for various Dy, andT values such that ASN can keep on attacking as long as WSN
operates.

As a future work, some defense and attack mechanisms woutdrimdered
against the ASN such as encryption of sensor samples oraotish of a DoS attack
aSN" after determination of its location. Therefore, it woulddmessible to construct
a self-organized ASN without an a8MNand without using another frequency channel
other than WSN frequency channel, considering undetettatgbjuirement.

In ASN, only a single event is considered with stationary aSNherefore,
separate event-to-sink distortions for multiple concoirrevents would be studied
and as well as mobile SNs and aSNs would be used.

ASN is proposed for WSNs which use CSMA/CA based MAC layer proto-
cols with RTS/CTS mechanism. On the other hand, data captwperation of
ASN would be modified by considering other MAC layer protacslich as TDMA,
FDMA or hybrid based schemes.

In ASN, event-to-sink distortion is created by shifting sensample values
whereas sensor sampling time values written in the packetsin same without
any modification by the aSNs. Performance of ASN would beistuly modifying
the sampling times written in the sensor data packets.

In our simulations, number of aSNs are kept equal to the nuofl&Ns. How-
ever, network size in terms of the number of aSNs would beedaaind performance
of ASN would be investigated. Therefore, it would be possiil distort event-to-

sink reliability of WSN by using less number of aSNs than thembar of SNs.

48



[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

REFERENCES

M. Acharya, T. Sharma, D. Thuente, and D. Sizemore, fligeent Jam-
ming in 802.11b Wireless Networksfi Proc. of the OPNETWORK 2004
ConferenceWashington DC, USA, August 2004.

O. B. Akan, |. F. Akyildiz, “Event-to-Sink Reliable Transpart Wireless
Sensor Networks,JEEE/ACM Transaction on Networkingl. 13, no. 5,
pp. 1003-1016, October 2005.

I. F. Akyildiz, W. Su, Y. Sankarasubramaniam, E. Cayif@éi, Survey on
Sensor Networks JEEE Communications Magazin&ugust 2002.

C. Basile, M. Gupta, Z. Kalbarczyk, R. K. lyer, “An ApproacbrfDe-
tecting and Distinguishing Errors versus Attacks in Semsetworks,”In-
ternational Conference on Dependable Systems and Networks2D5,
Philadelphia, PA, 2006, pp. 473-484.

M. Cagalj, S. Capkun, and J. Hubaux, “Wormhole-Based Aaiithing
Techniques in Sensor Network#EE Transactions on Mobile Computing,
vol. 6, issue 1, pp. 100-114, January 2007.

P. Codenotti, A. Sprintson, and J. Bruck “Anti-Jamming &dtiles for
Wireless Broadcast Systemsi Proc. of 2006 IEEE International Sym-
posium on Information Theory (ISITyeattle, Washington, July 2006, pp.
1856-1860.

T.van Dam, and K. Langendoen, “An Adaptive Energy-E#idi MAC Pro-
tocol for Wireless Sensor Network$roc. of the 1st International Confer-
ence on Embedded Networked Sensor Systeessjon: Energy-efficient
MAC, Los Angeles, California, USA, November 2003, pp. 171-180

S. Datema, “A Case Study of Wireless Sensor Network Agddbelft Uni-
versity of TechnologyiMaster's Thesis in Computer Science, September
2005.

J. Deng, R. Han, and S. Mishra, “Decorrelating Wirelesasde Network
Traffic To Inhibit Traffic Analysis Attacks,Elsevier Pervasive and Mobile
Computing Journal, Special Issue on Security in Wirelessild@omput-
ing Systemsyol. 2, issue 2, pp. 159-186, April 2006.

49



[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

J. Deng, R. Han, and S. Mishra, “Intrusion Tolerance ant-Araffic Anal-
ysis Strategies For Wireless Sensor NetworksProc. of the 2004 Inter-
national Conference on Dependable Systems and Networks (DSN04
0, 28 June - 1 July 2004, pp.637-646.

G. P. Halkes, T. van Dam, and K. G. Langendoen, “CompaEngrgy-
Saving MAC Protocols for Wireless Sensor Networkgdbile Networks
and Applicationsyolume 10, issue 5, pp. 783-791, 2005.

L. van Hoesel, Y. W. Law, J. Doumen, P. Hartel, and P. Hg&i “Energy-
Efficient Link-Layer Jamming Attacks Against Wireless Sembletwork
MAC Protocols,”Proc. of the 3rd ACM Workshop on Security of Ad Hoc
and Sensor Networkpp. 76-88, November 2005.

Y. Hu, A. Perrig, and D. B. Johnson “Packet Leashes: A DséeAgainst
Wormhole Attacks in Wireless Ad Hoc Networks:i Proc. of IEEE INFO-
COM 2003vol. 3, pp. 1976- 1986, April 2003.

R. Kalidindi, L. Ray, R. Kannan, and S. lyengar, “DistriedtEnergy Aware
MAC Layer Protocol For Wireless Sensor Networksfernational Confer-
ence on Wireless Networlsas Vegas, Nevada, June 2003.

C. Karlof, and D. Wagner, “Secure Routing in Wireless Ser$etworks:
Attacks and Countermeasuregkfseiver's Ad Hoc Networks Journal, Spe-
cial Issue on Sensor Network Applications and Protocp|s, 293-315,
September 2003.

M. Krishnan, “Intrusion Detection in Wireless SensagtiNorks,” Depart-
ment of EECS-University of California at Berkel®ypject, Spring 2006.

M. Kubish, H. Karl, and A. Wolisz, “A MAC Protocol for Weless Sensor
Networks with Multiple Selectable, Fixed Orientation Ant&s,”Telecom-
munications Networks Grouplechnische Universitat Berlin, Frequenz,
Zeitschrift fur Schwingungs und Schwachstromtechnik, March 2004.

Y. W. Law, P. Hartel, J. den Hartog, and P. Havinga “Linkyer Jamming
Attacks on S-MAC,"in Proc. of 2nd EWSNyp. 217-225, December 2005.

Y. W. Law, “Key Management And Link-Layer Security of Yéless Sensor
Networks,” Centre for Telematics and Information Technology (CTP,
D. Thesis Series, Chapter 7, December 2005.

R. Lin, Z. Wang, and Y. Sun, “Energy Efficient Medium AcseSontrol
Protocols for Wireless Sensor Networks and Its State-of-R004 IEEE
International Symposium on Industrial Electronies)]. 1, May 2004, pp.
669-674.

Y. Liu, Y. Li, and H. Man, “MAC Layer Anomaly Detection if\d hoc
Networks,” Proc. from the 6th Annual IEEE SMC Information Assurance
Workshop, 2005, IAW '0fp. 402-409, June 2005.

50



[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

G. Lu, B. Krishnamachari, and C. S. Raghavendra, “An Ad&pEnergy-
Efficient and Low-Latency MAC for Data Gathering in Sensotwarks,”
Proc. 18th International Parallel and Distributed Proc@sg Symposium,
April 2004, pp. 224-.

X. Luo, and G. B. Giannakis, “Energy-Constrained OptirQalantization
for Wireless Sensor Networks2004 First Annual IEEE Communications
Society Conference on Sensor and Ad Hoc Communications andidgtwo
IEEE SECON 20044-7 October 2004, pp. 272-278.

K. Mahedevan, S. Hong, and J. Dullum, “Anti-Jamming: Au&/,’
www.users.itlabs.umn.edu/classes/Fall-2006/csci5aifit)ing. pdf,
Project Document, December 2005.

M. Manzo, T. Roosta, and S. Sastry, “Time Synchronizatidtacks in
Sensor Networks,Proc. of the 3rd ACM Workshop on Security of Ad Hoc
and Sensor Networkpp. 107-116, November 2005.

R. Negi, and A. Perrig, “Jamming Analysis of MAC ProtogfIDepart-
ment of Electrical and Computer Engineering/Carnegie Mellbmversity,
Technical Memo, February 2003.

I. Oppermann, L. Stoica, A. Rabbachin, Z. Shelby, andahapdla “UWB
Wireless Sensor Networks: UWEN-A Practical Exampl&EE Commu-
nications Magazineyol. 42, issue 12, pp. S27-S32, December 2004.

M. Pirretti, S. Zhu, V. Narayanan, and R. Brooks “A Compani®f Mech-
anisms for Improving TCP Performance over Wireless LinKSEE/ACM
Transactions on Networkingpl. 5, pp. 756-769, December 1997.

J. Polastre, J. Hill, and D. Culler, “Versatile Low Powdedia Access
for Wireless Sensor NetworksProc. of the 2nd International Conference
on Embedded Networked Sensor Systé&atjimore, MD, USA, session:
Routing and MAC, November 2004, pp. 95-107.

S. Sancak, E. Cayirci, V. Coskun, and A. Levi, “Sensor Wddstecting
and Defending Against Spam Attacks in Wireless Sensor Né&sya2004
IEEE International Conference on Communicationsl,6, June 2004, pp.
3668-3672.

H. Song, S. Zhu, and G. Cao, “Attack-Resilient Time Sywocization for
Wireless Sensor NetworksProc. of IEEE International Conference on
Mobile Ad-hoc and Sensor Systefsyember 2005.

C. Suh, Y. Ko, and D. Son, “An Energy Efficient Cross-LayeA®IProto-
col for Wireless Sensor Networksroc. of IWSNpp. 410-419, 2006.

D. J. Thuente, and M. Acharya, “Intelligent Jamming iir&less Networks
with Applications to 802.11b and Other Networkgy’ Proc. of the 25th
IEEE Communication Society MILCOMctober 2006.

51



[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

H. Vogt, M. Ringwald, and M. Strasser, “Intrusion Detieat and Fail-
ure Recovery in Sensor Node®Yorkshop Proc. in Tagungsband INFOR-
MATIK 2005,LNCS, Heidelberg, Germany, September 2005.

A. D. Wood, and J. A. Stankovic, “Denial of Service in SenNetworks,”
IEEE Computeryol. 35, issue 10, pp. 54-62, October 2002.

A. D. Wood, J. A. Stankovic, and S. H. Son, “JAM: A Jamm&ka Map-
ping Service for Sensor NetworksProc. of the 24th IEEE International
Real-Time Systems Symposildacember 2003, pp. 286-297.

W. Xu, W. Trappe, Y. Zhang, and T. Wood, “The FeasibilitfyLaunching
and Detecting Jamming Attacks in Wireless Networldc. of the 6th
ACM International Symposium on Mobile Ad Hoc Networking and Com-
puting, Urbana-Champaign, IL, USA, session: Security, May 2005, pp.
46-57.

W. Ye, J. Heidemann, and D. Estrin, "An Energy-Effici&éAC Protocol
for Wireless Sensor NetworkdEEE Proc. Twenty-First Annual Joint Con-
ference of the IEEE Computer and Communications Societs3, pp.
1567-1576, June 2002.

W. Ye, and J. Heidemann, “Medium Access Control in Wissl&Sensor
Networks,”USC/Information Sciences InstitutBgchnical Report ISI-TR-
580, October 2003.

M. Younis, and T. Nadeem, “Energy Efficient MAC Protogélor Wireless
Sensor Networks,Book Chapter, Wireless Ad-Hoc and Sensor Networks,
Ed. Ahmed Safwat, Kluwer Academic Publishers.

Y. Zhang, and W. Lee, “Intrusion Detection in Wirelesg-Aloc Networks,”
Proc. of the 6th Annual International Conference on Mobile @atimg and
Networking,Boston, Massachusetts, United States, 2000, pp. 275-283.

52



