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ABSTRACT

ANTI-SENSOR NETWORK: DISTORTION-BASED DISTRIBUTED ATTACK
IN WIRELESS SENSOR NETWORKS

Karaaslan,̇Ibrahim

M.Sc., Department of Electrical and Electronics Engineering

Supervisor: Assoc. Prof. Dr.̈Ozg̈ur Barış Akan

February 2008, 52 pages

In this thesis, a novel anti-sensor network paradigm is introduced against wire-

less sensor networks (WSN). Anti-sensor network (ASN) aims to destroy application

reliability by adaptively and anonymously introducing adequate level of artificial

distortion into the communication of the event features transported from the sensor

nodes (SN) to the sink. ASN is composed of anti-sensor nodes (aSN) randomly dis-

tributed over the sensor network field. aSNs pretend to be SNsto maintain anonymity

and so improve resiliency against attack detection and prevention mechanisms. Per-

formance evaluations via mathematical analysis and simulation experiments show

that ASN can effectively reduce the application reliability of WSN.

Keywords: Wireless Sensor Networks, Wireless Sensor Network Attack, Distributed

Jamming, Event-to-Sink Distortion, Denial of Service (DoS).
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ÖZ

ALGILAMA- ÖNLEYİCİ AĞ: TELṠIZ ALGILAYICI A ĞLARDA BOZULMA
TABANLI DA ĞITIK SALDIRI

Karaaslan,̇Ibrahim

Yüksek Lisans, Elektrik ve Elektronik M̈uhendislĭgi Bölümü

Tez Yöneticisi: Doç. Dr.Özg̈ur Barış Akan

Şubat 2008, 52 sayfa

Bu tezde, telsiz algılayıcı ağlara (TAA) karşı yeni bir algılama-önleyici ăg mode-

li tanıtılmıştır. Algılama-̈onleyici ăg (AÖA), algılayıcı d̈uğümlerden (AD) toplama

noktasına taşınan olay niteliklerinin haberleşmesine,yeterli derecede yapay bozul-

mayı, uyarlamalı ve kimlĭgini belirtmeksizin ekleyerek uygulama güvenilirliğini yok

etmeyi amaçlamaktadır. ÄOA, algılayıcı ăg alanına rastgele dağıtılan algılamäon-

leyici düğümlerden (ÄOD) oluşur. AÖD’ler, kimlik belirsizliğini sürdürmek için

algılayıcı d̈uğümlermiş gibi davranırlar ve b̈oylece saldırı tespit ve engelleme yön-

temlerine karşı esneklik kazanırlar. Matematiksel çözümlemeler ve benzetim deney-

leri ile yapılan başarım değerlendirmeleri, ÄOA’nın TAA uygulama g̈uvenilirliğini

etkin olarak azaltabildiğini göstermektedir.

Anahtar Kelimeler: Telsiz Algılayıcı Ăglar, Telsiz Algılayıcı Ăg Saldırısı, Dăgıtık

Karıştırma, Olaydan Alıcıya Bozulma, Hizmet Engelleme
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CHAPTER 1

INTRODUCTION

Wireless sensor networks (WSN) are event-based systems thatare designed to

carry the information about a phenomenon to a destination node which is called sink.

WSN is composed of densely deployed sensor nodes (SNs) which are distributed

near or inside of a phenomenon.

A sensor node is mainly composed of sensing, processing, transceiver and

power units. Whenever a specific event occurs, sensing unit samples the analog

event signal and after converting it into a digital form, thebit sequence is passed

to the processing unit. The processing unit handles the Medium Access Control

(MAC) and above layer protocols and constructs sensor packets which are fed into

the transceiver unit to be transmitted. Transceiver unit isthe physical layer of the

sensor node and thus, it is responsible for frequency selection, signal detection and

modulation. All these units are fed by a power unit equipped with limited power

source. Therefore, it is essential to choose power aware protocols and algorithms

when designing SNs.

SNs are low power, inexpensive devices with limited radio range, battery re-

source and computational capacity. Because of the limitations, they are densely de-

ployed over a phenomenon field. This deployment improves wide spatial coverage

and fault tolerance of the sensor system. Besides that, SNs form an ad hoc network

and hence, they may be left after deployment.
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Sensor networks are surveyed in [3] with various aspects such as communica-

tion architecture, standards, open research issues, new interests and developments.

In this work, it is pointed that, rapid deployment, self-organization and fault toler-

ance characteristics of sensor networks make them a very useful sensing technique

for military, national defense, command, control, communications, computing, in-

telligence, surveillance, reconnaissance and targeting systems.

Sensor networks may be used in military applications to track enemy move-

ments, gather information about battlefield conditions anddetect any chemical or

biological threat. Sensors may be deployed at hospitals andeven at homes to re-

motely monitor health status of patients. Additionally, they may also be deployed at

appropriate places to monitor weather conditions or activity of a volcano or a glacier.

Because of their low cost and low overheads, sensor networks may also be used in

residential or civic places to identify and track movementsfor security or control

purposes.

Standardized communication protocols are generally developed without con-

sidering protocol attacks. Therefore, WSNs that directly use present communication

protocols are vulnerable to the attacks in various communication layer aspects. Be-

sides that, popularity of WSNs in various application areas especially in military

and security applications makes them very attractive to researchers to find out any

flaws in WSNs. Networks that aim to constitute a Denial of Service (DoS) for sensor

networks are called anti-sensor networks.

In [35], any event that diminishes or eliminates a network’scapacity to perform

its expected function is defined as DoS attack although it is generally used as a

term to refer an attempt of an adversary to disrupt, subvert or destroy a network.

In this work, it is also mentioned that, hardware failures, software bugs, resource

exhaustion, environmental conditions or any complicated interaction between these

factors can also cause a DoS. DoS attacks in sensor networks is surveyed in [35]

with various respects of communication layers.

Therefore, sensor networks must be developed by taking security considera-

tions into account. In order to do this, some needs may arise at design time to detect

2



and prevent any hostile manner or out of order condition by some modifications in

protocol layers or development of new algorithms. For thesereasons, some tech-

niques are proposed to detect and defense against anti-sensor networks.

On the other hand, especially in military systems, it is necessary to use anti-

sensor network against any threat that arises from a possible usage of a sensor net-

work by an enemy. Therefore, it is worth to research and develop new techniques

for anti-sensor networks. Various WSN attack and counter attack techniques are

explained in Chapter 2 in detail.

The most trivial way of attacking a wireless network is physical layer jam-

ming which is based on generating a random signal at the operating frequency of the

network which is to be jammed. However, this method is not energy efficient and

highly detectable. Other techniques mainly focus on some specific layer attacks such

as MAC layer [12], [18], [1], [33] and network layer [35] or attacks against time syn-

chronization protocols [25], [31], [28]. On the other hand,some jamming detection

and defense strategies are studied in various works such as [31], [9], [36], [30], [5],

[13], [6], [16] and [28]. Details of these techniques are presented in Chapter 2.

Collective information received from various SNs is used to observe the phe-

nomenon reliably. If collective information at the sink node has some acceptable

distortion level, then it is assumed that event-to-sink communication is reliable. Dis-

tortion is a measure of error between realized and received event features. The upper

limit of acceptable distortion is an application requirement. As a result, it is essential

for a WSN to have a reliable event-to-sink transport mechanism.

However, none of the proposed anti-sensor techniques deal with attacking

WSNs from the event reliability aspect. Event-to-sink reliability is investigated and

a transport algorithm is proposed in [2]. This algorithm uses a measure of event

reliability which is based on the number of sensor packets received by the sink.

It manages to capture sufficient number of samples from sensors. In order to do

this, sampling frequency of sensor nodes is adjusted adaptively. However, there is

no known reliability mechanism which compares samples generated by the sensors

with the samples received by the sink and operates accordingly.
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Therefore, it is not sufficient to receive the required number of samples from

sensors to detect the event reliably if generated samples differ from the received

samples such that distortion at the sink passes beyond the acceptable limit. This may

be possible by the modification of the samples along the path toward the sink. If

sufficient number of samples are modified, then sensor application becomes unreli-

able. In order to attack WSNs from this point of view, a new anti-sensor network

(ASN) framework is presented in this thesis. ASN is a novel approach that aims to

construct an event-to-sink distortion which is higher thanwhat the application can

tolerate. ASN is composed of densely and randomly deployed anti-sensor nodes

(aSN) over the sensor network field as seen in figure 1.1.

Event Circle

Anti−Sensor Node

Sensor Node

Event

Sink

Figure 1.1: Typical sensor network topology with aSNs distributed around the SNs.

ASN is based on the modification of sufficient number of samples encapsulated

in sensor packets. Modification is done simply by adding errors to the signal samples

carried in the packets. Mathematical analysis done in Chapter 3, guides the ASN

such that distortion error added to a sample value must be maximum and as a result,

4



target distortion is achieved by distorting minimum numberof samples and hence,

with minimum energy expenditure.

However, in order to attack a WSN, ASN needs some assumptions such as

awareness of the operating frequency, MAC mechanism and packet structure of the

WSN. Additionally, it is assumed that control and data packets are not encrypted by

the SNs.

The remainder of this thesis is organized as follows. In Chapter 2, various

related work on sensor network attack and defense strategies is summarized. Theo-

retical modeling and analysis of distortion based attack are derived in Chapter 3. In

Chapter 4, the proposed anti-sensor network (ASN) is explained with detailed op-

erational principles. Simulation results and discussionsare presented in Chapter 5.

Finally, thesis is concluded in Chapter 6.
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CHAPTER 2

OVERVIEW OF EXISTING WIRELESS SENSOR NETWORK ATTACKS

Recent work related to the Denial of Service (DoS) against WSNsmainly fo-

cuses on layer based attacks. Various types of sensor network attack techniques

are classified and solutions are offered in the literature. Layer based attack types

overviewed in this chapter are summarized in Table 2.1.

Table 2.1: DoS attacks and defenses in WSNs [35, 8]

Layer Attack Defense

Physical Jamming DSSS,FHSS
Link Collision Error Correcting Codes

Selective Forwarding Redundancy
Network Sinkhole Authorization

and HELLO Flood Link Verification
Routing Sybil Authentication

Routing Cycles Routing Checks
Transport Flooding Client Puzzles

Desynchronization Authentication

2.1 Physical Layer Attacks

Physical layer jamming is the most trivial attack techniqueand realized by

emitting a continuous random signal at the frequency that isused by the WSN. This

type of jamming is also called blind jamming and it is a well known attack technique
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for all wireless networks. If the operating frequency of theWSN is not known by the

attacker, a broad bandwidth must be jammed by the jammer. However, this needs

a large average power which necessitates a transmitter withlarge size, weight and

power supply.

Some anti-jamming techniques are developed to avoid physical layer jamming

such as Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping Spread

Spectrum (FHSS). These are very well known techniques applied by various wireless

networks not just by WSNs. In DSSS technique, transmitted signal is spread away

a very wide bandwidth and such that a very small amount of energy is allocated for

each unit of frequency band. Therefore, jammers may not receive enough energy

to determine a wireless network activity. In FHSS technique, wireless stations use

an array of prearranged frequency channels such that jammers can not follow the

precise hopping sequence if the array can not be discovered.

Another defense method against physical layer jamming is touse Ultra Wide

Band (UWB) technology which is well suited to sensor network applications. UWB

systems have a very wide band, noise-like signals up to several gigahertz so that

they are resistant to severe multi path and jamming. [27] presents the architecture of

UWB sensor systems based on low power and low complexity UWB transceivers.

2.2 Link Layer Attacks

Another type of attack is called link layer jamming which is more attractive

than physical layer jamming because of a very low energy requirement and a low

probability of detection. In [12], [18] and [19], it is argued that among various DoS

attacks, link layer jamming is more advantageous option forattackers than physical

layer jamming. The attacker saves significant amount of energy by taking the advan-

tage of the operating MAC protocol. Such jammers are also called protocol aware

jammers.

In [1] and [33], some intelligent jamming mechanisms are proposed for 802.11b

wireless networks. [19] proposes various link layer jamming attacks on some spe-

cific MAC protocols such as S-MAC, L-MAC and B-MAC. Furthermore,[18] in-
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vestigates some jamming attacks on S-MAC protocol, the level of effectiveness and

a countermeasure that can be implemented against one of these attacks.

[26] analyzes a jamming attack on the CSMA/CA based MAC protocol. In

this work, jammer quickly detects every RTS packet and jams that packet by sending

its own RTS packet simultaneously. Therefore, network nodes can not have a chance

to access the medium to transmit packets. This is a typical collision based link layer

jamming attack.

However, in all of these link layer attack cases, sensor nodes can detect the

attack and malicious activity after sometime and may react accordingly.

2.3 Network Layer Attacks

Attacks proposed for the network and above layers assume that attackers are

aware of the protocol which is used by the sensor network. Most common network

layer attacks are selective forwarding, sinkhole and helloflood attacks [15].

In selective forwarding attack, attacker refuses forwarding certain messages

while forwarding most of them. Sinkhole attack is a special case of selective for-

warding. In this case, attacker pretends to be attractive tothe surrounding nodes

with respect to routing quality metrics and tries to draw allthe traffic. SNs may send

duplicate messages along the same path or different paths byusing the redundancy

defense mechanism against these types of attacks.

In hello flood attack, attacker broadcasts very powerful hello routing packets.

As a result, receiving SNs suppose that attacker is their neighbor node and start

routing their messages toward the attacker which is probably out of range.

In sybil attack, attacker forges multiple identities. Therefore, memories of

neighbor SNs keep useless and wrong information which causes them run out of

resources sooner. Besides that, wrong routing information causes sensor packets to

go wrong directions. This may also cause packets to go aroundin circles which

is called routing cycles. Various defense mechanisms are developed to avoid these

types of attacks such as authorization, link verification, authentication and routing

checks. Detailed information about these mentioned attacks may be found in [8].
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In [13], a network layer based wormhole attack is studied. Inthis work, an

attacker tunnels the received packets from a source node in the network to a random

distant node by replaying the packets. If the tunneled packets are routing pack-

ets, then it causes routing protocol to fail to find routes when they are not actually

neighbors. If the tunneled packets are authentication exchange messages, an attacker

could gain unauthorized access. [13] proposes TIK (TESLA with Instant Key Dis-

closure) protocol to defend such network layer attacks by restricting the maximum

transmission distance of a packet.

In [35], various layer based attack types and defense mechanisms are explained

including transport layer attacks such as flooding and desynchronization. In flooding

attack, attackers send many connection requests to SNs to make them run out of

resources. As a defense mechanism, number of connections may be limited or called

node may ask calling node to solve a puzzle before accepting the connection request.

This method is appropriate but requires more computationalcapacity.

In desynchronization attack, attacker transmits packets with wrong sequence

numbers and causes end node to request retransmission of missed packets. Authen-

tication of all packets including transport protocol header is a defense mechanism

against this type of attack.

2.4 Other Sensor Network Attacks

As previously mentioned in Chapter 1, one of the primary goalsof the attackers

is to cause power consumption of SNs to deplete more energy. [28] presents two

types of attacks in sensor networks: the barrage attack and the sleep deprivation

attack. The barrage attack bombards SNs with legitimate requests and the sleep

deprivation attack sends requests to SNs as often as necessary to keep the SNs awake.

As a result, these attacks cause SNs to consume their batterysooner. However,

unusual behaviour of anti-sensor nodes causes detection ofsuch attack types.

Time synchronization protocols provide local and remote clock synchroniza-

tion of wireless SNs. Therefore, it is a major building blockfor WSNs because of

distributed nature of nodes. In addition, some communication protocols in WSNs
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rely on time synchronization for scheduling node services,such as TDMA (Time

Division Multiple Access) based channel access protocols.

In [25], the most common time synchronization protocols aresurveyed and a

set of attacks for each protocol are outlined. In this work, attackers distribute erro-

neous time synchronization information to the network to disturb synchronization.

In [31], various attacks are considered that are effective to several representative time

synchronization schemes. Additionally, some solutions are also proposed to detect

and accommodate these types of attacks.

In [5], wormhole-based anti-jamming techniques are explained. This work

shows that SNs can exploit channel diversity in order to create wormholes that lead

out of the jammed region. By means of this, an alarm can be transmitted to the sink

when an adversary masks the events that the sensor network should detect.

In [30], a spam attack type is studied. In this technique, anti-sensor nodes

generate dummy data packets that make the nodes relaying them and deplete more

energy. Furthermore, a detection and defense mechanism called DADS is presented

against spam attacks in this work.

Another type of sensor attack called bootloader attack is studied in [34]. In this

work, attackers try to take the control of the nodes by downloading the malicious

code into the nodes. On the other hand, intrusion detection and failure recovery

methods against this attack are also presented in this study.

2.5 Attack Detection and Defense Mechanisms

An adversary can analyze the traffic patterns and deduce the location of the

base station or sink within the WSN topology. [9] investigates basic decorrelation of

WSN traffic to inhibit traffic analysis attacks. A similar anti-traffic and intrusion tol-

erance strategies for WSNs are analyzed in [10]. In this work,two secure strategies

are proposed to defend against such attacks. First one is secure multi-path routing

which is designed to send sensor packets to multiple base stations. Second one is

anti-traffic analysis strategy which is proposed against eavesdroppers.
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On the other hand, various defense mechanisms are developedto defend against

attacks. [24] develops a random channel selection protocolto facilitate communica-

tion among nodes in the presence of physical and MAC layer jamming. [4] proposes

on-the-fly statistical technique that can detect and distinguish faulty data from ma-

licious data of adversary nodes to initiate a correct recovery action in a distributed

sensor network. This technique classifies faults versus attacks by learning correct

system behaviour dynamically using Hidden Markov Models. In [36], a mapping

protocol is described to detect and map the jammed region. Asa result, network

traffic may be routed around the mapped region without entering.

In [21] and [41], MAC layer anomalies and intrusion detection are studied by

proposing methods to determine the misbehaving nodes in ad hoc networks. These

solutions may also be applied to WSNs to detect some kind of attacks.

As a summary, various observation statistics which enable detection of jam-

ming are presented in [36] and [37] as follows:

• Repeated inability to access wireless channel

• Bad framing

• Checksum failures

• Illegal values for address or other fields

• Protocol violations (e.g., missing ACKs)

• Excessive received signal level

• Low signal-to-noise ratio

• Repeated collisions

• Signal strength

• Carrier sensing time

• Consistency checks for sensor location and received signal strength

11



On the other hand, none of the proposed anti-sensor networkstake application

reliability requirements of WSN into account. Additionally, they do not depend on

any adaptive mechanism that monitors the performance and sufficiency of the at-

tack operation and controls accordingly. Hence, we proposea novel energy efficient

anti-sensor mechanism that aims to inject distortion errorto the minimum number of

samples to construct a sufficient application level distortion with an adaptive mech-

anism that depends on feedbacks.
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CHAPTER 3

EVENT-TO-SINK DISTORTION ANALYSIS

As will be explained in detail in Chapter 4, ASN is based on dynamically in-

jecting artificial distortion error (de) into the signal samples carried in sensor packets

in order to create event-to-sink distortion. In this chapter, we analyze the theoreti-

cal computation of event-to-sink distortion for single-hop and multi-hop cases. As a

result, we aim to observe how distortion errors injected to individual samples affect

the overall event-to-sink distortion.

3.1 Single-hop Distortion in AWGN Channel

Let us assume a sensor system with a single SN and a sink. SN quantizes its

analog measurements and sends them over the Binary SymmetricChannel (BSC) as

depicted in Figure 3.1. Single-hop distortion computations are already done in [23].

BSC
   E

Event

S

AWGN

S
Q

SN

Q
S

Sink

AWGN   Quantization Estimation

Figure 3.1: Event-to-sink single-hop sample transmission.

13



Let us consider an observation asS = E + n whereE andn are event signal

and AWGN, respectively. It is quantized asSQ by the SN and estimated at the sink

node asŜQ. If we let S =
∑

∞

i=1 bi2
−i, we considerN -bit uniform quantization as

follows:

SQ =
N

∑

i=1

bi2
−i (3.1)

The quantized N bits (bi) are transmitted through wireless BSC channel and

they are estimated at the sink asb̂i. Sink reconstructs the observation using a single

estimation as follows:

ŜQ =
N

∑

i=1

b̂i2
−i (3.2)

Various channel noise models can be used to compute estimated bit errors at

the sink. For the sake of simplicity we consider only AWGN channel for the BSC

model.

Point-to-point error can be separated into two expectationfactors with and

without the quantization error, which areDQ andDC , respectively.DQ is the expec-

tation of difference between estimated sample by the sink (ŜQ) and sampled signal

by the sensor (S) and can be written asDQ = E[|S − ŜQ|]. This difference includes

quantization, channel and estimation errors. By using (3.1)and (3.2),S − ŜQ can be

expressed as follows:

S − ŜQ = S − SQ + SQ − ŜQ

=
∞
∑

i=N+1

bi2
−i +

N
∑

i=1

(bi − b̂i)2
−i (3.3)

Then, by using the triangle equation, the absolute value of (3.6) can be bounded as

follows:

|S − ŜQ| ≤
∞
∑

i=N+1

2−i +
N

∑

i=1

|bi − b̂i|2−i (3.4)
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Taking the expectation of (3.4) requires computation of biterror probability.

Let us assume thatEs is the symbol transmission energy so that transmission energy

per bit isEb = Es/N . Probability of bit error with binary phase shift keying (BPSK)

modulation over AWGN channel with zero mean and unit variancecan be written as

Q(γ) whereγ is
√

2Eb/N0, N0 is channel noise level andQ() is given by

Q(x) =
1√
2π

∫

∞

x
e−

t
2

2 dt =
1

2
erfc(

x√
2
) (3.5)

whereerfc() is well known error function in mathematics. Then,DQ can be ex-

pressed by taking the expectation of both sides of (3.4) as follows:

DQ = E[|S − ŜQ|]

≤ 2−N +
N

∑

i=1

E[|(bi − b̂i)2
−i|]

= 2−N + Q(γ)
N

∑

i=1

2−i

= 2−N + Q(γ)(1 − 2−N) (3.6)

DC is the expectation of difference between estimated sample by the sink (̂SQ)

and quantized signal by the sensor (SQ) and hence, it does not include quantization

error and can be written as follows:

DC = E[|SQ − ŜQ|]

=
N

∑

i=1

E[|(bi − b̂i)2
−i|]

= Q(γ)(1 − 2−N) (3.7)

As will be explained in Section 3.2, total exposed event-to-sink distortion

(DJ2) in the presence of aSN for the multi-hop operation case, canbe represented as

E[|E − ŜSQ|2] whereSSQ is the estimation of the sample by the sink node.DJ2 is

an expectation expression of absolute square error and hence, we need to compute
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the second moments of errors whose first moments are given in (3.6) and (3.7), so

they can be expressed as follows:

DQ2 = E[|S − ŜQ|2]

= E[|
∞
∑

i=N+1

∞
∑

m=N+1

bibm2−i−m

+2
∞
∑

i=N+1

N
∑

m=1

bi(bm − b̂m)2−i−m

+
N

∑

i=1

N
∑

m=1

(bi − b̂i)(bm − b̂m)2−i−m|]

≤ 2−2N + Q(γ)2−N(1 − 2−N)

+Q2(γ)(1 − 2−N)2 − Q2(γ)(1 − 2−2N)/3

+Q(γ)(1 − 2−2N)/3 (3.8)

Then, the expectation of the absolute square ofSQ − ŜQ, can be obtained by

DC2 = E[|SQ − ŜQ|2]

=
N

∑

i=1

N
∑

m=1

(bi − b̂i)(bm − b̂m)2−i−m

= Q2(γ)(1 − 2−N)2 − Q2(γ)(1 − 2−2N)/3

+Q(γ)(1 − 2−2N)/3 (3.9)

DC2 represents single-hop distortion from sensor to sink with channel and es-

timation errors whereasDQ2 is the distortion which additionally consists of quanti-

zation error as well. Therefore, as seen in (3.8) and (3.9), if there is no channel error

(Q(γ)=0), DC2 is zero as expected whereasDQ2 is bounded with2−2N which is in-

troduced by the quantization operation. These derivationsare for single-hop cases

and we use them for the computation of multi-hop event-to-sink distortion in Section

3.2.
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3.2 Multi-hop Distortion in AWGN Channel in the Presence of a Single aSN

Let us first consider a sensor system with L number of SNs and a sink as seen

in Figure 3.2. Assume that the first SN quantizes observed samples and sends them

to the sink node which is located L-1 number of hops away. Assume an aSN is

located anywhere in between the first SN and the sink. This aSNcaptures the sensor

sample and sends it to its next destination after injecting distortion error (de) to the

sample as shown in Figure 3.2. As will be explained in detail in Chapter 4, only one

aSN must add error to the samples in the packet all along the path until the sink.

      

Event

E S S1Q

BSC

AWGN

de

aSN

BSC

AWGN

SLQ

BSC

AWGN

Sink
SSQ

AWGN

SN SN

Figure 3.2: Event-to-sink multi-hop sample transmission in the presence of aSN.

Assume that first SN samplesS and obtainsS1Q. Distortion error added by

aSN and reconstructed signal at the sink, are represented asde and ŜSQ, respec-

tively. Let ŜXQ is the estimation ofX th SN. Then, absolute multi-hop event-to-sink

distortionDJ2 in the presence of an aSN can be written as:

DJ2 = E[|E − ŜSQ|2]

= E[|E − ŜSQ + ŜLQ − ŜLQ|2]

= E[|ŜLQ − ŜSQ + E − ŜLQ|2] (3.10)
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Let ŜLQ − ŜSQ = Ŝ(L−1)Q − ŜLQ = ... = C and from (3.7) and (3.9), we can

write E[|C|] = DC , E[|C|2] = DC2, so we rewrite (3.10) as follows:

DJ2 = E[|C + E − ŜLQ|2]

= E[|C + E − ŜLQ + Ŝ(L−1)Q − Ŝ(L−1)Q|2]

= E[|2C + E − Ŝ(L−1)Q|2]

= E[|2C + E − Ŝ(L−1)Q + Ŝ(L−2)Q − Ŝ(L−2)Q|2]

= E[|3C + E − Ŝ(L−2)Q|2]
... (3.11)

If we continue to rewrite (3.11) until we reach node number two by considering

de as seen in Figure 3.2 and insertingE = S − n in (3.11) we obtain

DJ2 = E[|LC + S − n − Ŝ2Q − de|2] (3.12)

Let S − Ŝ2Q = Q and from (3.6) and (3.8) we can writeE[|Q|] = DQ,

E[|Q|2] = DQ2 and then we rewrite (3.12) as follows:

DJ2 = E[|LC − n + Q − de|2]

= E[|(LC − n + Q − de)(LC − n + Q − de)|]

≤ L2DC2 + L(2DQDC − 2DCE[de])

+E[de
2] − 2E[de]DQ + DQ2 + E[n2] (3.13)

whereE[n2] = var(n) which is the variance of AWGN. On the other hand, total

multi-hop distortion without aSN can be found easily by neglecting the terms with

de in (3.13). Because,de is the injected distortion error by the aSN. Additionally, if
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there is no aSN, then total number of hops from sensor to sink will decrease to L-1.

Hence, multi-hop total distortion without aSN can be written as follows:

DN2 ≤ (L − 1)2DC2 + 2(L − 1)DQDC + DQ2 + E[n2] (3.14)

(3.13) and (3.14) represent only one packet transition thatcontains a single

sample. To compute total event-to-sink distortion at the sink, we must take the aver-

age of all the sensor sample distortions.

Therefore, total event-to-sink distortion in the presenceof multiple aSNs and

SNs can be expressed as follows:

DT (M) = E[|E − ŜSQ|2]

= E[(
1

τfK
)(

τf
∑

i=1

K
∑

k=1

Eki − ŜSQki)
2]

≥ (
1

τfK
)

τf
∑

i=1

K
∑

k=1

E[|Eki − ŜSQki|2]

= (
1

τfK
)[

τfK−M
∑

i=1,k=1

DN2ki +
M
∑

i=1,k=1

DJ2ki]

(3.15)

whereDJ2ki andDN2ki are the total event(Eki) to sink (ŜSQki) distortion of the

ith sample of thekth SN with and without an aSN, respectively.τ , f andK are

observation time, sampling frequency and number of SNs, respectively. Obviously

τfK is the total received samples by the sink during the observation time. Number

of captured and distorted samples by aSNs before reaching the sink is M. There-

fore, τfK − M is the number of samples that directly reach the sink withoutbeing

captured and distorted.

In Figure 3.3, the total event-to-sink distortion derived in (3.15) is plotted with

respect to the number of distorted samples (M) for various values ofde. From this

figure, it can be easily deduced that the total event-to-sinkdistortion (DT ) increases

with the increment of M andde. Values of some parameters used in (3.15) are also
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given in the figure. Wireless channels are prone to errors andhence, value ofEb/N0

is chosen as 21.63 such that bit error rate (BER) for the BSC channel is10−5.
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Figure 3.3: Total event-to-sink distortion wrt. variationof de.

The required target distortion values differ according to the various types of

sensor applications. After the determination of this value, the number of samples

which must be distorted can be found for a given value ofde using (3.15). Let us

assume for instance a distortion with a value of 0.1 is sufficient to cause an appli-

cation to become unreliable, then the number of samples thatmust be distorted are

nearly 1800, 2875 and 5000 forde values 0.5, 0.4 and 0.3, respectively. Achieving

0.1 distortion withde values 0.1 and 0.2 is impossible even though all the samples

are distorted, which yields distortions around 0.05 and 0.02, respectively.

Obviously, energy expenditure of ASN increases with the increment of the

number of samples that must be distorted. Therefore, achieving a distortion ob-

jective by distorting minimum number of samples provides energy efficiency. In

order to realize this,de must be chosen as large as possible. Maximization ofde

requires shifting samples to their maximum or minimum quantization levels. There-

fore, maximumde value for signal samples depends on the distribution of the analog
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event signal which is to be observed by the WSN. In (3.15), number of hops (L) for

each sample is kept same and only one sample is transmitted ateach transition.

However, in WSN, a few samples are encapsulated in a sensor packet for en-

ergy and traffic efficiency reasons and a sensor packet may reach the sink using

independent routes and hence, number of hops may vary for each packet. MAC

protocols used in WSN generally employ channel coding mechanisms to detect and

correct channel errors, however, (3.15) does not handle these operations. Besides

that, BSC channel model is insufficient to represent all wireless channels in practical

networks. Because of all these reasons, we can not directly use (3.15) to determine

the required number of samples to capture and distort for a given target distortion.
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CHAPTER 4

ANTI-SENSOR NETWORK

In this chapter, we give a brief information about event-to-sink sensor commu-

nication and then explain ASN framework in detail.

In WSNs, assume that whenever a SN senses an event, it continuously samples

the event signal with a sampling period (Tsa). Then, after a predetermined number

of samples are accumulated, they are encapsulated in a sensor packet and sent to the

sink node. As a result, sensor packet generation period (T ) is multiple times of the

sampling periodTsa. This accumulation mechanism provides energy efficiency and

prevents overloaded traffic in terms of network performance.

4.1 Overview of ASN

ASN is composed of aSNs randomly distributed in sensor network field. aSNs

have similar physical constraints like SNs such as limited power source and short

radio communication range. Therefore, ASN must also operate energy efficiently as

WSN.

Besides attacking SNs, aSNs form an ad hoc ASN at a frequency channel that

is different from the one used by the WSN. Therefore, an aSN hastwo transceiver

units connected to the separate antennas. One channel is used to communicate with

other aSNs and the other one is used to attack the sensor packets. Attack operation

is done by capturing the determined sensor packets and then distorting the captured
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packets by injecting distortion errors to the samples. In order to capture a sensor

packet, ASN must be aware of the MAC protocol that is used by the WSN.

MAC protocol selection is an important factor in terms of energy efficiency.

Therefore, various MAC protocols are proposed for WSNs studied in [29], [38],

[22], [14], [7] and [32], respectively. These MAC protocolsare compared in various

aspects such as energy efficiency and reliability in [20], [40], [11], [17] and [39].

Although there are various MAC layer protocols proposed forWSNs, there is no

protocol accepted as a standard. Generally, choice of the MAC protocol for WSNs

is application dependent. We assume that MAC protocol for ASN is based on the

RTS/CTS method with CSMA mechanism such that majority of the WSNMAC

protocols generally employ.

Additionally, we assume that control and data packets generated by SNs are

not encrypted such that they are fully recognizable by the ASN. Besides that, aSNs

are assumed to be aware of the:

• Operating frequency of the WSN

• Sensor packet structure used by the SNs

• Protocol of each communication layer used by SNs and can generate control

and data packets

Fundamental corollary from the discussions done in Chapter 3, is to distort

minimum number of samples by injecting maximum amount ofde through shifting

samples to their maximum or minimum quantization levels. Hence, ASN achieves a

given distortion level energy efficiently by just injectingdistortion to the minimum

number of sensor packets.

Another corollary is the impossibility to determine the number of samples to

distort in advance in order to achieve a given target distortion (DTa) which causes

WSN to become unreliable. Therefore, an adaptive distortionmechanism is required

based on the comparison of the givenDTa with the total injected distortion (DT i)

which is determined by means of the incoming feedback about the distortion levels

injected by the aSNs. In order to do this, a central controller aSN is needed to
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compare these values and manage the attack operation by sending commands to

other aSNs.

Therefore, initially an aSN is chosen as master aSN (aSNm) to act as a central

controller point and all the other aSNs are called slave aSNs(aSNs). This selection

procedure is calledMasterDeterminationalgorithm and detailed in Section 4.2.

In order to start attacking sensor packets, initially some sensor parameters must

be discovered by the aSNm such as initial sensor packet generation time (Tst) and

sensor packet generation period (T ). By means of these parameters, aSNm can de-

termine the generation time of the future sensor packets which will be captured and

distorted by the aSNss. Parameter determination is achieved after reception of suffi-

cient number of report messages produced by the aSNss immediately after an event

starts occurring. The sufficient number of reports is two foreach aSNs and it is

explained in Section 4.3 while detailing the procedure which is calledSensorParam-

eterDeterminationalgorithm.

In order to capture a sensor packet, an aSNs creates MAC layer collision to

the Request-to-Send (RTS) packet and pretend to be the actualreceiver SN for this

packet. By means of this, ASN obtains resistance against Denial of Service (DoS)

detection mechanisms. Then, the aSNs injects distortion error (de) to all the samples

in the packet and transmits the packet to its destination MACaddress. This cap-

turing and injecting distortion procedure is calledDistortionInjectionalgorithm and

detailed in Section 4.4.

After a successful transmission of the distorted sensor packet, aSNs informs

aSNm about injected distortion errors as a feedback information. By means of this

feedback, aSNm calculatesDT i and determines the next sensor packet which must

be captured and sends a command to all aSNs including the generation time of

the packet. This determination procedure is calledCaptureTimeDeterminational-

gorithm and detailed in Section 4.5.

In fact, communication from aSNm to aSNss includes common information

for all aSNss and hence, flooding mechanism is used by broadcasting the messages

until they reach the farthest node in the network. However, communication from an
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aSNs to the aSNm does not concern other aSNss and hence, it is point-to-point.

All the above procedures are summarized in Figure 4.1 in a message sequence

transition chart assuming that aSNm determination is already done. All SNs start

sending sensor packets periodically at timeTst with a period ofT . aSNs which hear

any sensor packet transition in WSN, start transmission ofSensorReportmessages

to the aSNm. After determination of necessary parameters to attack a sensor packet,

aSNm sends its initial command message calledAttackRequestwhich states attack

time Ta and attack durationT/2 to all aSNss. Note that, in this figure, only one

aSN is used in these transitions for the sake of simplicity. At time Ta + T/2, aSN

sends distorted packet and anAttackConfirmationmessage to the receiver SN and

the aSNm as a feedback information, respectively. As a result, aSNm determines

the next sensor packet to attack and hence, operations startagain in a cyclic manner

beginning from the transmitting anAttackRequestmessage.

At the end of this chapter, whole ASN procedure which is called ASNOverall-

Operationalgorithm is summarized in a pseudo-code in Algorithm 5.
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Figure 4.1: Typical message sequence transition in ASN.
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4.2 Master Anti-Sensor Node (aSNm) Determination

Initially, all aSNs set a random timer. First aSN whose timerexpires, broad-

casts aMasterAdvertisementmessage and sets its node type as master aSN (aSNm).

Whenever an aSN receives aMasterAdvertisementmessage it broadcasts the mes-

sage in order to inform all its neighbor aSNs and sets its nodetype as slave aSN

(aSNs). This message contains the address of the aSNm. Random timer interval is

chosen sufficiently long such that the address of the aSNm is transmitted to the far-

thest aSN before another timer expiration. This sufficient duration depends on the

point-to-point packet transmission duration and the number of aSNs in the network.

As a result, address of the aSNm is spread to all other aSNs. Message transition of

aSNm determination operation and its pseudo-code are shown in Figure 4.2 and in

Algorithm 1, respectively.
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Sink

Master Anti−Sensor Node

Sensor Node
MasterAdvertisementSlave Anti−Sensor Node

Figure 4.2: Master anti-sensor node (aSNm) determination among aSNs.
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Algorithm 1 : MasterDetermination

start:1

nodeType = Undetermined2

Set(randomTimer)3

if randomTimer expiresthen4

SendBcMessage(ChAsn,MasterAdvertisement)5

nodeType = Master6

end7

if rxMessage == MasterAdvertisementthen8

masterAddress = rxMessage.masterAddress9

if nodeType == Master AND masterAddress != myAddrthen10

// More than one node decide to be master
goto start:11

end12

else ifnodeType == Undeterminedthen13

SendBcMessage(ChAsn,MasterAdvertisement)14

nodeType = Slave15

Reset(randomTimer)16

end17

end18

4.3 Eavesdropping and Intelligence Gathering

Tst is the transmission time of the initial eavesdropped sensorpacket andT

is the time difference between the transmissions of two consecutive sensor packets.

Hence, in order to determine these values, it is sufficient toeavesdrop only two sensor

packets. aSNss send aSensorReportmessage to the aSNm for each eavesdropped

sensor packet. Each report consists of the following information:

• Sequence number of the eavesdropped sensor packet:Nseq

• Sampling time of the last sample in the sensor packet:Tsamp

It is assumed that a SN transmits a sensor packet immediatelyafter accumu-

lating all the samples carried in a sensor packet. Therefore, second parameter of the

SensorReportmessage gives the start time of transmission of a sensor packet.

Sensor packets are eavesdropped by all aSNss that hear a packet transition

between any two SNs. As a result, aSNm receives superfluous reports and writes
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them to a table and each time it sets a timer which has an interval greater than the

maximum possible sensor packet period plus transmission time of aSensorReport

message to a farthest aSNs. When this timer expires, no moreSensorReportmes-

sage is expected and as a result,T can be determined by just subtraction of two

Tsamp values and then dividing the result with the difference of sequence numbers.

Apparently,Tst is the smallestTsamp value among all the reports. Determination of

Tst andT is given in a pseudo-code in Algorithm 2.

Algorithm 2 : SensorParameterDetermination

if rxMessage == SensorReportthen1

SensorReportTable = InsertTable(SensorReport)2

Set(DeterminationTimer)3

end4

if DeterminationTimer expiresthen5

// No more report, determine parameters
T=(Tsamp[m]-Tsamp[n])/(Nseq[m]-Nseq[n])6

// Sensor packet period
Tst = FindSmallest(Tsamp[], SensorReportTable)7

// Initial generation time of sensor packets
ParametersDetermined = TRUE8

end9

Therefore, aSNm can determine the generation times of future sensor packets

by just adding multiple times ofT to theTst. For an instance, generation time of

the(k + 1)th sensor packet isTst + kT . Additionally, aSNm can determine the total

number of generated sensor packets (Ncur) until the current time as follows:

Ncur = (CurrentT ime − Tst)/T (4.1)

4.4 Capturing Packets and Injecting Distortion by aSNss

As will be explained in detail in Section 4.5, aSNm sends anAttackRequest

message which states the attack duration (T/2) and attack start time (Ta). All aSNss

that receive this message start listening to the sensor channel beginning from the
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time Ta. After timeTa, whenever an aSNs receives the first bit of an RTS packet, it

starts sending an arbitrary RTS packet to collide the actualRTS instead of sending a

continuous random jamming signal. aSNs which are out of range of any transmitting

SN, do not interfere the attack operation. The reason of using an RTS packet as the

jamming signal is to deceive SNs to suppose that it is a collision rather than an attack.

During collision operations, aSNs uses both of its transceiver units at the WSN

frequency. As a result, it receives total of both its RTS jamming signal and col-

lided RTS signal from one antenna while transmitting its RTSjamming signal from

the other antenna. Therefore, if the transmitted jamming signal (RTS) is subtracted

from the total received signal, aSNs may obtain actual RTS signal transmitted by the

sender SN.

Actually, sender SN can not deduce these events because it can not receive

anything while transmitting. Because of the link layer jamming (collision), actual

receiver SN can not receive correct RTS packet and continuesits operations like after

a normal collision occurrence. aSNs starts transmission of CTS packet pretending to

be the actual receiver for the captured RTS packet. After receiving CTS, sender SN

sends data packet to the aSNs which acknowledges it with an ACK packet. There-

fore, sender SN assumes that packet transmission is successful and actual receiver

SN can never know about this data transmission. As a result, aSNs captures sensor

packet successfully.

On the other hand, note that there may be various aSNss in the radio coverage

area of the sender SN. Therefore, a problem arises about which aSNs will capture

the transmitted RTS packet. This can be solved by setting a random timer after

receiving the first bit of the RTS packet from the sender SN. Therefore, aSNss do not

start transmitting jamming signal immediately but wait fora random timer duration.

Maximum duration of this timer must be less than the durationof an RTS packet

transmission. First aSNs whose timer expires, starts sending RTS signal and owns

the right to capture this sensor packet. Other aSNss which sense an RSSI (Received

Signal Strength Indicator) level jump, stop their timers and start listening to capture

another RTS transmission until the end of the attack duration (Ta + T/2).
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After capturing a sensor data packet, aSNs injects distortion errors to the sam-

ples by shifting them to the farthest quantization level namely the highest or the

lowest quantization level.

Distorted packet must be sent to the actual destination before the next periodic

sensor packet is generated by the SNs. Therefore, transmission time of distorted

packet must be chosen in betweenTa andTa + T and most suitably it is chosen

as Ta + T/2. As a result, duration of capturing operation isT/2 and all aSNss

hold their captured data packets until the end of this time ina cooperative manner.

This manner also prevents recapturing of already distortedpacket by another aSNs

uselessly. Otherwise, if one packet is captured by multipleaSNs, it will cause waste

of energy for the ASN.

Therefore, aSNs starts sending distorted data packet after timeTa + T/2 by

transmitting an RTS packet to the actual receiver whose MAC address is parsed

from the original RTS packet. After receiving the CTS, it transmits distorted data

packet to the receiver which acknowledges the aSNs with an ACK packet. As a

result, capturing packet and injecting distortion operation completes successfully.

However, aSNs which receives an RTS packet of a sender SN, must be in the

radio coverage of both sender and receiver SN. Because, captured packet is trans-

mitted to the destination MAC address of the packet. For thisreason, aSNs which

receives the RTS signal above a certain RSSI quality level (THrssi) must attempt to

start jamming operation. This level is determined according to the possible maxi-

mum communication distance between a sender SN and a receiver SN.

All these sequential message transitions are summarized inthe pseudo-code

given in Algorithm 3.
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Algorithm 3 : DistortionInjection

start:1

Set(Antenna2, ChSn)2

myOwnAddr = myAddr3

if RxFromChSn AND RxRssi> THrssi then4

Set(randomTimer)5

if RSSI jumpsthen6

Reset(randomTimer)7

end8

else ifrandomTimer expiresthen9

StartTx(ChSn, RTS, Antenna2)10

RTS = Decode(SignalOnAntenna1 - SignalOnAntenna2)11

// Sensor RTS Signal = Total Signal - Jamming
Signal

(Src, Dest) = Parse(RTS)12

myAddr = Dest13

SendPacket(ChSn, CTS, Src)14

ReceivePacket(ChSn, DATA)15

SendPacket(ChSn, ACK, Src)16

DistortedDATA = InjectDistortion(DATA,de[])17

Nseq = Parse(DATA)18

AttackConfirmation= PrepareMessage(Nseq, de[])19

wait(T /2)20

myAddr = Src21

SendPacket(ChSn, RTS, Dest)22

// Send actual RTS pretending to be the sender SN
ReceivePacket(ChSn, CTS)23

SendPacket(ChSn, DistortedDATA, Dest)24

// Send distorted DATA to the actual destination
ReceivePacket(ChSn, ACK)25

SendPpMessage(ChAsn,AttackConfirmation, masterAddress)26

myAddr = myOwnAddr27

end28

end29

if periodicFlag == TRUEthen30

goto start31

end32
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Injected distortion errors are written to an arrayde[] and sent to the aSNm in the

AttackConfirmationmessage as a feedback information. By means of this feedback,

aSNm becomes capable to determine the total injected distortionDT i. AttackConfir-

mationmessage includes two informations as follows:

• Sequence number of the distorted sensor packet:Nseq

• Distortion error array added to the samples of the captured sensor packet:de[]

Nseq is necessary to prevent the duplication of distortion errors for a sensor

packet with the sameNseq captured by different aSNss. de[] is used to determine the

current injected distortion (DT i) by the aSNm to compare it to the target distortion

(DTa).

Total distortion for an application can be found as follows:

DT =
M
∑

n=1

(e[n])2/M (4.2)

where e[n] is the difference between transmitted and received values of thenth sam-

ple and M is the total number of samples received by the application.

Therefore, aggregated distortion (DAgg) is determined by using the information

in theAttackConfirmationmessage as follows:

DAgg = DAgg +
G

∑

k=1

(de[k])2 (4.3)

whereG is the total number of samples in a sensor packet. As a result,DT i can be

easily calculated by dividingDAgg to Ncur as follows:

DT i = DAgg/Ncur (4.4)

4.5 Adaptive Distortion Management by aSNm

After determination of sensor parameters such asTa andT , aSNm broadcasts

its initial AttackRequestmessage. This message is spread to all aSNss with flooding

mechanism.Ta for this initial message is the next possible generation time of the
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sensor packet to attack and hence, it does not depend on any feedback. However,

following AttackRequestmessages depend on the received feedbacks after successful

distortions injected by aSNss as will be explained in detail in this section.

Sensor data packet capturing operation must start at sensorpacket transmission

times such asTst + kT and hence, attack time (Ta) is chosen from these times.

Determination ofTa means the determination of the transmission time of the next

sensor packet which will be captured by the aSNss. In ASN,Ta is chosen as the time

thatDT i value starts falling below theDTa value. As a result, it is achieved to keep

DT i value above theDTa value. LetNnext is the sequence number of the next sensor

packet which will be distorted next time and so we can obtain it by using (4.3) as

follows:

Nnext = DAgg/(DTa ∗ G) (4.5)

whereDTa is the target distortion required by the application which is to be distorted.

DAgg is updated each time after anAttackConfirmationmessage is received and as

a result,Nnext is calculated to determine the nextTa time after each reception of

the AttackConfirmationmessage. aSNm comparesNnext to Ncur to determineTa

and then, informs all its aSNss about newTa time by broadcasting anAttackRequest

message. aSNss rebroadcast the received message to their neighbors untilit reaches

all aSNss using flooding mechanism as shown in Figure 4.3.

If Nnext is smaller thanNcur, then aSNss must capture the sensor packets pe-

riodically with the periodT . Because, in that caseDT i value is below theDTa value

and aSNss must distort all the following sensor packets untilDT i is greater thanDTa.

In this case,Ta is chosen as the nearest sensor packet transmission time. Inorder to

prevent to transmitAttackRequestmessages for each following packets, the message

includes a flag (periodicFlag) which can be set on and off before sending the mes-

sage. Hence, if periodic capture is sent before, andNnext is still smaller thanNcur,

then there is no need to send anAttackRequestmessage again.
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Figure 4.3: Transmission of distortion feedback by aSNss and attack operation trig-
gered by the aSNm.

Before sendingAttackRequestmessage,Ta value is shifted by some multiple

of T until it is sufficiently big such that the farthest aSNs receives this packet before

time Ta. aSNs starts capturing simultaneously at timeTa until the end ofTa + T/2

and if a sensor data packet is distorted, aSNs sends anAttackConfirmationmessage

and then, waits for anotherAttackRequestmessage. However, ifperiodicFlagis on,

then it continues capturing operation periodically with period T at Ta + kT times.

Pseudo-code ofTa determination is given in Algorithm 4.
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Algorithm 4 : CaptureTimeDetermination

if Nnext > Ncur then1

periodicFlag = FALSE2

Ta = Tst + Nnext * T3

sendFlag = TRUE4

end5

else ifperiodicFlag == TRUEthen6

sendFlag = FALSE7

// Periodic capture is sent before and hence, no need
to send again

end8

else9

periodicFlag = TRUE10

// Start periodic capturing
sendFlag = TRUE11

while Ta < CurrentTimedo12

Ta = Tst + T13

// Next packet generation time

end14

end15

while Ta < (CurrentTime + MinPropToFarthest)do16

Ta = Ta + T17

// Packet must reach all aSNss before time Ta

end18

if sendFlag == TRUEthen19

SendBcMessage(AttackRequest, T , Ta, periodicFlag)20

end21

During these operations, if battery level of aSNm reaches below a certain

threshold (THbat), it broadcasts aMasterReleaseAdvertisementmessage and all aSNss

rebroadcast this message using flooding mechanism. Afterward, all aSNs start mas-

ter determination operation as explained in section 4.2.

Overall ASN operations by the aSNs are summarized in a pseudo-code given

in Algorithm 5. This algorithm combines all preceding algorithms explained in this

chapter.
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Algorithm 5 : ASNOverallOperation

MasterDetermination1

while nodeType == Slavedo2

reportCnt = 03

if RxChSn AND reportCnt< 2 then4

// Only 2 reports is enough for aSNm

ReceivePpMessage(ChSn, DATA, FromSensors)5

// Listen to sensor nodes
SensorReport = PrepareMessage(Tsamp,Nseq)6

SendPpMessage(ChAsn, SensorReport, aSNm)7

// Send report to aSNm

reportCnt++8

end9

if RxChAsn AND AttackRequestthen10

SendBcMessage(ChAsn,AttackRequest)11

(T , Ta, periodicFlag) = ParseMessage(AttackRequest)12

// Receive distortion parameters
if CurrentTime ==Ta then13

DistortionInjection14

end15

end16

if RxChAsn AND MasterReleaseAdvertisementthen17

SendBcMessage(ChAsn,MasterReleaseAdvertisement)18

MasterDetermination19

end20

end21

// End of while Slave
while nodeType == Masterdo22

if rxMessage == SensorReportthen23

// Receive reports from all aSNss
SensorParameterDetermination24

if ParametersDetermined == TRUEthen25

while Ta < (CurrentTime + MinPropToFarthest)do26

Ta = Tst + T27

end28

SendBcMessage(AttackRequest, T , Ta, FALSE /*periodicFlag*/)29

// Initial AttackRequest message

end30

end31

else ifrxMessage == AttackConfirmationthen32

CaptureTimeDetermination33

// Determine next Ta and send AttackRequest message

end34

if BatteryLevel< THbat then35

SendBcMessage(ChAsn,MasterReleaseAdvertisement)36

end37

end38
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CHAPTER 5

SIMULATION RESULTS AND PERFORMANCE EVALUATION

In this chapter, we present simulation results and performance analysis of the

ASN. Simulation is implemented using ns-2 tool in linux environment. A sensor

network with 200m x 200m grid topology which consists of 50 SNs, 50 aSNs and a

sink node is used. The parameters used in our simulation are given in Table 5.1.

Table 5.1: Simulation parameters

Area of sensor field 200×200m2

Initial energy of nodes 1.2V×0.5Ah [3]
Rx consumption power 0.395 W
Tx consumption power 0.660 W

Radio coverage of nodes 40 m
Number of quantization levels 256

Lower and upper quantization limits 0, 1

Number of events 1
Number of samples in packets 5

Number of SNs 50
Number of aSNs 50
MAC protocol 802.11b

Transport protocol UDP
Routing protocol AODV
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First of all, we created two files, one of which consists of uniformly distributed

values between 0 and 1 that simulate analog signal (E) and the other file is con-

structed from the first file by just adding normally distributed noise with mean 0 and

standard deviation 0.01. It is assumed that total number of encapsulated samples in a

sensor data packet is five and a phenom node broadcasts each five value in a phenom

packet periodically in periods such as 0.25, 0.5 sec. Surrounding SNs which sense

this packet, quantize the analog values in the packet with 256 quantization levels and

send it to the sink in UDP packet by giving a sequence number.

When an aSNs is commanded to distort a sensor packet, it captures the sen-

sor packet as explained in Chapter 4 and shifts the samples before sending them

to the destination. Sink node receives all transmitted datapackets which are either

distorted or not distorted by the aSNss. Sink node determines the analog signal val-

ues by multiplying the quantization level of the samples with the quantization step.

Then, it writes the results to an output file in receiving order. Therefore, event-to-

sink achieved distortion (DAc) can be determined by adding all square differences

between the values written in the output file with the values written in the first cre-

ated file and then dividing the total to the number of transmitted samples as given in

(4.2). In this simulation, sample values are uniformly distributed between 0 and 1

and hence, distortion values (DTa, DAc) are normalized in between 0 and 1.

5.1 Distortion Performance of ASN

In our ASN system, we have two varying parameters. One is sensor packet

period (T ) in seconds and other isDTa which depends on the requirement of the

sensor application which is to be attacked. In order to create a givenDTa at the

sink node, aSNm quickly evaluates distortion feedbacks (AttackConfirmation) com-

ing from aSNss and calculates next attack time. In order to obtain an initial feedback,

first distortion command (AttackRequest) is sent immediately after the determination

of sensor parameters. However, followingAttackRequestmessages are sent accord-

ing to the incoming feedbacks from aSNss.
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It is shown in Figure 5.1 that sequence number of the first distorted sensor

packet is 4. At this time,DAc jumps with an amount of distortion which does not

depend on any feedback. Sequence number of the next distorted sensor packet is 61.

At this pointDAc reachesDTa, because time of distortion is determined according

to the feedback about the distorted packet with the sequencenumber of 4.
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Figure 5.1: Variation ofDAc wrt. sensor packet sequence number(DTa = 0.01).

Amount of jumps gets smaller for the following distortion points, because at

each time,DAc is calculated over all received packets until that time and hence, effect

of a distorted packet to the overall distortion gets smalleras the number of received

samples increases. As a result,DAc approachesDTa and keeps staying above it.

At these sequence number points (4,61,128,188),DAc reachesDTa as expected

from the behaviour of the ASN as explained in Section 4.5. Peaks of jumps extend

above theDTa because of distortions at the points thatDAc reachesDTa.

It is shown in Figure 5.2 thatDAc follows DTa adaptively without depending

onT . In WSNs,T is chosen as big as possible by encapsulating various samples in a

sensor packet. As a result, traffic load in WSNs decreases and lifetime of the sensor
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network prolongs. Hence, in our simulation, we choose the periods in between 0.5

seconds and 1.5 seconds.
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Figure 5.2: Variation ofDAc wrt. T (DTa = 0.025).

Sensor networks are used for various applications which require differentDTa

values. Therefore, behaviour of the ASN is shown in Figure 5.3 for various values

of DTa. WhenDTa equals to zero, all sensor packets reach the sink without being

exposed to any distortion operation by aSNss. We see that ASN can followDTa

successfully for smallDTa values for instance in between 0.01 and 0.1.

However, whenDTa increases beyond 0.1,DAc saturates after some value.

Sensor samples in our simulation are uniformly distributedbetween 0 and 1. There-

fore, even all samples are distorted,DAc can not exceed the saturation value which

depends on the distribution of the sensor sample values. Forinstance, distortion

value of 1 means that all sample values are 0 or 1 and they are shifted to the farthest

quantization level which is 1 and 0, respectively.
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Figure 5.3: Variation ofDAc wrt. DTa (T = 0.25sec).

5.2 Lifetime Performance of ASN

Packet generation rate is an important factor for WSNs in terms of lifetime

performance. On the other hand, lifetime of ASN depends mainly on the number

of packets which is distorted by the aSNss. Therefore, ASN lifetime depends on

both packet generation rate andDTa. In other words, when either packet generation

rate orDTa increases, ASN capture and distort more sensor packets which causes to

decrease the lifetime of ASN.

SNs and aSNs are equipped with a limited power source (<0.5 Ah, 1.2 V) as

pointed in [3]. Therefore, initial energy is chosen as 2160 J(0.5× 1.2 VAh) and the

lifetime values are measured in hour.

Variation of average lifetime of both SNs and aSNs for various values of sen-

sor packet periods is shown in Figure 5.4 for a givenDTa value. Lifetime of both

SNs and aSNs increases with the sensor packet period. BecausewhenT is small

SNs generate more sensor packets and cause more energy consumption. On the

other hand, aSNs capture and distort more sensor packets andhence, consume more

energy. Additionally, it is shown that lifetime of aSNs are much more longer than

lifetime of SNs for all values ofT . As a result, ASN can successfully distort WSN
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Figure 5.4: Average lifetime comparison of SNs and aSNs wrt.variation of T
(DTa = 0.025).

as long as the WSN operates.

Variation of average lifetime of both SNs and aSNs for various values ofDTa is

shown in Figure 5.5 for a given value ofT . Lifetime of SNs does not change so much

by the variation ofDTa becauseT is kept constant and hence, they generate nearly

same traffic. However, lifetime of aSNs decreases because they capture and distort

more sensor packets asDTa increases. Moreover, above a certainDTa value, lifetime

of aSNs decreases below the lifetime of SNs. However, it is practically impossible

for an application to require aDTa value around 0.5 which is unreasonably large. It

is surprisingly observed in this figure that lifetime of bothaSNs and SNs increases

for very big values ofDTa such as 0.75 and 1.0. Because, aSNm sendsAttackRequest

message by setting itsperiodicFlagbit on. If necessity of periodic distortion contin-

ues, aSNm does not uselessly transmit any moreAttackRequestmessages and hence,

aSNs save a significant amount of energy. On the other hand, surprising increment

of lifetime of SNs is explained in Section 5.3 by means of the reduction of generated

traffic by the SNs.
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Figure 5.5: Average lifetime comparison of SNs and aSNs wrt.variation ofDTa

(T = 0.25sec).

5.3 Data Traffic Performance of ASN

Variation of data traffic in terms of packet generation of both SNs and aSNs

for various values ofT is shown in Figure 5.6 for a given value ofDTa. Note that,

this traffic measure does not include control packet traffic and hence, it is similar, but

not exactly same as lifetime performance. AsT increases, number of packets which

must be distorted increases and as a result, traffic generation of ASN increases. Note

that, at each case, traffic generated by the ASN is smaller than the WSN and hence,

ASN operates efficiently in terms of traffic generation.

In addition, data traffic in terms of packet generation of both SNs and aSNs

for various values ofDTa is shown in Figure 5.7 for a given value ofT . As DTa

increases, number of packets which must be distorted increases and as a result, traffic

generation of ASN increases. On the other hand, traffic generation of SNs does not

change so much becauseT is kept constant.

However, above a certainDTa value, data traffic of both SNs and aSNs starts

decreasing. This is because of too many collisions created by the aSNs and hence,

SNs can not get a chance to transmit their data packets as collisions increase. This
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Figure 5.6: Total traffic comparison of WSN and ASN wrt. variation of T (DTa =
0.025).

also explains surprising observation of lifetime increment of SNs as mentioned in

Section 5.2 for the values ofDTa such as 0.75 and 1.0 as seen in Figure 5.5. Addi-

tionally, for these values, aSNm does not uselessly transmit any moreAttackRequest

messages by using theperiodicFlagbit as explained in Section 4.5 and hence, data

traffic of aSNs decreases.
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CHAPTER 6

CONCLUSION

Our work is motivated by the fact that sensor applications can not achieve

their performance needs if event-to-sink transport is unreliable. Therefore, in this

thesis, we proposed a new anti-sensor network (ASN) paradigm which aims to dam-

age event-to-sink reliability by adaptively monitoring the total injected event-to-sink

distortion to the sensor application to force WSN malfunction. This notion of ASN

distinguishes it from other existing DoS attacks. ASN is thefirst known study which

attacks WSN in order to achieve the target event-to-sink distortion by modifying the

sufficient number of sensor samples.

ASN is composed of distributed aSNs which are constructed bySN like hard-

ware structure with low cost and limited capacities in termsof power source, radio

coverage and computational capability. Therefore, energyefficiency is an essential

requirement for the aSNs.

The key idea in order to provide energy efficiency is to distort minimum num-

ber of packets by injecting maximum amount of error to the samples with an adaptive

mechanism that depends on feedback about injected distortion errors. Additionally,

ASN is cost-effective because of low cost and easy deployment of aSNs.

ASN has cross layer attacking capability. aSNs create Request-to-Send (RTS)

packet collision at the MAC layer to capture sensor data packets by pretending to be

SNs and hence, they achieve resiliency against detection methods. Captured packets

are distorted by injecting error to the samples at the application layer assuming that
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sensor packets are not encrypted.

The effectiveness and adaptiveness of the ASN is verified through various sim-

ulations using ns-2. In order to do this, ASN is analyzed withrespect to achieved

distortion (DAc), lifetime and data traffic performance for a variety of network pa-

rameters such as sensor packet period (T ) and target distortion (DTa). Results of the

simulations showed that ASN can followDTa values successfully for various values

of T . Additionally, lifetime of ASN is greater than the lifetimeof the attacked WSN

for variousDTa andT values such that ASN can keep on attacking as long as WSN

operates.

As a future work, some defense and attack mechanisms would beconsidered

against the ASN such as encryption of sensor samples or construction of a DoS attack

aSNm after determination of its location. Therefore, it would bepossible to construct

a self-organized ASN without an aSNm and without using another frequency channel

other than WSN frequency channel, considering undetectability requirement.

In ASN, only a single event is considered with stationary aSNs. Therefore,

separate event-to-sink distortions for multiple concurrent events would be studied

and as well as mobile SNs and aSNs would be used.

ASN is proposed for WSNs which use CSMA/CA based MAC layer proto-

cols with RTS/CTS mechanism. On the other hand, data capturing operation of

ASN would be modified by considering other MAC layer protocols such as TDMA,

FDMA or hybrid based schemes.

In ASN, event-to-sink distortion is created by shifting sensor sample values

whereas sensor sampling time values written in the packets remain same without

any modification by the aSNs. Performance of ASN would be studied by modifying

the sampling times written in the sensor data packets.

In our simulations, number of aSNs are kept equal to the number of SNs. How-

ever, network size in terms of the number of aSNs would be varied and performance

of ASN would be investigated. Therefore, it would be possible to distort event-to-

sink reliability of WSN by using less number of aSNs than the number of SNs.
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