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ABSTRACT 

 
 

DESIGN OF A CONTEXT AWARE SECURITY MODEL FOR PREVENTING 

RELAY ATTACKS USING NFC ENABLED MOBILE DEVICES 
 

 

Çavdar, Davut 

Ph.D., Department of Information Systems 

Supervisor: Assoc. Prof. Dr. Aysu Betin Can 

Co-Supervisor: Dr. Emrah Tomur 

 

July 2020, 135 pages 

 
Near Field Communication (NFC) is a promising communication technology used in 
smart mobile devices. As an effective and flexible communication technology, NFC is 
frequently used in innovative solutions nowadays such as payment, access control etc. 

Because of the nature of these transactions, security is an important issue since NFC is 
used in critical applications such as payment and access control. There are several attacks 

mentioned in literature against NFC-enabled applications, yet, none of the security 
solutions offered provides sufficient protection for NFC enabled access control systems 

due to their static nature. In this context, the contribution of this work is threefold. First, 
we demonstrate how easy to perform such attacks implementing a relay attack in a realistic 

testbed. Second, we propose a context-aware security model for preventing relay attacks 
for NFC enabled mobile devices even if attackers compromise authentication tokens. 

Third, we prove the validity of our proposed security model both theoretically by formal 
verification and practically by the deployment of the model on a testbed infrastructure 

where we also analyze the performance in comparison to other approaches.  

 

Keywords: NFC, Relay Attack, Access Methods, Security, Context-Aware 
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ÖZ 

 
NFC ÖZELLİKLİ MOBİL CİHAZLARIN KULLANILDIĞI RELAY 

SALDIRILARINI ÖNLEYEN BAĞLAMA DUYARLI BİR GÜVENLİK MODELİNİN 

TASARIMI 

 

Çavdar, Davut  

Doktora, Bilişim Sistemleri Bölümü 

Tez Yöneticisi: Doç. Dr. Aysu Betin Can 

Ortak Tez Yöneticisi: Dr. Emrah Tomur 

 

Temmuz 2020, 135 Sayfa 

 

Yakın Saha İletişimi (NFC) akıllı mobil cihazlarda kullanılan ve gelecek vadeden bir 

iletişim teknolojisidir. Etkili ve esnek bir iletişim teknolojisi olarak, NFC günümüzde, 
ödeme, erişim control sistemleri vb. Çözümlerde sıklıkla kullanılmaktadır. Bu işlemlerin 

doğası gereği, NFC kritik uygulamalarda kullanıldığı için, güvenlik önemli bir konu hale 
gelmektedir. Literatürde NFC kullanan uygulamalara karşı çeşitli saldırılardan 

bahsedilmiş olmasına karşın, sabit yapısından ötürü, önerilen çözümlerden hiçbiri NFC 
kullanan erişim kontrol sistemleri için yeterli koruma sağlamamaktadır. Bu bağlamda, bu 

çalışmanın temel katkısı 3 aşamalıdır. İlk olarak, gerçek bir test ortamında, relay 
saldırısının kolaylıkla nasıl gerçekleştirilebildiğini gösteriyoruz. İkinci olarak, saldırgan 

yetki anahtarına sahip olsa dahi relay saldırısını önleyen bağlama duyarlı bir güvenlik 
modeli öneriyoruz. Üçüncü olarak ise, modelimizin geçerliliğini, teorik formal doğrulama 

yaparak, pratik olarak da performansını diğer yaklaşımlarla kıyasladığımız gerçek bir 

ortam üzerine yükleyerek ispatlıyoruz.  

 

 

Anahtar Sözcükler: NFC, Ortadaki Adam Saldırısı, Erişim Modelleri, Güvenlik, Bağlama 

Duyarlı   



vi 

 

 

 

 

 

 

 

 

 
To my wife, Şeyma, 

To my son, Umut, 

To my mother and father. 
  



vii 

 

ACKNOWLEDGMENTS 

First of all, I would like to thank my co-supervisor, Dr. Emrah Tomur, for his endless 
support, motivation, valuable guidance, and encouragement. Also, I want to thank my 

supervisor Assoc. Prof. Dr. Aysu Betin Can for her technical support in my studies. I 
appreciate and never forget their supports during my hard times.  

 
I also thank my thesis monitoring committee members, Assoc. Prof. Dr. Altan Koçyiğit 

and Prof. Dr. Ece Güran Schmidt, for their valuable feedbacks. Also, I want to thank Prof. 
Dr. Semih Bilgen especially for his motivation at the beginning of my study. 

 
I would like to thank the examining committee members, Assoc. Prof. Dr. Ahmet Burak 

Can and Assoc. Prof. Dr. Ihsan Tolga Medeni for their valuable feedback and 
contributions. 

 
I acknowledge the support of The Scientific and Technological Research Council of 

Turkey (TÜBITAK) BIDEB for 2211 graduate student fellowship during my Ph.D. 
education.  

 
I also thank Dereağzı Cilt Evi for their support in the printing of the thesis in a limited 

time. 

I thank Özge, Samet, Burak, Üzeyir, Uğur, Onur, Oğuzhan and Ahmet Oguz for your 

friendship and support. 

I would like to thank my mother and father for their endless support. They are always with 

me in my hard times. 
  

I thank my little son, Umut Berk Çavdar. He is	medicine of my wounds and his smiles 

keep me stronger. 

Lastly, I would like to thank my dear wife, Şeyma Çavdar, for her encouragement and 
continues support. I feel always her love with me. Thank you, my sweet family, I love 

you.  



viii 

 

TABLE OF CONTENTS 

 

 

ABSTRACT ................................................................................................. iv 

ÖZ ................................................................................................................. v 

ACKNOWLEDGMENTS ........................................................................... vii 

TABLE OF CONTENTS ........................................................................... viii 

LIST OF TABLES ....................................................................................... xi 

LIST OF FIGURES .................................................................................... xii 

LIST OF ACRONYMS ............................................................................. xiv 

CHAPTERS .................................................................................................. 1 

1. INTRODUCTION .................................................................................. 1 

1.1. Research Questions .......................................................................... 4 

1.2. Contributions of the Study ................................................................ 6 

1.3. Thesis Organization .......................................................................... 6 

2. RELATED WORK ................................................................................ 9 

2.1. Introduction ...................................................................................... 9 

2.2. NFC Security .................................................................................. 11 

2.3. NFC Relay Attacks ......................................................................... 13 

2.4. Sensor Usage in NFC Transactions ................................................ 14 

2.5. Offered Solutions for Relay Attacks .............................................. 15 

3. NEAR FIELD COMMUNICATION (NFC) ....................................... 21 

3.1. Overview of NFC ........................................................................... 21 

3.2. Communication Infrastructure ........................................................ 22 



ix 

 

3.3. NFC Mobile Phone Architecture .................................................... 25 

3.4. NFC Data Exchange Format (NDEF) ............................................ 25 

3.5. Operation Modes of NFC ............................................................... 27 

3.5.1 Card Emulation Mode .............................................................. 28 

3.5.2 Peer-to-Peer Mode ................................................................... 28 

3.5.3 Reader/Writer Mode ................................................................ 29 

3.6. Vulnerabilities and Attacks ............................................................ 29 

3.6.1 NFC Tag Vulnerabilities .......................................................... 29 

3.6.2 NFC Enabled Mobile Device Vulnerabilities .......................... 30 

3.6.3 NFC Communication Vulnerabilities and Attacks .................. 33 

4. PRACTICAL NFC RELAY ATTACK ............................................... 37 

4.1. Host Card Emulation Mode (HCE) ................................................ 38 

4.2. Relay Attack Implementation ......................................................... 38 

5. MOBILE CONTEXT AWARE AND ROLE-BASED ACCESS 

CONTROL MODEL (M-CARBAC) ......................................................... 43 

5.1. Security Model ............................................................................... 43 

5.2. Threat Modeling ............................................................................. 44 

5.3. The Model Basics ........................................................................... 48 

5.4. Context Aware Methodology ......................................................... 49 

5.5. Dynamic and Adaptive Security ..................................................... 50 

5.6. Mobile Context Aware and Role-BasedAccess Control Model (M-

CARBAC) ............................................................................................... 51 

5.7. Role Based Access Control (RBAC) .............................................. 52 

5.8. Conceptual Requirements of the Model ......................................... 55 

5.9. Principles and Components of the Model ...................................... 57 

5.10. Access Control Mechanisms of the Model ..................................... 59 



x 

 

5.10.1. Context Sensitive Controls (CSC) ........................................... 61 

5.10.2. Dynamic Policy Controls (DPC) .............................................. 66 

6. FORMAL DEFINITIONS ................................................................... 69 

6.1. Set and Functions ........................................................................... 69 

6.2. Evaluation of Access Granting ....................................................... 72 

6.2.1 Policy Evaluation ........................................................................ 72 

6.2.2 Context Verification .................................................................... 73 

6.2.4 Claims ......................................................................................... 76 

7. IMPLEMENTATION AND TESTß .................................................... 81 

7.1 NFC Access Control System .......................................................... 81 

7.2. Components of NFC Access Control System ................................ 82 

7.3 Flow of Operations ......................................................................... 84 

7.4 Implementation ............................................................................... 87 

7.4.1 High-Level Use Cases of the Implementation of the Model .... 87 

7.4.2 Sample Scenario ....................................................................... 93 

7.4.3. Rule Set for the Scenario ...................................................... 94 

7.4.4 Access Requests ..................................................................... 100 

7.4.5 Coverage Analysis of the Model ............................................ 106 

7.5 Performance Tests ........................................................................ 113 

8. CONCLUSION .................................................................................. 119 

REFERENCES .......................................................................................... 123 

CURRICULUM VITAE ........................................................................... 133 

 

 

 



xi 

 

LIST OF TABLES 

 

Table 1: The Summary of Offered Solutions Against NFC Relay Attacks. 18 

Table 2: The Comparison of the Main Features of the Proposed Solutions 19 

Table 3: Comparison of Wireless Technologies [30] ................................. 22 

Table 4: Access Control Models Basics ..................................................... 44 

Table 5: STRIDE Threat Categories ........................................................... 45 

Table 6: The Elements of NFC Relay Attack Threat Model ...................... 47 

Table 7: Authentication Methods of Models .............................................. 53 

Table 8: Layered Control Mechanisms of the Model ................................. 60 

Table 9: Description of Services of the Implementation ............................ 85 

Table 10: High Level Use Cases of the Implementation ............................ 89 

Table 11: The Components of Sample Scenario ......................................... 93 

Table 12: Formal Description of Rule Set for Scenario ............................. 96 

Table 13: All the Possible Combinations of the Requests ........................ 109 

  



xii 

 

LIST OF FIGURES 

 

Figure 1: The Ecosystem of NFC Based Solutions [3] ................................. 2 
Figure 2: General Components of the Thesis Study ..................................... 5 
Figure 3: Evolution of NFC Technology [20] ............................................ 23 
Figure 4: Electromagnetic Induction of NFC Devices [68] ........................ 24 
Figure 5: Data Rates and Ranges of Wireless Technologies [5] ................. 24 
Figure 6: Structure of NFC Enabled Mobile Phone .................................... 25 
Figure 7: NDEF Message Format [30] ....................................................... 27 
Figure 8: Operation Modes of NFC[53] ..................................................... 28 
Figure 9: Components of NFC Tag [55] ..................................................... 30 
Figure 10: Types of Secure Element [55] ................................................... 31 
Figure 11: Stages of Secure Element .......................................................... 33 
Figure 12: Example of Relay Attack Formation [62] ................................. 35 
Figure 13: Relay Attack Flow for Access Control System ......................... 39 
Figure 14: The Mobile Phone Screens of the Real Sender ......................... 40 
Figure 15: The Mobile Phone Screens of the Fake Sender ......................... 40 
Figure 16: Evolution of Access Control Models ........................................ 51 
Figure 17: Structure of Basic RBAC .......................................................... 52 
Figure 18: Structure of RBAC3 [69] ........................................................... 54 
Figure 19: Role Hierarchy of MCARBAC ................................................. 57 
Figure 20: Typical Access Control Mechanism .......................................... 58 
Figure 21: Conceptual Context Relationship .............................................. 58 
Figure 22: Structure of the Proposed Model ............................................... 59 
Figure 23: Conceptual Flow in Authentication Process .............................. 62 
Figure 24: Credentials Flow of System Components ................................. 63 
Figure 25: Credentials Flow of System Components (Relay Attack) ......... 64 
Figure 26: Access Granting Algorithm ....................................................... 75 
Figure 27: NFC Based Access Control System .......................................... 83 
Figure 28: Registration Screen of Mobile Application ............................... 85 
Figure 29: Request and Login Screens of Mobile Application ................... 85 



xiii 

 

Figure 30: Web Management Panel of Implementation ............................. 88 
Figure 31: Comparison Response Times of RBAC and MCARBAC (Mixed 

Use Cases) ................................................................................................. 114 
Figure 32: Response Times of RBAC Models [67] .................................. 115 
Figure 33: Comparison Response Times of RBAC and MCARBAC (Relay 

Attacks) ..................................................................................................... 115 
Figure 34: Comparison of Increase in CPU Usage of RBAC and MCARBAC 

(Mixed Use Cases) .................................................................................... 116 
 

  



xiv 

 

LIST OF ACRONYMS 

ASK Amplitude Shift Keying 

CSC Context Sensitive Controls 

DAC Discretionary Access Control 

DOS Deny of Services 

DPC Dynamic Policy Controls 

EMV Europay MasterCard Visa 

FWT Frame Waiting Time 

GRBAC Generalized Role-Based Access Control 

HCE  Host Card Emulation 

IEC International Electrotechnical Commission 

ISO International Organization for Standardization 

JSON JavaScript Object Notation 

LLCP Logical Link Control Protocol Specification 

MAC Mandatory Access Control 

MITM Man in the Middle Attack 

NDEF NFC Data Exchange Format 

NFC Near Field Communication 

NIST National Institute of Standards and Technology 

PCE Pervasive Computing Environments 

PSK Phase Shift Keying 

RBAC Role Based Access Control 

REST Representational State Transfer 

RTD Record Type Definition 

SE Secure Element 

T-CAC Threshold Based Collaborative Access Control 

TRBAC Temporal Role-Based Access Control 



1 

 

 

 

CHAPTER 1 

CHAPTERS 

1. INTRODUCTION 

 

The popularity and usage volume of smart mobile devices have exponentially 

increased in the last decade. The main reasons for this situation are the 

functionality and convenience of mobile devices. Mark Weiser [1] described 

this age as the third era of computing in which electronic devices are smaller 

and able to interact with other devices. This era also named as “Ubiquitous 

Computing” or “Pervasive Computing”. In this stage, standard computer 

perception changes in both appearance and logic.  

Device diversity increased with the needs of humans for daily life activities. 

Besides standard computers, mobile devices, sensors, actuators etc. have 

started to be used by humans in daily life. The major contribution of 

ubiquitous computing emerges in the interaction of these devices. Unlike 

standard devices, these ubiquitous computing devices have effective 

interaction capabilities with both human and other electronic devices.  

In the last decade, the communication and lifestyle of people have completely 

changed. People have started to use smart mobile devices for their daily 

routines such as mailing, dealing with documents, entertaining etc. As a result 

of this situation, production and sales of smart mobile devices, mobile 

operating systems, mobile marketing and mobile solutions have extremity 

increased. According to research conducted by Collins [2], there are 7.3 

billion mobile devices in the world, which exceeds the world population. 

These numbers also show the impacts of the mobile ecosystem.  
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Near Field Communication (NFC), technology is one of the communication 

conveniences that emerge from mobility tendency and device interaction 

concept. The main function of NFC is to establish a connection between two 

mobile devices or NFC tags and reader. Data exchange or access requests can 

be easily performed with this concept. The detail of this communication 

process is described in Chapter 3.  

NFC enabled smart mobile devices are used in daily applications and create 

smart solutions. These solutions are summarized in Figure 1[3]. For example, 

NFC technology is used in contactless payments, which are also the most 

popular NFC applications, loyalty couponing, transport systems (bus, train 

etc.), data exchange, gaming, location-based services and access control 

systems.  

 

Figure 1: The Ecosystem of NFC Based Solutions [3] 

 

Although used in critical and data sensitive solutions for quite a period, 

security issues in NFC technology are not completely solved and 
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standardized yet. NFC technology is introduced with RFID ISO/IEC 14443 

“Contactless Proximity Smart Cards and their technical features” standard. 

Although, it was standardized as ISO/IEC 18092 “Near Field 

Communication Interface and Protocol (NFCIP-1)” and then ISO/IEC 21481 

“Near Field Communication Interface and Protocol (NFCIP-2)”, majority of 

NFC principles and functions are still inherited from RFID standards. 

Although the NFC Forum has released even NDEF and RTD based standards, 

security requirements and standards are not discussed. This eventually causes 

misconceptions in security issues of mobile solutions.  

NFC enabled mobile devices to come into use in access control systems 

instead of using a passive card, however in the literature, the majority of 

studies discuss finding solutions for avoiding passive card relaying attack. 

Because of its complexity in comparison with passive cards, mobile devices 

are exposed to security attack more frequently, however, they are more 

powerful and flexible device and provides a more suitable environment for 

security solutions.  

Although some partial solutions are offered, they are not applicable for NFC 

based access control systems working on the application layer. In former 

access control systems ISO/IEC 14443, based passive cards are used instead 

of smart mobile devices in mobile payment and access control applications. 

Because of their limitations, attackers, especially in relay attacks, misuse 

security gaps of passive cards. Also, in the literature, studies, which are 

discussed in Chapter 3, proved the applicability of relay attacks on passive 

cards.  

According to the gaps in the related studies about offering a complete 

application-level solution to relay attacks in mobile communication 

environments, we have defined below objectives:  

• To identify current vulnerabilities for NFC communication 

environment and analyze effects of them to relay attack occurrence. 
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• To define system requirements that can be input to our context aware 

security model. 

• To design and build a dynamic context aware security model to prevent 

relay attacks in NFC enabled mobile phones. 

• To provide formal and mathematical verification of the model. 

• To implement a complete solution including infrastructure and mobile 

application in order to prove practicability of the relay attacks in the 

domain also apply and test the model on it. 

1.1. Research Questions 

In order to address the below research objectives, we have focused following 

research questions: 

1. What are the possible vulnerabilities for NFC communication 

environment? 

2. What are the system requirements and how can we define them 

properly for our context-based security model? 

3. Can we prove and simulate the practicability of the relay attack in NFC 

communication? 

4. How can we design and build a dynamic context aware security model 

to prevent relay attacks in NFC enabled mobile phones? 

 

In this thesis, we have performed four tracks of studies in order to cover 

above research questions.  

 

In the first study, we investigated possible vulnerabilities in the NFC 

environment. In addition to the vulnerabilities inherent in NFC, typical 

vulnerabilities found in wireless communications have been identified.  
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Interactions of these vulnerabilities with each other are also explained. In 

particular, vulnerabilities that could affect the occurrence of relay attacks 

were analyzed. For the second study, basic system requirements that should 

be met for our context aware security model are provided. They are explained 

in the Chapter 5 in detail. In order answer to the third question, a complete 

solution is developed including services, infrastructure, mobile application 

etc. With the help of this developed solution, firstly, it was simulated and 

proved the practicability of the relay attack in NFC communication 

environment. In addition to that, our model is applied on this implementation 

and performance tests are performed using this implementation. 

 

 
Figure 2: General Components of the Thesis Study 

 

 

About the fourth question, the studies are performed in two parallel 

framework formats. The one is designing of conceptual security model; the 

other one is developing NFC based access control system and testing that 

security model on it. The design of security model phase consists of 

“Defining Vulnerabilities”, “Defining Requirements”, and “Model Design” 
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and “Formal Definitons” sub modules. The system phase consists of “System 

Development” and “Test” sub modules. Because of performing parallel 

development of conceptual model design and system, both development 

phases interact each other in case of any need. The interactions between two 

development frameworks of our study are illustrated in Figure 2. 

 

1.2. Contributions of the Study 

The main contributions of the thesis study are: 

• System-level security requirements are offered for NFC 

communication.  

• Relay attacks in NFC enabled mobile devices is practically proved. 

The experience and output are used in model design and development. 

• A dynamic, adaptive and context aware security model extending Role 

Based Access Control (RBAC) is designed to prevent relay attacks in 

NFC enabled mobile devices. 

• The concepts of formal and mathematical verification for a context 

aware security model are offered. 

1.3. Thesis Organization 

 

This thesis study consists of eight chapters: 

 

Chapter 2 presents related studies in the literature discussing the three 

domains, which are NFC, Access Control System and Security. 

 

Chapter 3 describes the basics, principles, components of the NFC 

ecosystem.  
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Chapter 4 introduces practical relay attack scenario in NFC enabled mobile 

device and its implementation. 

 

Chapter 5 offers dynamic, adaptive and context aware security model to 

prevent relay attacks in NFC enabled mobile devices.  

 

Chapter 6 presents the formal and mathematical verification of the model. 

 

Chapter 7 describes a complete implementation of NFC based access control 

system implementation, covering all high-level use case combinations and 

the results of performance tests of the proposed model.  

 

Chapter 8 concludes the study with a general summarization and possible 

future works.  
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CHAPTER 2 

 

2. RELATED WORK 

 

2.1. Introduction 

In this section, related studies in the literature are provided. In the first part, 

the studies, which describe practical relay attacks in NFC environment, are 

provided. We have also designed and implemented a relay attack to show the 

applicability and feasibility [4]. This implementation is explained in the 

Chapter 4 in detail. The second part presents the offered solutions for 

preventing relay attacks in the literature and explains why they are not 

suitable in terms of used methodology and their approaches. 

We aim to research on three domains, which are NFC, Access Control 

System and Security. The researches, studies, implementations and 

performance analysis are narrowed and conducted on these three domains.  

The Near Field Communication (NFC) technology is relatively new 

technology; it is introduced within the current decade [5]. The first versions 

of related standards have been released in the last years by NFC Forum and 

ISO [6] and after these developments, device manufacturers have started to 

develop more NFC devices.  

In the market, many NFC solutions are conducted over the world, especially 

for mobile payment systems. All trials indicate the fact that with the 
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development of NFC technology, mobile phone is subject to become safer, 

more convenient, speedier and more fashionable physical device.  

Also, in parallel with developments, academic studies have started in the last 

years; however, there are limited number of research and articles. Also, the 

major problem for NFC literature is that; the conducted researches only 

mentions general NFC ecosystem and probable security vulnerabilities for 

NFC applications in a survey format. 

In [7], an NFC based payment system was proposed for mobile phones. 

Communication between mobile operator and bank were conducted 

according to ECC principles, however, other aspects of important 

components such as mobile device secure element security were not 

discussed. Similar studies are conducted in [8] and [9] where RTD standard 

based certificates were described with ECC cryptographic principles in [8] 

and public, private key methodology with ECC cryptographic principles are 

discussed in [9], however other security aspects of important components 

were not discussed similar to [7]. 

Smart token-based access control system was offered in [10]. Mobile phone 

stores token data instead of acting real requester and uses them for accessing 

sources. They offered Kerberos based key management systems; however, 

they did not offer any precautions against relay attack. In addition, an access 

control study for cars was conducted in [11] by same researchers with the 

same methodology. 

[12] implemented a simulation environment to analyze Relay Attacks on 

different distances and tried to answer what extent a relay attack can be 

evaluated on an NFC mobile device. However, they did not offer a solution 

for prevention. 

Some security aspects were covered for NFC-enabled contactless payment 

systems in [13] such as inconsistency in resolving card collision, 

vulnerability to relay attacks, token implementation vulnerabilities, tradeoffs 

between Host Card Emulation and Secure Element-enabled Mobile Wallets. 
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Not only in payment solutions but also in access control systems, NFC based 

mobile devices are used to gain access to resources. Divya et al. [14] give a 

survey on various mechanisms of automatic identification and access control 

that have been used over the years to avoid unauthorized access. They also 

explained NFC based access control system including locking device, an 

(NFC) Near Field Communication device, a microcontroller and mobile 

application to show applicability of NFC in access control systems. 

Chainan et al. [15] proposed an attendance application includes many 

essential operations, such as captured attendance records using NFC, 

automated time measurement, leave and overtime check-in, assessment of 

working hours, access to information modified in real time, and report 

generation. The proposed program also provides online platform that allows 

multiple company user accounts to be installed, needs no special software, 

and offers more accessible data storage. They also proved the flexibility of 

NFC usage in access control systems. 

Wu et al. [16] presented a detailed review of the current Implantable medical 

devices (IMD) protection literature, focusing on control schemes to prevent 

unauthorized control. They also underlined that NFC based access control 

systems can be used in various areas. 

2.2. NFC Security 

General security vulnerabilities of NFC ecosystem such as eavesdropping 

and data modification and detection methods for these weaknesses were 

discussed in [17]. Similarly, general security features of NFC devices were 

described in [18]. Other security problems in NFC communication, namely, 

data corruption using jam signaling methods and their effects were discussed 

in [19]. 

[20] described also common vulnerabilities of NFC communication such as 

Eavesdropping, Transmission Interference and Data Distortion. Also, it 

offered old-fashioned strategies such as Encryption, QoS-Based Transmit 
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Beam forming and Faraday Cage. They were also discussed in our study and 

not suitable solutions mobile communication environment especially NFC. 

Giese et al. [21] constructed an attack to mobile-based NFC payment systems 

by creating a wormhole so that they were able to make payment with a card 

which was in totally different location. They tested their attack with both 

contactless credit card and mobile payment applications Apple Pay and 

Google Pay. Based on their experiments, they concluded that card skimming 

or wormholes can breach magstripes and NFC security methods.  

Singh et al. [22] investigated the NFC vulnerabilities which cause security 

and privacy attacks such as DOS and data corruptions. The main significant 

outcome of the study is presenting a ranking among several security attacks 

using CVSS framework and AHP model so that they provide a guideline for 

dealing with attacks at the highest risk. Based on their results, the best 

methods are ECC and AES algorithms for establishing a secure channel and 

preventing data corruption and DOS in NFC. 

Micallef and Markantonakis [23] presented potential risks related to using 

smartphones in contactless payment transactions. They suggest researchers 

and industry to be more aware of the risks of host card emulators (HCE) 

which are commonly used by consumers for making payments. They 

recommend guaranteeing the same security level for HCE as the security 

provided by a physical card.     

Al-Haj and Al-Tameemi [24] offered a new protocol for enhancing the 

security of the messages transmitted in the EMV protocol. Their solution 

mainly adds a new security level named “Management Authentication Server 

(MAS)”. They showed that the protocol is able to prevent malicious network 

attacks.  

Sethia et al. [25] introduce a novel framework for NFC secure element-based 

mutual authentication and attestation using Host Card Emulation (HCE) 

mode. They present the protocol’s informal and formal security analysis with 

the Real-Or-Random (ROR) model.    
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Yan et al. [26] introduce a fingerprint authentication technique for NFC 

devices based on hardware differences. It includes obtaining analog signals, 

preprocessing data, extracting features, establishing model, and detecting an 

attacker device while NFC device transmits information. The simulation has 

an inherent complex mechanism so that the hardware intrinsic information 

becomes difficult for imitation. Their results show that the method has high 

precision and recall rate. 

Kaur et al. [27] assessed three Android e-wallet applications of Canadian 

banks and compared them with the Android Pay. Based on their findings, the 

e-wallet applications in the market have security vulnerabilities regarding 

trivial attack vectors. They suggest a number of security recommendations 

based on the CBA security guidelines and the OWASP Top 10 Mobile Risks.  

2.3. NFC Relay Attacks  

Following the increase in the usage of NFC in payment solutions, trials of 

practical attacks on such critical applications started to be covered in 

literature [28] [29] [30]. These research works demonstrate the applicability 

and feasibility of security attacks against NFC-based systems, especially in 

the mobile payment domain. Although they demonstrate the security problem 

usually in the form of relay attack for NFC, these works mostly mention only 

security gaps and how they exploited these gaps. However, solutions to such 

security vulnerabilities have not been much offered in the literature.  

Implementations of NFC relay attacks were conducted successively in [31] 

and [29]. Mobile application that installed on mobile device were used in the 

implementation, however, no security precautions were discussed in the 

study [31]. In the studies [28], [30] and [32], ISO/14443 based RFID cards 

were exposed to relay attack and successively relayed. 

Forrester et al. [33] developed simulations of attacks on different proximity 

relay ranges confirming how easy it is to compromise these mobile payment 

devices by means of eavesdropping, and intentionally forcing unauthorized 
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access to the point where their findings question the ISO 14443 standard 

concept of NFC ranges as counter-intuitive. 

Jumić et al. [34] evaluate state-of-the-art NFC payment technology. Also, 

they assess emerging threats and seek to decide whether users are protected 

from such attacks. 

Dang et al. [35] proposed and developed an attack on AFC cards that allows 

an attacker to top up his positive identification and acquired a refund also 

discussed possible countermeasures to defend against these attacks. 

Akter et al. [36] successfully set up MITM attacks. Their physical 

foundations of the attack, technological architecture, and effective 

implementation results are discussed. They also present practical results on 

how a malicious user can leverage our MITM attack to compromise the 

security of contactless payment transactions. 

Tu and Piramuthu [37] present an overview of RFID relay attacks and 

evaluate different research streams which have tried to deal with these 

attacks. Also, they evaluate distance bounding techniques and the 

implementation, with a special focus. Based on these evaluations, they 

summarize selective ambient condition-based solutions against RFID relay 

attacks.  

2.4. Sensor Usage in NFC Transactions 

In order to detect contextual changes and prevent unauthorized access, 

information gathered from sensors is used in the studies and solutions. Also, 

our proposed model uses contextual information retrieved from sensors. 

A similar study was conducted in [38]. They simply performed an evaluation 

of mobile phone sensors as a potential relay attack countermeasure for 

payment solution in the research study [39]. They analyzed 12 sensors of 

mobile device but found five of them meaningful for this use. They found 

certain maximum time limitations for NFC operation to prevent relay attack. 
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Shepherd et al. [40] analyzed several contextual attributes for their 

applicability to indicate proximity in NFC payment transaction. The 

examined attributes were acceleration, Bluetooth, gravity, GPS, gyroscopic 

readings, magnetic fields, pressure, sound, WiFi, light, temperature, humidity 

and more. 

Ma et al. [41] showed how location related data can be used to determine the 

proximity of two NFC mobile phones, namely using the GPS (Global 

Positioning System). 

Halevi et al. [42] proved ambient sound and light suitability for proximity 

detection. The authors evaluate measurements obtained for 2 and 30 seconds 

periods for light and audio using a variety of comparison algorithms for 

similarity, respectively. 

Truong et al. [43] evaluated four separate sensors over 10-120 second 

recording durations. Given the positive outcomes, such a long recording time 

renders them unsuitable for practical mobile transactions based on NFCs. 

Shrestha et al. [44] used custom-made hardware known as Sensordrone, with 

a number of ambient sensors but with no evaluation of the generic ambient 

sensors available on commercial handsets, did not include the sample period 

and only stated that data was collected from each sensor for a few seconds. 

2.5. Offered Solutions for Relay Attacks 

As countermeasures, distance bounding protocols and using Frame Waiting 

Time were offered in [28] and [30], however they could not provide sufficient 

security for relay attack as explained in the below.  

In the ISO/14443 standard, Frame Waiting Time (FWT) is defined for 

standard smart card and reader communication. FWT variable defines 

maximum response time after the end of the reader’s data. FWT is defined as 

(256 · 16/ fcarrier)×2FWI , where FWI is a value from 0 (FWT = 300 μs) to 

14 (FWT = 5 s) with a default of 4 (FWT = 4.8 ms). Control of this variable 
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was offered in the literature for avoiding relay attack in [28] and [30]. 

Attacker can modify this variable or some additional readers may be placed 

between reader and card in order to overcome this variable. However, the 

main reason of its unsuitability is different mobile devices are used in the 

proposed model instead of smart cards and when a relay attack occurred, only 

NFC based mobile phones communicate with each other. There are no timing 

limitations between communication of two NFC based mobile phones, 

because these de-vices are active and it is different than the cases in the 

ISO/14443 based passive cards. Therefore, this problem needs to be solved 

with application layer security methods. 

Location based control was also offered as another countermeasure in [30] 

and [45]. Distance-bounding protocols use FWT values for calculating round 

trip time and finally comment on requester’s location. As it was already 

mentioned, using FWT is not suitable solution for avoiding relay attack 

especially where NFC enabled mobile device are used. 

Drimer and Murdoch [46] offered a calculation of distance bounding security 

method for relay attacks based on smart cards, in particular for Chip and Pin 

payment cards (EMV). Based on these tests, it measures round trip times 

according to low level signal transmissions and attempts to detect relay 

attacks. 

Infrared Light was offered as a countermeasure for preventing Relay Attacks 

in mobile transactions in [47]. Proposed solution was implemented on six 

different test beds, but it was found that solution is strictly dependent on 

infrared sensor, i.e., hardware and therefore very hard to use in general. 

Chabbi et al. [48] presented an authentication protocol involving a server, a 

reader and an NFC Smartphone capable of capturing and converting the user 

iris to a secret key. Also, they performed intrusion tests to inform the cell 

phone's owner of attacks in order to determine the efficiency of the protocol. 

On the other hand, in this approach, mobile devices may not detect iris all the 

time because of lack of visibility also some additional processing time may 

be needed causing the operational problems. 
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Imran et al. [49] offered that Markov Chain may detect the relay attack on 

payment solutions using the principles of the chain, and the evaluation shows 

that in the case of electronic payment the Markov chain is successful in 

detecting anomalies in relay attacks. Consequently, they suggested that the 

Markov chain algorithm could also be used as a protection against an attack 

in NFC payment. On the other hand, although Markov chain provides 

suitable solutions based on the trained data, it still works on estimation 

approach, therefore it is risky to use it in the access control systems. 

Anggoro et al. [50] proposed a method using symmetric cryptography to 

deliver a more accurate detection protocol against threats in mobile NFC 

payment applications. The method was initially implemented on wireless 

short-range communication using Secure Element (SE) of mobile device. 

Creating, encrypting and controlling of certificates were performed in the SE. 

However, this approach addresses low-level operations in NFC transactions. 

Host Card Emulation (HCE) mode enables relay attacks in application level 

passing all controls in low-level. 

Gurulian et al. [51] conducted an analysis using sensor data obtained from 17 

sensors from a test platform for an emulated relay attack to determine 

whether they could effectively counteract these attacks. Each sensor, where 

possible, was used to record legitimate 350-400 and relay (illegitimate) 

contactless transactions at two distinct physical sites. The research offered 

experimental results from which to assess the effectiveness of ambient 

sensing to provide a powerful anti-relay mechanism in applications that are 

sensitive to protection. Also, it is demonstrated that, under practical 

implementation environments, no single sensor evaluation is suitable for the 

security critical applications. In other words, raw sensor data should be 

analyzed and interpreted in a complete security model instead of standalone 

usage. 

Li et al. [52] adapted the time-bound approach to detect relay transactions 

and present a quantitative estimate of normal transactions versus relayed 
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transactions. A mobile prototype framework was also developed to 

demonstrate the feasibility of their proposed method. 

Table 1: The Summary of Offered Solutions Against NFC Relay Attacks. 

Studies Solution Key findings  

Dullink et al. [28] 
Francis et al. [30]    
Li et al. [52] 

Using Frame 
Waiting Time 
(FWT) 

Frame Waiting Time (FWT) variable defines 
maximum response time after the end of the 
reader’s data. Control of this variable was 
offered for avoiding relay attack. 

Drimer et al. [46] Distance Bounding 
Algorithm 

Distance-bounding protocols use FWT values 
for calculating round trip time and finally 
comment on requester’s location. 

Gurulian et al. [47] Using Infrared 
Light 

Infrared Light is offered as a countermeasure for 
preventing Relay Attacks in mobile transactions. 
Infrared light is sent from mobile device and 
retrieved by reader during access request. 

Chabbi et al. [48] Converting User 
Iris to Secret Key 

Smartphone captures and converts the mobile 
device user’s iris to a secret key and sends that 
secret key within the request to the reader. 

Imran et al. [49] Markov Chain 
Estimation 

Request is evaluated and classified according to 
Markov Chain algorithm based on prior trained 
data. 

Anggoro et al. [50] Using Symmetric 
Cryptography 

Security certificates are created using symmetric 
cryptography. Creating, encrypting and 
controlling of certificates were performed in the 
Secure Element (SE) of mobile device. 

Gurulian et al. [51] Using Sensor Data Sensor data obtained from 17 sensors from a test 
platform and emulated relay attack based on that 
data to determine whether they could effectively 
counteract these attacks. Finally stated that, no 
single sensor evaluation is suitable for the 
security critical applications. 
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Table 2: The Comparison of the Main Features of the Proposed Solutions 

 

As explained in this section, most of the research works on NFC security 

describe potential vulnerabilities and threats, show practical attacks, compare 
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effectiveness of existing countermeasures and offer low level solutions such 

as using Frame Waiting Time (FWT), distance bounding protocols, infrared 

light, converting iris image to encrypted key, using symmetric cryptography 

and evaluating raw sensor data retrieved from mobile device , however, they 

do not offer a complete ,context aware and dynamic security solution for NFC 

relay attacks. These proposed solutions are summarized in the Table 1 and 2 

above. 
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CHAPTER 3 

 

3. NEAR FIELD COMMUNICATION (NFC) 

 

3.1. Overview of NFC 

With the invention of mobile phones, the prior intent was to establish voice 

calls instead of using traditional wired phones. After Second Generation (2G) 

GSM technology, mobile phones have equipped with not only performing 

voice calls but also sending/receiving text messaging and also having internet 

experience capabilities. In addition to standard cellular network connection 

over base stations, mobile devices have started to establish connection to 

other electronic devices for data exchange and interaction. The infrared 

technology was used in first, then Bluetooth and Wi-Fi wireless technologies 

have been developed for connection between interactive mobile devices. 

After this development phase, Near Field Communication (NFC) technology 

was introduced in 2002 by Philips and Nokia [17]. In 2004, Nokia, Microsoft, 

Sony, and Philips established NFC Forum in order to create cooperation and 

standardization. In early 2010s, NFC Forum has started to introduce NFC 

standards such as Logical Link Control Protocol (LLCP) Specification, NFC 

Data Exchange Format (NDEF) Specification and NFC Record Type 

Definition (RTD) Specification etc. After that, mobile device manufacturers 

have been affected from these developments and started to produce smart 

NFC products, which are NFC, enabled mobile devices tags and readers. 

Finally, NFC became a standardized short range, easy to use and set up, 
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flexible and stable communication technology. The comparison with other 

communication technologies and effectiveness of NFC are indicated in Table 

3[30]. 

Table 3: Comparison of Wireless Technologies [30] 

 

 

According to evolution of NFC technology that is also illustrated in Figure 

3, Radio Frequency Identification (RFID) technology may be interpreted as 

ancestor of NFC technology. Although NFC passive cards are similar 

technology with RFID passive cards, NFC have reformed, communication 

technology also combines smart cards and mobile phones for innovative and 

flexible solutions. 

3.2. Communication Infrastructure 

NFC provides short range (up to a few centimeters) wireless communication 

between two electronic devices. In order to establish communication, at least 

one active (energy provider) device should start communication process. 

NFC enabled mobile devices, NFC readers such as contactless payment 

readers are active devices, NFC tags, and NFC posters are passive devices. 
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Figure 3: Evolution of NFC Technology [20] 

 

Passive devices do not have any energy supply and they use received 

electromagnetic energy that is induced by active devices when they come 

close enough to active devices. This process is illustrated in Figure 4 [68]. 

NFC operates in 13.56 MHz High Frequency (HF) unlicensed frequency 

band that is available to all manufacturer with range of up to 4 cm, however 

generally devices are touched to each other. Data transfer rates are 106, 216 

and up to 424 Kbps which higher than RFID data transfer rates, however 

much lower than 3G and Wi-Fi rates. The reason of that, the main purpose of 

NFC operations is not transfer to high volume data to destination. This also 

illustrated in Figure 5 [5]. 

NFC works on different modulation schemes such as ASK (Amplitude Shift 

Keying) with different modulation types 100% or 10% and coding techniques 

such as Manchester and Modified Miller coding for exchanging data. 
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Figure 4: Electromagnetic Induction of NFC Devices [68] 

 

According to study [8], using Phase Shift Keying (PSK) has better 

performance than ASK in terms of energy efficiency. 

 

 

Figure 5: Data Rates and Ranges of Wireless Technologies [5] 
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3.3. NFC Mobile Phone Architecture 

A typical NFC enabled mobile phone includes standard mobile phone 

equipment and NFC specific components. Mobile device in other words host 

controller performs its data communication through Wi-Fi or mobile network 

baseband via 2G/3G connection. NFC module involves NFC controller and 

NFC antenna, which is able to connect to NFC device. Some mobile device 

has electronic unit called Secure Element that aims to store critical data in 

secure environment. NFC module connects to host controller either directly 

or through Secure Element. The infrastructure of Secure Element is 

illustrated in Figure 6. 

 

Figure 6: Structure of NFC Enabled Mobile Phone 

3.4. NFC Data Exchange Format (NDEF) 

NFC Data Exchange Format (NDEF) is a message exchange format which is 

described in standard that created by NFC Forum [9]. This format regulates 

message content, which is sent by passive NFC device (tag) to active NFC 

device (mobile device or reader). With the basis of NDEF, NFC Forum has 
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introduced four different Record Type Definitions (RTD Standard [10]) for 

customizable NFC applications, which are Text, URI, Smart Poster and 

Generic Control. There are also four different Tag Type operations named 

NFC Type 1-4 tag operation that must be supported by an NFC Forum device, 

which is based on ISO/IEC 14443A. 

The NDEF message format can vary according to standards and application 

areas; however, common NDEF format is illustrated in Figure 7 [30]. 

Explanation of each fields are follows:  

• MB (Message Begin): The MB flag is a 1-bit field, which indicates the 

start of an NDEF message.  

•  ME (Message End): The ME flag is a 1-bit field, which indicates the 

end of an NDEF message.  

• CF (Chunk Flag): The CF flag is a 1-bit field, which indicates that this 

is either the first record chunk or a middle record chunk of a chunked 

payload.  

•  TNF (Type Name Format): The TNF field value indicates the types of 

the value of the TYPE field.  

•  TYPE_LENGTH: This field is an unsigned 8-bit integer that specifies 

the length in octets of the TYPE field. The TYPE_LENGTH field is 

always zero for certain values of the TNF field.  

• SR (Short Record): The SR flag is a 1-bit field, which indicates that 

the PAYLOAD_LENGTH field is a single octet.  

• ID_LENGTH: This field is an unsigned 8-bit integer that specifies the 

length in octets of the ID field.  

• PAYLOAD_LENGTH: This field is an unsigned integer that specifies 

the length in octets of the PAYLOAD field (the application payload). 
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The size of the PAYLOAD_LENGTH field is determined by the value 

of the SR flag.  

 

 

Figure 7: NDEF Message Format [30] 

3.5. Operation Modes of NFC 

The NFC enabled mobile phones communicates with each other using three 

different modes according to solution formation and requirements. These 

modes provide a flexible environment for developers and hardware produces. 

General protocol stack of operation modes is illustrated in Figure 8. [53]. 
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Figure 8: Operation Modes of NFC[53] 

 

3.5.1 Card Emulation Mode  
 

In this mode, two active NFC devices, which are mobile device and reader, 

are used. The mobile devices act as smart card based on ISO/IEC 14443 Type 

A, Type B and FelicCa standards in the application. When mobile phone gets 

close to reader, similar to RFID applications, reader initiates interaction and 

reaches mobile phone’s NFC module and Secure Element if available. 

Payment and Access Control applications use this mode for granting access. 

3.5.2 Peer-to-Peer Mode 
 

In Peer-to-Peer mode, two active NFC enabled mobile phones interact each 

other in two directional data exchange paradigms. Firstly, one mobile device 

initiates communication set-up process using request-response mechanism, 

other mobile device replies its response. The connection is established 

according to Logical Link Control Protocol Specification (LLCP) created by 

NFC Forum and data exchange is performed according to Simple NDEF 
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Exchange Protocol (SNEP) protocol basics. The data, picture, URL exchange 

operations between two mobile devices use this mode of operation. 

3.5.3 Reader/Writer Mode 
 

Active mobile devices can both read and write passive NFC tags in 

Reader/Writer mode. Similar to RFID cards, NFC cards respond to requested 

data sent from initializer mobile device or write demanded data. Passive NFC 

tags are operated according to NDEF and RTD message format standards 

which described in Section 3.4. Location based services, information tags or 

smart posters use this operation mode. 

3.6. Vulnerabilities and Attacks 

In this section, the vulnerabilities and attacks that target to these parts of the 

overall system are analyzed. 

There are two main reasons for high volume of attacks to mobile systems 

especially NFC based ones. Firstly, NFC mobile devices can act as credit 

cards so they include critical and sensitive financial data, or they can act as 

smart cards that are used in access control systems so they again include 

private data. Second reason of attacks is about customer perception of 

security. The customers of mobile device do not pay attention security and 

possible risks enough. According to survey conducted by Ponemon Institute 

[54], only less than half of consumers use passwords or other security 

patterns, only 29 percent of consumers state that they install anti-virus 

software, and only 10 percent of customers turn off their Bluetooth 

“discoverable” status when their phone is not in use. 

3.6.1 NFC Tag Vulnerabilities 
 

Passive NFC cards or tags which are also similar to RFID cards operate in 

Reader/Writer modes. They are generally unpowered microelectronic unit 

including small chip and antenna. Active devices (mobile phone or reader) 
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initialize connection and passive tag replies with included data or function 

with the harvested power. The common components of NFC tag are 

illustrated in Figure 9 [55].  

 

Figure 9: Components of NFC Tag [55] 

 

The chip (EEPROM) inside of NFC tag contains NDEF based data which 

also described in RTD document of NFC Forum. The probable threats about 

tags can be grouped as data modification, URI modification and fuzzing. 

NFC tags may contain ticketing data in transportation or can be used in hotels 

for room access. If the data inside of card or tag can be modified easily, it 

may result in unauthorized access. Another risk is URI modification. When 

the data is modified and overwritten with an unsecure web link, consumer 

may download some applications or files which cause security risks. These 

threats can be avoided with key distribution and key agreement between two 

sides of solutions. 

 

3.6.2 NFC Enabled Mobile Device Vulnerabilities 
 

In order to ensure security on mobile devices, sensitive data and credentials 

should be stored in secure environment [56]. In order to provide this 

requirement, electronic especially mobile device manufacturers have 
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developed microelectronic chip called “Secure Element (SE)”. For example, 

as a popular payment solution, Google Wallet system stores debit card 

information in secure element of mobile device [30]. 

 

Figure 10: Types of Secure Element [55] 

Three types of secure element are offered in the literature [55], [57] according 

to their structure. These are SIM Card (UICC) as Secure Element that the 

secure element chip is located on UICC, Embedded Secure Element where 

the Secure Element is directly embedded in the mobile device as a separate 

unit and Additional Secure Element that external SD card is used as Secure 

Element.  

• SIM Card (UICC) as Secure Element: The secure element chip is 

located on UICC. This solution is used when either mobile device does 

not have embedded secure element or Mobile Network Operators 

offering solutions. Such as, Turkcell Mobile Payment solution works 

on this kind of secure element.  

• Embedded Secure Element: Secure Element is directly embedded in 

the mobile device as a separate unit. These kinds of secure elements 

provide independency and flexibility to manufacturers and developers. 

The majority of secure elements which produced recently are this kind 
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of secure element. Google wallet mobile payment system uses both 

embedded secure element and UICC as secure element.  

• Additional Secure Element: Less mobile solution uses secure 

element as inside of external SD card. This kind of secure element is 

likely exposed to high security risks.  

 

Also, in the research [20], software based secure elements were added to 

mobile phone virtually, however, they are not applied to solutions because of 

their security risks in data modification in virtual secure element easily. 

NFC controller is connected to SEs through either Single Wire Protocol 

(SWP) or NFCWired Interface (NFC-WI). In addition, secure element 

connects to host controller using ISO/7816 standard regulations [58]. These 

connections are illustrated in Figure 6. However, NFC literature does not 

include any comparison analysis of both physical layers in terms of security, 

performance and other parameters yet. 

As the concept of isolating sensitive data in the mobile phone [12], software-

based isolation is offered which is an extension of OS first, then a hardware 

unit assigned inside of mobile phones’ Central Processing Unit (CPU) and 

memory, finally a complete dedicated hardware unit is developed for 

assuring high security. This development is illustrated in Figure 11. 

The main security trait affecting secure element is trying to reach data stored 

in the secure element in unauthorized manner [59]. To do that, attacker may 

use hidden software, which installed to phone without knowledge of user and 

this software can read secure element. Additionally, an attacker can add a 

modified virtual secure element to the device and create security leaks. By 

doing that, attacker can pass over PIN based precautions. The solutions to 

these issues are not discussed in the literature and should be researched. 

Assigning SE matching ID and performing data transactions using with that 

ID may avoid adding modified secure element security risk, in other words 
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integrating context aware security model with mobile device SE helps to 

solve these security threats. This vulnerability is out of scope of this thesis. 

 

 

Figure 11: Stages of Secure Element 

 

3.6.3 NFC Communication Vulnerabilities and Attacks 
 

In addition to typical wireless communication threats, there are also threats 

which are specific to NFC communication. The common attack methods in 

NFC communication environment are eavesdropping, data modification and 

relay attack. 

Although communication range of NFC is only a few centimeters, attacker 

can listen and record the communication using proper antenna system. 

According to study [59], there is no built-in prevention method for NFC 

systems, however encrypting data and creating secure data communication 

channel between NFC device can avoid eavesdropping and also the proximity 
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of the communication units can be another precaution for attack realization, 

but it does not eliminate the risks totally. 

Data corruption, data modification and data insertion type attacks have 

similar method and properties on radio communication. Similar to other 

wireless mediums, data corruption is mainly caused by jam signaling. In the 

research [55], reflective and pulse jamming are described and effects of jam 

signaling on the data modulation schemas are also analyzed. Data 

modification and data insertion attacks are difficult to implement than data 

corruption, because, attacker can interfere the communication using 

signaling, however, in order to modify or insert data to flowing data in the 

medium, first s/he should capture the packet in required small time range. 

Also, even if data package is captured, transaction should be in the proper 

modulation and encoding form. In the research [59] and [60], it is stated that; 

when transferring data with modified Miller coding and a modulation of 

100%, only certain bits can be modified, while transmitting Manchester-

encoded data with a modulation ratio of 10% permits a modification attack 

on all the bits. 

Eavesdropping and data modification attacks are not frequently used in NFC 

domain as relay attacks. In the relay attack scenario, attacker captures and 

forwards relayed message to proxy device and this device deliver the 

message as if the real owner. Similar to relay attacks, man in the middle 

attacks also influence wireless medium, however, the method and purpose of 

relay attacks have completely changed. These attacks are frequently used in 

ISO/IEC14443 based passive smart card communication environment. Since 

these cards are used in critical payment and access control systems, relay 

attacks in this environment result in important security threat. For example, 

in the research [61], ISO/IEC14443 based smart contactless credit card is 

successfully relayed over proxy devices. In this application, relay mobile 

phone records debit card data in reader mode and forwards this data to other 

phone via wireless communication such as Wi-Fi or Bluetooth. 
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Figure 12: Example of Relay Attack Formation [62] 

 

Proxy NFC based mobile devices sends credentials to reader as if the real 

owner in card emulation mode. If the reader cannot realize the fake sender, 

relay attack is completed successfully. The example of relay attack 

communication example is illustrated in Figure 12. 

In the literature, NFC enabled mobile phones are generally used for relaying 

smart cards, in other words mobile phones read and send the data only. Credit 

cards, debit cards even electronic passports are used in relay attack 

experiences, however in the access control systems that also used in this 

study; mobile devices are used in card emulation mode instead of using smart 

cards. In our study, we give more attention to relay attack than eavesdropping 

and data modification because; relay attacks are encountered more frequently 

in transactions and can cause more damage than other threats. Also because 

of NFC’s short communication range, other attacks generally cannot be 

performed successfully. 
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CHAPTER 4 

 

4. PRACTICAL NFC RELAY ATTACK 

 

In this chapter of the thesis, details of practical relay attack using NFC smart 

phones are analyzed. The relay attacks are generally occurring in wireless 

environments; however, it has some different characteristics in NFC domain 

in terms of implementation logic and methodology. 

In addition to other security threats such as eavesdropping, data 

modifications etc. in the short-range wireless communication, relay attacks 

are frequently used for performing interventions. 

Attacker captures and forwards relayed message to proxy device and this 

device delivers the message as if the real owner in a typical scenario. Similar 

to relay attacks, man in the middle attacks also influence wireless medium, 

however, the method and also purpose of relay attacks have completely 

changed. These attacks are frequently used in ISO/IEC14443 based passive 

smart card communication environment. Since these cards are used in critical 

payment and access control systems, relay attacks in this environment result 

in important security threats. For example, in the research [62], 

ISO/IEC14443 based smart contactless credit card is successfully relayed 

over proxy devices. In this application, relay mobile phone records debit card 

data in reader mode and forwards this data to another phone via wireless 

communication such as Wi-Fi or Bluetooth. Proxy NFC based mobile 

devices send credentials to reader as the real owner in card emulation mode. 
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If the reader cannot detect the fake sender, relay attack is completed 

successfully. 

In the literature, NFC enabled mobile phones are generally used for relaying 

smart cards, in other words mobile phones read and send the data only. Credit 

cards, debit cards, and even electronic passports are used in relay attack 

experiences, however, in the access control systems proposal; mobile devices 

are used in card emulation mode instead of using smartcards. On the other 

hand, smart cards are limited and just reply the requested data. 

4.1. Host Card Emulation Mode (HCE) 

NFC devices basically operate in three different implementation modes, 

Reader/Writer, Peer-Peer and Card Emulation mode. Although announced 

three modes, developer could use two of them, Reader/Writer and Peer to 

Peer in Android operating systems because of limitations. Also, we have 

started that Peer to Peer mode in our previous test environment in 

implementation phase of thesis study. Only Google Wallet [63] solution 

could access to this operation mode in its transactions until the 4.4 version of 

Android (API Level 20) is released. With that release, developers have 

started to use Host Card Emulation Mode [64] in their solutions and users 

have started to use their mobile phones like smart cards, also we have moved 

to that operation mode in our system because of its functionality and 

flexibility compared to its other modes. 

The use of HCE in solutions also eases the practicability of relay attacks in 

the domain. Shifting between Reader and Card Emulation modes provides 

great chance to relay attackers. We have also used HCE in our practical relay 

attack scenario. 

4.2. Relay Attack Implementation 

The relay attack setup in this study shows differences in transaction methods 

and relaying medium. As it is illustrated in Figure 13, the high-level 
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components of NFC based access control systems are NFC Enabled mobile 

device, NFC reader, access control panel and central server. 

 

Figure 13: Relay Attack Flow for Access Control System 

The general activity flow of NFC based access control system begins with 

controlling whether NFC unit is active or not. If NFC is enabled, user 

registers to system with his/her mobile operator number, username etc. via 

application that installed on device. Once user is registered to system, central 

server activates his/her authorizations if defined previously and sends to 

activation key to authenticated mobile device. After registration process is 

completed successfully, user can now send access requests with his/her user 

name, password and period of time parameters. 

After getting key from the server using JSON based web services 

infrastructure, user can now send authentication requests to NFC reader with 

acquired key. At that time, relay phone can interfere NFC communication 

between reader and mobile phone. Relay phone can read the key that stored 

in the real mobile phone by getting close to phone in reader operation mode. 

In other words, relay phone imitates the NFC reader. If requester cannot 

identify the real NFC reader, relay phone can get the user key. 
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Figure 14: The Mobile Phone Screens of the Real Sender 

 

Figure 15: The Mobile Phone Screens of the Fake Sender 

 

In order to complete attack successively, relay phone should send access 

request to NFC reader with key that captured from real phone. To do that, 

relay phone shifts its operating mode to Host Card Emulation Mode, by doing 

this; it now acts as smart cards and sends requests. After these transactions, 

NFC reader gets the key and forwards to the server. Because of the validity 

of the key, unauthorized attempt access to resource. The screenshots of these 

operations are illustrated in the Figure 14 and 15. 

The main purpose in developing this attack trial application is to show how 

easily relay attack can be performed especially using host card emulation 
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mode in NFC enabled mobile devices. To overcome this security 

vulnerability, we have designed and developed a context-aware and dynamic 

security model for that medium. The details of the offered model are 

described in the Chapter 5. 
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CHAPTER 5 

 

5. MOBILE CONTEXT AWARE AND ROLE-BASED ACCESS 
CONTROL MODEL (M-CARBAC) 

 

5.1. Security Model 

Security model generally means a schema for enforcing security policies as 

a term. In other words, it is formal descriptions of security policies. If a 

security policy states that subjects need to be authorized to access objects, 

the security model would provide definitions how x can access y only through 

the outlined specific methods. In our case, main security policy can be stated 

as only authorized users can access resources via NFC communication and 

security model describe how it can be achieved, which methods and 

calculations should be used etc. 

There are different kinds of security models for any kind of need in 

applications. For example: Bell-LaPadula for confidentiality, Biba, Clark-

Wilson for integrity, Chinese Wall for dynamic changes of access rights, 

Clark-Wilson for informal environment etc. In addition to these security 

models, access control security models also offered in the literature such as, 

Discretionary Access Control (DAC), Mandatory Access Control (MAC) and 

Role-Based Access Control (RBAC). Details of these access control models 

are explained in the Table 4. 
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Table 4: Access Control Models Basics 

Model Description 

Discretionary Access 

Control (DAC)  

Access control over databases based on user 

identities and rules 

Mandatory Access Control 

(MAC)  

Lattice based access control model. Primarily 
focuses on information flow of computer 

systems. 

Role-Based Access Control 

(RBAC)  

Access grants are given according to role status 

of users instead of individual authorization. 

Temporal Role-Based 

Access Control (TRBAC)  

Extension of RBAC model, time contexts can 

also be used in access control. 

Generalized Role-Based 

Access Control (GRBAC) 

Access roles are defined in three different 

concepts which are subject roles, object roles 

and environmental roles. 

Threshold Based 
Collaborative Access 

Control (T-CAC) 

Access is allowed only when total access 

requests reach the defined threshold value. 

Context-aware access 
control using threshold 

cryptography 

(CAAC-TC)  

Works based on “threshold cryptography” 
methodology and contexts. Data encryption and 
decryption are administered by access control 

rules. 

 

5.2. Threat Modeling 

Threat modeling is a set of activities for improving security by identifying 

objectives and vulnerabilities, and then defining countermeasures to prevent, 

or mitigate the effects of risks. There are lots of offered threat modeling 

methodologies [65] in the literature. Such as STRIDE, PASTA, LINDDUN, 

CVSS, Attack Trees, Persona Non Grata, Security Cards, hTMM are the 

examples of the most used ones. We analyzed the STRIDE threat modeling 
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basics and created the Elements of NFC Relay Attack Threat Model. STRIDE 

is a model of threats offered by Praerit Garg and Loren Kohnfelder at 

Microsoft for identifying security threats [66]. Basically, STRIDE stands for 

"Spoofing", "Tampering", "Repudiation", "Information disclosure", "Denial 

of service", and "Elevation of privilege". The main purpose of STRIDE is to 

allow researchers to classify threats according to its categories. 

 

Table 5: STRIDE Threat Categories 

 

 

 

 

 

 

 

 

 

 

 

 

 

The categories of STRIDE model are presented in the Table 5. Although 

STRIDE model is generally used for analyzing software threat modeling, it 

can be also used for other systems.  At first glance, Tampering, Repudiation, 

 Threat Violated 

Property 

Explanation 

S Spoofing Identify Authentication Pretending to be something 
or someone other than 

yourself 

T Tampering Integrity Modifying something on 
disk, network, memory or 

else 

R Repudiation Non-Repudiation Claiming that you did not 

do something or were not 

responsible 

I Information 

Disclosure 
Confidentiality Providing information to 

someone not authorized to 

access it 

D Denial of Service Availability Exhausting resources 

needed to provide service 

E Elevation of Privilege Authorization Allowing someone to do 

something they are not 

authorized to do 
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Information Disclosure and Denial of Service threat categories are not related 

with Relay Attack threat methodology. Although “Spoofing Identify” seems 

to be category of Relay Attack, in fact, it is a tricky way of pretending 

someone or something such as phishing etc. Elevation of Privilege is defined 

as allowing someone to do something they are not authorized to do. With this 

perspective, it is the closest category of Relay Attack scenarios. 

After that, we have defined Asset, Vulnerability, Threat, Adversary, Type of 

Adversary, Attack Vector, Motivation, Successful Result and 

Countermeasure of NFC Relay Attack Threat Models. They are explained in 

the Table 6. 

First of all, threat is having access of unauthorized subjects with authorized 

credentials in mobile access control systems using NFC technology which 

means Relay Attack. Moreover, the main target is to get critical data 

(credentials and contextual) of mobile device. In other words, attacker targets 

to get this information to perform his attack successfully. 

The main vulnerability in the NFC Relay Attacks is unable to detect real 

owner of mobile critical data. If the system/model could not detect the real 

requester than Relay Attack is successfully performed. The attacker can be 

defined as a person with unauthorized mobile device. In other words; 

someone having a mobile device including critical data of someone else. An 

adversary type is active and mobile, according to the contextual data used in 

the requests, it may be static or dynamic. The main motivation source of 

attackers for Relay Attacks is that, they can easily obtain sensitive and critical 

data and reach sensitive applications such as access control, financial etc. To 

prevent successful Relay Attack threats and ensure authentication validity, 

we have offered a context-aware prevention model. 
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Table 6: The Elements of NFC Relay Attack Threat Model  

Element Property 

Asset (Target) Critical data (credentials and 

contextual data) on mobile device. 

Vulnerability Unable to detect real owner of mobile 

critical data. 

Threat Having access of unauthorized 

subjects with authorized credentials 

in mobile access control systems 

using NFC technology (Relay 

Attack). 

Adversary (Attacker) Person with unauthorized mobile 

device. 

Adversary (Attacker) Type Active, static or dynamic, mobile. 

Attack Vector Mobile devices → (wireless 

communication) → reader of 

resource. 

Motivation Attacker can get the authorization 

access easily in critical access control 

systems. 

Successful Result Is authorized to resources. 

Countermeasure Using context-aware prevention to 

ensure authentication and 

authorization validity. 
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5.3. The Model Basics 

 

The pervasive computing environments (PCE) include different kinds of 

hybrid devices, infrastructures and applications. In the study [55], 

components of a typical PCE described as devices, pervasive networks, 

middleware and applications. In our proposed system and model, following 

matchings can be applied; NFC enabled mobile phone as device, NFC 

communication as middleware and access control system as application. 

Our proposed model is an access control model based on predefined security 

policies and principle in order to ensure secure end-to-end NFC 

communication. The three main security policies that define security model 

based on our research questions are;  

1. What are the possible vulnerabilities for NFC communication 

environment? 

2. What are the system requirements and how can we define them 

properly for our context-based security model? 

3. Can we prove and simulate the practicability of the relay attack in NFC 

communication? 

4. How can we design and build a dynamic context aware security model 

to prevent relay attacks in NFC enabled mobile phones? 

We are planning to create a context sensitive security model, which ensure 

and satisfy these questions and policies. Our main security principle in the 

proposed access control model; the credential data should be meaningless 

even it is captured and it should be no longer valid even if it is read. 

According to that principle, validity has more importance than 

confidentiality, which is one of the main principles of security. Because the 

key in the NFC access control, systems need not to be confident, when 

validity of keys satisfies the conditions. Based on these requirements that 
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defined in this section, we interpret the context aware methodology for new 

domain with innovative perspective. 

With the help of these basics, our model provides application layer security 

mechanisms for NFC based access control systems. In addition to traditional 

and static security models, it provides dynamic and adaptive context aware 

security model principles. The offered model covers the NFC based access 

control systems, other NFC based solutions such as NFC payment solutions 

or EMV based NFC card solutions are out of scope in this study although the 

model can be applicable on them as well. 

5.4. Context Aware Methodology 

Context as a term is described in studies and by researchers in many different 

ways. The five “W” descriptions of context include definitions that are 

“Who”, “What”, “Where”, “When” and “Why”. An answer of each of these 

questions generates a context. Location description of context mainly focuses 

on the person’s current location and descriptions of surrounding location. 

Also, nowadays, additional parameters are used in context aware systems. 

For example; average value of daily usage or other parameters such as IMEI 

number of mobile devices etc. can be used for access control systems. 

Context categories are: 

● User context: the status of the user making a request. 

● Resource context: the status of the resource (object) being requested. 

● Environment context: the status of any entities relevant to the specific 

request (resource’s environment). 

● History context: specific previous events and situations, which 

constitute an additional dimension of context information, including 

user, resource and environment history. 
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A system can be defined as a Context Aware System as long as it senses the 

environment and reacts accordingly. It can be described as context aware 

systems as collecting required contexts in order to create meaningful 

information for users or systems. Another description of context aware 

system underlines adaptation of systems behaviors and reactions according 

to sensed changes of the environment. In addition, context aware systems are 

grouped as “active” and “passive” context aware systems. Both of them 

monitor changes in the environment, however, active context aware systems 

adapt their reactions according to context and pre-defined rules, on the other 

hand, passive context aware systems sense the changes in the environment 

and send them to system users. 

5.5. Dynamic and Adaptive Security 

 

Access control systems are always needed for any kind of resource 

throughout to history. This need exponentially increased in the digital age 

which is also defined as “third era of computing” by Weiser [1]. In this era 

resources and devices are extremely distributed in the environment. This 

concept also named as “Pervasive Computing” in the literature.  

Although conventional static security models are still used in digital systems, 

innovative access control models are becoming more popular. In fact, this 

popularity is result of needs about efficiency, simplicity and durability. 

Number of devices, interactions between devices and people who use these 

devices are extremely increased in pervasive computing environments. 

Therefore, MAC (Mandatory Access Control), DAC (Discretionary Access 

Control) and other conventional model do not satisfy these needs. 

As a result of this period, dynamic security models in which permissions and 

assignments are changed according to changes in the environment are 

developed, and still studies are conducting on this topic. Our model is also 

planned and designed based on dynamic and adaptive security model 

methodology.  
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5.6. Mobile Context Aware and Role-BasedAccess Control Model (M-
CARBAC) 

 

The important part of our model is to ensure security in mobile environment 

especially in NFC communication. In addition to common encryption 

techniques, we suggest a context aware security model. Unlike the typical 

RFID based smart cards, NFC mobile phones can act as both a reader and 

smart cards. This mainly causes Relay Attack. This attack occurs in 

application layer, therefore suggested Data Link Layer precautions such as 

calculating Frame Waiting Time (explained in proposal report in detail) for 

RFID based cards do not solve this problem. The Proposed context aware 

security model is mainly suggested in order to overcome this type of attack. 

Based on mentioned requirements, context aware parameters are added to 

generated key in mobile device before sent and encrypted. With the help of 

this logic, even the data can be relayed to another location or any device, it 

will not be valid and attack will not be successful. This logic also validates 

our main security principle which is the credential data should be 

indecipherable even it is captured and also it should be no longer valid even 

if it is deciphered. 

The major valuable and conceptual properties of the model as follows: 

● Context Layer Abstraction: Using different kinds of contextual 

information with defining entities and activities in authentication 

period. 

Conventional 

Models 

(Static) 

Role Based 

Access Control 

Models 

Context Aware 

RBAC 

(Dynamic) 

Figure 16: Evolution of Access Control Models 
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● Two Layer Capsulation: In addition to standard encryption, contexts 

are added to packet before sending access requests. 

 

● Runtime Creation: Transactions and contexts used in authentications 

are created in runtime. This becomes a necessity in mobile 

environment in order to prevent relay attacks. 

 

● Undescriptive Key Format: According to our main security 

principles, data may be captured, however it should be meaningless in 

other words; contextual information and keys should not be identified. 

 

● Dynamic Adaptation: Unlike the traditional authentication methods, 

permission activations and revocations are performed accordingly with 

the context changes. 

5.7. Role Based Access Control (RBAC) 

Role Based Access Control model is suggested by Sandhu and his colleagues 

[69] in 1996 as an alternative access control model to Mandatory Access 

Control (MAC) and Discriminatory Access Control (DAC) models. Majority 

of access control models are developed based on its main principles. It is also 

accepted and published as a standard by National Institute of Standards and 

Technology (NIST). 

 

Figure 17: Structure of Basic RBAC 
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Table 7: Authentication Methods of Models  

Approach Subject 
Identity 
Sid 

Token T Authentication Mapping Access Policy 
- Permission 
P 

Conventional 
Access Control 

User-name Password Is SID a valid 
username, given 
T? 

-	
 

(SID, P) 

Public Key 
Based Access 
Control 

Certificate 
(public key) 

Signature 
(private 
key) 

Does SID 
represent a valid 
user, given T? 

- 
 

(SID, P) 

Role-Based 
Access Control 

Username Password Is SID a valid 
user, given T? 

SID →RoleID ( Role ID , P) 

Context-aware 
Role Based 
Access Control 

Username Password Is SID a valid 
user name, 
given T? 

SID →RoleID 

SID → Ctx 
(Role ID, Cxt, P) 

 

RMAC is developed in order to manage complex access control procedures 

in the companies and systems. Basically, it contains four main components 

which are users, roles, permissions and sessions. Instead of using traditional 

control mechanisms such as passwords or access control lists, it is based on 

User-Role (U-R) assignments. This flow is illustrated in Figure 17. In 

addition, it separates permission management from user and role mechanisms 

with Role-Permission (R-P) assignments. The first version of RBAC only 

provide a flat assignment from user to permissions then other improved 

versions of RBAC are offered. The development process of RBAC is 

described in below. 

• RBAC0: the basic model in which users are associated with roles (U-A) and 

roles with permissions (P-A). 

• RBAC1: RBAC0 with role hierarchy. 
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• RBAC2: RBAC0 with constraints on role and permission assignments. 

• RBAC3: combination of RBAC1 and RBAC2. 

In the last version of RBAC, role hierarchy and constraints are added to the 

model in order to manage level of roles with respect to permission activation 

and define constraints that affect U-R and R-P assignments. As a result, 

RBAC became one of the most popular and convenient access control models 

in terms of efficiency, administrative costs and easiness. 

 

Figure 18: Structure of RBAC3 [69] 

 

Although majority of systems use RBAC, it cannot meet all requirements of 

today’s systems and applications. The parameters of devices, users and 

applications changes frequently in pervasive computing environments 

(PCE), therefore roles and permissions change accordingly. In order to 

develop access control systems with this perspective, researchers tend to 

extend RBAC by adding new parameters, mechanisms or components. Our 
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model (M-CARBAC) also extends the RBAC in order to make it appropriate 

for mobile environments. 

5.8. Conceptual Requirements of the Model 

Near Field Communication (NFC), technology takes part of access control 

solutions. Almost all these kinds of solutions are critical and data sensitive 

solutions because of their roles and functions. Although general information 

security requirements which are described below can be applied to NFC 

based communication, NFC specific security requirements have not been 

offered in the literature up to now. 

• Data Confidentiality: Because of its nature, data confidentiality is 

one the most important requirement. The basic principle in NFC based 

access control systems is securing sensitive credentials from 

unauthorized individuals  

• Data Integrity: Integrity means to be correct or unchanged the 

intended state of data. In NFC communication, the data is not tolerated 

to even small changes; therefore, data integrity principles should be 

applied to NFC based solutions. It also includes authenticity and non-

reputation schemas  

• Availability: This principle guarantees the service reachability for all 

required time and conditions. Because of wireless communication of 

NFC, it may be affected from DDOS attacks that are created by jam 

signaling and other interferences.  

NFC technology is a multi-functional technology and includes hardware, 

software and communication domains. Because of that, NFC security issue 

deals with not only traditional information and communication security 

issues but also NFC specific security issues. 
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Least Privilege, Role Hierarchy, Separation of Duties and Role Conflicts are 

core requirements that will be considered in implementation part of our 

model as an infrastructure. 

a) Least Privilege: The principal of least privilege also known as the 

principal of minimum privilege regulates the minimum required rights 

in order perform desired action on an object. According to this 

requirement, each user, function or application should not have more 

permissions than minimum level of right for an action. 

 

b) Role Hierarchy: The role hierarchy defines a structure of levels of 

roles in the systems. Similar to inheritance of object-oriented 

programming (OOP) in software development, it provides bottom-up 

role tree of organization. This structure decreases role complexity and 

eases to manage of roles. Basically, it describes that the role has all 

permissions of roles from all below levels. For example; IT managers 

have all privileges of DB admins and also officers, because IT 

managers are in the top and officers are in the bottom in role tree. The 

tentative role hierarchy of our model is illustrated in Figure 19. 

 

c) Separation of Duties:  This requirement mainly aims to prevent one 

role having whole permissions to perform an action. It is based on at 

least two or more role or users are needed to complete a transaction. 

For example, a confirmation of a critic money transfer transactions in 

a bank should be performed by at least two officers. 

 

d) Role Conflicts: Role definitions and role hierarchy should be 

designed carefully in case of any role conflicts. A user may have two 

roles that have conflicting permissions. For example; a research 

assistant can have “instructor” and “student” roles at same time, 

however they may have some conflicting permissions. To prevent 

these kinds of conflicts, roles should be atomic as much as possible or 

predefined rules should be addressed in case of any conflict’s 

occurrence. 
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Figure 19: Role Hierarchy of MCARBAC 

5.9. Principles and Components of the Model 

Access control systems mainly regulate access requests from subjects on an 

object. When a user (subject) wants to reach a resource (object), access 

controller mechanism evaluates this request based on access policies and 

predefined rules. On the other hand, these types of static access control 

mechanisms become out of use because of its inflexible and inefficient 

structure. Not only static credential information but also supportive 

contextual information is started to be used in access control evaluation 

periods in order to create more efficient decisions and make assignments 

accordingly. 

We try to extend RBAC model with contextual additions. By doing that we 

aim to both prevent relay attacks in mobile environments and also provide a 

dynamic security model for applications. 
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Figure 20: Typical Access Control Mechanism 

 

 

Figure 21: Conceptual Context Relationship 

 

The main components of our model are; 

Subjects (SS) set consists of current systems users.  

Roles (SR) set includes predefined system roles and match with Subjects and 

Permissions sets. 
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Objects (SOb) set describes system Objects.  

Operations (SO) set describes system Operations on Objects.  

Permissions (SP) set describes system Permissions for given objects and 

operations. 

Context (SC) set describes the sum of Static Mobile Context (SMC) and 

Dynamic Mobile Context (DMC). 

These components are explained in the Chapter 6 in detail. 

 

Figure 22: Structure of the Proposed Model 

5.10. Access Control Mechanisms of the Model 

The M-CARBAC security model which provides context sensitive access 

control provides layered control orders. The layers from bottom to top are 

Standardizes Controls (SC), Context Sensitive Controls (CSC) and Dynamic 

Policy Controls (DPC). The layered infrastructure is provided in Table 8. 
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Our model aims to provide end to end complete security solution for access 

control systems using smart mobile devices whose infrastructure is illustrated 

in Figure 13. The system includes both standardized hardware technologies 

(server, local access control panels), wireless and wired communication 

technologies (Ethernet, 802.11 wireless) and non-standardized relatively new 

technologies (NFC communication, mobile device hardware and software).  

 

Table 8: Layered Control Mechanisms of the Model 

Process Steps Countermeasure 

Authorization 

Dynamic Policy 

Controls M-CARBAC 

S G R 

Authentication 

Context Sensitive 

Controls 

M-CARBAC 

1st Cycle 2nd Cycle 

 
Standardized Controls 

Standard 
Encryption / Decryption 

 

We mainly focus on NFC (wireless) communication security that occurs 

between mobile device and system. Therefore, we try to develop a security 

model that regulates this communication and eliminates relay attack types 

unauthorized attempts from mobile devices to resources. On the other hand, 

we included all standardized system components and communications 

although they are not in scope our study. The reason is that; we try to provide 

end-to-end security solution for our environment and develop security 

solution for gaps of the whole system and finally offer a complete solution. 
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The standardized security issues of wired (Ethernet) and wireless (802.11) 

communications between devices and systems and also security issues of 

server hardware and software components and also network based attacks 

such as DOS, DDOS etc. are not in the scope of our study. These concerns 

are studied in the literature in detail and well known and standardized security 

solutions developed and offered for these environments.  

However, we included these modules in both layered control mechanism of 

the conceptual model also in the system infrastructure of the model to make 

sense of integrity. 

We have designed layered control mechanism of our model similar to layered 

structure in computer networks in order to illustrate control order in a regular 

manner. It is illustrated in Table 8. At the bottom of layers, Standardized 

Controls take place. Above of that controls Context Sensitive Controls and 

Dynamic Policy Controls perform authentication and authorization processes 

respectively. 

Encryption / Decryption, Authentication and Authorization processes 

generally play important role in almost all access control models. They are 

natural standard processes for access requests to resources and used in 

different ways and concepts. Approaches and procedures of the model for 

these processes differentiate our security model. Our major contributions to 

these processes are offering context sensitive innovative credentials as new 

two-cycle methodology in authentication and evaluation periods. The details 

of authentication and authorization processes are explained in the following 

sections. 

 

5.10.1. Context Sensitive Controls (CSC) 
 

This part of our proposed model explains the authentication process of access 

control mechanism. Based on dynamic security and two-phase authentication 

philosophy, an innovative context sensitive methodology is offered. 
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In this methodology, not only traditional static credentials but also dynamic 

context parameters are used for both role and permission decisions. As stated 

in the requirements parts of our model, two-layer capsulation is also applied 

to user key with context parameters. In this phase, static security model is 

extended with context parameters in order provide dynamic control. Both 

user key and received context parameters are evaluated together. These 

operations are performed in the 1st cycle of controls. 

 

Figure 23: Conceptual Flow in Authentication Process 

 

In the 2nd cycle, the verification of context parameters is performed by central 

server with the real sender phone in order to prevent relay attack. This 

verification is crucial operation because as it is stated; Our main security 

principle in the proposed access control model; the credential data should be 
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meaningless even it is captured and also it should be no longer valid even if 

it is read. According to that principle, validity has more importance than 

confidentiality which is one of the main principles of security. By doing this 

we ensure that; even user key is captured by unauthorized person and relayed. 

System is able to detect this attempt and identify its validity even key is 

confirmed and finally blocks access to resources. 

 

Figure 24: Credentials Flow of System Components 

 

The process of access control and authentication firstly begins with mobile 

device user to login (LR) to the server. After logging in successfully, user-

specific random key (KP) generated by the server is sent to the user’s mobile 

device. The generated key is valid for the duration specified by the user in 

the login process. 
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Figure 25: Credentials Flow of System Components (Relay Attack) 

 

At the end of this duration, the validation of the key is expired. The key 

obtained by the user who wants to access the sources, the time (Tp) and the 

location (Lp) information obtained automatically in background create the 

Context Envelope (CEp =[Kp+Lp+ Tp]). This envelope is sent to the reader. 

The reader adds to the envelope its own DID which describes the resource 

and send them to the Access Control Panel. The Local Access Control Panel 

converts these information as the Request Envelope (REp =[CEp + DID] ) 

and sends it to the server. The server opens the packet arrived and controls 

the key  

(Kp), the time (Tp) and the location (Lp) information in the packet. If the key 

generated by the server and is not expired, then the time (Tp) and the location 

(Lp) parameters are evaluated. If the request time is in the time intervals 

specified in the policies, the location parameter is then controlled. Similarly, 
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if the location information generated automatically in background by the 

mobile device is in the range specified in the policies before, then the first 

control cycle is completed. 

The server either makes a decision or performs the second control cycle 

processes based on the parameters. In this phase, the verification is performed 

in order to prevent relay attacks. The server sends the Confirmation Request 

(CR) to the real mobile user logged and requests the location and the time 

information from the user in background. The real mobile user generates the 

Confirmation Envelope (COE =[Lp+Tp]) with the time and the location 

information calculated in background, and sends it to the server. The server 

compares these time and location information with the ones arrived in first 

cycle. The time spent for communicating is considered while comparing the 

time information. If the time and the location information are consistent with 

the ones arrived in the first cycle, and they are in the time interval specified 

in the policies, then the generated response is sent to the Access Control 

Panel. The Access Control Panel either gives authorization physically or 

denies depending on the answer arrived. These steps are illustrated in Figure 

23 and Figure 24. 

In the second phase, a risk-based method can be used. These authorization 

mechanisms can be used when the application is critical, or when there is a 

user who has a suspicious process history, or when the location information 

is very close to the range limit specified. However, this method should be 

used for every request in the situations that relay attack may occur. 

In the relay attack scenario, even though the attacker imitates the real user as 

it is close to the reader (when it isn’t in fact) by changing the Lp value in the 

message that it will send, it will be denied in the second phase of 

confirmation. If the attacker sends the location information of the real user in 

the Request Envelope in order to pass the second phase, the request will be 

denied because it is not close enough to the reader in this time. In this 

situation, the only condition that surpass the method is that the real user 

brings user mobile phone to a nearby place to the source and requests an 
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access authorization. In this situation, it can pass the location control in the 

second phase of confirmation. It is an exceptional and non-controllable 

situation that can be occur in any access control system. In such a case, the 

software which runs on the real user’s device can answer to the request sent 

by the server in the second phase only when it is run by the user actively. 

Thus, even though the attacker brings the mobile device of the real user to 

resource close enough, it cannot pass the second control phase. 

 

5.10.2. Dynamic Policy Controls (DPC) 
 

Generally, authentication process is performed in order to determine who is 

the requester exactly. This authentication process is crucial because for 

access control systems, permission and roles are assigned according to these 

results based on authentication process. This flow is also explained in the 

layered control mechanisms of the model. 

After authentication process is performed successfully, authorization process 

is initiated with parameters coming from authentication level. Also both 

authentication and authorization transactions use system and context policies 

which created based on application priorities and organization decisions. 

Context parameters and user credential (key) are used both in authentication 

and authorization process but in different methods and different purposes. In 

the authentication period, process tries to define the identity of requester on 

the other hand in the authorization period, these parameters are used for 

assigning verified requesters to predefined roles and permissions with the 

help of policies. The key produced by server and location and time contexts 

are extracted from Context Envelope (CEp=[Kp+Lp+ Tp]) in authentication 

period and then these parameters are evaluated in the upper authorization 

layer. 

Also stated in the Principles and Components of the Model dynamic and 

static context information take part in role and permission assignments. In 
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our model, location (Lp) and time of phone (Tp) are dynamic contexts and 

User Key (Kp) and Resource ID (DID) can be stated as static context. Also 

stated in the Figure 22, role assignments are performed based on static 

contexts, permission assignments are performed based on dynamic contexts. 

In other words, after authentication period, user (Kp) is assigned to 

predefined role within the role hierarchy and whether permission is granted 

or not to requested resource is evaluated based on dynamic time and location 

contexts within predefined access policies. 

The levels and types of policies may change according to the application and 

its priorities. The high-level conceptual policy patterns of our model are 

described Chapter 6 in detail. In addition, low-level derived policies are used 

in implementation of the model. 
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CHAPTER 6 

 

6. FORMAL DEFINITIONS  

 

Mobile Context Aware and Role Based Access Control Model (M-

CARBAC) is explained with formal definitions in this chapter. First, sets and 

functions of the model are created then context and policy evaluations are 

explained and finally claims which verifies the formal definitions of the 

model are provided. 

6.1. Set and Functions 

Following sets and functions describe the formal representation of the 

proposed model: 

Subjects (SS) set consists of current system users. It is primarily related with 

context and role sets. It consists of mobile users who use NFC based mobile 

application for requesting access. 

Roles (SR) set includes predefined system roles and matches with Subjects 

and Static Mobile Context sets. As it is also stated in the Role Hierarchy 

section of Chapter 5, our main roles are Root, Local Supervisor, Technical 

Staff, Local User and System User. There is a mapping between subject and 

context combination and elements of set of Roles. In other words, subjects 

having different contexts address at least one predefined role (See Equation 

1). 
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(s:SS, c:SMC)→ 2SR                          (1) 

 

Objects (SOb) set describes system elements where subjects want to get an 

access over them.  For example, conceptual Objects set can be defined as 

follows: {Door, Device} 

Operations (SO) set describes system Operations on Objects. Conceptual 

operations set is as follows: 

Operations: {Login, Lock Door, Unlock Door, Register, Activate} 

Permissions (SP) set describes system Permissions for given objects and 

operations. As SP is defined in the Equation 2, it consists of object, operation 

and decision (allow/deny) combination.  

 

SP ⊆ SO x SOb x 2 {Allow/Deny}                                                    (2) 

Context (SC) set describes system contexts and includes Static Mobile 

Context (SMC) and Dynamic Mobile Context (DMC) subsets. Context set is 

defined in the Equation 3. 

ContextSet (SC)=SMC ∪ DMC                                                    (3) 

Static Mobile Context (SMC) set consists of static contextual information 

that retrieved from current user before requesting an access. An example of 

SMC is defined as follows:  

SMC = {PhoneNumber,Key} 

Dynamic Mobile Context (DMC) set includes dynamic contextual 

information which is collected from internal and external domains. Such as 

ID of secure element of mobile device may be internal, relative location or 
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time may external DMCs. Contexts are defined as tuple 

{ContextType,Value}.  

 

A typical context sets of models are as follows: 

DMC = ExtDMC ∪ IntDMC                                                (4) 

ExtDMC = {RelativeLocation,  Time, Date, etc.} 

IntDMC = {Device ID, SecureElementID, AvarageUsage, Hash Value, etc.} 

User-Role Function (URF) defines and regulates User-Role assignments 

based on SMCs. As URF is defined in the Formula 5, it consists of subject, 

role and context combination. 

URF ⊆ SS x SR x 2 SMC                             (5) 

getUserRole (s, smc) = {r ∈SR | s∈SS, smc   ∈ SMC(s,smc,r) ∈ URF }(6) 

 

Role-Permission Function (RPF) describes Role-Permission assignments 

based on DMCs. As URF is defined in the Equation 7, it consists of role, 

permission and context combination. 

 

RPF ⊆ SR x SP x 2 DMC                                                     (7) 

getRolePermissions (r ,dmc, obj, op) = {p ∈ SP | (r,dmc,p) ∈ RPF  

and p.obj = obj and p.op = op }            (8)                              

 

Evaluate Permissions Function (EPF) evaluates permissions for given role 

and contexts and creates a set of  Allow/Deny responses for permissions.
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 EPF ⊆ {Allow/Deny}                                                                  (9) 

evaluatePermissionss (P) = UPi ∈ P  ( ∏ Pi!""#$/&'() )   

where P Í SP             (10) 

6.2. Evaluation of Access Granting 

 

Evaluation of access granting based on our model includes policy evaluation, 

context verification and risk function evaluation operations. 

Our main evaluation function is provided as follows: 

GrantPermission(r, p, c) = {pe(r, p, c) ∧ vc(c) ∧ erf(r, p, c)}        (11) 

where;  

pe (r, p, c): Policy Evaluation Function 

vc (c): Verify Context Function. 

erf (r, p, c): Evaluate Risk Function which is calculated dynamically in the 

run time, such as evaluating suspicious request history or reaching threshold 

values etc. These functions are explained in below in detail. 

 

6.2.1 Policy Evaluation 
 

Security policies define the rules and procedures for all subjects accessing 

resources (objects). In the proposed model, policy evaluation is the first step 

of access granting evaluation and consists of two main functions which are 

getRolePermissions and evaluatePermissions. This evaluation function is 

defined in the Equation 12. 
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;<(=, ;, >) = (?<@ABC<D<=EFGGFBHG(=, IE>, BJK, B;) = D)

∧ (<LMCNM@<D<=EFGGFBHG(D) = A) ∧ ¬∃Q ∈ A(Q = I<HR)

∧ S∃Q ∈ A(Q = MCCBT)U

             (12) 

 

Within this evaluation process, first getRolePermissions and then 

evaluatePermissions function is executed. Although this policy evaluation 

function uses r,p,c (r ∈	SR,	p	∈	SP,	c	∈	SC) parameters, because dmc is the 

projection of c (context) (∏ >)#$% , and also obj (object) and op (operations) 

parameters are the projection of p (permission) (∏ ;)&'(,&* 	,	they are used in 

getRolePermissions (r, dmc, obj, op) function directly as parameters. These 

two functions are explained in below. 

getRolePermissions (r, dmc, obj, op): Retrieves active permission set (P Í 

SP) for given role(subject), dynamic context information(dmc), object(obj) 

and operation(op). 

evaluatePermissions (P): Evaluates permissions based on their Allow/Deny 

fields described in Formula 2 and creates a response set for each set of 

permissions. 

 

6.2.2 Context Verification 
 

Given a context c, let Lp be the location of the requester device extracted from 

c and let Tp be the current time of the requester device retrieved from the 

context c. Also, as a contribution of proposed model, confirmed contextual 

information (CLp and CTp) are retrieved from context of Confirmation 

Envelope (CE) that is executed in the second cycle control of the model, 

which is described in the Section 5.10 in detail.  

Context verification process has four control steps. Control of confirmation 

contextual parameters are performed in the first two steps to prevent relay 
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attack. Initially, it is checked that whether Lp (Location of requester device) 

is equal to CLp (Confirmed location value). Similar to that control, then it is 

checked that whether Tp (Current Time of the Requester Device) is equal to 

CTp (Confirmed Time Value). After checking relay parameters in the first 

two controls, standard context control is performed in the last two phases. 

Location of requester device (Lp) is expected to locate within the predefined 

threshold distance value (Td) and finally, current time value of the requester 

device (Tp) should be between start and end time of related predefined rule. 

Verify context function creates a successful (true) response when all these 

four control steps are successfully verified, otherwise context verification is 

failed. 

 

We define the verify context function as follows. 

vc(c) = ((Lp = CLp)  ∧ (Tp = CTp)  ∧ (|x − Lp| ≤  Td) ∧	(Ts ≤ Tp ≤ Te))   (13)      

where;  

x :  Location value of predefined rule (such as location of source (door, 

vending machine etc)) 

Lp: Location of requester device 

Td: Threshold distance value for evaluation 

Ts: Start time value of predefined rule (Unix Time Stamp, such as 

1561556024) 

Te: End time value of predefined rule (Unix Time Stamp, such as 

1561556424 ) 

Tp : Current time value of the requester device 

CTp : Confirmed time value  retrieved from Confirmation Envelope (CE) that 

is executed in the second cycle control of the model 
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CLp : Confirmed location value  retrieved from Confirmation Envelope (CE) 

that is executed in the second  cycle control of the model 

 

1.1 if (c == Ø) return false 

1.2 Roles = getUserRole (s, ∏ >+$% ) 

  1.2.1 if (Roles == Ø) return false  

1.3 for each r ∈ Roles do  

  1.3.1 P = getRolePermissions (r, ∏ >#$% , ∏ ;&'(,&* ) 

                    R = evaluatePermissions (P) 

      1.3.1.1 if  ∃Q ∈ A(Q = I<HR)  return false 

    1.3.1.2 if ¬∃Q ∈ A(Q = MCCBT) return false  

    1.3.1.3   if (vc (c) = false) return false  

1.4 if (erf (r, p, c) = true) 

          then return true else return false 

Figure 26: Access Granting Algorithm 

The first part of vc() aims to prevent relay attacks. It ensures that confirmed 

context values, which are retrieved in the second cycle of controls, should 

match with the contextual information of the requester device. If Lp is not 

equal to CLp., there may be a relay attack attempt because the time value of 

requester and confirmed value from authenticated user are different. A 

similar argument is valid for the time context. The model validates the 
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confirmed context parameters in the background in second cycle of 

transactions to prevent relay attack instead of evaluating the context provided 

in the request envelope. The second part of context verification can vary for 

different system requirements. System designers may employ different 

dynamic context elements with different control mechanisms such as using 

biometric values.  

 

6.2.3 Steps of Formal Verification   

 

Based on defined sets, functions, policy evaluations and context verification 

basics, granting algorithm is defined as illustrated in the Figure 26 in order 

to represent formal definitions of the model. By tracing steps of the 

algorithm, it is ensured that, model answers all possible access requests 

accurately according to the predefined policy and rules.  

 

6.2.4 Claims   
 

Claim 1:  The request is granted only if the context is verified. 

This claim ensures the main contribution of the model. Instead of the 

evaluation of the context that provided in the request envelope, the model 

validates the confirmed context parameters in the background as second cycle 

of transactions to prevent relay attack. 

For that claim, all steps in the algorithm are confirmed until the step 1.3.1.3. 

Step 1.1. ensures that context is provided within the request. If there is no 

provided context, the request will not be granted, therefore it supports the 

claim. Then roles of the subject (user) are retrieved using ∏ >+$%  projection. 

If the subject is not assigned to any role, then request is denied based on the 

principles of Role Based Access Control principle, i.e. each subject should 
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be assigned to at least one role. Also, each role should be member of set of 

roles (SR) otherwise request is denied. Once roles of subject are retrieved, 

the permissions for the rules are checked according to the requested role (r), 

context (∏ >#$% ), and permission (∏ ;,-.,,/ ) parameters in the step 1.3.1. 

There should be no “deny” result and at least one “allow” result in the set of 

result (R) as explained in the step 1.3.1.1 and 1.3.1.2  

According to these evaluations, until the steps 1.3.1.3, all steps are confirmed 

successfully, however, the Formula 13 states that:  

vc(c) = ((Lp = CLp)  ∧ (Tp = CTp)  ∧ (|x − Lp| ≤  Td) ∧(Ts ≤ Tp ≤ Te))   (13)      

This formula ensures that, confirmed context values, which retrieved in the 

second cycle of controls, should match with the contextual information of the 

requester device. If Lp is not equal to CLp., this situation can be assumed as 

one of relay attack attempts because the time value of requester and 

confirmed value from authenticated user are different. Also same evaluation 

is valid for location context. Under these evaluations, vc () function returns 

false response, once this function returns false whole evaluation process is 

broken and permission is not granted. Our model ensures that access is 

granted only if context is verified by evaluating the result of vc() function 

which guarantees contextual verification. 

 

Claim 2:  The request is granted only if result set contains at least one 
“allow” result and no “deny” result. 

This claim ensures the applicability of the “deny overrides the allow” 

principle for the model. In this perspective, once any “deny” result is defined 

for the case, request is denied although it has some “allow” results. 

For that claim, all steps in the algorithm are confirmed until the step 1.3.1.1. 

These steps are explained in detail in the Claim 1. Context is provided and 

roles of the subject (user) are retrieved using ∏ >+$%  projection. If the subject 
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is not assigned to any role, then request is denied based on the principles of 

Role Based Access Control principle, i.e. each subject should be assigned to 

at least one role. After roles of subject are obtained, the permissions for the 

rules are defined according to the requested role (r), context (∏ >#$% ), and 

permission (∏ ;&'(,&* ) parameters in the step 1.3.1. There should be no 

“deny” result and at least one “allow” result in the set of result (R) as 

explained in the step 1.3.1.1 and 1.3.1.2. 

The step 1.3.1.1 states that: 

“if  ∃[ ∈ \([ = ]^_`) break, return false” 

This statement reflects the general policy evaluation principal. Not only in 

NFC, but also in wireless or other network communication, deny rules always 

override the allow rules. Therefore, this function returns false and whole 

evaluation process is broken and permission is not granted. Our model 

ensures that request is not granted unless at least one “allow” result and no 

“deny” result exist in the set of permission result (R). 

Claim 3:  The request is not granted if the risk assessment fails. 

Although the implementation of the risk assessment is out of scope of the 

thesis, this claim ensures that the proposed model contains risk assessments 

in the evaluation processes.  

For that claim, all steps in the algorithm are confirmed until the last step 1.4. 

As all clarified in the Claim 1 in detail, context is provided, roles of the 

subject (user) are retrieved and the permissions for the rules are defined 

according to the requested role (r), context (∏ >#$% ), and permission 

(∏ ;&'(,&* ) parameters in the step 1.3.1. Based on the principle of “deny 

overrides the allow” principles, step 1.3.1.1 and 1.3.1.2 ensure this principle. 

Also, context is verified in step 1.3.1.3 in terms of both provided context and 
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retrieved ones from model in the background to prevent relay attack. The vc() 

function guarantees contextual verification. 

However, the step 1.4 states that: 

“if (erf (r, p, c) = true) then return true; else return false” 

This statement ensures that the model does not create a positive response 

when risk assessment fails. Since communication of NFC takes place in a 

short distance and fast, making an instant risk assessment is an important step 

for access evaluation. 

 

Assessment can be made based on suspicious transaction history, different 

forms of behavior or previously defined risk factors. Also, AI algorithms and 

machine learning principles can take place in risk evaluation. Although it is 

applicable in our model, a complete risk evaluation study is decided as future 

work. 
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CHAPTER 7 

 

7. IMPLEMENTATION AND TEST 

Based on requirements and principals of the offered model, a complete NFC 

infrastructure and framework are developed in order to apply and verify the 

model. Within scope of this study, mobile application running on NFC 

enabled mobile device is developed to perform access requests. In addition, 

backend infrastructure, Arduino microcontroller, database and 

communication services (REST) are provided in a complete manner. For the 

implementation, high level uses cases, sample scenario, rule set and 

implemented access requests are provided in order to prove the coverage of 

the model in terms of addressing all possible request combinations. Also, 

performance tests of the model are provided in this chapter. 

7.1  NFC Access Control System 

In order to protect valuables in daily life, access control systems are offered 

throughout history. Although purpose is same for all access control systems, 

control methods have changed radically. Physical keys have been used for 

doors, also still they are used. Passive RFID cards have started to be used in 

offices or public buildings then. Fingerprint and retina-based access control 

have been developed for high security. 

In last decade, with the increase of mobile device popularity and easiness, 

these devices have been preferred in access control. For example, SMS based 

mechanisms are used in banking application, also barcode and QR codes have 

been placed for granting access.  
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Finally, NFC based smart solutions have been started to use in access control. 

These kinds of systems provide great facilities both for consumers and 

manufacturers. The traditional RFID based solutions offer limited functions 

in terms of flexibility in access control. Because of using passive RFID cards, 

different cards are needed for each different door or building. On the other 

hand, with using NFC based smart mobile devices, different doors or 

different kind of control points can be easily accessed by only one single 

mobile device. For example, consumer can use his/her mobile phone for both 

home and office door entrance access, s/he does not need to carry extra 

different keys for each door. 

In addition, traditional physical key systems are not secure enough; keys can 

be copied easily and when keys have been lost, all lock system should be 

renewed. The passive RFID cards and tags are not secure enough too; the 

data inside of cards can be modified easily and also copied to another card or 

tag.  

NFC based access control solution provide more flexible and secure solution 

to these problems. When mobile phone is lost or stolen, the related 

authorization can be revoked instantly from another mobile device or web-

based management panel without any need for physical intervention. The 

general infrastructure of NFC Based Access Control System is illustrated in 

Figure 27. 

7.2.  Components of NFC Access Control System 

This test bed infrastructure consists of two types of structure which are 

physical and software components. Physical part includes Central Server, 

Local Access Control Panel, NFC Reader and Mobile Device. Other part 

consists of development of central software and database, mobile application, 

wireless communication structure based on JSON web service basics. 

Researchers need to deploy backend server and mobile application and install 

hardware components to simulate and validate our offered model. 
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Figure 27: NFC Based Access Control System 

The high-level components of NFC based access control systems are:  

• NFC Enabled mobile phone: Stores credentials in secure 

environment and establish NFC connection with NFC reader with card 

emulation mode and sends encapsulated credentials with required 

headers. Also establishes connection with server via secure web 

service for registering and getting credentials.  

• NFC Reader: Initiates connection with mobile phone reads and 

forwards the key to control panel.  

• Access Control Panel: Acts as local management forwards the 

credentials to Central Server in secure manner or controls credentials 

locally according to application if it has authority table in its local 

memory. Establishes connection with reader according to Wiegand 

protocol principles via RS232 or USB connections. Supports more 

than one NFC reader connections.  

• Central Server: Administers authentication, authorization, encoding, 

storing, managing and other related operations. Establishes 

connections with access control panel and mobile devices in secure 
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web service message mechanisms. Includes Key Generation, Key 

Validation, Database Service, Communication Service and 

Management modules.  

7.3  Flow of Operations 

The general activity flow of NFC based access control system begins with 

controlling whether NFC unit is active or not. If NFC is enabled, user 

registers to system with his/her mobile operator number, username etc. via 

application that installed on device. Once user is registered to system, central 

server activates his/her authorizations if defined previously and sends to 

activation key to authenticated mobile device in the form of encrypted 

manner. Mobile device stores them into its operating system isolated 

hardware unit (Secure Element).  

After registration process is completed successfully, user can now send 

access requests with his/her user name, password and period of time 

parameters. The system remembers the choice and does not generate new key 

until the end of the time period that is defined during login session. 

When user wants to have an access to door, s/he touches the mobile phone 

screen close enough to reader and sends request using mobile application 

interface. The mobile phone applies two-layer static and dynamic 

encapsulation to user access key before sending. The mobile transactions are 

illustrated as screenshots in Figure 28 and 29. Local access control panel 

forwards to access request that comes from NFC reader to central server. 

Two-layer encapsulated access key is opened and it is evaluated according to 

pre-defined functions, context aware rules, algorithms and encryption 

techniques. According to evaluation, access is granted or denied. 
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Figure 28: Registration Screen of Mobile Application 

 

Figure 29: Request and Login Screens of Mobile Application 

Table 9: Description of Services of the Implementation  

In order to complete system cycle, microcontroller is also connected to 

computer and after local access control panel receive a request, it forwards to 

central server and gets the response. According to response, control panel 

gives an order to microcontroller about whether door will be opened or not. 

The microcontroller gives 5V to predefined output port which also electronic 

lock is connected. 
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Service 

Name 

Endpoint Interface Description 

Login serverIp:serverport/smartpassApplica

tion-

2.0/rest/authentication/login/{userna

me}/{password}/{activeDayCount} 

response format: 

{"expireTime":"dateTime", 

"status":"0 or 1","key":"rule based 

generated"} 

Lock Door serverIp:serverport/smartpassApplica

tion-

2.0/rest/doorOperation/lockDoor/{ke

y}/{doorId} 

response format: {"response":"-1, 

0 or 1"} 

"1"  means that user has an 

authorization   

"0" means that user doesn't have 

authorization   

"-1" means that door has not been 

registrated before 

Unlock 

Door 

serverIp:serverport/smartpassApplica

tion-

2.0/rest/doorOperation/unlockDoor/{

key}/{doorId} 

response format: {"response":"-1, 

0 or 1"} 

"1"  means that user has an 

authorization   

"0" means that user doesn't have 

authorization   

"-1" means that door has not been 

registrated before 

Registratio

n 

serverIp:serverport/smartpassApplica

tion-

2.0/rest/registration/sendRegistration

Request/{username}/{password}/{p

honeNumber}/{imei} 

response: {"status":"0 or 1", 

"key":"0 or rule based genetated"}  

"status": "0" means that username 

has already used  

"status": "1" means that username 

has already used 

Activation serverIp:serverport/smartpassApplica

tion-

2.0/rest/registration/sendUserActivati

onRequest/{username}/{password}/

{phoneNumber}/{imei}/{key} 

response format: {"status":"0 or 

1"} 

0 means that activation has failed 

1 means that activation has been 

successful. 
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The communication between mobile device – server and access control 

panel-server are performed via web services. As a web service infrastructure, 

JSON infrastructure is used because of its flexibility, interoperability and 

communication speed. The services, required parameters and response 

formats are described in Table 9. 

Majority of system transactions are performed by central server software. It 

is designed in modular based. The modules are Database Service, 

Communication Service, Session Manager, Role Manager, Permission 

Manager, Context Engine, Conflict Engine and Key Engine. After logging 

onto system, key engine generates user key and sent it through 

communication service based on JSON web service. User creates request 

package with his key and contextual information and sent it through NFC 

reader when he wants to access resource. Context engine interprets and 

verifies the retrieved context in the package in its sub-modules. According to 

XML based predefined rules, conditions and tuples that are retrieved from 

database service, required assignments are sent to role and permission 

manager. Also, according to mentioned conditions, context engine may 

revoke these assignments when needed. Finally, response is sent to both 

physical access control component and mobile device again through 

communication service in wired connection and web service. 

7.4 Implementation 

7.4.1 High-Level Use Cases of the Implementation of the Model 
 

Although variety of scenarios can be implemented in the testbed to show 

validity and coverage of the model, the high-level use cases can be 

categorized into the four main groups. The first group is Relay User which 

includes relay attack tries using contextual parameters. Because proposed 

model aims to detect and prevent the Relay Attacks in the proposed scope, 

this use case group is studied and implemented in order to show the validity 

of the model. The other two groups include the tries of the normal users. 
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Figure 30: Web Management Panel of Implementation 

 

The proposed model is developed at the top of the Role Based Access Control 

Model (RBAC), therefore the main principles of the RBAC also should be 

verified in the implementation. Based on the principles of the RBAC and the 

proposed model, the requests of the normal users are evaluated using their 

contextual information like Relay Users and “Deny” and “Allow” responses 

are generated after applying policy rules. These high level uses cases are 

provided in the Table 10. 
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Table 10: High Level Use Cases of the Implementation 

Group Use Case 
Identifier 

Description of Use Case Formal 
Representation 

Result 

Initial Checks 

IC1 

No contextual information is not 

provided within the request 

envelope. 

c == null Deny 

IC2 

Subject is not assigned to any 

role. 

getUserRole 

(s, ∏!"# !) == Ø 

 

Deny 

IC3 

No rule is defined for requested 

role, context and permission. 

getRolePermissions (r, 

∏!"# !, ∏$%&,$' ") == Ø  

 

Deny 

 

Relay User (Attack) 

RU1 

 

The Relay Attack use case. The 

location context in the user 

request is different than the 

Lp !=CLp Deny 

8
9
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 confirmed by the system in the 

second cycle of the model. 

 

RU2 

 

 

The Relay Attack use case. The 

time context in the user request 

is different than the confirmed 

by the system in the second cycle 

of the model. 

 

Tp!=CTp  

 

Deny 

Normal User - 
Context Control 
(Deny) 

NUD1 

The time and location context in 

the user request are same with 

the confirmed by the system in 

the second cycle of the model, 

however the distance from the 

object is higher than the 

threshold defined in the policy 

therefore the validation of verify 

context () function fails. 

 

Lp=CLp and Tp=CTp 

and  

|x-Lp| > Td 

Deny 

 9
0
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NUD2 

 

The time and location context in 

the user request are same with 

the confirmed by the system in 

the second cycle of the model, 

however the time of the request 

is before the time defined in the 

policy therefore the validation of 

verify context () function fails. 

 

Lp=CLp and  

Tp=CTp and 

|x-Lp| <=Td and Tp<Ts 

Deny 

NUD3 

 

 

The time and location context in 

the user request are same with 

the confirmed by the system in 

the second cycle of the model, 

however the time of the request 

is after the time defined in the 

policy therefore the validation of 

verify context () function fails. 

 

Lp=CLp and  

Tp=CTp and 

|x-Lp| <=Td and Tp>Te 

Deny 

NUD4 Access is not granted if only 

even one “deny” result received 

∃$ ∈ &($ = '()*)  Deny 

  9
1
 



92 

from    getRolePermissions 

function although it has “allow” 

results. 

 

Normal User - 
Context Control 
(Allow) 

NUA1 

 

 

The time and location context in 

the user request are same with 

the confirmed by the system in 

the second cycle of the model 

also, the contextual information 

is validated and validation of 

verify context () function passes, 

as a result access is granted. 

 

Lp=CLp and Tp=CTp 

and  

|x-Lp| <=Td and  

 Ts<=Tp<=Te 

Allow 

 

 

 

 

 

  9
2
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7.4.2 Sample Scenario  
 

In order to demonstrate validity and coverage of the model, we have created a 
sample Security Research Centre scenario based on the RBAC principles. The 
main components of the scenario are listed in Table 11. 

Table 11: The Components of Sample Scenario 

Name Components 

Objects (door of) • 5G Laboratory 

• Administrative Office 

• Library  

• Social Room 

• Lobby 

Operation • Unlock Door 

Roles • Researchers 

• Graduate Students 

• B.Sc. Students 

• Administrative Staff 

• Visitors 

• Security Guards 

Subjects • David: (assigned to Researchers Role) 

• John: (assigned to Graduate Students 
Role) 

• Diana: (assigned to B.Sc. Students Role) 
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• Barbara: (assigned to Administrative Staff 
Role) 

• Alex: (assigned to Visitors Role) 

• Morpheus: (assigned to Security Guards 
Role) 

Context Dynamic Context: 

• Location (Lp): Location value of the 
phone during request 

• Time (Tp): Time value of the phone during 
request 

Static Context:  

• Phone Number 

• User Key 

 

7.4.3. Rule Set for the Scenario  
 

The following set describes the rules that used in the evaluation of the requests. 
In addition to description of the rule set, an additional formal description table 
including the role, operation, object, context, related use case and result of the rule 
set is provided for each one. 

1) The subjects (users) cannot open any door if the contextual information is 
not provided. 

2) The subjects (users) cannot open any door if the subject is not assigned to 
any role. 

3) The subjects (users) cannot open any door if no rule is defined for requested 
role, context and permission. 

4) The subjects (users) cannot open any door even if only one deny result 
received from    getRolePermissions function although it has allow results. 
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5) The subjects (users) cannot open any door unless attack parameters are 
successfully verified. 

6) The subjects (users) of the “Researchers” group can open the doors of the 
all buildings (objects) at all times of the day (7x24). 

7)  If the distance value to the doors is higher than the predefined threshold 
value (Td= 0.001, 0.001 (~10m)), access is not granted. |x-Lp| > Td.   

8) Only subjects (users) of the “Administrative Staff” can open the door of the 
administrative office after the working hours (6PM - 8AM). Others cannot 
(deny). 

9) The subjects (users) of the “Graduate Students” group can open the doors 
of the all buildings (objects) at the working hours (8AM- 6PM ). 

10) The subjects (users) of the “B.Sc. Students” group can open the doors 
of library, social room and lobby (objects) at the working hours (8AM- 
6PM ). 

11) The subjects (users) of the “Administrative Staff” group can open the 
doors of administrative office, library, social room and lobby (objects) at 
the working hours (8AM- 6PM ). 

12) The subjects (users) of the “Visitors” group can open the doors of 
social room and lobby (objects) at the working hours (8AM- 6PM ). 

13) The subjects (users) of the “Security Guards” group can open the doors 
of social room and lobby (objects) at all times of the day (7x24). 

14) The door of the library is closed in maintenance week (Aug 1 - Aug 8) 
and Christmas period (Dec 24 – Jan 2) each year. 

15) Only subjects (users) of the “Researchers” and “Graduate Students” 
can open the door of the laboratory after the working hours (6PM - 8AM). 
Others cannot (deny). 

16) The door of the social room is closed in maintenance hour (6PM – 
7PM) each day. 
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Table 12: Formal Description of Rule Set for Scenario 

# Role Operation Object Contextual 
Description 

Use Case Result 

1 Any 

Unlock Door 

Any c == null IC1 

 

Deny 

2 Any Any getUserRole(s, ∏!"# !) 
== Ø 

 

IC2 Deny 

3 Any Any getRolePermissions 
(r,∏!"#!, ∏$%&,$' ")== Ø  

IC3 Deny 

4 Any Any ∃$ ∈ &($ = '()*)  NUD4 Deny 

5 Any Any Lp != CLp  RU1 Deny 

6 Any Any Tp != CTp  RU2 Deny 

7 Any Any |x-Lp| > (0.001, 0.001) NUD1 Deny 

8 Researchers Any  (Tp != null) ∧ (|x − Lp|  

≤ (0. 001, 0.001))  

NUA1 Allow 

  96 
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9 Administrative 
Staff 

Administrative 
Office 

(6PM < Tp < 8AM ) ∧  

(|x − Lp| ≤ (0.001, 
0.001)) 

NUA1 Allow 

10 ¬ 
Administrative 
Staff 

 

Administrative 
Office 

(6PM < Tp < 8AM )  NUD2 and NUD3 Deny 

11 Graduate 
Students 

Any (8AM < Tp < 6PM ) ∧  

(|x − Lp| ≤ (0.001, 
0.001)) 

NUA1 Allow 

12 B.Sc. Students Library   (8AM < Tp < 6PM ) ∧ 

 (|x − Lp| ≤ (0.001, 
0.001)) 

NUA1 Allow 

13 B.Sc. Students Social Room 

 

(8AM < Tp < 6PM ) ∧  

(|x − Lp| ≤ (0.001, 
0.001)) 

NUA1 Allow 

14 B.Sc. Students Lobby (8AM < Tp < 6PM ) ∧  NUA1 Allow 

97 
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(|x − Lp| ≤ (0.001, 
0.001)) 

15 Administrative 
Staff 

¬ 5G Laboratory   (8AM < Tp < 6PM ) ∧  

  (|x − Lp| ≤ (0.001, 
0.001)) 

NUA1 Allow 

16 Visitors Social Room 

 

(8AM < Tp < 6PM ) ∧  

(|x − Lp| ≤ (0.001, 
0.001)) 

NUA1 Allow 

17 Visitors Lobby (8AM < Tp < 6PM ) ∧  

(|x − Lp| ≤ (0.001, 
0.001)) 

NUA1 Allow 

18 Security Guards Social Room 

 

Tp != null ∧ (|x − Lp|  

≤ (0.001, 0.001)) 

NUA1 Allow 

19 Security Guards Lobby Tp != null ∧ (|x − Lp|  

≤ (0.001, 0.001)) 

NUA1 Allow 

20 Any Library ((Dec 24 < Tp < Jan 2) ∨  NUD2 and NUD3 Deny 

98 
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(Aug 1 < Tp < Aug 8))  

 

21 Researchers and 
Graduate 
Students 

5G Laboratory  (6PM < Tp < 8AM ) ∧ 
(|x − Lp|  

≤ (0.001, 0.001)) 

NUA1 Allow 

22 ¬ Researchers 
and Graduate 
Students  

5G Laboratory  (6PM < Tp < 8AM ) NUD2 and NUD3 Deny 

23 Any Social Room (6PM < Tp < 7PM )  NUD2 and NUD3 Deny 
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7.4.4 Access Requests 
 

Although calculation of the indoor positioning is out of scope of the study, 
we have used geographic coordinates in decimal degrees to define the 
location of the requester in calculation. We assume that the location of the 
scenario is at 41.082630 (latitude) 28.633028 (longitude) and the threshold 
value (Td) is 0.001, 0.001 (~10m). 

Some requests may cover multiple use cases such as request 1 addresses the 
use case 5 and 6. In daily rules of the policies, the request time may be both 
after the end time current day and before the start time of the following day. 
Another multiple coverage occurs when requests have multiple rule in the 
given context such as request 2. In some requests, multiple coverage would 
not be possible. The high-level use cases 1, 2 and 3 have priority in the rule 
check in the evaluation and when they fail then no need to check another case 
and rule. Use case 1 and 2 describe relay attack cases and use case 3 identifies 
the context existence in the request. 

Access Request 1 (Use Case NUD2 and NUD3) 

Description: Diana wants to open the door of the 5G Laboratory at 08:00PM 
in the location 41.082630, 28.633028: 

getUserRole (diana, “key”) = B.Sc. Students 

CLp = 41.082630, 28.633028 

CTp = 08:00PM 

Given rule set for the request:  

getRolePermissions (B.Sc. Students, {08:00PM, (41.082630, 28.633028)}, 
{5G Laboratory, unlock door}) =>  
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¬Researchers 
and Graduate 
Students 

Unlock 
Door 

5G Laboratory  (6PM < Tp < 8AM ) Deny 

 

Permission Set (P) = {deny}, therefore permission is not granted. 

 

Access Request 2 (Use Case NUA1, NUD3, NUD4) 

Description: David wants to open the door of the Social Room at 06:30PM 
in the location 41.082630, 28.633028: 

getUserRole (david, “key”) = Researchers 

CLp = 41.082630, 28.633028 

CTp = 06:30PM 

getRolePermissions(Researchers, {06:30PM, (41.082630, 28.633028)}, 
{Social Room, unlock door}) =>  

Given rule set for the request: 

Researchers 
Unlock Door 

Any  (Tp != null) ∧ (|x − Lp| ≤ 
Td)  

Allow 

Any Unlock Door Social Room (6PM < Tp < 7PM )  Deny 

 

Permission Set (P) = {allow, deny}, therefore, permission is not granted. 
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Access Request 3 (Use Case IC3) 

Description: Morpheus wants to open the door of the Library at 04:30PM in 
the location 41.082630, 28.633028: 

getUserRole(morpheus, “key”) = Security Guards 

CLp = 41.082630, 28.633028 

CTp = 04:30PM 

getRolePermissions(Researchers, {04:30PM, (41.082630, 28.633028)}, 
{Social Room, unlock door}) =>  

Given rule set for the request: None 

Permission Set (P) = Ø, therefore, permission is not granted. 

 

Access Request 4 (Use Case NUA1) 

Description: John wants to open the door of the 5G Laboratory at 10:00AM 
in the location 41.082630, 28.633028 

getUserRole(john, “key”) = Graduate Students 

CLp = 41.082630, 28.633028 

CTp = 10:00AM 

Given rule set for the request: 

getRolePermissions(Graduate Students,{10:00AM, (41.082630, 
28.633028)}, {5G Laboratory, unlock door}) => 



103 
 

 

Graduate 
Students 

Unlock 
Door 

Any  (8AM < Tp < 6PM ) ∧  

(|x − Lp| ≤ (0.001, 0.001)) 

Allow 

 

Permission Set (P) = {allow}, therefore, permission is granted. 

 

Access Request 5 (Relay Case, RU1) 

Description: Barbara wants to open the door of the Library at 09:00AM in 
the location 41.082630, 28.633028  

getUserRole(barbara, “key”) = Administrative Staff 

CLp = 41.095630, 28.583028 

CTp = 09:00AM 

Given rule set for the request: 

getRolePermissions(Administrative Staff,{09:00AM, 41.082630, 
28.633028}, {Library, unlock door}) => 

Administrative 
Staff 

Unlock 
Door 

¬ 5G 
Laboratory 

(8AM < Tp < 6PM ) ∧  

  (|x − Lp| ≤ (0.001, 0.001)) 

Allow 

 

Because of location of the phone is not equal to confirmed location of the 
phone (Lp != CLp), this case assumed as relay attack case. Although subject 
is authorized on the object in this context, permission is not granted. 
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Access Request 6 (Relay Case, RU2) 

Description: Barbara wants to open the door of the Social Room at 9:00AM 
in the location 41.082630, 28.633028 

getUserRole(barbara, “key”) = Administrative Staff 

CLp = 41.082630, 28.633028  

CTp = 9:28AM 

Given rule set for the request: 

getRolePermissions(Administrative Staff,{9:00AM, (41.082630, 
28.633028)}, { Social Room, unlock door}) => 

 

Administrative 
Staff 

Unlock 
Door 

¬ 5G 
Laboratory 

(8AM < Tp < 6PM ) ∧  

  (|x − Lp| ≤ (0.001, 
0.001)) 

Allow 

 

Because of time of the phone is not equal to confirmed time of the phone    
(Tp != CTp), this case assumed as relay attack case, although subject is 
authorized on the object in this context, permission is not granted. 

 

Access Request 7 (Use Case IC1) 

Description: David wants to open the door of the 5G Laboratory with no 
contextual information. 
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The function of getUserRole cannot return any role because no contextual 
information is provided. Also, according to the Use Case IC1 and Rule Set 1 
state that “The subjects (users) cannot open any door if the contextual 
information is not provided.” Based on these principles, context parameters 
should be provided with the request in order to validate access requests, 
therefore, permission is not granted. 

Access Request 8 (Use Case NUD1) 

Description: Morpheus wants to open the door of the Social Room at 
09:00AM in the location 42.082630, 28.633028 

getUserRole(morpheus, “key”) = Security Guards 

CLp = 42.095630, 28.583028 

CTp = 09:00AM 

Given rule set for the request: 

getRolePermissions(Security Guards,{09:00AM, 41.082630, 28.633028 }, { 
Social Room, unlock door}) => 

Any Unlock Door Any |x-Lp| > (0.001, 0.001) Deny 

 

The location value of the request does not meet to location threshold 
calculation. The location of the door is in 41.082630, 28.633028 and the 
threshold value is Td= 0.001, 0.001 (~10m) on the other hand provided 
location value is 42.082630, 28.633028, therefore it does not meet the Rule 
7 ( x-Lp| > Td), therefore, permission is not granted. 
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Access Request 9 (Use Case IC2) 

Description: Bob wants to open the door of the Library at 11:20AM in the 
location 42.082630, 28.633028 

getUserRole(bob, “key”) = null 

CLp = 42.095630, 28.583028 

CTp = 11:20AM 

According to the Use Case IC2 and Rule Set2 (getUserRole(s, ∏!"# !)== Ø), 
the subjects (users) cannot open any door if the subject is not assigned to any 
role. The subject “Bob” who is included in the request is not assigned to the 
any role according to the predefined User-Role function of the scenario. 
Because user-role assignment check is one of the initial checks of the 
implementation, other contextual controls are not performed and request is 
denied, therefore, permission is not granted. 

7.4.5 Coverage Analysis of the Model 
 

Based on the high-level use cases of the model which described in this 
chapter, we have created a sample scenario for the implementation. Then we 
have created rule set addressing the high-level use cases. In order to cover all 
high-level use cases of the model and common security principles of access 
control systems, we have designed and implemented 8 different access 
requests. 

We have identified 3 sets; Use Cases (UC), Rule Set (RS) and Access 
Requests (AR) in order to evaluate and show the coverage of the access 
requests that implemented in the study. The set of UC includes high-level use 
cases described in this chapter based on four different usage groups. AR set 
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includes 9 access requests trying to address all high-level Use Cases (UC) 
and Rule Set (RS). 

In order to demonstrate all request combinations, attributes are identified 
and grouped as categories. The sets of categories are as follows:  

Role Category (RoC) 

1)     No Role - getUserRole(s, ∏!"# !) == Ø  
2)     Role(s) Exist – Dependent to other categories (RuC, CoC) 

Rule Category (RuC) 
1)     No Rule - getRolePermissions (r, ∏d"# !, ∏$%&,$' ") == Ø  
2)     Rule(s) Exist – At Least One Deny - ∃$ ∈ &($ = '()*)  
3)     Rule(s) Exist - No Deny - At least One Allow  – Dependent to other 
categories (CoC) 

Context Category (CoC) 
 
1)     Context not provided (null) 
2)     Not Confirmed Location of Phone – Clpi 
3)     Not Confirmed Time of Phone – Ctpi 
4)     Relay Context Confirmed but Invalid Location of Phone Context - Lpi 
5)     Relay Context Confirmed & Valid Location but Time of Phone 
Context not Confirmed - Lpv, Tpi 
6)     All Contexts are confirmed -  CLpv, CTpv, Lpv, Tpv 

CoC = {null, {(CLpi, c) | c Î NUC}, {(CTpi, c) | c Î NUC}, {CLpv, CTpv, 
Lpi}, {CLpv, CTpv, Lpv, Tpi}, {CLpv, CTpv, Lpv, Tpv}} 

Where; 

CLpi = Not Confirmed Location of Phone 
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CLpv = Confirmed Location of Phone 

CTpi = Not Confirmed Time of Phone 

CTpv = Confirmed Time of Phone 

null = No context is provided 

NUC (NormalUserContext) = {Lpi, Lpv, Tpi, Tpv} 

Where; 

Lpi = Not Confirmed Location of Phone Context 

Lpv = Confirmed Location of Phone Context 

Tpi = Not Confirmed Time of Phone Context 

Tpv = Confirmed Time of Phone Context 

Finally, all request combinations are the cartesian product given as; 

RoC X RuC X CoC = { (a,b,c) | a Î RoC, b Î RuC and c Î CoC }, the 
number of the elements in the cartesian product is; 

s(RoC X Ruc X CoC) = s(RoC) * s(RuC) * s(CoC) = 2 * 3 * 6 = 36 elements. 
These 36 requests combinations are all covered by 9 access requests 
described in this chapter because of the controls of initial checks. According 
to these initial checks, when context is not provided, role or rule is not defined 
then implementation does not evaluate other parameters in the requests. 
Based on this approach, one access request can cover many combinations. 

All the combinations and access requests which cover these combinations are 
illustrated in the Table 13. 



109 
 

 

Table 13: All the Possible Combinations of the Requests 

 Role Category 
(RoC) 

Rule Category 
(RuC) 

Context Category (CoC) Covered By 

1 No Role (RoC1) No Rule (RuC1) Context not provided 
(CoC1) 

Access Request 7 

2 No Role (RoC1) No Rule (RuC1) Not Confirmed Location 
of Phone – Clpi- (CoC2) 

Access Request 9 

3 No Role (RoC1) No Rule (RuC1) Not Confirmed Time of 
Phone – Ctpi- (CoC3) 

Access Request 9 

4 No Role (RoC1) No Rule (RuC1) Relay Context Confirmed 
but Invalid Location of 
Phone Context - Lpi- 
(CoC4) 

Access Request 9 

5 No Role (RoC1) No Rule (RuC1) Relay Context Confirmed 
& Valid Location but 
Time of Phone Context 
not Confirmed - Lpv, Tpi 
- (CoC5) 

Access Request 9 

6 No Role (RoC1) No Rule (RuC1) All Contexts are 
confirmed -  CLpv, CTpv, 
Lpv, Tpv- (CoC6) 

Access Request 9 

7 No Role (RoC1) Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Context not provided 
(CoC1) 

Access Request 7 

8 No Role (RoC1) Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Not Confirmed Location 
of Phone – Clpi- (CoC2) 

Access Request 9 
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9 No Role (RoC1) Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Not Confirmed Time of 
Phone – Ctpi- (CoC3) 

Access Request 9 

10 No Role (RoC1) Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Relay Context Confirmed 
but Invalid Location of 
Phone Context - Lpi- 
(CoC4) 

Access Request 9 

11 No Role (RoC1) Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Relay Context Confirmed 
& Valid Location but 
Time of Phone Context 
not Confirmed - Lpv, Tpi 
- (CoC5) 

Access Request 9 

12 No Role (RoC1) Rule(s) Exist – At 
Least One Deny 
(RuC2) 

All Contexts are 
confirmed -  CLpv, CTpv, 
Lpv, Tpv- (CoC6) 

Access Request 9 

13 No Role (RoC1) Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Context not provided 
(CoC1) 

Access Request 7 

14 No Role (RoC1) Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Not Confirmed Location 
of Phone – Clpi- (CoC2) 

Access Request 9 

15 No Role (RoC1) Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Not Confirmed Time of 
Phone – Ctpi- (CoC3) 

Access Request 9 

16 No Role (RoC1) Rule(s) Exist - No 
Deny - At least 

Relay Context Confirmed 
but Invalid Location of 

Access Request 9 



111 
 

 

One Allow 
(RuC3) 

Phone Context - Lpi- 
(CoC4) 

17 No Role (RoC1) Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Relay Context Confirmed 
& Valid Location but 
Time of Phone Context 
not Confirmed - Lpv, Tpi 
- (CoC5) 

Access Request 9 

18 No Role (RoC1) Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

All Contexts are 
confirmed -  CLpv, CTpv, 
Lpv, Tpv- (CoC6) 

Access Request 9 

19 Role(s) Exist 
(RoC2) 

No Rule (RuC1) Context not provided 
(CoC1) 

Access Request 7 

20 Role(s) Exist 
(RoC2) 

No Rule (RuC1) Not Confirmed Location 
of Phone – Clpi- (CoC2) 

Access Request 3 

21 Role(s) Exist 
(RoC2) 

No Rule (RuC1) Not Confirmed Time of 
Phone – Ctpi- (CoC3) 

Access Request 3 

22 Role(s) Exist 
(RoC2) 

No Rule (RuC1) Relay Context Confirmed 
but Invalid Location of 
Phone Context - Lpi- 
(CoC4) 

Access Request 3 

23 Role(s) Exist 
(RoC2) 

No Rule (RuC1) Relay Context Confirmed 
& Valid Location but 
Time of Phone Context 
not Confirmed - Lpv, Tpi 
- (CoC5) 

Access Request 3 

24 Role(s) Exist 
(RoC2) 

No Rule (RuC1) All Contexts are 
confirmed -  CLpv, CTpv, 
Lpv, Tpv- (CoC6) 

Access Request 3 
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25 Role(s) Exist 
(RoC2) 

Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Context not provided 
(CoC1) 

Access Request 7 

26 Role(s) Exist 
(RoC2) 

Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Not Confirmed Location 
of Phone – Clpi- (CoC2) 

Access Request 2 

27 Role(s) Exist 
(RoC2) 

Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Not Confirmed Time of 
Phone – Ctpi- (CoC3) 

Access Request 2 

28 Role(s) Exist 
(RoC2) 

Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Relay Context Confirmed 
but Invalid Location of 
Phone Context - Lpi- 
(CoC4) 

Access Request 2 

29 Role(s) Exist 
(RoC2) 

Rule(s) Exist – At 
Least One Deny 
(RuC2) 

Relay Context Confirmed 
& Valid Location but 
Time of Phone Context 
not Confirmed - Lpv, Tpi 
- (CoC5) 

Access Request 2 

30 Role(s) Exist 
(RoC2) 

Rule(s) Exist – At 
Least One Deny 
(RuC2) 

All Contexts are 
confirmed -  CLpv, CTpv, 
Lpv, Tpv- (CoC6) 

Access Request 2 

31 Role(s) Exist 
(RoC2) 

Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Context not provided 
(CoC1) 

Access Request 7 

32 Role(s) Exist 
(RoC2) 

Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Not Confirmed Location 
of Phone – Clpi- (CoC2) 

Access Request 5 



113 
 

 

 

7.5 Performance Tests 

We have performed some performance tests in order to evaluate model’s live 
performance in our test bed. The results may change according to 
environment such as hardware and software solutions, programming 
languages or database types. In order to avoid these affects, we performed 
this performance test in identical environments. 

Two separate test sets have been performed to compare performance of 
response times of the proposed model. First test set has a composition of 
mixed types of different use cases. This composition is %10 IC1 - %10 IC2 
- %10 IC3 - %15 NUD1 - %15 NUD2 - %15 NUD3 - %15 NUD4 - %15 

33 Role(s) Exist 
(RoC2) 

Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Not Confirmed Time of 
Phone – Ctpi- (CoC3) 

Access Request 6 

34 Role(s) Exist 
(RoC2) 

Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Relay Context Confirmed 
but Invalid Location of 
Phone Context - Lpi- 
(CoC4) 

Access Request 8 

35 Role(s) Exist 
(RoC2) 

Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

Relay Context Confirmed 
& Valid Location but 
Time of Phone Context 
not Confirmed - Lpv, Tpi 
- (CoC5) 

Access Request 1 

36 Role(s) Exist 
(RoC2) 

Rule(s) Exist - No 
Deny - At least 
One Allow 
(RuC3) 

All Contexts are 
confirmed -  CLpv, CTpv, 
Lpv, Tpv- (CoC6) 

Access Request 4 
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NUA1. The second set composition consists of %50 RU1- %50 RU2. We 
aim to analyze the performance of the model for both mixed compositions of 
different types of access requests and relay requests. 

 

Figure 31: Comparison Response Times of RBAC and MCARBAC (Mixed Use Cases) 

 

The results of first test set which includes mixed types of use case requests 
are illustrated in the Figure 31 and the results of second test set which 
includes mixed relay attack use case requests are illustrated in the Figure 33 
as line graphs in terms of number of access requests and times required for 
these evaluation operations based on the principals of the models RBAC and 
the proposed model. 
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Figure 33: Comparison Response Times of RBAC and MCARBAC (Relay Attacks) 

 

The performance of our model is acceptable although a bit lower than RBAC 
model. According to the study [67], the performance of RBAC is better than 
all its derivatives like our model, which illustrated in Figure 32. The increase 

Figure 32: Response Times of RBAC Models [67] 
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in the number of queries result in increase of the response time of the both 
models as natural. According to the results, a little bit more time is needed 
for requests containing only relay attack, than those containing a mixed 
request composition. Because, each relay attack requests are evaluated in the 
both first and second cycle of the controls, on the other hand, some normal 
user requests can be denied in the initial controls such as requests including 
no context etc. 

 

Figure 34: Comparison of Increase in CPU Usage of RBAC and MCARBAC (Mixed Use Cases) 

 

In addition to test response and process times of queries, we have also 
performed and analyzed increase in CPU usage comparing RBAC, which our 
model is based on, and M-CARBAC. These CPU usage tests are performed 
on the Intel seventh generation 8 Core CPU with 25, 50, 75 and 100 queries 
using first test set which includes requests of mixed-use cases. Then, average 
CPU usages during request handling are calculated automatically based on 
the data retrieved from benchmark of system hardware. 
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The results of the CPU usage of models is illustrated in the Figure 34 as a 
line graph. According to the results, our model needs more CPU power for 
all numbers of requests then RBAC. For the maximum case, our model needs 
%3 more CPU. This difference is a relatively an acceptable difference 
because it is relatively small and our model performs more evaluations and 
controls with evaluation functions therefore, they need some extra CPU 
source. 
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CHAPTER 8 

 

8. CONCLUSION 

 

In this thesis, we offer a context-aware security model extending role-based 
access control model in order to prevent relay attacks in NFC enabled mobile 
devices with both theoretical and practical approach. 

With the huge amount of mobile device usage and increase in their functional 
capabilities in the current era, they started to be used frequently in many 
smart solutions. One of these solutions is access control solutions. At this 
point NFC allows mobile devices to be used in access control systems. 

Near Field Communication technology creates communication between NFC 
compatible devices in a short range easily. Mobile devices use its capabilities 
with their embedded NFC chips. In addition to being used in solutions that 
make life easier, it is also used in critical solutions such as access control 
systems. Because of the nature of these solutions, NFC communication is 
exposed to security attacks. Relay attacks are the most common security 
attacks for the NFC communication medium, which allows unauthorized 
access to the resources. 

We proposed a context aware security solution to that critical security 
problem described above. Based on the research gaps presented in the 
Chapter 1, we answered the research questions. We have answered first 
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research question and defined the possible vulnerabilities and attacks of NFC 
communication in Chapter 3. Then system level and conceptual requirements 
of the proposed model are described. 

In Chapter 2, we presented related studies in the literature discussing various 
vulnerabilities of NFC communication, successful relay attacks and possible 
countermeasures to relay attacks. In addition, we realized that offered 
prevention methods provides solutions for low level applications and do not 
solve relay attacks occur in application layer. 
 
An overview of NFC and comparison of wireless technologies are presented 
in Chapter 3. In addition, basics of NFC transmission are described in order 
to underline how communication is performed between two parties in NFC 
ecosystem. Based on this knowledge, we designed and implemented a 
practical relay attack in order to prove how it is easily performed in NFC 
enabled mobile phones with the help of host-card emulation mode. Chapter 
4 describes this implementation and results also answers the third research 
question. 
 
We offer Mobile Context Aware and Role Based Access Control Model (M-
CARBAC) as a countermeasure for relay attacks occurred in NFC 
communication in Chapter 5.  First, we introduce security model description 
and classify the threat using STRIDE threat modeling. As main 
characteristics of our model, context-aware methodology, dynamic security 
principles and role-based access control basics are described. Stages on how 
to prevent relay attacks are described as layered architecture. Context 
sensitive control (CSC) and dynamic policy controls (DPC) are offered in 
that layers to provide actions for authentication and authorization process. 
The second and fourth research questions are also answered in Chapter 5. In 
order to verify theoretical approach of the proposed model, sets and functions 
of the model are provided. Based on that, policy evaluation, context 
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verification and steps of formal algorithm are created. Finally, we formally 
proved three claims on formal algorithm. 

In addition to theoretical approach, we provide practical approach of 
proposed model. In order to apply and evaluate the model, we developed 
complete infrastructure of NFC based access control system including mobile 
application, backend and communication services and hardware setups. 
Lastly, required additional time and processor power with respect to standard 
role-based access control systems are evaluated. Test results shows that our 
offered model has acceptable results although it needs small amount of extra 
time and CPU source. 
 
To sum up, this study has four major contributions. Firstly, security 
requirements are offered for NFC access control systems. Secondly, we have 
proved practically relay attack using NFC enabled mobile devices. Thirdly, 
a complete, dynamic, adaptive and context aware security model extending 
Role Based Access Control (RBAC) is designed and developed to prevent 
relay attacks using NFC enabled mobile devices. Finally, formal definitions 
and verification for offered system are provided to show validity of the model 
in all possible request combinations. 

Studying on the applicability of the proposed model in other wireless 
technologies and for other types of NFC solutions such as payment etc. might 
guide researchers as future work. In addition, risk evaluation instantly during 
access requests can be improved using machine learning algorithms and 
artificial intelligence principles. 
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