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ABSTRACT

SUPPLEMENTING ISRM MODELS BY KRI IMPLEMENTATION

OZCAKMAK, Fuat
M.Sc., Department of Science and Technology Policy Studies
Supervisor: Asst. Prof. Aybar Can ACAR
Co-Supervisor: Dr. Ali ARIFOGLU

July 2019, 122 pages

Cybersecurity efforts should be spent effectively and timely with regard to
where and when they are needed because of the resource requirements. In order to
secure Information Technology (IT) systems, The Information Systems Risk
Management (ISRM) standards like ISO 27000, NIST 800 series and COBIT 5
frameworks are used as best practices. These standards use a diversity of metrics to
monitor the Information Security Management System (ISMS). However, large
amounts of money, time and human resources are needed to detect, measure and
interpret all. Moreover, these standards do not deal with the resources allocated and
senior managements’ concern. To avoid these concerns, Key Risk Indicator (KRI)
based risk monitoring can help a significant decrease in the required resources and
increase the risk monitoring effectiveness. In this study, a new KRI implementation
model that can facilitate risk management, figure out costs, benefits and address

stakeholders' concerns, for ISRM standards is proposed.

Keywords: Information Security Risk Management, Cybersecurity Risk

Assessment, Key Risk Indicators, Cybersecurity Metrics, Cost of Cybersecurity.
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ARG UYGULAYARAK BSRY MODELLERININ GELISTIRILMESI

OZCAKMAK, Fuat
Yiiksek Lisans, Bilim ve Teknoloji Politikas1 Calismalar1 Boliimii
Tez Danigmani: Dr. Ogr. Uyesi Aybar Can ACAR
Yardimci Tez Danismani: Dr. Ali ARIFOGLU

Temmuz 2019, 122 sayfa

Siber giivenlik gayretleri ihtiya¢ duyulduklar1 zaman ve yere bagh olarak etkili
ve zamanli kullanilmalidir ¢iinkii bu gayretler i¢in kaynak gerekmektedir. Bilgi
Sistemlerini (BS) korumak igin, ISO 27000, NIST 800 serisi ve COBIT 5
cerceveleri gibi Bilgi Sistemleri Risk Yonetimi (BSRY) standartlart en iyi
uygulamalar olarak kullanilmaktadir. Bu standartlar, Bilgi Giivenligi Yonetim
Sistemini (BGYYS) izlemek igin gesitli dlglimleri kullanmaktadir. Bununla birlikte,
hepsini tespit etmek, 6lgmek ve yorumlamak igin ¢ok biiyiik para, zaman ve
personel gerekmektedir. Ayrica bu standartlar, kaynaklar ve yonetiminin endiseleri
ile ilgilenmemektedir. Bu endiseleri gidermek i¢in, Anahtar Risk Gostergesi (ARG)
temelli risk izleme, kaynaklarda 6nemli bir tasarrufa ve risk izleme etkinligini
arttirmaya yardimeci olabilir. Bu ¢aligmada, BSRY standartlar i¢in risk yonetimini
kolaylastirabilen, paydaslarin endiselerini gozeten yeni bir ARG uygulama modeli

Onerilmistir.

Anahtar Kelimeler: Bilgi Giivenligi Risk Yonetimi, Siber Giivenlik Risk
Degerlendirme, Anahtar Risk Gostergeleri, Siber Giivenlik Metrikleri, Siber
Giivenlik Maliyeti.
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CHAPTER 1

INTRODUCTION

1.1. The Problem

I think computer viruses should count as life. I think it says something
about human nature that the only form of life we have created so far is
purely destructive. We've created life in our own image. - Stephen
Hawking

The cyber attacks can have us live our own Day of Resurrection personally,
as well as the effects we can be socially affected. These attacks may be in a range
that affects the financial market, health records, transport networks, energy, and
military defense systems. Ensuring that the information is delivered to the decision
makers in a precise, complete and timely manner increases the productivity of the

enterprises.

Studies show that it is impossible to create a defensive structure for all of
these threats because creating a defense against all threats would prevent our own
system from functioning. Besides such a defense would require much more
resource than the damage would give or the initial costs of our system. In addition,
since the threats will never end, it will be necessary to take continuous action and
this will be an infinite loop. Andrew Jaquith called this the alternative view of risk
management as "The Hamster Wheel of Pain™ and noted that similar schemes in

risk management always cover the following four phases:

- Assessment (or detection),
- Reporting,

- Prioritization,

- Mitigation [1].



Besides making profound inquiry of the risk management models in which
these four phases are involved, people often try to apply instantaneous known
threats without quantitative value analysis and with resource limits ignored [1].

It is certain that the most efficient way to use cybersecurity resources is
through risk management. However, because integrated cybersecurity management
with risk management will attempt to take precautions against all detected risks, it
will not be true to tell that resources are used effectively. In this case, the
importance of monitoring the risks increases. On the other hand, since dozens of
risks occur every day, monitoring all risks will be either impossible or very

resource-intensive.

It is not known that many organizations failed because of cybersecurity
events. The core reason for this uncertainty is the effective risk policies for
disclosing and replying to hazards, and luck. Generally, not all failures in IT
systems are associated with cybersecurity, but it is known that the operational
effectiveness of many services is affected by cyber events. While the effectiveness,
speed of development and complexity of cyber attacks increase, organizations that
benefit from IT systems must adapt to the same pace and renew their risk

strategies.[2].

Cybersecurity measures are taken appropriately with the risk management
standards used today require a significant amount of cost. These costs also include
the costs incurred for unrealized risks. In this case, resources are spent on risks that
will never occur. The problem identified here is that ISRM standards obligate
CISOs or Cybersecurity personnel to take measures against all risks. When these
ISRM standards are implemented, resources are spent to eliminate all risks, and if
new risks are identified and monitored then risk mitigation measures are taken
again with additional resources. Nonetheless, the risks are unlimited, but resources
are not. The risk monitoring chapters of ISRM standards need to be supplemented
to reduce cybersecurity costs. In this way, limited resources will be used more

effectively and unnecessary resources will not be wasted for the unrealized risks.

2



1.2. Motivation

Cybercrime is a sneaky threat reaching crisis levels. McAfee Global Cost of
Cybercrime 2014 report asserts that global economic cost estimates for cybercrime
can range from $375 billion to $575 billion per year although it is difficult to
measure accurately [3]. As it is growing there is no system in the safe area. It is
spreading and being stronger every day and its vaccine has not been found yet.
Nicole Radziwill thinks that it takes time, effort, and money to protect the
confidentiality, integrity, and accessibility of information. According to her
research, firms usually concentrate on two points: making financial plan

accordingly, and figuring out the fiscal significance of cyber attacks [4].

Companies, organizations, and nations are allocating a significant amount of
budget for providing cybersecurity. All organizations investing in this issue
allocate resources in accordance with the value of their IT systems and all related
cyber assets. Bojanc and Blazic define the purpose of security controls applied in
IT systems as to equalize the resources allocated for the mitigation of risk
identified to the level of resources to be saved by reducing the risk [5].

The growth rate of spending on cybersecurity reflects not only the increasing
use of IT systems but also the increased awareness of the threat. However, in
researches, there is no information found showing the comparison of the
expenditures made to ensure cybersecurity actually worked. On the other hand, the
percentage of probability of occurrence in real-world risk is not significant when
the risk is realized and the loss is met although the measures are taken according to

the risk importance level.

Maybe senior management cannot believe in such a big thing would happen.
In March 2011 risk world recorded the accident of the Fukushima nuclear plant
because of an earthquake and tsunami. Again, it is wrong to say “However, we
have taken steps to see that it will never happen again.” This is not a genuine

description because of two reasons: “First, prudent managers will anticipate



potential disasters. Second, saying never implies that perfect security is the goal.
This is nonsensical, since perfect security is infinitely expensive, and so cannot be
achieved” [6].

Institutions need unlimited resources for cybersecurity because every day
new threats and risks arise. While a lot of resources may be necessary to mitigate
all these threats and risks, it may not always be possible to implement these
measures as it is planned. Therefore, in any of the realistic risk management
programs, the objective should not be zero risks. Risks should be measured by
means of money just like resources. Therefore, the measures to be taken must be

decided upon by a good evaluation.

Due to above issues, the aim of this study is to present a model to make risk
monitoring function more effective by using KRIs and to enhance risk management
activities of the international standards which considered as best practices to
achieve safe IT Risk Management. By means of this model, risks that are about to
be realized are detected and the resources allocated under the risk mitigation will
be spent on time and avoid unnecessary resource allocation for the risks that will
not be realized. In addition, risk management and monitoring procedures will be
communicated more clearly with senior management. Top management's
confidence in the technical team will also increase due to the use of resources only
mitigating actual risks.

1.3.  The Context of the Study

In this study, the improvement of the risk monitoring process with KRI in

ISRM standards and its applications are investigated.
In the scope of the study, literature research was made using the keywords;

- Cybersecurity Key Risk Indicators,
- Cybersecurity Risk Assessment,
- ISO 27005,



- NIST 800,
- Information Security Risk Management System, and
- Information Security Management Systems Risk Assessment.

In addition;

ISO/IEC 27000 Information technology — Security techniques —
Information security management systems — Overview and vocabulary (2016),

- ISO/IEC 27001 Information technology - Security techniques - Information
security management systems - Requirements (2013),

- ISO/IEC 27004 Information technology — Security techniques —
Information security management — Monitoring, measurement, analysis and
evaluation (2016 ed2),

- ISO/IEC 27005 Information technology — Security techniques —
Information security risk management (2011 ed2),

- NIST 800-30 Guide for Conducting Risk Assessments (2012 Revl),

- NIST 800-39 Managing Information Security Risk (2011),

- NIST 800-37 Guide for Applying the Risk Management Framework to
Federal Information Systems (2011 rev1l),

- NIST 800-55 Performance Measurement Guide for Information Security
(2008 revl), and

- NIST 800-137 Information Security Continuous Monitoring (ISCM) for
Federal Information Systems and Organizations (2011) standards were researched

and after all researches using KRI in the ISRM could not be found.

On the other hand, when COBIT 5 for Risk was examined, it was found that,
although KRI subject was mentioned the framework was based on scenario-based
risk prevention methodology. Since COBIT 5 for Risk provide a top-level
framework for arrangement of risk management activities it stands in the extent of
ISO 31000:2009 — Risk Management, 1SO 27005:2011 — Information Security Risk
Management and COSO Enterprise Risk Management standards. When the

framework was examined, issues related to risk management had been dealt within

5



the "EDMO03 Ensure Risk Optimization™ and "APO12 Manage Risk" processes and
had not been covered in the extent of the study due to the content of the
investigated standards.

Fourv Systems’ report supports that the model proposed improving the risk
management and monitoring in the context of using KRI can be implemented
ISO/IEC 27000 and NIST 800 series standards or other ISRM standards and
frameworks [7].

1.4. Sections of the Thesis

The context of the study was divided into chapters. In the first Chapter, the

problem and the motivation of the study were explained.

In the second Chapter, the need for cybersecurity, projections of cyber
threats, effective use of cybersecurity resources, the standards used for risk

management were criticized.

In Chapter 3, the cost of cybersecurity was investigated and mitigating the

cost of risks which never happened was researched.

In Chapter 4, the context of a systematic approach to ISRM and the need for

it was questioned.

In Chapter 5, the definition, properties, developing, of KRI were

summarized.
In Chapter 6, current ISRM standards and frameworks were reviewed.

In Chapter 7, the proposed model for Implementation of KRI into ISRM

Processes was explained.

The current risk management models with the proposed model were

compared in Chapter 8.



In Chapter 9, the result of the survey which was conducted to justify the
Hypothesis of the thesis was assessed. The second step of the justification was

done by a case study.

With the case study, proposed model was implemented into a company’s

ISMS and the implantation cycle detailed in the Chapter10.

At the end the study was summarized, concluded and future works were
stated in Chapter 11.



CHAPTER 2

BACKGROUND

As the industrial world is replaced by information era, the structural change
has made computer networks used in information infrastructure of all
transportation, communication, energy, health, economic and governmental affairs
the most critical component. Through enhanced input/output equipment, lots of
electronic devices communicate with each other and expand the Internet of Things
(1oT) universe. In parallel to the 10T universe, when we add the universes of the
Internet of Services and the Cyber-Physical Systems, we have reached the Industry
4.0, which was spoken first in Germany Hannover Fair in 2011. The moment we
add the power of quantum processors to all these theories, perhaps we will arrive at
a dizzying pace to the differences we cannot even imagine today.

Basic characteristics of cyber attacks; lack of definition of resources, low
cost, low risk for attackers, does not include direct use of violence, can be globally
applicable to both international and domestic. So, we can say that the threat is
global and every bit of cyberspace is in danger.

As stated in the ISO / IEC 27000 standard, in the present era, since every IT
systems are a part of the interconnected world, they became a critical point of every
business. For this reason, organizations' information systems and related
infrastructures are in need of protection against security hazards. These hazards can
be a computer-aided hoax, spying, sabotage, mischief, fire, and flood. In addition,
the standard specifies that cyber attacks such as phishing, password theft,
eavesdropping, and malware are becoming more challenging and progressively

complex in nature [8].



Ralston et al. mentioned that the connectivity of infrastructures to each other
and to control systems through cyber network revealed a critical dependency. He
also stressed that this is also a major threat to Supervisory Control and Data
Acquisition (SCADA) and Distributed Control Systems (DCSs) which was

previously unknown [9].

Oman et al. notes that abuse of security vulnerabilities in the SCADA system
can cause severe outcomes such as loss of services, damage to equipment, financial
loss, natural disaster, and possible death of human being [10]. Parallel to that study,
IBM report indicates that that the number of cyber attacks or incidents is not
important and that only one event may be enough for the organization to make
headlines in the newspapers. [11].

According to the above projections, cybersecurity will continue to evolve and
be on the agenda of many people as long as cyberspace exists. For this reason,
defense methodologies, as well as threats, are developing. Although defense
methodologies have evolved, bringing these methodologies to life requires
resources as much as the initial investment of IT systems to prevent threats and

maintain our system in confidence.

On the basis of the effective use of resources, all security investments should
be made within the framework of the objectives of the organizations. For that, it
would be more appropriate for organizations to take “only necessary” measures
they need about cybersecurity instead of "all" measures. In addition to this, it will
also support the effective use of resources to take the necessary measures as

needed.

Various standards such as 1ISO 27000 series, NIST 800 series and COBIT-5
have been developed to ensure risk management and cybersecurity. These
standards provide only examples of best practices and experienced frameworks.
However, it is not possible to implement a common security application as all 1T

systems have different risk worlds and the basic function of each IT system varies.



Due to these changes, it would be convenient for each IT system to establish a
system of self-management of cybersecurity and risk assessment. The idea
expressed herein is the risk universe will determine the probability of damage or
loss, the IT system's inventory value and the value of the information processed on

it will determine the magnitude of the damage or loss [6].

Although enterprises usually allocate the biggest part of their resources for
risks located in the mitigate section, all risks can hardly be covered. Usage of
resources for the right risk has a very important role because it is not wise to pay
for the risks which never exposure. With the help of KRI monitoring, annual
budget for the unrealized risks can be saved. Likewise, the possibility of realization
of the risk by using the KRIs can be re-calculated more accurately and the risk

mitigation budget can be rearranged accordingly.

Senior management, responsible for the security of information technologies,
are those who do not recognize or do not have to recognize these technologies.
However, since they are responsible for information technology, they will also
need to be aware of, and even want to be in, the process of risk analysis, which
directly affects the security of these systems. Many risk analysis methods are not
easily able to ensure the involvement of organizational managers. The main reason
for this is the mathematical and statistical methods used intensively in the process.
As a result, if these methods are not used, the organization may not satisfy the
managers today because these tools are very technical for the managers and it is
difficult for the organization managers to understand the process of risk analysis
[12].

The more risk is mitigated from the risk group, the top management feels
the better. However, since the resources are scarce, some of the risks will continue
to threaten the IT system. The resource allocated for those risks that can be tracked
by KRI is not wasted and is saved unless the risk begins to expose. In this way,

sources can be spent only on really realized risks.
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CHAPTER 3

COST OF CYBERSECURITY

Ralston et al. notes that cyber attacks are represented by two different
metrics. These are monetary loss which represented by dollars and rate of

unavailable services [9].

According to the McAfee report, it is estimated that 2% of countries' national
income is normal for cyber-attack damage and that when cybercrime and cyber
espionage is more than 2% of the country's GDP, companies and communities will

find the loss unacceptable and cybersecurity measures to be taken [3].

A critical element of securing IT systems is being able to pay for it.
According to the CSI 2010 survey Richardson highlights that there is an extended
deviation into more financing of cyber protection, respective to IT systems overall.
This does not mean, inevitably, that more resources were given to cybersecurity
sections. It is certain that although cybersecurity expenditures are cut down,
security investments has to be made according to the threat and value of IT system.
[13].

Gordon et al. found that most organizations underinvest in cybersecurity
operations, and confirm that “governments around the world are justified in
considering regulations and/or incentives designed to increase cybersecurity
investments by private sector firms.” There is not enough focus about results of
cybersecurity operations and this may be the result of widespread use of
cybersecurity frameworks like NIST, ISO/IEC, COBIT, etc. which ease the use of
the process. A new procedure which analysis the costs of cybersecurity can be
implemented to the frameworks in order to achieve rather broad applicability [14].
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Figure 1: Evaluating an IT System Security Strategy

Studies show that the funds allocated for cybersecurity are especially
calculated by Return on Investment (ROI). According to the Bosworth et al. ROI
can be calculated when we rate the resource spent for the purpose of risk mitigation

with the resources which will be spent in the future (figure-1) [6].

Radzilli Bohme executed an extensive survey of the literature to figure out
the connections among the expenditure of cybersecurity and advantages of
spending resources for fortifying IT systems. The academic advises using Return
on Security Investment (ROSI), that is the difference of spent and avoided costs
divided by costs itself. The ratio shows that managing cybersecurity expenditures is

matter of science and skill not estimation. [15].

Another study held by Brecht & Nowey. They inspected all techniques
practiced to determine and estimate the value of information and IT systems
security then classified them into four sections:

- Cost/benefit analysis of cybersecurity (including research on
optimal investment),

- Cost of cybercrime,
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- Surveys summarizing the actual costs of cybersecurity
management,

- Quality cost models.

They claim that effective cybersecurity expenditures include expenditures
for purchasing, operating, adapting and redemption, as well as the operational and
maintenance costs of purchased security systems and costs of technical personnel

who uses these systems. [16].

Although enterprises usually allocate an important part of their resources
for risks located in the mitigate section, all risks can hardly be covered. At this
point usage of resources for the right risk has a very important role because it is not

wise to pay for the risk which never exposure.

With the help of KRI monitoring, annual budget for the unrealized risks can
be saved. Likewise, the possibility of realization of the risk by using the KRIs can
be re-calculated more accurately and the risk mitigation budget can be rearranged

accordingly.
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CHAPTER 4

INFORMATION SECURITY RISK MANAGEMENT AND MONITORING

According to the ISO / IEC 27005 standard, a systematic approach to ISRM
is required, that is imperative to establish organizational needs related to
information security requirements and to set up an effective ISMS. It is stressed
that this way should be appropriate for the organization's strategic objectives and
culture and should be particularly compatible with long term risk management. All
studies about cybersecurity should be arranged adequately, on time and on place
when and where just needed. The whole cybersecurity activities must be a part of
ISRM. These activities should be covered both in the implementation and
operational phases of ISMS. [17]. In other words, it is necessary for an IT system
to carry out a risk analysis against the hazards and then it is necessary to take

precautions in terms of resources to eliminate the risk list.

Sahinaslan et al. agrees that the assessment of the systems to be defended
within the scope of the cyber defense and analyzing risks are anticipated as an
important issue in terms of effective usage of available scarce resources. At the
point of providing information security, organizations need to determine the
cybersecurity risks first, and the existing risks should be taken to an acceptable
level according to the organization. After that, organizations should establish a risk
methodology in line with their needs before risk assessment of cyber systems
safety [18].

In this context, it will be inevitable to conclude the value of the systems
possessed and to apply intelligent approaches for allocating defense efforts at these
values. In order to be able to determine the value of the systems, it is necessary to

assess the consequences of attacks and the real aim of the adversary or aggressor.
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In many sources risk analysis practices, qualitative and quantitative
calculation methods, risk scenario adaptation, risk list generation techniques are
specified. Finally, all calculations are derived from the following form: “Risk = f
(Entity, Vulnerability, Threat)”. The function “f” in the form expresses the risk
model. This model has three basic inputs, and the output of this function (model) is

also a risk value.

At first, the asset value is calculated for situational awareness. Then a list of
existing risks is made for the purpose of establishing a full and comprehensive
threat analysis. Afterward, the risks are minimized by developing and applying
measures. But these are not enough to be safe. Morgan stated that reliable
cybersecurity risk list needed to be constantly updated and necessary risk reduction
measures should be applied [19]. However, it is hardly possible to be instantly
aware of all types of attacks that take place in the whole cyberspace, and also it
takes some time to take risk prevention measures against these emerging threats.
During this time, although we are aware of the risk, we are vulnerable for a while
against this threat because we cannot be able to shut down or disconnect our

running IT systems.

On the other end, Takg et al. emphasize that the assessment of information
security risks is rather difficult than other risk assessments because information
about the probability and information cost of security risk factors cannot be
calculated easily and constantly changing [20]. In addition to Takg¢t and his
colleagues, 20th Global Information Security Survey (GISS) shows that the
percentage of institutions which has reporting process of IT cybersecurity events is
63% nevertheless, 89% of institutions aware that protecting procedures of IT

doesn't comply with the requirements. [19].

Moreover, all the measures that are considered necessary require additional
investment and resources, so senior managers are having difficulty deciding on
these issues. There are differences in knowledge between the technical team and

the senior managers within the scope of setting up an effective defensive
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establishment with limited resources. IT personnel are thinking technically while
managers are approaching the issue of income-expenditure. Beling and Crowther
stated in their article that many senior managers and executives are afraid to take
responsibility in implementing security measures for organizations IT systems
because there is a profound gap among managers and technical personnel.
Therefore senior management usually miscalculates and misunderstands the status
of risk and likelihood of cyber threat. [21]. ISRM should include an appropriate
risk assessment and risk mitigation method that can figure out costs and benefits,
address stakeholders' concerns, and compatible with legal requirements. Managers

and staff must be trained on risks and mitigating measures [17].
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CHAPTER 5

KEY RISK INDICATOR (KRI)

51 Whatis KRI?

Not everything that can be counted counts, and not everything that
counts can be counted. Albert Einstein

Today we are obliged to measure everything we want to keep under control.
We use metrics to measure. The primary goal of metrics is to quantify data to
facilitate insight. As for indicator, it is a variable that can be measured and it can be
replaced by the value of correlated factor or quantity [22]. That means where the
metric is data, the indicator is information. For example, the number of customer
complaints is a metric but the percentage of resolved customer complaints is an
indicator. Since these metrics are not enough for themselves, we use indicators to

take action.

Monitoring and measuring are the initial actions to be taken when measuring
an information system security performance and the effectiveness of the ISMS.
When it comes to measuring a large number of metrics for information security, it
is difficult to decide which metrics should be measured. This issue is very
important because it is not feasible, expensive, and almost not possible to measure
too much or incorrect metrics. Key metrics can be used for large quantities of data
so that appropriate measurements can be made without adversely affecting these

negative aspects [23].

Although slightly different, organizations use three different types of metrics:
“risk (exposure) indicators, control effectiveness indicators and performance

indicators”. They are explained below [24].
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A Risk Indicator is a metric that allows an organization to monitor changes
in the level of risk to be able to proceed with its business safely. Risk Indicators
provide specific information about the exposure of operational risk level that the
institution has at a given time. To provide this information, the Risk Indicator must
be in an understandable and apparent relationship with the particular risk that
shows the risk it is exposed to. Risk Indicators emphasize action points. In
addition, they can be pioneer indicators of risks to be realized. These are usually

“forward-looking” or “leading” indicators.

A Performance Indicator is a metric that assesses how an organization
performs against targets. A defined target (typically) provides a reference point
when evaluating a Performance Indicator metric. These metrics are usually

“backward-looking” or “lagging” indicators.

A Control Indicator is a metric that assesses the level of effectiveness of
control (or group of controls) applied to reduce or mitigate particular risk exposure.
A Control Indicator typically supported by an evaluated threshold or trigger. These
control indicators are known as backward-looking or lagging indicators. They are

bound to institutions' objectives both in operational and process levels.

If an indicator is selected as an important metric then it is called "key". Such
key indicators can reveal information about performance, risk, and control
processes. They are also settled and distributed for specific risk owners and

responsible divisions to make decisions at each discrete layer.

According to ISACA, “KRIs are metrics capable of showing that the
organization is subject or has a high probability of being subject to a risk that
exceeds the defined risk appetite” [25]. Ann Rodriguez describes KRI as “a metric
permits a business to monitor changes in the level of risk to take action. KRIs
highlight pressure points and can be effective leading indicators of emerging risks”
[24].
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In her study Strachnyi agrees that, although KRIs are not a comprehensive
solution for risk management, they are accepted as a valuable instrument in the
context of risk management. They are also used to augment the monitoring and
mitigation of risks and ease risk reporting [26]. They are related to a specific risk

and shows changes in the likelihood or consequence of the risk occurring.

Setting up effective KRIs lies in the understanding clearly the organization’s
purpose and targets. An effective KRI metric set can give vital information about
potential risks that would affect the realization of targets or would reveal the

existence of new opportunities.

KRIs are differed because of organizations strategies and objectives. For that,
they are unique for every organization. Development and selection of KRIs are
based on different parameters like the complication and extent of the organization.
The company may operate in a marketplace with extremely regulations, and the

focus of the strategy.
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Figure 2: KRl Mapping

The figure-2 illustrates three key objectives that are appropriate for the

purpose of the organization. There are various potential critical risks that can affect
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one or more of the objectives in relation to the targets. KRIs are linked to critical
risks in order to give information to the Information Security Management and
Executive Management about the exposure of risk happening. This information
may change to an “alarm” about thresholds preselected. With the alarm, Executive
Management can decide to bring in the mitigation plan in order to reach the
company's goals and to realize its strategy. While some KRIs are linked to only one
risk others can be linked to more than one risk.

In an organization a broad group of metrics may be developed to work as risk
indicators; however, it is not likely or appropriate to investigate or watching over
all sets of metrics. Especially when these sets become a considerable amount, they
cannot be controlled anymore. So, what we need to do is to concentrate on only the
important indicators which are "key" indicators. KRIs are different from other
indicators because they are highly relevant and they predict or indicate key risks

with a high probability. This technique facilitates risk management and monitoring.

Using KRIs for monitoring risks can bring the following advantages to the

organization:

- With “forward-looking” or “leading” KRIs early warning can be set in order
to provide a proactive action.

- With “backward-looking” on risk events, you can still learn from past
events.

- As you monitor risk appetite and tolerance you can decide at a point where
risk is about to happen and maximize risk-based earnings.

- KRIs give easy and simple warnings so that decision makers and risk
managers can decide and take action in real time.

- KRIs help the organizational management keep track of trends in risks. This
can help determine areas where more investment may be needed or

opportunities may arise [25].
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It is not possible to prepare a standard or universal KRI set that can be used
in any organization. This is due to the fact that each risk is not the same and that
the specific effect ratings for organizations are different. In addition, the
measurement frequency of the indicators is another important factor. More useful

data will be obtained than the more frequently measured markers [27].

When used properly KRIs also help to prevent False Positives. For example,
deviations in bandwidth, protocols, and ports do not always mean an anomaly in
organizations network. The root cause may be different like a remote application
may attempt to open a normally closed port. So, we can set thresholds and KRIs to

monitor bandwidth to avoid wrong decisions.
52  How to Develop KRI?

There is no international standard or best practice book published for KRI
development maybe because they are designed for risk related to every specific
entity’s purpose and objectives. In the researches, it is seen that most of the
organizations developed their own KRI development procedures to be used in their
own risk management. While procedures such as Identification, Selection,
Establishment, and Reporting are the same in most of the organizations, other
procedures such as Defining Sources of Risks, Planning Risk Mitigation, and

Responding developed differently.

Table 1: Matruglio and Tymmons’ KRI Develop Procedures

1. Identify Risk
2. Define Sources of Risk

3. Establish KRI

In the aforementioned KRI development processes, Matruglio and Tymmons
showed the shortest one at the RIMS Risk Forum presentation in 2014. See table-1
as they showed the way to develop KRIs in three procedures [28].
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Table 2: Pleshakova’s KRI Develop Procedures

1. Identify Risks

2. Selection of Risks

3. Setting Triggers

4. Planning Risk Mitigation

5. Reporting

While Matruglio and Tymmons keep developing KRIs in a simple way and
count on three steps Pleshakova describes KRI development process in five

procedures as shown in table-2 [29].

Australian Finance Department agrees with Pleshakova for the first two steps
but they think reporting procedure has priority on action procedure. With four steps
seen in table-3 they develop KRIs, but thresholds or triggering steps are not
involved [30].

Table 3: Australian Finance Department’s KRI Develop Procedures

1. Identify Risks
2. Selection of KRIs
3. Reporting

4.  Actions

Mouatassim and Ibenrissoul decided another four procedures. As it is seen in

table-4 they described management procedure different from others [31].
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Table 4: Mouatassim and Ibenrissoul’s KRI Develop Procedures

1. Selection of KR,
2. Setting up of alert thresholds,
3. Management of KRls,

4. Reporting of KRIs.

5.3  KRI Properties

In order to control cyber risk management performance, technical teams use
many computation methods and metrics. The use of KRIs and risk owners differ
according to objective levels and culture of the organization. Chief Information
Security Officer (CISO), Chief Risk Officer (CRO), steering board and top
management has different risk levels. The effective design of KRIs and their
harmonization with the institutions' strategy and objectives, provide a stronger
connection with the company's board of directors and senior management. This
provides a non-technical perspective of the program and facilitates the control. The
main goal of efficient KRI design is to monitor risk-related activities to sense and
detect the exposure of risk at a time and implement risk mitigation activities

according to the cybersecurity plan to prevent or mitigate the risk.

KRI helps to decrease costs by providing sufficient risk to a point where risk
tolerance and risk appetite is balanced. It also ensures how much an organization
can endure to a particular risk and determines when and how much the risk-
mitigation process will be applied. With KRI the likelihood of the occurrence of
the main risk is monitored. The purpose here is to ensure that risk can be taken up
to the level determined by the risk appetite. Risk appetite can vary according to the
company in which information systems are installed or it can be determined within
the risk framework of the organization. In systems where all risks are eliminated,

the security policies and applications make the system very hard to operate and
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users are expected to pass through a lot of security arrangements. In this case, users
tend to be more reluctant to use the system or they will try to make things easier by

using security vulnerabilities.

When we follow risks of this Risk Universe, especially the important ones,
by using KRI we can give risk prevention or mitigation decisions at any time. What

we need to do at this point is to develop thresholds to set the decision time.
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Figure 3: Risk Boundaries

First of those thresholds shows tolerable level in achieving the strategic
objectives identified by the senior management of the organization. These risks are
approved by the senior management of the organization and include the risks
required to achieve the specified objectives. This area is where the risk appetite of
the organization is determined. If the risks followed are outside the risk appetite
zone, but there is a chance that they can be put below the risk appetite level with
the specified mitigation practices, this group is called risk tolerance zone. The risks
followed in this region are reduced by applying the risk management procedures
determined by the senior management and the risk is reduced below the limit of the
risk appetite level. In this regard, senior management gives approval for the use of
resources. In addition, monitoring and mitigating procedures related to the ongoing
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risk are explained more easily to top management using KRIs. As depicted in
figure-3, where the red area shows risk universe, the yellow area shows risk
tolerance, and the green area shows risk appetite.

This can be explained with an example as follows: Let’s assume that one of
the risks identified by our organization in achieving its strategic goals is that the IT
system with vital importance for the organization is partially or permanently
disabled. One of the sub-risks that may cause this risk to occur is that the user
accounts password with important authorities is not in the standard of security rules
defined by the Cybersecurity Officer. It will be very easy to capture passwords that
are created outside the standard or not properly protected. However, it is still not
possible for all strategic users to use a password in the desired standard. The senior
management, who wants to give a certain tolerance in this respect, states that about
5% of the user passwords which have the authority to cause the specified risk may
be out of the standard. However, if this ratio exceeds 5% and is between 5% and
10%, then they want all passwords should be checked again, the applicability of
existing password standards should be examined and if needed new password
standards should be established. With non-compliant passwords reaching 10%-
13%, they want passwords that do not comply with the relevant standard to be
changed, stop to use the old standard and put the new password standards into
effect, to check whether the IT system has abnormal activity, to check the system

against known viruses and trojans, and to train related users to avoid duplication.
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As depicted in figure-4, in accordance with the instructions of the senior
management, KRI is generated as the percentage of non-compliant passwords, and
thresholds are selected as between 0% and 5% is the risk appetite, between 5% and
10% is the risk tolerance, and between 10% and 13% is the risk universe. With the
help of KRI the exposure of the risk is closely monitored and necessary measures

approved by the senior management are put into practice.

Developing good KRI is another important topic. According to Sheldon [32],
a well-developed KRI should:

- Be measurable, (e.g., percentage, loss value)

- Has the ability to measure the right thing,

- Has the ability of precise and accurate measurement,

- Has the capability to be validated against empirical evidence within the

framework of the metric.

Although there is no standard for good KRI quality, scholars define almost
the same features. Mouatassim and Ibenrissoul also asserted the same

characteristics of good key-indicators as Sheldon:
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- “Relevance: Indicators should provide the necessary information
about the organization’s risk exposure;

- Measurability: Indicators should be measured accurately and
regularly. Suggested formats are numbers, values, percentages, or
ratios. Non-quantitative indicators are subjective and can be
misinterpreted;

- Predictability: The selected indicators should provide an estimate of
changes in the organization's risk profile to take preventive
measures;

- Facility for monitoring: The data needed to calculate the indicators
should be available and affordable. Moreover, these indicators
should be relevant and easily interpretable” [31].

In addition to the aforementioned features, The Institute of Operational Risk

asserts almost the same desirable characteristics of KRIs as:

- Relevance,

- Measurable,

- Predictive,

- Easy to Monitor,

- Auditable,

- Comparability [27].

On the other hand, there are some specifications that bad KRIs have:

- KRIs are not attached to particular risks.

- KRIs have inadequate or incorrect features i.e. too common.

- Lack of alignment amid the risk, the KRI description and the KRI metric.
- Too many KRiIs.

- Difficult to measure.
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CHAPTER 6

CURRENT ISRM MODELS

Risk management is the process that IT managers benefit from. It is used to
protect the critical systems necessary for the organization to achieve its objectives.
The aim of this process is to reduce the risks that the organization will be affected
in accordance with the general risk tolerance. Organizations are not expected to
eliminate all risks; instead, they try to describe and bring about a tolerable level of
risk that will not prevent their strategic goals. The risk management process

includes risk analysis, risk evaluation, and risk monitoring sub-processes.

At the point of ensuring information security, organizations should first
determine the information security risks by using the mentioned sub-processes, and
move to a level that the existing risks will be accepted by the organization.
Organizations should also establish a risk methodology in line with their needs

before conducting an information security risk assessment.

Within the scope of the thesis, only internationally accepted and practically
approved Information Security Risk Management Standards evaluated as the risk
methodology. These standards should certify the organizations which establish,

implement and document the process of mentioned standards.

Within the scope of the available resources in the literature, the standards that
may be included in the study have been examined, and the ISO / IEC 27000 series
standards published by the International Organization for Standardization (I1SO),
which is a non-governmental international organization, and NIST 800 series
ISRM documents that are required to comply with USA government IT systems are
selected as appropriate standards. For this reason, I1SO / IEC 27001 and NIST 800
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series were examined in this study as comprehensive and up-to-date ISRM

standards.
6.1  ISO/IEC 27005 Risk Management Model

The ISRM Process stated in ISO/IEC 27005 standard starts with the
establishment of the context where organizations’ IT systems value (including
human resources and the knowledge inside), goals and objectives included. In this
process, Risk Evaluation Criteria are developed. These criteria include the strategic
value of IT system, critical personnel and information, legal requirements, the
operational importance of CIA triad and finally stakeholders’ considerations. After
criteria tree formed, Risk Acceptance Criteria should be developed according to
organizations’ goals, objectives, policies, and senior managements’ aim. These
criteria. may include multiple thresholds like KRI process. Those mentioned
criteria, scope, and boundaries of information security risk management are subject

of senior management.

After calculating the value of the system to be protected, Risk Assessment
comes. In the Risk Assessment process, there are three sub-processes: “Risk

Identification, Risk Analysis, and Risk Evaluation”.
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Figure 5: Illustration of the ISO/IEC 27005 ISRM Process

The purpose of risk identification is to determine what could happen to cause
a potential loss and to gain insight into how, where and why the loss might happen.
For this purpose, the first thing to do is to list all assets to be risk managed. Then
the asset list is developed, threats should be listed. Then Identification of Existing
Controls comes. In this sub-process list of existing and planned controls are
established. After that standard says vulnerabilities concerning assets, threats and

controls should be listed. The last job of Risk Identification is documenting a list of
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scenarios with their consequences related to assets. Figure-5 illustrates the ISRM
Process as stated in ISO/IEC 27005 standard.

In Risk Analysis sub-process Qualitative and Quantitative analysis
methodologies are used to assess consequences, the incident likelihood and to
determine the level of risk. The first thing for analyzing risks is to develop a list of
assessed consequences of an incident scenario expressed concerning assets and
impact criteria. Secondly, the likelihood of the incident scenarios is assessed. And
finally, after risk levels determined the list of risks with value levels assigned is

evolved.

The third sub-process of the Risk Assessment is Risk Evaluation. In this
process, estimated risks are compared with the risk evaluation criteria which are

consistent with the defined ISRM context.

When Risk Assessment is completed, the ISRM Process reaches the first
decision point. At this point, if the assessment is not satisfactory, the process
begins with the Context Establishment again. If the assessment is found satisfying,
then the Risk Treatment plan is executed. After Risk Treatment plan is completed,
the process reaches to the second decision point. At the second decision point, if
the treatment is not satisfactory then the process begins with the Context
Establishment again just like the first decision point. If the treatment is found

satisfactory then there is no risk to worry or the residual risk can be accepted.

While these processes are performed, communication with the decision
makers and other stakeholders are always established. While all these processes are
realized new assets with their values, new threats, change in requirements, new or
increased vulnerabilities or incidents can be unveiled. Therefore, the Risk

Monitoring and Reviewing Process is always active in detecting new events.
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6.2  NIST 800 Risk Management Model

To ensure the security of official information systems used throughout the
country, U.S. National Institute of Technology (NIST) published a cyber
framework. Everyone who wants to work in relation to U.S. IT systems has to
comply with this framework. The risk management process in the NIST 800
framework consists of two main sub-processes. These are risk analysis and risk
control processes. The risk analysis process exposes the assets in the system of

activity, the wvulnerabilities in the assets, the threats that can exploit the

vulnerabilities, and the security measures used to protect the IT system.

The relevant procedures for risk analysis and risk practices are set out in the
frameworks NIST 800-30 rev.1 Guide for Conducting Risk Assessments, NIST
800-37 revl Guidelines for Federal Information Systems and NIST 800-39

Managing Information Security Risk.

Step 1: Prepare for Assessment

Step 3: Communicate Results

Step 2: Conduct Assessment

Identify Threat Sources and Events

1

Identify Vulnerabilities and
Predisposing Conditions

1

Determine Likelihood of Occurrence

]

Determine Magnitude of Impact

Step 4: Maintain Assessment

1

Determine Risk
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As seen in figure-6, NIST 800-30 rev.l Guide for Conducting Risk

Assessments has a systematic approach for assessment of the risks that can affect

the IT systems of organizations is performed [33].

STEP-1: Prepare for Assessment

STEP-2: Conduct Risk Assessment

STEP-3: Communicate and Share Risk Assessment Information
STEP-4: Maintain the Risk Assessment

STEP-1 Prepare for Assessment: The objective of this step is to establish a

context for the risk assessment. In this step the following tasks are executed:

Identify the purpose of the assessment,

Identify the scope of the assessment,

Identify the assumptions and constraints associated with the assessment,
Identify sources of threat, vulnerability, and impact information,

Define the risk model, assessment approach, and analysis approach.

STEP-2 Conduct Risk Assessment: The objective of this step is to produce

the risk list. In this step the following tasks are executed:

Identify threat sources,

Identify threat events,

Identify vulnerabilities,
Determine the likelihood,
Determine the adverse impacts,

Determine information security risks.

STEP-3 Communicate and Share Risk Assessment Information: The

objective of this step is to ensure that the senior management or decision makers

have the appropriate risk-related information. In this step the following tasks are

executed:

Communicate the risk assessment results,
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- Share information.

STEP-4 Maintain the Risk Assessment: The objective of this step is to
keep the specific knowledge of the risk up to date. In this step the following tasks

are executed:

- Monitor the risk factors

- Update the components of the risk assessment.

NIST 800-39 Managing Information Security Risk Standard is accepted as
the flagship security information document NIST developed. The purpose of this
guide is to provide holistic information security risk management. It provides

structural, but flexible risk management approach.

RESPOND

Figure 7: Risk Management Process of NIST 800-39

NIST 800-39 guide allocates the risk management in four components
(figure-7). The first component of risk management describes how organizations
develop risk context or frame risks. The purpose of the risk framing component is
to develop a risk management strategy. In order to establish a context risk,

assumptions, risk constraints, risk tolerance, and priorities are identified [34].
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The second component of risk management describes how organizations
assess risk. The purpose of the risk assessment is to identify threats, vulnerabilities,
harm, and the likelihood. At the end of this component determination of risk is
obtained. In order to support risk assessment component organizations are expected
to identify:

- The tools, techniques, and methodologies used to assess risk,

- The assumptions,

- The constraints,

- Roles and responsibilities,

- How risk assessment information is collected, processed, and
communicated throughout the organizations,

- How risk assessment is conducted,

- The frequency of risk assessment,

- The dissemination of threat information.

The third component of risk management describes how organizations
respond to risk. The purpose of this component is to provide a consistent and

organization-wide risk response.

The fourth component of risk management describes how organizations
monitor risk over time. The purpose of this component is to verify that planned risk
response measures are implemented, to determine the effectiveness of risk response

measures, and to identify risk impacting.
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STRATEGIC RISK

TIER 1
ORGANIZATION

TIER 2
MISSION / BUSINESS
PROCESSES

TIER 3
INFORMATION SYSTEMS

TACTICAL RISK

Figure 8: Multitiered Organization-Wide Risk Management

In order to implement those components into an organization, NIST 800-39
guide advises a three-tiered approach (figure-8). Three-tiered approach manages

risk at the organization level, mission/process level, and information level [34].

The first component, Tier 1, addresses risk from the organizational
perspective. This part provides the context for all risk management activities and
affects other activities carried out at Tier 2 and Tier 3. Tier 1 provides a
prioritization of which drives investment strategies and funding decisions. The
section of common controls, the provision of guidance from the risk executive to
authorizing officials, and the establishment of the order of recovery for information

systems are examples of Tier 1 activities.

Tier 2 deals with the risks from a mission/business perspective and is
informed by the risk context, risk decisions, and risk activities at Tier 1. Defining
the mission /business processes needed to support the missions and business
functions of organizations, prioritization the mission/business process, defining the
types of information, incorporating information security requirements and
establishing enterprise architecture are examples of Tier 2 activities.
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Tier 3 deals with the risks from an information system perspective and is
guided by the risk context, risk decisions, and risk activities at Tier 1 and 2.
Categorizing information systems, allocating security controls, managing the
selection, implementation, assessment, authorization, and ongoing monitoring of

allocated security controls are examples of Tier 3 activities.

In order to apply those frameworks mentioned above, NIST developed 800-
37 Risk Management Framework for Information Systems and Organizations

(rev.1). Itis developed:

- To ensure information security risks are consistent with the
mission/business objectives and risk strategy,

- To ensure information security requirements are integrated into the
organization’s architecture,

- To support security authorization decisions,

- To achieve more secure information systems through the implementation of

appropriate risk mitigation strategies.

Starting Point

Repeat as necessary

Step 1
- CATEépORIZE ‘

Step 6 Information System Step 2
MONITOR SELECT
Security Controls Security Controls
Step 5 Step 3
AUTHORIZE IMPLEMENT
Information System Security Controls
- -
ASSESS

Security Controls

Figure 9: NIST 800-37 rev.1 Risk Management Framework
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In addition to the frameworks NIST 800-30 and NIST 800-39, NIST 800-37
rev.1 applies 6 staged Risk Management Framework (figure-9) [35]. Those stages
are explained below:

STEP-1 Categorize: In this step, all the information system itself and
information inside this system are classified according to the impact analysis.
Security categorization helps to reflect the organization’s risk management strategy

and to describe the characteristics of the information system adequately.

STEP-2 Select: In parallel with the security categorization, a set of baseline
security controls are developed. Within security control set common controls
(inherited by one or more organizational information systems) for organizational
information systems are identified and documented into a security plan. In addition,
a strategy for the continuous monitoring of security control effectiveness is

developed. At last the security plan is reviewed and approved.

STEP-3 Implement: This step describes the implementation and

documentation of security controls selected in step-2.

STEP-4 Assess: Implemented security controls are assessed. In agreement
with the Comprehensive Assessment Plan, an independent assessor fulfills security
control assessment. The necessary remediation actions are taken by the

organization.

STEP-5 Authorize: Information system operations are authorized based on a
determination of the risk. After a Plan of Action and Milestones reflecting
organizational priorities developed, appropriate authorization package with all key
documents is shaped. Once the Security Assessment Report, Plan of Action and
Milestones have been reviewed by the Authorizing Official, the system is
authorized and the risk is accepted by the Authorizing Official.

STEP-6 Monitor: In this last step security controls in the information system

are monitored on an ongoing basis. In addition, actual changes of information
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system and its environment of operation are monitored, the technical, management

and operational security controls are assessed. With results security plan is updated.

In both ISO/IEC 27000 and NIST 800 series ISRM standards, it is clear that
KRI methodology is not used.
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CHAPTER 7

PROPOSED MODEL FOR IMPLEMENTATION OF KRI INTO ISRM
STANDARDS

In the proposed ISRM model, new sub-processes are added to enhance the

Risk Monitoring and Review processes such as:

- Developing Key Indicator Criteria,
- Risk Evaluation,

- Defining Key Indicators,

- Selection of Key Risk Indicators,

- Continuous Monitoring of KRIs,

- Deciding & Reporting,

- Risk Response.

Figure 10: Proposed Model for Implementation of KRI into ISRM Processes
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As depicted in figure-10, in the proposed ISRM model, unlike other NIST
and I1SO / IEC models, risk mitigation and monitoring are carried out by KRIs. The
aim here is to prevent the spending of resources for the risks which have not
happened yet. In order to achieve this goal, Key Indicator Criteria is defined in the
Define Context Phase. Then, according to the Key Indicator Criteria, Key
Indicators defined during the Risk Assessment Phase before Key Risks and KRIs
are developed.

One of the most important parts of the Proposed Model is the Risk
Monitoring & Review Process. Key Risks and KRIs are mapped in this process
with risks and KRIs are started to be monitored. According to the alarms to be
established by KRIs, status is reported to both Risk Response Supervisor and
Senior Management according to Risk Appetite and Risk Tolerance Levels. In the
Risk Response Process, risk treat, avoid or transfer is performed by the related unit
like CISO. The Residual Risk is accepted and reported to senior management
again. Planned measures are put into practice after risks start to emerge. Therefore,
the resources allocated for unrealized risks are saved.

7.1. Define Context (Developing Key Indicator Criteria)

Cybersecurity risk management starts with context defining. During process,
while goals, objectives, and context are developed, Key Indicators Criteria are
established in addition to the basic criteria. Usually, in ISRM standards, Context
Establishment process outputs are: The specification of basic criteria, the scope and

boundaries, and the organization for the ISRM process.

——— e o o e e o o o = ey j— — T LR e

Context Establishment

- Goals

1

1

1

1

- Objectives 1 .

. 1 Risk Assessment

- Context I

- Key Indicator : I

Criteria I |

1

|

Figure 11: Define Context Process
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On the other hand, as figure-11 shows, in the proposed model Key Indicators

Criteria is the additional output of the Define Context process.

Organizations may develop at a very significant number of criteria according
to their purposes and objectives, but it is neither possible to analyze nor feasible to
monitor all sets of metrics. Key Indicators Criteria should be developed for
controlling the organization’s performance and risks considering following KRI

criteria basics:

- A key indicator should be relevant to what is being monitored.

- A key indicator should be measured at a high level of precision and
repetition.

- A key indicator should provide sufficient information to understand the
exposure levels that the indicator relates to.

- A key indicator should be easy to verify.

- A key indicator should be simple and relatively cost-effective.

- A key indicator should be easy to interpret, understand and monitor.
Research by Davies et al. supports that the ideal features of KRIs are:

- Effective in tracking the risk,
- Comparable within and outside the organization,

- Practical and easy to use [36].

Table 5: Criteria for good KRIs.

EFFECTIVENESS COMPARABILITY EASE OF USE
Indicators should; Indicators should; Indicators should;
- Apply to at least one | - Be quantified as an | - Be available reliably on

specific risk and one | amount, a percentage, or a | a timely basis;

business  function  or | ratio )
activity - Be cost-effective to

- Be a reasonably precise | collect; and
- Be measurable at | and definite quantity

- Be readily understood
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specific point in time

- Reflect objective
measurement rather than
subjective judgment

- Track at least one aspect
of the loss profile or event
history, such as frequency,
average severity,
cumulative loss or near-
miss rates; and

- Provide useful
management information

- Have values that are
comparable over time

- Be comparable internally
across businesses

- Be reported with primary
values and be meaningful
without interpretation to
some more subjective
measure

- Be auditable; and

- Be identified as
comparable across
organizations (if in fact
they are)

and communicated

Table-5 provides some criteria for assessing indicators coherent with these

three features [36].

7.2. Risk Assessment

In the proposed implementation model, the Risk Assessment Process has four
sub-process named Risk Identification, Risk Analysis, Risk Evaluation, and
Defining Key Indicators. Among those sub-processes, Risk Identification sub-

process and Risk Analysis sub-process are the same as the other ISRM processes.
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Figure 12: Proposed Risk Assessment Process

During the Risk Assessment Process assets, threats, existing controls,
vulnerabilities, and consequences are identified. Incident likelihood assessment,
consequences assessment and level of risk determination are also developed in the
same context. The difference is the proposed model has new sub-processes named
Identification of Key Risks and Defining Key Indicators (figure-12).

7.2.1. Risk Evaluation

Risk Evaluation process generally has a list of risks with value levels
assigned, risk evaluation criteria and risk acceptance criteria as input. This process
compares the level of risks against risk evaluation criteria and risk acceptance
criteria. Decisions are mainly based on the acceptable level of risk. In addition,
consequences and likelihood are considered as well. As a result, with the help of

incident scenarios and risk evaluation criteria, a list of prioritized risks is obtained.
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Figure 13: Three Dimensions of KRI Embedded Risk Evaluation

In the proposed model, the availability of the risks for being monitored by
KRIs is third dimension (figure-13). According to this evaluation, we could easily
develop key risk list harmonized with KRI conformity. To ensure that, Key
Indicators Criteria is used in addition to risk evaluation criteria and risk acceptance
criteria as input. With the help of Key Indicators Criteria, Key Risks are identified
in the Risk Evaluation sub-process. Key risks are risks which are suitable to be
monitored with key indicators. If a risk in the risk list has relevant, measurable,

predictive, auditable, comparable and traceable indicators than it is a Key Risk.

Table 6: Proposed Model Risk Evaluation Sub-Process

RISK EVALUATION

INPUTS ACTIONS OUTPUTS

Risk list with value levels Prioritized risk list

Compare the level of risks
Risk evaluation criteria

Key risk list
Risk acceptance criteria

Identify key risks
Key indicators criteria Key indicators list
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At the end of this sub-process, we have prioritized risk list, key risk list and
key indicators list as output (table-6). Key Risk List is the input of a new sub-
process named “Defining Key Indicators” under the process of the Risk

Assessment process.
7.2.2. Defining Key Indicators

Defining Key Indicators is a new sub-process in the proposed model. It
comes after Risk Evaluation sub-process.

Any kind and piece of data or information can be regarded as an indicator.
However, too much or too little metric usage is not appropriate for the organization
because it would be very hard to put meaning in such big data or insufficient data.
Accordingly, the organization must allocate a wide range of specific metrics that
are used to create very specific features to be adopted as Key Indicators and to
show changes in exposure levels. Every piece of data can be regarded as indicator
but every indicator may not be revealed. Finding out an indicator usually depends

on CISO’s experience and ability.

Table 7: Proposed Model Defining Key Indicators Sub-Process

DEFINING KEY INDICATORS

INPUTS ACTIONS OUTPUTS

Key risk list Key Risk Indicators

Key indicators list Key Control Indicators

Identify key indicators

Key Performance

Key indicators criteria Indicators

During Defining Key Indicators sub-process Key Risk List, Key Indicators
List and Key Indicators Criteria are used as input. With these inputs, key indicators

are identified.
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In the Defining Key Indicators sub-process, outputs are divided into three
groups as Key Risk Indicator, Key Performance Indicator, and Key Control
Indicator. If the indicator is a leading indicator, then it is used as a Key Risk
Indicator. If the indicator is a lagging indicator, then it is used as a Performance

Indicator or Key Control Indicator (table-7).
7.3. Risk Monitoring and Review

In the Risk Monitoring and Review process, the proposed ISRM model
claims to use KRIs to enhance monitoring, to use only necessary resources and to
minimize false positives. Therefore, the Risk Monitoring and Review process
firstly focuses on Key Risk List which is the output of Risk Evaluation sub-
process, and Key Risk Indicators List which is the output of Defining Key

Indicators sub-process.
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Figure 14: Risk Monitoring and Review

47



In the proposed KRI implementation model, the Risk Monitoring and Review
Process has three new sub-processes named as Selection of KRIs, Continuous
Monitoring of KRIs, and Deciding and Reporting (figure-14).

7.3.1. Selection of KRIs

In Selection of KRIs sub-process, it is necessary to select the KRIs that are
measurable, meaningful and predictive. And also risk indicators selection should be
balanced. In her study, Pleshakova advises that usually it is the best way to start
selection simple and to ensure that the selected key risk indicators drill down to the

root cause of the risks [37].

The selection of KRIs to be monitored is usually done in two approaches;
top-down or bottom-up. During the top-down approach, KRIs are selected by
senior management, which takes into account the strategic goals of the
organization. On the other hand, during the bottom-up approach, KRIs selected by
managers operating in the executive field of the organization. In both cases, the
goal is to meet the most important information needs that each level requires to

achieve its strategic goals.

It will not be true to say that one of these two approaches is better than the
other. The top-down approach will make it easier for senior management to
understand the issues of key risks, as well as allow more convenient resources to be
allocated for procedures to be applied against risks. On the other hand, with the
bottom-up approach, managers operating in the executive field can select indicators
which are most relevant to their specific situation. When examining the existing
applications, it is seen that the organizations apply a mixed method combining both

approaches, which is determined as the best approach.

While senior management is executing a top-down method, they can choose
indicators vertically (according to functions) or horizontally (according to
organizational structure) depending on the organizational structure of the
organization. Top-down indicators should meet the following criteria:
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Depending upon the level at which selected; indicators should cover the
operational risk profile of the section or division, business method,

The indicator should cover a meaningful and understandable metric set
which facilitates integration across relevant business entities, product or
service areas, and business lines at the relevant level of management;

They should be imposed by senior management and must be reported on,
without choice.

On the other hand, the selection process for bottom-up indicators should

consider:

To ensure that indicators can facilitate the ongoing monitoring of identified
risks and controls;

The results of any regulatory examinations or audit findings should be taken
into account in defining and development of indicators in order to help
facilitate the rectification of any control or monitoring deficiencies;

All new processes should be identified as the indicator to monitor and
manage the operational risk during the implementation phase;

The views of the appropriate risk owners (e.g. the relevant department
managers or business line managers) or Operational Risk Manager, should
be considered;

Any experience or insights that have been provided by recent loss events
(for example in terms of the identification of significant new indicators);
Changes in the cyber world which might mean that certain indicators

become more important. [27]
7.3.2.  Continuous Monitoring of KRIs

During Continuous Monitoring of KRIs sub-process, thresholds are

determined to monitor relative indicator. To identify thresholds and to monitor

metric changes, the Key Risk List and Selected KRIs are used as input. Those

mentioned thresholds are formed according to organizations strategic goals,

objectives, IT systems’ context, and senior management's decisions.
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Table 8: Continuous Monitoring of KRIs Sub-Process

CONTINUOUS MONITORING of KRIs

INPUTS ACTIONS OUTPUTS

Key risk list Identify thresholds Green Alarm
Yellow Alarm

Selected KRIs Monitor metric changes Red Alarm

The outputs of Continuous Monitoring of KRIs are green alarm, yellow alarm
and red alarm (table-8). If any metric is changed in KRIs, then it is interpreted as
green, yellow or red. If the change is within the limits of risk appetite, then the
alarm level is set to green which means no action is required. If the metric volume
change is upper than green and lower than red level, then it is set to yellow which
means ready to take action for the risk because it is probable that risk to be
realized. At last, if the metric volume is bigger than yellow, it is set to red which
means putting the mitigation plan into action immediately because the risk is

happening.
7.3.3. Deciding & Reporting

It is certain that one of the goals of a strong KRI program is to improve
decision-making within the organization. An organization has a set of stakeholders
that interact with measured metrics which show changes in risk and control levels.
Differences in how KRIs are presented are directly related to the purpose of the
stakeholder group. The Cybersecurity Officer must have the most complete and
detailed set of KRIs to manage progress and continually improve the security of
information. Board members and senior management need to understand inherent
and residual cybersecurity risks, as well as control costs associated with
cybersecurity. To understand these metrics, the cybersecurity risk must have a clear
relationship with the organizational strategy and organizational risk appetite,

because that is how the inherent risk will be seen [2].
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In Deciding & Reporting sub-process, the alarm is generated according to the
levels mentioned above. The alarm is reported to the senior management to
acknowledge them about the actions carried out. At this point, there is no need for
permission of senior management because all activities are preplanned and
endorsed by senior management while key risks are defined. Depending on the

alarm level, risk response process is activated.
7.4.  Risk Response (Risk Mitigation)

During the Response process, risks are at first mitigated to an acceptable
level of Risk Tolerance then, residual risks are accepted. The aforementioned Key
stakeholders collaboratively decide what the risk response method will be. While
deciding, trigger or threshold points are determined based on inputs such as

context, IT system itself, business type, etc.
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Figure 15: Risk Response

Risk mitigation method reduces the probability of occurrence and/or impact
of the risk. This process includes all policies and measures to decrease the
probability of occurrence and impact of the risk to be within acceptable threshold

limits. By applying, removing or changing security controls, the level of risk is

o1



modified so that residual risk can be reassessed as being acceptable (figure-15).

Mitigation has three functions: Treat / Avoid / Transfer.

Table 9: Risk Response Sub-Process

RISK RESPONSE

INPUTS ACTIONS OQUTPUTS

Green Alarm Treat

Yellow Alarm Avoid Accept Responded Risk Report
Transfer

Red Alarm

Treat: When KRI's alarm the exposure of the risk monitored, the security
measures specified in the security plan are implemented (table-9). The exposure
level must be above the Risk Appetite and Risk Tolerance levels. The implemented

measures aim is to reduce the risk below the level of Risk Tolerance.

Avoid: When the risk alert from monitored KRIs alarms above the limits of
Risk Appetite and Risk Tolerance and the risk cannot be treated, the Avoid
function is used. In order to avoid the risk, the necessary applications specified in
the security plan are processed. With this function, necessary practices are
performed for the removal of risk from Risk Universe.

Transfer: When the risk alert from monitored KRIs alarms above the limits
of Risk Appetite and Risk Tolerance and the risk is neither mitigated nor avoided,
the Transfer function is used. With this function, the risk which KRI shows the
exposure of is not removed from the Risk Universe. Instead, its responsibilities of

mitigation and the harm transferred to the third parties.

Risks that are mitigated or eliminated by risk mitigation are considered
Residual Risks. Accepted risks are transferred to the Risk Monitoring and review
process to be monitored again. In this function, the necessary information for Key

Risks, KRI selection, and threshold selection are produced. This information is
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used to develop Responded Risk Report. Responded Risk Report is used to update
Risk Appetite, Risk Tolerance, and Risk Universe.
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CHAPTER 8

COMPARISON OF RISK MANAGEMENT MODELS

The ISO / IEC 27000 series and the NIST 800 series ISRM frameworks were
compared in the 17 functional areas with the proposed KRI integrated ISRM
model. These areas were developed to make the ISRM models more effective, to

save budgets, to monitor and to response risks easily.

In the study ISO/IEC 27001, ISO/IEC 27005, NIST 800-30, NIST 800-37,
NIST 800-39, and NIST 800-137 standards were compared with the proposed KRI
integrated ISRM model. Comparison table of ISO/IEC 27000 series and proposed
KRI integrated ISRM model can be seen in APPENDIX A, NIST 800 series and
proposed KRI integrated ISRM model can be seen in APPENDIX B and
comparison of all related standards and proposed KRI integrated ISRM model can
be seen in APPENDIX C.
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02.
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04.

05.

06.

07.

08.

09.

10.

11.

12.

13.

14.

15.
16.
17.

Table 10: Proposed Model vs ISO/IEC 27000 and NIST 800 Frameworks

FUNCTION

Using metrics established by the organization

Collecting, correlating and analyzing ALL
security related information

Collecting, correlating and analyzing KEY
security related information

Collecting and analyzing the data regularly and
as often as needed

Using sample metrics or data

Collecting and analyzing the KEY metrics
continuously

Establishing RISK APPETITE

Acting according to the RISK TOLERANCE
(risk acceptance criteria)

Establishing RISK UNIVERSE

Defining, selecting and monitoring risk
indicators/factors

Authorizing CISO to determine whether to
conduct risk response in accordance with
organizations risk tolerance

Responding according to the exposure of the
risk

Having risk response decisions on time

Risk response is triggered by indicators status
automatically in accordance with risk appetite,
tolerance and universe

Responding risk according to risk evaluation
Monitoring risk continuously

Monitoring ISRM process

NIST
800
Series

v

Q@

<

« : Fully addressed ~ ® : Partially addressed
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ISO/IEC  Proposed
27000 Model

Series
v v
® v
X v
v v
X X
X v
X v
® v
X v
X v
v v
X v
X v
X v
v X
v v
v v

X : Not addressed



In table-10 all three ISRM models are compared. According to the
comparison of ISO/IEC 27000 and NIST 800 series with proposed KRI
implemented ISRM model, each of them uses the same metrics and collect them as
needed, does not use sample metrics, depends on authorized CISO, and monitors
risks and ISRM system continuously (Function no: 1, 4, 5, 11, 16 and 17). All
security-related information is in the scope of ISO/IEC 27005 standard, NIST 800
series standards and proposed KRI implemented ISRM model but not in the scope
of ISO/IEC 27001 standard. As stated before, correlating and analyzing all
security-related information is hardly possible because, resources (time, money,
human resources) are scarce. For that, pursuing only key information and metrics
are more applicable than to struggle with all information. The proposed KRI
implemented ISRM model has those functions where ISO/IEC and NIST series

have not (Function no: 2, 3 and 6).

Risk mitigation continuously needs resources, but do we have to mitigate all
the risks we have discovered? The proposed KRI implemented ISRM model helps
to monitor risks via KRIs and CISOs can decide to execute mitigation processes by
establishing the Risk Appetite, Risk Tolerance, and Risk Universe. ISO/IEC 27000
and NIST 800 series advice to list all risks and after analyzing and evaluating risks
can be mitigated according to the Risk Management Budget (Function no: 7, 8, 9,
10 and 15). Besides the budget, responding on time is another cost-saving function
mentioned in the proposed KRI implemented ISRM model. KRIs trigger responds
just on time of risk exposure but both ISO/IEC 27000 and NIST 800 series does not
have such a mechanism (Function no: 12, 13 and 14).
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Figure 16: Function distribution Venn diagram

As can be seen from the figure-16, the proposed KRI implemented ISRM
model includes 15 functions in which 7 of them not included by the other models.
Only the function no:5 is included by NIST 800 series and function no:15 included
both by NIST 800 series and ISO/IEC 27000 series ISRM models. Consequently,
function distribution shows that KRI implemented ISRM model helps to save risk
mitigation budget, facilitates risk monitoring and communicating with superior

management by responding to the risks which only started to exposure.
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CHAPTER 9

THE SURVEY

9.1. The Problem Statement

ISRM standards like 1SO 27000 and NIST 800 series include risk assessment
and risk mitigation methods. But these standards do not deal with the resources
allocated and senior managements’ concern. In order to avoid this concern, KRI
based risk monitoring can help to decrease the required resources significantly and
increase the risk monitoring effectiveness. KRIs are metrics to monitor changes in
the level of risk to take action. They are capable of showing that the organization is
subject to or has a high probability of being subject to a risk that exceeds the
defined risk appetite. They are related to a specific risk and show changes in the
likelihood or consequence of the risk occurring.

9.2. Purpose

The purpose of this study is to get and analyze subject matter experts’

opinions about the benefits of implementing KRI into current ISRM models.
9.3. The Research Methodology

A survey was conducted to collect data from subject matter experts. After the
survey was developed, it was validated by 10 different subject matter experts with
an academic background to see that it complies with the problem statement and is
enough to collect the right data. The interview method was used during this
validation study. After the 10" interview, it was seen that there were no significant
changes suggested any more. 19 questions were asked in the survey and all answers
were collected according to the Likert five-point agreement scale (strongly agree,
agree, undecided, disagree, strongly disagree). Then the survey in the APPENDIX
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F was published during one-month period and more than 450 people or groups
were invited to fill in. The people invited in the sample were from software
companies, government employee and academic groups from universities.
Invitations were made via e-mail and participants were informed that all answers
and knowledge would be kept secret and used only for academic study. There were
78 people filled in the survey. At the end of the survey, data was uploaded to SPSS
(statistical package for social sciences) for further statistical analyses.

9.4. Hypotheses

This study attempts to examine the following hypotheses based on the study

problem and its purpose:

H1: The use of KRI in the implementation of existing ISRM standards
enables more efficient use of resources, identification, and detection of risk
exposures and facilitates communication related to cybersecurity between the

technical team and top management.

H1.1: Institutions’ sources are usually not enough for mitigating all risks

detected during implementing ISRM standards.

H1.2: When KRI is applied to ISRM standards, resources are used more

efficiently because by the help of KRI only the risks to be realized are mitigated.

H1.3: There is a lack of communication between the cybersecurity team and
the senior management of the organization about eliminating the risks related to

information security.

H1.4: The effective design of KRIs and their harmonization with the big
picture provide a stronger connection with the company's board of directors and
senior management. Because this provides a non-technical perspective of the

program and facilitates the control.
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9.5.  The Limits of the Study

This study was conducted with subject matter experts and academics working
in the field of cybersecurity. However, since the number of experts and
academicians working in this field are unknown, the number of samples could not

be established and t-test could not be performed to validate the hypotheses.
9.6. Population and Sample

The ISRM standards studied are the best frameworks available worldwide. It
could not be found in the literature research that how many people in the world
apply these standards, in which countries they were compulsory and whether the
countries had their own standards. In this context, the number of study population
could not be learned. Therefore, the number of samples could not be revealed.
However, 450 cybersecurity experts and academic groups, most of them domestic,
were asked to participate in the survey. According to the answers given by 78
people, the results obtained from the collected data were interpreted by percentage

majority calculation.
9.7.  Analysis and Findings
9.7.1. The Reliability Analysis

Table 11: Reliability Statistics

Cronbach's | Cronbach's Alpha Based on N of
Alpha Standardized Items Items

,870 ,883 19

The Reliability Analysis output showed that Cronbach's alpha is 0,87 which
indicates a high level of internal consistency for the 5-point Likert scale (table-11).
According to the calculated Cronbach’s alpha, the survey results were 87%

reliable.
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9.7.2. Demographic Data

Some details about the participants are given below in the charts.

Education level (egitim durumu)

78 responses

@ associate degree (6n lisans)
@ bachelor's degree (lisans)
@ postgraduate (ylksek lisans)

@ doctorate (doktora)
é @ post doctorate (doktora sonrasi)
] @ High School

@ Docent Dr

Figure 17: Education Level of Participants

74 people out of 78 have a bachelor’s degree and above. The majority of the
education level was postgraduate. It followed by the bachelor’s degree. It could be
said that most of the responders have a high academic degree (figure-17).

Cybersecurity experience (siber giivenlik tecriibeniz)

78 responses

@ 0-5 years

@ 6-10 years

© 11-15 years

@ 16-20 years

@ 21- more years
® Yok

Figure 18: Cybersecurity Experience of Participants

It can be seen from the chart depicted in figure-18 that the cybersecurity

experience of the responders is enough to get satisfactory results. Only 1 out of 78

61



responders does not have any experience. 36 of them have 0 to 5 years’ experience,
14 of them have 6-10 years’ experience, 13 of them have 11 to 15 years’
experience 10 of them have 16 to 20 years’ experience and 4 of them have 21

years’ experience and more.
9.7.3. Analysis of Answers

There were 19 questions asked to participants and all answers were collected
according to the Likert five-point agreement scale (strongly agree, agree,

undecided, disagree, strongly disagree).

Table 12: Answer distribution

Total Strongly ) ) Strongly
Agree Undecided | Disagree _
answers agree disagree
1482 42,1% 34,3% 13,4% 6,4% 3,8%

Participants gave total of 1482 answers. The detailed distribution of answers
according to the questions can be found in APPENDIX H. Those answers were
distributed as seen in table-12:

According to the total results, 1132 answers (76,4%) strongly agreed and
agreed with the idea that KRI based risk monitoring can help a significant decrease
in the required resources and increase the risk monitoring effectiveness. On the
other hand, 152 answers (10,2%) strongly disagreed and disagreed with the idea
where 198 could not decide. The frequency and percentage table of each answer for

every question can be found in APPENDIX I.
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H1
%76,5

[
H1.1
%76.5

|
H1.2
%75.1

]
H1.3
%76.9

]
H1.4
%77.7

Figure 19: Percentage of “Strongly Agree” and “Agree” Answers

With regards to the hypothesis, it was confirmed that Hypothesis-1,
Hypothesis-1.1, Hypothesis-1.2, Hypothesis-1.3 and Hypothesis-1.4 validated by
experts with the percentage of 75% or higher (figure-19).

H1
%9,6
| 1 I I
H1.1 H1.2 H1.3
%10.2 %9.5 %9.4

]
H1.4
%8.6

Figure 20: Percentage of “Strongly Disagree” and “Disagree” Answers

According to the results, only few of experts disagree about the benefits of

implementing KRI into the ISRM standards (figure-20).

The results show that the majority of experts agreed with the idea of new KRI

based ISRM model. The detailed explanation of validation is elaborated below.

Validation of Hypothesis-1

In the APPENDIX J it can be seen that all questions were attached to a

related hypothesis.
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Table 13: Answers related Hypothesis-1

Total Strongly ] ) Strongly
Agree Undecided | Disagree _
answers agree disagree
1014 40,1% 36,4% 13,9% 6,3% 3,3%

According to this table, questions 7-19 were related to Hypothesis-1 and
1014 answers were collected. 776 answers (76,5%) strongly agreed and agreed
with the Hypothesis-1, where 97 (9,6%) did not (table-13).

Validation of Hypothesis-1.1

Questions 1-8, 12 and 14-17 were related to Hypothesis-1.1 and 1014

answers were collected.

Table 14: Answers related Hypothesis-1.1

Total Strongly ] ) Strongly
Agree Undecided | Disagree _
answers agree disagree
1014 41.9% 34,6% 13,3% 6,3% 3,9%

776 answers (76, 5%) strongly agreed and agreed with the Hypothesis-2,
where 104 (10,2%) did not (table-14).

Validation of Hypothesis-1.2

Questions 7, 8, 12, 15 and 16 were related to Hypothesis-1.2 and 390 answers

were collected.
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Table 15: Answers related Hypothesis-1.2

Total Strongly ] _ Strongly
Agree Undecided | Disagree )
answers agree disagree
390 35,4% 39,7% 15,4% 6,7% 2,8%

293 answers (75,1%) strongly agreed and agreed with the Hypothesis-1.2,
where 37 (9,5%) did not (table-15).

Validation of Hypothesis-1.3

Questions 12, 14, 15, 17, 18 and 19 were related to Hypothesis-1.3 and 468

answers were collected.

Table 16: Answers related Hypothesis-1.3

Total Strongly ) ) Strongly
Agree Undecided | Disagree )
answers agree disagree
468 39,7% 37,2% 13,7% 6,2% 3.2%

360 answers (76,9%) strongly agreed and agreed with the Hypothesis-1.3,
where 44 (9,4%) did not (table-16).

Validation of Hypothesis-1.4

Questions 12-15 and 17-19 were related to Hypothesis-1.4 and 546 answers
were collected.
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Table 17: Answers related Hypothesis-1.4

Total Strongly ] ) Strongly
Agree Undecided | Disagree _
answers agree disagree
546 39,6% 38,1% 13,7% 5,9% 2,7%

424 answers (77,7%) strongly agreed and agreed with the Hypothesis-1.4,
where 47 (8,6%) did not (table-17).

66




CHAPTER 10

CASE STUDY

10.1. The Aim of the Study

In Chapter 9, the majority of the experts agreed upon the idea of
implementing KRI into ISRM standards. This survey was the first validation step
and, in this step, the idea of the thesis is validated. The target of the second step of
validation was to prove that KRI could be implemented to the real IT system which
had certified ISRM standard. Therefore, | agreed and worked with a company to

study implementing KRI into the company’s ISMS.

The case study performed with a Software Company. The Company had
valid ISO 9001, ISO/IEC 27001, CMMI 5 certificate and NATO Facility Clearance
Certificate at the level of ‘NATO SECRET’. For security reasons, the Company’s
name is excluded from the study. All study was conducted together with the

Company’s CISO and permissions of senior management.

Initially, KRI and its benefits were explained to CISO. Because the Company
had ISO/IEC 27001 certificate, | implemented KRI methodology into ISO/IEC
27005 ISRM process. As seen in APPENDIX D, KRI sub-processes were inserted
under related processes. Then the Risk Universe, Risk Strategy, Risk Mitigation
methods, and Risk Monitoring methods of the Company were investigated. It was
clear that the Company had strict rules for IT security. After evaluation, the 3 risks
mentioned below were analyzed. A systematical approach for KRI implementation

was applied to the Company’s ISRM system with the results of the analysis.
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10.2. Developing Key Indicator Criteria

Key Indicator Criteria were developed according to the Company’s strategy.
These criteria can be used as a template because they define standard criteria of

good indicators.

Table 18: Criteria List

Criteria_1 A key indicator should be relevant to what is being monitored

Criteria_2 A key indicator should be measured at a high level of precision
and repetition

Criteria_3 A key indicator should provide sufficient information to
understand the exposure levels that the indicator relates to

Criteria_4 A key indicator should be easy to verify
Criteria_ 5 A key indicator should be simple and relatively cost-effective

Criteria_6 A key indicator should be easy to interpret, understand and
monitor

KRIs were designed within these criteria framework. 6 criteria were

developed (table-18) and these criteria were considered sufficient to develop KRIs.
10.3. Risk Evaluation

Since the Company had a risk list within the ISO/IEC 27001 certification
studies, | only implemented the third dimension for the evaluation process.
ISO/IEC 27001 standard uses likelihood and impact dimensions. During this
process, the Company’s risks were evaluated with KRI eligibility. In addition to the

Prioritized Risk List, Key Risk List is developed.
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10.4. Defining Key Indicators (attribute)
In the next step, KRIs were identified and their characteristics were specified.

Table 19: Attribute List

Attribute_1 Indicators should provide relevant information about the risk
exposure

Attribute_ 2 Indicators should be measured accurately and regularly.
Suggested formats are numbers, values, percentages, or ratios.
Non-quantitative indicators are subjective and can be
misinterpreted

Attribute_3  Selected indicators should predict the changes in the risk
profile to take preventive measures

Attribute 4 The data required to calculate the indicators should be
available and obtainable. Also, these indications should be
appropriate and easily interpretable

At the end of this process, 4 attributes shown in table-19 were developed.
10.5. Assessed Risk List

In the fourth stage, 3 risks were selected from the Company’s Risk Universe.
The Company’s Risk Universe included risks which were previously assessed risks

as specified in ISO/IEC 27001 standard.

Table 20: Assessed Risk List

Risk 1 Cyber-attack (virus, Trojan, penetration, breach)
Risk_2 Unauthorized access to system or data
Risk_3 Update version control

The selected risks (table-20) were the same as Key Risk List.
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10.6.  Selection of Key Risk Indicators

The above-mentioned criteria related to these risks were created with the help

of cybersecurity checklists and the Company’s CISO.

Table 21: RISK-1 KRI List

R_1/KRI_1 Number of assets not listed in the inventory
R_1/KRI_2 Number of unknown privileged accounts

R_1/KRI_3 Percentage of excessive end-user privileges
R_1/KRI_4 Number of new vulnerabilities

R_1/KRI_5 Percentage of unknown non-human credential activity

R_1/KRI_6 Time period of continuous vulnerability assessment and
remediation with automated software

R_1/KRI_7 Time period of continuous data recovery
R_1/KRI_8 Average of the missing person in security awareness education

Table 22: RISK-2 KRI list

R _2/KRI_1 Number of Active Directory changes
R_2/KRI_2 Number of embedded credential discovery

R _2/KRI_3 Percentage of passwords incompatible with security best
practices

R_2/KRI_4 Period of updating black-list (malicious IP addresses) and
white-list (trusted sites)

R_2/KRI1_5 Percentage of invalidated log settings
R_2/KRI_6 Percentage of anomaly traffic flow
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Table 23: RISK-3 KRI List

R_3/KRI_1 Number of uncertified applications

R_3/KRI_2 Number of new updates

R_3/KRI_3 Percentage of unsupported application

R_3/KRI_4 Percentage of not updated malware defense applications

A total of 18 KRIs were produced, 8 for the first risk (table-21), 6 for the
second risk (table-22) and 4 for the third risk (table-23).

Table 24: Characteristics of Good Key-Indicators

- Relevance

- Measurable

- Predictive

- Easy to Monitor
- Auditable

While selecting these 18 KRIs, it was ensured that they comply with the

characteristics of good key-indicators shown in table-24:

After developing the 18 KRIs they were evaluated according to the KRI
criteria. APPENDIX E shows that all KRIs were convenient with the all criteria.

10.7. ldentify Thresholds

In the next step, thresholds were defined for which levels of alarms would be

selected depending on the risk appetite of the KRIs.
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Table 25: Definitions of Alarm Levels

Alarm level  Definition

Green Alarm  The risk is within the risk appetite. No any precautions
needed but continuous monitoring should continue.

The risk is within the risk appetite but there are strong
indicators shows that risk will possibly happen. Preventive
precautions should be put in use.

Red Alarm  The risk is out of the risk appetite and tolerance levels. Risk is
happening now. All dedicated resources and planned
precautions must be put in use immediately.

Table-25 shows that each alarm level was assigned with color by creating a
three-level alarm system. Accordingly, the green, yellow and red alarm levels were
defined as alarms generated by the monitored KRISs.

10.8. Monitor Metric Changes (Continuous Monitoring of KRISs)

Changes in KRIs were monitored according to the threshold limits. During
implementation, only the green warning is received. If yellow or red alert was
received, the cybersecurity software was ready to respond according to the

approved security plan.

Table 26. Thresholds of First Risk’s KRIs

R_1/KRI_1 Number of assets not listed in <2 <2-5> >5

inventory

R_1/KRI_2 Number of unknown privileged <1 <1-3> >3
accounts

R_1/KRI_3 Percentage of excessive end user <2% <2-4%> >4%
privileges

R_1/KRI_4 Number of new vulnerabilities <5 <5-15> >15

R_1/KRI_5 Percentage of unknown non-human <1%  <1-3%> >3%
credential activity

R _1/KRI_6 Time period of continuous <2 <2-5 >5
vulnerability — assessment and  days days > days
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remediation with automated

software
R _1/KRI_7 Time period of continuous data <1 <1-3 >3
recovery days days > days
R_1/KRI_8 Average of missing person in  <10% <10- >20%
security awareness education 20%>

Table 27: Thresholds of Second Risk’s KRIs

R _2/KRI_1 Number of Active Directory <5 <5-10> >10
changes

R _2/KRI_2 Number of embedded credential <1 <1-3> >5
discovery

R _2/KRI_3 Percentage of passwords <2% <2-3%> >3%
incompatible with security best
practices

R _2/KRI_4 Period of updating black-list <2 <2-5 >5
(malicious IP addresses) and  days days > days
white-list (trusted sites)

R _2/KRI_5 Percentage of invalidated log <1% <1-3%> >3%
settings

R_2/KRI_6 Percentage of anomaly traffic <1% <1-2%> >2%
flow

Table 28: Thresholds of Third Risk’s KRIs

R_3/KRI_1 Number of uncertified applications <2 <2-3> >3

R_3/KRI_2 Number of new updates <5 <5-10> >10
R_3/KRI_3 Percentage of unsupported <1% <1-2%> >2%
application

R_3/KRI_4 Percentage of not updated malware = <1%  <1-2%> >2%
defense applications

The thresholds in the table-26, table-27 and table-28 are particularly

calculated for the Company’s real risks.
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10.9. Deciding & Reporting

The alarms generated according to the monitored thresholds automatically

reacted with the help of cybersecurity software as indicated in the security plan.

When there were update alarms

regarding the applications used, CISO

implemented it after consultation with the relevant software experts.

10.10. Risk Response

The risks reported in the previous step were being mitigated automatically

with the help of cybersecurity software. According to the security plan Treat or

Avoid type responses were implemented for this kind of risks. In the case of

application updates, the Accept was applied as a response.

Table 29: Response Types

Response type

Definition

Treat

Implement the security measures specified in the security
plan. The exposure level must be above the Risk Appetite

and Risk Tolerance levels. (red alarm)

Avoid

If the risk cannot be treated and KRIs alarms still above the
limits of Risk Appetite and Risk Tolerance then perform the
necessary practices for the removal of risk from Risk

Universe. (red alarm)

Transfer

If the risk is neither mitigated nor avoided and KRIs alarms
still above the limits of Risk Appetite and Risk Tolerance
then transferred it to the third parties according to the

security plan. (yellow alarm, red alarm)

Accept

Evaluate the residual risk then accept it.
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As mentioned earlier, the company uses commercial cybersecurity software
to monitor the specified 3 risks. The initial cost of the cybersecurity software is
8.000 USD and the annual license cost is 3.400 USD. The company’s CISO
reported that it requires additional 1-person manpower to perform the same
functions. This manpower costs 24.000 USD per year. Since KRI application is
implemented with cybersecurity software, it has been determined that no
organizational changes were needed. Following the interview, it was stated that it
was possible to keep track of the KRIs of these 3 risks and to follow responses
automatically with the purchased cybersecurity software. They also added that the
software made it easier to follow the application updates, and with the help of this
they could control the impact of updates for the software they coded.

Consequently, although Company’s risk monitoring and mitigation method
were automated by the help of cybersecurity software, risk monitoring and
mitigation methods transferred into to the KRI approach and the risk monitoring
was facilitated. By this method, the Company saved near 20.000 USD every year.
In addition, KRIs tables above helped senior management to understand the risks
and mitigation methods more profound. The map of Company’s risk-KRI network
is shown in APPENDIX K. The Company accepted the case study document in
their library and CISO decided to start implementing the KRI methodology for
improvement of ISO/IEC 27001 processes.
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CHAPTER 11

SUMMARY, CONCLUSION AND FUTURE WORK

11.1. Summary and Conclusion

Cybercrime is insidious threat and grows every day. Companies,
organizations, and nations are allocating a significant amount of budget for
providing cybersecurity. Institutions need unlimited resources for cybersecurity
because every day a new threat and risk arise. It is certain that the most efficient
way to use cybersecurity resources is through risk management. However, because
integrated cybersecurity management with risk management will attempt to take
precautions against all detected risks, it will not be true to tell that resources are

used effectively.

To protect IT systems, the ISRM standards like 1ISO 27000, NIST 800 series
and COBIT 5 frameworks are used as best practices. These standards use various
and many metrics to monitor the ISMS. However, large amounts of money, time
and human resources are needed to detect, measure and interpret all. Moreover,
these standards do not deal with the resources allocated and senior managements’
concern. To avoid these concerns, KRI based risk monitoring can help a significant

decrease in the required resources and increase the risk monitoring effectiveness.

In this study, we presented a model to make risk monitoring function more
effective by using KRIs and to enhance risk management chapters of the
international standards which considered as best practices to achieve safe IT Risk
Management. By means of this model, risks that are about to be realized are
detected and the resources allocated under the risk mitigation will be spent on time

and avoid unnecessary resource allocation for the risks that will not be realized. In
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addition, risk management and monitoring procedures will be communicated more

clearly with senior management.

The model is presented to make risk monitoring function more effective by
using KRIs in order to enhance risk management chapters of the international
standards which considered as best practices to achieve safe IT management. By
means of this model, risks that are about to be realized are detected and the
resources allocated under the risk mitigation will be spent on time and avoid
unnecessary resource allocation for the risks that will not be realized. In addition,
risk management and monitoring procedures will be communicated more clearly
with senior management. Top management's confidence in the technical team will

also increase due to the use of resources only mitigating actual risks.

In literature and standards researches there was no academic research found
about KRI usage with ISRM, except in COBIT 5 for Risk framework it is found
that, although KRI subject is mentioned, the framework is based on scenario-based

risk prevention methodology.

During literature researches, it was found that, according to the report of
Fourv Systems, the model proposed improving the risk management and
monitoring in the context of using KRI can be implemented easily ISO/IEC 27000
and NIST 800 series standards or other ISRM standards and frameworks [7].

KRIs are not a holistic solution for risk management but, they are an
important tool within risk management and are used to enhance the monitoring and

mitigation of risks and facilitate risk reporting [26].

To justify the study first a survey was conducted to analyze subject matter
experts’ opinions about new KRI based ISRM model that can figure out costs and
benefits, address stakeholders' concerns. There were 19 questions asked to
participants and all answers were collected according to the Likert five-point
agreement scale. 78 participants gave a total of 1482 answers. The reliability
analysis of the survey was calculated as 87% which is enough for the survey’s
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validation. According to the total results, 1132 answers (76,4%) strongly agreed
and agreed with the idea that KRI based risk monitoring can help to decrease the
required resources significantly and increase the risk monitoring effectiveness. On
the other hand, 152 answers (10,25%) strongly disagreed and disagreed with the
idea where 198 could not decide. The results show that the majority of experts
agreed with the idea of new KRI based ISRM model.

With regards to the hypothesis, it was confirmed that Hypothesis-1,
Hypothesis-1.1, Hypothesis-1.2 and Hypothesis-1.3 validated by experts with the
percentage of 75% or higher. As for Hypothesis-1.4, while 59.34% of answers was
given as strongly agree and agree, 8.6% of answers were disagree and strongly

disagree.

The hypothesis of this study proved that the majority of cybersecurity experts
agree with the hypothesis that to use implementation model of KRI in the existing
ISRM standards enables more efficient use of resources, identification, and
detection of risk exposures and facilitates communication related to cybersecurity
between the technical team and top management.

Then a case study was conducted with a software company. At the end of the
study, a systematical approach of KRI implementation into the Company’s ISRM
was successfully achieved. Although the Company could monitor some of their
risks with the help of a commercial software, implementation of KRI made
monitoring function more systematically and made it easy to communicate the
status of monitored risks to senior management. The Company accepted the case
study documents in their library and CISO decided to start implementing the KRI
methodology for improvement of ISO/IEC 27001 processes.

The case study justifies that by using KRI, resources can be used efficiently,
the risk monitoring process can be developed and risk management subject can

become comprehensible by the senior management.
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As a result; literature researches, survey of hypothesis, and the case study
proved that by implementing the suggested model of KRI into common ISRM
standards, resources can be used efficiently, the risk monitoring process can be
developed and risk management subject can become comprehensible by the senior

management.
11.2. Future Work

With this study, it has been proved that the implementation of KRI to ISRM
standards provides benefit for risk monitoring, reducing costs and facilitating
communication with senior management. As the continuation of this study, it will
be useful to study the necessary changes in the organizational structure of the
institutions which will implement the KRI and to study or develop the software that

can perform the KRI management.

The organizations implementing the ISRM framework or standards should
take into account the organizational structure and apply the necessary

organizational changes when they want to implement the KRI structure. Each

organization has a culture of its own and KRI implementation is an application that
will affect the risk cultures of organizations. For this reason, organizations that
want to implement KRI to the ISRM structure should adapt their organizational
culture to the KRI concept. | believe that it would be beneficial to conduct a study
on the harmonization of the risk culture with the KRI implementation.

Although the KRI follows the realization metrics of the risks, the
implementation of these processes through software will increase the KRI
efficiency. As | have seen in the case study, the follow-up of the KRI tracking with
the help of commercial software makes the process more efficient.

In addition, a common Indicator Library for all risks can be created with
another software. In this library, both risks and indicators can be created,
developed, matured, monitored and alarm alerts can be generated. Indicators have a
life cycle. The indicators formed from the metrics followed by the organization are
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monitored and developed within the life cycle. As a result of the experiences, the
values, importance, connections, and requirements of the indicators are evaluated
again and again. By the help of this evaluation, the necessary adjustments are made
in the indicator alarm values, their severity ratings are evaluated, the indicator is

needed and the correctness of the connections are examined.

The indicators values will not always be the same. Any changes in the
company's IT inventory, changes in the qualitative and quantitative characteristics
of human resources, changes in the organizational structure of the company, and
changes in the company's business case will affect the indicators. | think that
coding a basic library software will contribute to the continuous updating and

evaluation of the KRIs.

Since KRI is a practice that may involve changes at any time, it is inevitable
that the indicators will change based on the risks that are continuously monitored
after the KRI is applied to ISRM. Any experience experienced after the
implementation of KRI should be analyzed and changes related to KRI processes
should be included in the relevant processes. When the mentioned development
processes are supported by Artificial Intelligence, the automation of KRI
monitoring function will be realized. In this context, in addition to coding a library,

the KRI application can be combined with Deep Machine Learning to create a

cyber-immune system of IT systems.
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APPENDIX A: COMPARISON OF RECOMMENDED MODEL WITH

01.
02.

03.

04.

05.
06.
07.
08.

09.
10.
11.

12.
13.
14.

15.
16.
17.

APPENDICES

ISO/IEC 27000 SERIES FRAMEWORKS

FUNCTION

Using metrics established by the organization

Collecting, correlating and analyzing ALL security
related information

Collecting, correlating and analyzing KEY security
related information

Collecting and analyzing the data regularly and as often
as needed

Using sample metrics or data
Collecting and analyzing the KEY metrics continuously
Establishing RISK APPETITE

Acting according to the RISK TOLERANCE (risk
acceptance criteria)

Establishing RISK UNIVERSE
Defining, selecting and monitoring risk indicators/factors

Authorizing CISO to determine whether to conduct risk
response in accordance with organizations risk tolerance

Responding according to the exposure of the risk
Having risk response decisions on time

Risk response is triggered by indicators status
automatically in accordance with risk appetite, tolerance
and universe

Responding risk according to risk evaluation
Monitoring risk continuously

Monitoring ISRM process

« : Fully addressed
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v
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X ® X X X <

X

X
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v
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APPENDIX B: COMPARISON OF RECOMMENDED MODEL WITH NIST
800 SERIES FRAMEWORKS

NIST Proposed
FUNCTION 800 Model
Series
01. Using metrics established by the organization v v
02. Collecting, correlating and analyzing ALL security related v v
information
03. Collecting, correlating and analyzing KEY security related X v
information
04. Collecting and analyzing the data regularly and as often as v v
needed
05. Using sample metrics or data ® X
06. Collecting and analyzing the KEY metrics continuously X v
07. Establishing RISK APPETITE X v
08. Acting according to the RISK TOLERANCE (risk v v
acceptance criteria)
09. Establishing RISK UNIVERSE X v
10. Defining, selecting and monitoring risk indicators/factors X v
11. Authorizing CISO to determine whether to conduct risk v v
response in accordance with organizations risk tolerance
12. Responding according to the exposure of the risk X v
13. Having risk response decisions on time X v
14. Risk response is triggered by indicators status X v
automatically in accordance with risk appetite, tolerance
and universe
15. Responding risk according to risk evaluation ® X
16. Monitoring risk continuously v v
17.  Monitoring ISRM process v v
+ : Fully addressed ® : Partially addressed X : Not addressed
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01.

02.

03.

04.

05.

06.

07.
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09.

10.

11.

12.

13.

FUNCTION

Using metrics established by the organization

Collecting, correlating and analyzing ALL security related
information

Collecting, correlating and analyzing KEY security related
information

Collect and analyze the data regularly and as often as needed
Using sample metrics or data

Continuously collect and analyze the KEY metrics

Establish RISK APPETITE

Act according to the RISK TOLERANCE (risk acceptance
criteria)

Establish RISK UNIVERSE
Define, select and monitor risk indicators/factors

Authorizing CISO* to determine whether to conduct risk
response in accordance with organizations risk tolerance

Respond according to the exposure of the risk

Timely risk response decisions
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14.

15.

16.

17.

Risk response is triggered by indicators status automatically in X X X N/A X

accordance with risk appetite, tolerance and universe

Responding risk according to risk evaluation
Monitoring risk continuously

Monitoring ISRM process
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APPENDIX E: KRI CONFORMITY TABLE
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APPENDIX F: SURVEY FOR THE BENEFITS OF USING KEY RISK
INDICATORS FOR MONITORING CYBERSECURITY RISKS

The Information Systems Risk Management (ISRM) standards like 1SO
27000 and NIST 800 series include risk assessment and risk mitigation methods.
But these standards don’t interest with the resources allocated and senior
managements’ concern. For avoiding this concern, Key Risk Indicator (KRI) based
risk monitoring can help a significant decrease in the required resources and
increase the risk monitoring effectiveness. KRIs are metrics to monitor changes in
the level of risk to take action. They are capable of showing that the organization is
subject to or has a high probability of being subject to a risk that exceeds the
defined risk appetite. They are related to a specific risk and show changes in the
likelihood or consequence of the risk occurring.

In this survey, a new KRI based ISRM model that can figure out costs and
benefits, address stakeholders' concerns will be evaluated.

ISO 27000 ve NIST 800 serisi gibi Bilgi Sistemleri Risk Yonetimi (ISRM)
standartlar1 risk degerlendirmesi ve risk azaltma yontemlerini igermektedir. Ancak
bu standartlar, ayrilan kaynak miktarina ve iist diizey yonetimin endiselerini
kapsamamaktadir. Bu endiseden kac¢inmak i¢in, Anahtar Risk Gostergesi (KRI)
bazli risk izleme metodu, gerekli kaynaklarda 6nemli bir azalmaya ve risk izleme
etkinligini artirmaya yardimci olabilir. KRI'ler, risk seviyesindeki degisiklikleri
izlemek i¢in kullanilan 6lglimlerdir. Kurulusun tanimlanmis risk istahini1 asan bir
riske maruz kalma olasiligina sahip oldugunu goOsterme yetenegine sahiptirler.
Belirli bir risk ile ilgilidir ve gereceklesmekte olan risk ile ilgili degisiklikler
gosterir.

Bu ankette, maliyet ve faydalar1 azaltabilecek, paydaslarin endiselerini
giderebilecek yeni bir KRI tabanli ISRM modeli degerlendirilecektir.

SURVEY FOR THE BENEFITS OF USING KEY RISK INDICATORS FOR
MONITORING CYBER SECURITY RISKS
SIBER GUVENLIK RISKLERININ TAKIBINDE KRI KULLANIMININ
FAYDALARI

Questions below will be asked to cybersecurity specialists and answers will
be evaluated in Likert five-point agreement scale. (Strongly disagree, Disagree,
Undecided, Agree, Strongly agree)
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Asagidaki sorular siber giivenlik uzmanlarina sorulacak ve cevaplar
Likert bes asamali anlasma Olceginde degerlendirilecektir. (Kesinlikle
katilmiyorum, katilmiyorum, kararsiz, katiliyorum, kesinlikle katiliyorum)
QUESTIONS/SORULAR:

1.  According to the most common ISRM Standards like ISO/IEC 27005 and
NIST 800-37, it is necessary for IT systems to carry out a risk analysis for the
vulnerabilities and the threats and to take proper precautions to eliminate the risks.

Information Security Officers implementing the most common ISRM
Standards usually decide to take precautions against ALL detected risks.

ISO / IEC 27005 ve NIST 800-37 gibi en yaygin ISRM Standartlarina
gore, BT sistemlerinin glivenlik agiklar1 ve tehditler i¢in risk analizi yapmasi ve
riskleri ortadan kaldirmak i¢in uygun dnlemleri almasi gerekir.

En yaygin ISRM Standartlarin1 uygulayan Bilgi Giivenligi Gorevlileri
genellikle tespit edilen TUM risklere kars1 onlem almaya karar verir.

2. Depending on the IT system size, cybersecurity precautions and controls
cannot cover all the weaknesses of the information system as well as prevent the
threats entirely.

BT sisteminin boyutuna bagh olarak, siber giivenlik dnlemleri ve kontrolleri,
bilgi sisteminin tiim zayif yonlerini kapsayamadigi gibi tehditleri de tamamen
onleyemez.

3. Itis impossible to create a defensive structure for all of the cyber threats.
Tiim siber tehditler i¢cin savunma yapisi olusturmak imkansizdir.

4. To exclude risks usually needs resources.
Riskleri azaltmak i¢in genellikle kaynak gerekir.

5. The most efficient way to use resources is through risk management.
Kaynaklar1 kullanmanin en etkili yolu risk yonetimidir.

6. Since dozens of new risks occur every day, monitoring and mitigating all risks
will be either impossible or need a lot of resources.

Her giin diizinelerce yeni risk olustugundan, tiim risklerin izlenmesi ve
azaltilmas1 ya imkansizdir ya da ¢ok fazla kaynaga ihtiya¢ duymaktadir.

7. If the risks about to happen could be determined, the resources allocated under
the risk mitigation could be spent on time.
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Eger gerceklesmekte olan riskler belirlenebilirse, risk azaltma kapsaminda
tahsis edilen kaynaklar zamaninda harcanabilir.

8. If the risks about to happen could be determined, the organization could avoid
unnecessary resource allocation for the risks that will not be happened.

Eger gerceklesmekte olan riskler belirlenebilirse, organizasyon
gerceklesmeyecek riskler igin gereksiz kaynak tahsisinden kaginabilecektir.

9. Security efforts should be utilized on time and in place.
Gtivenlik ¢abalar1 zamaninda ve yerinde kullanilmalidir.

10. It is more feasible to collect, correlate and analyze KEY security-related
information instead of ALL security-related information.

Giivenlikle ilgili TUM bilgiler yerine giivenlikle ilgili ONEMLI bilgileri
toplamak, iliskilendirmek ve analiz etmek daha uygundur.

11. The ISRM standards such as ISO/IEC 27005 and NIST 800 assess risks and
assert to mitigate all risks if possible.

ISO / IEC 27005 ve NIST 800 gibi ISRM standartlar1 riskleri
degerlendirmekte ve miimkiinse tiim risklerin azaltilmasini gerekli gormektedir.

12. ISRM should include an appropriate risk assessment and risk mitigation
method that can figure out expected cybersecurity costs, address stakeholders'
concerns, and compatible with legal requirements.

ISRM, beklenen siber giivenlik maliyetleri azaltabilen ve paydaslarin
endiselerini giderebilecek uygun bir risk degerlendirmesi ve risk azaltma yontemi
icermelidir.

13. KRIs can be used to enhance the monitoring and mitigation of cyber risks and
facilitate cyber risk reporting.

KRTI'ler, siber risklerin izlenmesini ve azaltilmasini gelistirmek ve siber risk
raporlamasini kolaylastirmak i¢in kullanilabilir.

14.  Mitigation of detected risks require additional investment and resources, so
senior managers are sometimes having difficulty deciding on these issues.

Tespit edilen risklerin azaltilmas1 ek yatinm ve kaynak kullanimi
gerektirdiginden, st diizey yoneticiler bazen bu konularda karar vermekte
zorlanmaktadirlar.

15. The ISRM standards like ISO 27000 series and NIST 800 series include risk
assessment and risk mitigation methods, but these standards don’t interest with the
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resource allocation and senior managements’ concern. It is more beneficial to
include these points inside the standards mentioned above.

ISO 27000 serisi ve NIST 800 serisi gibi ISRM standartlar1 risk
degerlendirme ve risk azaltma yontemlerini icerir ancak bu standartlar, ayrilan
kaynak miktarina ve iist diizey yoOnetimin endiselerini kapsamamaktadir. Bu
hususlart anilan standartlara dahil etmek daha faydalidir.

16.  KRI based risk monitoring can help a significant decrease in the required
resources and increase risk monitoring effectiveness.

KRI temelli risk izleme, gerekli kaynaklarda 6nemli bir diisiise ve risk izleme
etkinligini artirmaya yardimci olabilir.

17. There are differences in knowledge and priorities between the technical team
and the senior managers within the scope of setting up an effective defensive
establishment with limited resources. IT personnel think more in the technical
dimension while managers think in the context of income-expenditure.

Sinirli kaynaklarla etkin bir savunma tesisinin kurulmasi kapsaminda, teknik
ekip ile st diizey yoneticiler arasinda bilgi ve Oncelikler arasinda farkliliklar
vardir. BT personeli teknik boyutta daha fazla diistintirken, yoneticiler gelir-gider
baglaminda diisiintirler.

18.  Risk management and monitoring procedures can be communicated more
clearly to senior management using KRI.

Risk yonetimi ve izleme prosediirleri, KRI kullanarak iist yonetime daha net
bir sekilde iletilebilir.

19. Top management's confidence in the technical team will increase if resources
are used to mitigate only for actual risks.

Kaynaklarin sadece gergek riskleri azaltmak i¢in kullanilmasi durumunda, st
yonetimin teknik ekibe olan giiveni artacaktir.
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APPENDIX H: DISTRIBUTION OF ANSWERS ACCORDING TO THE

QUESTIONS

Question Strongly Agree Undecided Disagree Strongly
no agree disagree
Q1 28,2% 35,9% 17,9% 5,1% 12,8%
Q2 61,5% 23,1% 9,0% 3,8% 2,6%
Q3 48,7% 24,4% 11,5% 10,3% 5,1%
Q4 51,3% 32,1% 10,3% 2,6% 3,8%
Q5 42,3% 38,5% 9,0% 9,0% 1,3%
Q6 46,2% 24,4% 15,4% 9,0% 5,1%
Q7 38,5% 44,9% 11,5% 3,8% 1,3%
Q8 37,2% 30,8% 15,4% 12,8% 3,8%
Q9 75,6% 16,7% 2,6% 2,6% 2,6%
Q10 34,6% 32,1% 11,5% 11,5% 10,3%
Q11 32,1% 33,3% 23,1% 7,7% 3,8%
Q12 48,7% 38,5% 9,0% 3,8% 0,0%
Q13 38,5% 43,6% 14,1% 3,8% 0,0%
Q14 42,3% 35,9% 11,5% 7,7% 2,6%
Q15 25,6% 35,9% 20,5% 10,3% 17,7%
Q16 26,9% 48,7% 20,5% 2,6% 1,3%
Q17 47,4% 37,2% 10,3% 1,3% 3,8%
Q18 35,9% 44,9% 14,1% 3,8% 1,3%
Q19 38,5% 30,8% 16,7% 10,3% 3,8%

TOTAL 42,1% 34,3% 13,4% 6,4% 3,8%
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APPENDIX I: THE FREQUENCY AND PERCENTAGE TABLE

According to the most common ISRM Standards like ISO/IEC 27005 and NIST
800-37, it is necessary for IT systems to carry out a risk analysis for the
vulnerabilities and the threats and to take proper precautions to eliminate the

risks. Information Security

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 22 28,2 28,2 28,2
agree 28 35,9 35,9 64,1
neither agree nor disagree 14 17,9 17,9 82,1
Valid

disagree 4 51 51 87,2
strongly disagree 10 12,8 12,8 100,0
Total 78 100,0 100,0

Depending on the IT system size, cybersecurity precautions and controls cannot
cover all the weaknesses of the information system as well as prevent the threats

entirely.
Frequency Percent Valid Percent Cumulative
Percent
strongly agree 48 61,5 61,5 61,5
agree 18 23,1 23,1 84,6
neither agree nor disagree 7 9,0 9,0 93,6
Valid

disagree 3 3,8 3,8 97,4
strongly disagree 2 2,6 2,6 100,0
Total 78 100,0 100,0

It is impossible to create a defensive structure for all of the cyber threats.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 39 50,0 50,0 50,0
agree 19 24,4 24,4 74,4
neither agree nor disagree 9 11,5 11,5 85,9
Valid

disagree 7 9,0 9,0 94,9
strongly disagree 4 51 51 100,0
Total 78 100,0 100,0
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To exclude risks usuall

needs resources.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 40 51,3 51,3 51,3
agree 25 32,1 32,1 83,3
neither agree nor disagree 8 10,3 10,3 93,6
Valid

disagree 2 2,6 2,6 96,2
strongly disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0

The most efficient way to use resources is through risk management.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 32 41,0 41,0 41,0
agree 30 38,5 38,5 79,5
neither agree nor disagree 7 9,0 9,0 88,5
Valid

disagree 8 10,3 10,3 98,7
strongly disagree 1 1,3 1,3 100,0
Total 78 100,0 100,0

Since dozens of new risks occur every day, monitoring and mitigating all risks
will be either impossible or need a lot of resources.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 37 47,4 47,4 47,4
agree 19 24,4 24,4 71,8
neither agree nor disagree 12 154 154 87,2
Valid

disagree 6 7,7 7,7 94,9
strongly disagree 4 51 51 100,0
Total 78 100,0 100,0
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If the risks about to happen could be determined, the resources allocated under
the risk mitigation could be spent on time.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 31 39,7 39,7 39,7
agree 34 43,6 43,6 83,3
neither agree nor disagree 9 11,5 115 949
Valid

disagree 3 3,8 3,8 98,7
strongly disagree 1 1,3 13 100,0
Total 78 100,0 100,0

If the risks about to happen could be determined, the organization could avoid

unnecessary resource allocation for the risks that will not be happened.
Frequency Percent Valid Percent Cumulative
Percent
strongly agree 29 37,2 37,2 37,2
agree 24 30,8 30,8 67,9
neither agree nor disagree 12 15,4 15,4 83,3
Valid

disagree 10 12,8 12,8 96,2
strongly disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0

Security efforts should be utilized on time and in place.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 58 74,4 74,4 74,4
agree 13 16,7 16,7 91,0
neither agree nor disagree 2 2,6 2,6 93,6
Valid

disagree 2 2,6 2,6 96,2
strongly disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0
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It is more feasible to collect, correlate and analyze KEY security-related

information instead of ALL security-related information.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 28 35,9 35,9 35,9
agree 25 32,1 32,1 67,9
neither agree nor disagree 9 11,5 11,5 79,5
Valid

disagree 9 115 115 91,0
strongly disagree 7 9,0 9,0 100,0
Total 78 100,0 100,0

The ISRM standards such as ISO/IEC 27005 and NIST 800 assess risks and
assert to mitigate all risks if possible.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 25 32,1 32,1 32,1
agree 26 33,3 33,3 65,4
neither agree nor disagree 18 23,1 23,1 88,5
Valid

disagree 6 7,7 7,7 96,2
strongly disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0

ISRM should include an appropriate risk assessment and risk mitigation method
that can figure out expected cybersecurity costs, address stakeholders' concerns,
and compatible with legal requirements.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 38 48,7 48,7 48,7
agree 30 38,5 38,5 87,2
Valid neither agree nor disagree 7 9,0 9,0 96,2
disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0
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KRIs can be used to enhance the monitoring and mitigation of cyber risks and

facilitate cyber risk reporting.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 30 38,5 38,5 38,5
agree 34 43,6 43,6 82,1
Valid neither agree nor disagree 11 14,1 141 96,2
disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0

Mitigation of detected risks require additional investment and resources, so
senior managers are sometimes having difficulty deciding on these issues.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 33 42,3 42,3 42,3
agree 28 35,9 35,9 78,2
neither agree nor disagree 9 11,5 11,5 89,7
Valid

disagree 6 7,7 7,7 97,4
strongly disagree 2 2,6 2,6 100,0
Total 78 100,0 100,0

The ISRM standards like 1SO 27000 series and NIST 800 series include risk
assessment and risk mitigation methods, but these standards don’t interest with

the resource allocation and senior managements’ concern. It is more beneficial to

include these points inside the standards mentioned above.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 20 25,6 25,6 25,6
agree 28 35,9 35,9 61,5
neither agree nor disagree 16 20,5 20,5 82,1
Valid

disagree 8 10,3 10,3 92,3
strongly disagree 6 7,7 7,7 100,0
Total 78 100,0 100,0
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KRI based risk monitoring can help a significant decrease in the required
resources and increase risk monitoring effectiveness.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 21 26,9 26,9 26,9
agree 38 48,7 48,7 75,6
neither agree nor disagree 16 20,5 20,5 96,2
Valid

disagree 2 2,6 2,6 98,7
strongly disagree 1 1,3 1,3 100,0
Total 78 100,0 100,0

There are differences in knowledge and priorities between the technical team
and the senior managers within the scope of setting up an effective defensive
establishment with limited resources. I'T personnel think more in the technical

dimension while managers think in the context of income-expenditure.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 37 47,4 47,4 47,4
agree 29 37,2 37,2 84,6
neither agree nor disagree 8 10,3 10,3 94,9
Valid

disagree 1 1,3 1,3 96,2
strongly disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0

Risk management and monitoring procedures can be communicated more
clearly to senior management using KRI.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 28 35,9 35,9 35,9
agree 35 449 449 80,8
neither agree nor disagree 11 14,1 14,1 94,9
Valid

disagree 3 3,8 3,8 98,7
strongly disagree 1 1,3 1,3 100,0
Total 78 100,0 100,0

102




Top management's confidence in the technical team will increase if resources are
used to mitigate only for actual risks.

Frequency Percent Valid Percent Cumulative
Percent
strongly agree 30 38,5 38,5 38,5
agree 24 30,8 30,8 69,2
neither agree nor disagree 13 16,7 16,7 85,9
Valid

disagree 8 10,3 10,3 96,2
strongly disagree 3 3,8 3,8 100,0
Total 78 100,0 100,0
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APPENDIX J: QUESTION MATRIX SUPPORTING HYPOTHESIS

H1 H1l1 H1.2 H1.3 H1l4
Q1 - - - - -
Q2 - - - - -
Q3 - + : - .
Q4 - * - - -
Q5 . . - . .
Q6 - + - - -
Q7 + + + - -
Q8 + + + - -
Q9 - . : - .
Q10 + - - - -
Q11 i - - - -
Q12 + + + + +
Q13 T - - - T+
Q14 + + - + +
Q15 + + + + +
Q16 + + + - -
Q17 + + - + +
Q18 + - - + +
Q19 + - - + +
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APPENDIX K: THE MAP OF THE COMPANY’S RISK-KRI
NETWORK
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APPENDIX L: LIST OF STANDARDS

ISO/IEC 27000 Information technology — Security techniques —
Information security management systems — Overview and vocabulary
(2016)

ISO/IEC 27001 Information technology — Security techniques -
Information security management systems — Requirements (2013)

ISO/IE 27004 Information technology — Security techniques —
Information security management — Monitoring, measurement, analysis
and evaluation (2016 ed2)

ISO/IEC 27005 Information technology — Security techniques —
Information security risk management (2011 ed2)

NIST 800-30 Guide for Conducting Risk Assessments (2012 Rev1)
NIST 800-39 Managing Information Security Risk (2011)

NIST 800-37 Guide for Applying the Risk Management Framework to

Federal Information Systems (2011 revl)

NIST 800-55 Performance Measurement Guide for Information Security
(2008 revl)

NIST 800-137 Information Security Continuous Monitoring (ISCM) for
Federal Information Systems and Organizations (2011)
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APPENDIX M: TURKISH SUMMARY/TURKCE OZET

Siber suglar, kriz seviyesine ulasan sinsi bir tehdittir. McAfee Global Siber
Suglar Maliyeti 2014 raporunda, siber suglar igin kiiresel ekonomik maliyet
tahminlerinin yilda 375 milyar ila 575 milyar dolar arasinda olabilecegi, ancak
dogru bir sekilde Ol¢iilmesinin zor oldugunu belirtilmektedir. Siber suglar
gelistikge hicbir sistem giivenli bolgede kalamayacaktir. Her giin yayilan ve

gliclenen siber tehditlerin ve asilar1 heniiz bulunmamaktadir.

Siber saldirilar, bizzat kendi kiyamet giiniimiizii, kisisel veya sosyal olarak
etkilenebilecegimiz olaylar1 yasamamizi saglayabilir. Bu saldirilar, finans
piyasasini, saglik kayitlarini, ulastirma aglarini, enerjiyi ve askeri savunma
sistemlerini etkileyen bir aralikta olabilir. Bilgilerin karar vericilere kesin, eksiksiz

ve zamaninda iletilmesini saglamak, isletmelerin verimliligini arttirmaktadir.

Aragtirmalar, tiim bu tehditler i¢in bir savunma yapisi olusturmanin imkansiz
oldugunu gostermektedir, ¢linkii tiim tehditlere kars1 bir savunma olusturmak kendi
sistemimizin ¢aligmasini engelleyecektir. Ayrica boyle bir savunma tesis etmek
tehdidin verecegi zarardan ya da sistemimizin baslangi¢ maliyetlerinden ¢ok daha
fazla kaynak gerektirecektir. Ek olarak, tehditler asla sona ermeyeceginden, siber

savunmayi siirekli giincellemek gerekecektir.

Siber giivenlik kaynaklarmi kullanmanin en etkili yolunun risk yonetimi
oldugu kesindir. Bununla birlikte, risk yOnetimine sahip entegre siber giivenlik
yonetimi, tespit edilen tiim risklere kars1 6nlem almaya calisacagindan, kaynaklarin
etkin bir sekilde kullanildigimi sdylemek ¢ok dogru olmayacaktir. Bu durumda,
risklerin izlenmesinin énemi artmaktadir. Ote yandan, her giin diizinelerce yeni risk

olustugundan, tiim risklerin izlenmesi imkansiz olmaktadir.

Bir¢ok kurulusun siber giivenlik olaylari nedeniyle basarisiz oldugu

bilinmemektedir. Bu belirsizligin temel nedeni, tehlikeleri cevaplamak icin
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kullanilan etkili risk politikalar1 ve biraz da sanstir. Genel olarak, Bilgi
Teknolojileri (BT) sistemlerindeki tiim basarisizliklar siber giivenlikle iligkili
degildir, ancak birgok hizmetin operasyonel etkinliginin siber olaylardan
etkilendigi bilinmektedir. Siber saldirilarin etkinligi, gelisme hizi ve karmasikligi
artarken, BT sistemlerinden yararlanan kuruluslar ayni hiza uyum gostermeli ve

risk stratejilerini yenilemelidir.

Siber giivenlik 6nlemleri, glinlimiizde kullanilan risk yonetimi standartlarina
uygun sekilde alindiginda, Onemli miktarda maliyet gerektirmektedir. Bu
maliyetler ayn1 zamanda gerceklesmemis riskler i¢in tahakkuk eden maliyetleri de
icerir. Bu durumda, kaynaklar asla olusmayacak risklere harcanir. Burada tespit
edilen sorun, BSRY standartlarinin Siber Giivenlik personelini tiim risklere karsi
onlem almaya zorunlu tutmasidir. Bu BSRY standartlari uygulandiginda, tiim
riskleri ortadan kaldirmak i¢in kaynaklar harcanmakta, yeni riskler tanimlanir ve
izlenirse, ek kaynaklarla tekrar risk azaltma oOnlemleri alinmaktadir. Bununla
birlikte, riskler sinirsizdir, ancak kaynaklar degildir. BSRY standartlarinin risk
izleme boliimlerinin siber giivenlik maliyetlerini azaltmak i¢in desteklenmesi
gerekmektedir. Bu sekilde, sinirli kaynaklar daha etkin bir sekilde kullanilacak ve

gerceklesmeyen riskler i¢in gereksiz kaynaklar israf edilmeyecektir.

Sirketler, kuruluslar ve iilkeler siber giivenliklerini saglamak i¢in 6nemli
miktarda biitge ayirmaktadirlar. Akademisyenler BT sistemlerinde uygulanan
glivenlik kontrollerinin amacini, riski azaltarak tasarruf edilecek kaynaklarin tespit
edilen riskin azaltilmasi ig¢in ayrilan kaynaklara esitlemek olarak

tanimlamaktadirlar.

Siber giivenlik harcamalarimin artis hizi, yalmzca BT sistemlerinin
kullaniminin artmasini degil ayn1 zamanda tehdidin farkindaliginin arttigini da
yansitmaktadir. Bununla birlikte, arastirmalarda, siber giivenligin gergekten ise
yaramasini saglamak icin yapilan harcamalarin karsilastirmasini gdsteren higbir

bilgi bulunamamustir.
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Kurumlar siber glivenlik i¢in siirsiz kaynaklara ihtiya¢ duymaktadir, ¢iinkii
her giin yeni tehditler ve riskler ortaya ¢ikmaktadir. Tiim bu tehdit ve riskleri
azaltmak icin bircok kaynak gerekebilitken, bu Onlemlerin planlandig1r gibi
uygulanmasi her zaman miimkiin olmayabilir. Bu nedenle, gercekei risk yonetimi
programlarinda amag sifir risk olmamalidir. Riskler tipki kaynaklar gibi para ile
Ol¢iilmelidir. Bu nedenle, alinacak onlemlere iyi bir degerlendirme ile karar

verilmelidir.

Yukaridaki bahsedilen konular kapsaminda bu ¢alismanin amaci, ARG'leri
kullanarak risk izleme fonksiyonunu daha etkin hale getirecek bir model sunmak ve
giivenli BT Risk Yonetimi elde etmek i¢in en iyi uygulamalar olarak kabul edilen
uluslararasi standartlarin risk yonetimi faaliyetlerini arttirmak i¢in bir model
sunmaktir. Bu model sayesinde, gerceklesmek {izere olan riskler tespit edilmekte
ve risk azaltma kapsaminda tahsis edilen kaynaklar zamaninda harcanarak ve
gerceklesmeyecek riskler icin gereksiz kaynak tahsisinden kaginilacaktir. Ayrica,
risk yonetimi ve izleme prosediirleri iist yonetimle daha net bir sekilde iletilecektir.
Ust yonetimin teknik personele olan giiveni de yalnizca gergek riskleri hafifleten
kaynaklarin kullanilmas1 nedeniyle artacaktir. Bu calisma kapsaminda BSRY
standartlart kapsaminda ARG ile risk izleme siirecinin iyilestirilmesi ve

uygulamalari incelenmistir.

Kaynaklarin etkin kullanim1 temelinde, tiim giivenlik yatirimlar: kuruluslarin
amaglart g¢ercevesinde yapilmalidir. Bunun i¢in, kuruluslarin "biitiin" 6nlemler
yerine siber giivenlik konusunda ihtiya¢ duyduklar1 "yalnizca gerekli" onlemleri
almalar1 daha uygun olacaktir, buna ek olarak, gerekli dnlemleri almak i¢in ihtiyag

duyulan kaynaklarin etkin kullanimin1 da desteklenecektir.

Risk yonetimi ve siber giivenligi saglamak i¢in ISO 27000 serisi, NIST 800
serisi ve COBIT-5 gibi ¢esitli standartlar gelistirilmistir. Bu standartlar sadece en
iyi uygulama orneklerini ve gergevelerini sunmaktadir. Bununla birlikte, tim BT
sistemlerinin farkli risk diinyalar1 oldugu ve her BT sisteminin temel islevi

degistigi icin ortak bir giivenlik uygulamasini ortaya oymak miimkiin degildir. Bu
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degisikliklerden 6tiirli, her BT sisteminin siber giivenlik ve risk degerlendirmesi
icin kendine uygun yonetim sistemi kurmasi uygun olacaktir. Burada ifade edilen
fikir, risk evreninin zarar veya kayip olasiligini, BT sisteminin envanter degerini ve
iizerinde islenen bilgilerin degerini, hasar veya kaybin biiylikliglni

belirleyecegidir.

Isletmeler genellikle kaynaklarmin en biiyiik boliimiinii risk azaltma
bolimiinde yer alan risklere ayirsalar da tiim riskler karsilanamamaktadir.
Kaynaklarin dogru risk i¢in kullanim1 ¢ok dnemli bir role sahiptir ¢iinkii asla maruz
kalmayan riskleri O6demek akillica degildir. ARG izlemesi sayesinde
gerceklesmemis risklerin yillik biitgesi tasarruf edilebilir. Benzer sekilde, ARG'leri
kullanarak riskin gergceklesme olasiligi daha dogru bir sekilde yeniden

hesaplanabilir ve risk azaltma biit¢esi buna gore yeniden diizenlenebilir.

Bilisim teknolojilerinin giivenliginden sorumlu olan iist yonetim, genellikle
bu teknolojileri ¢ok tanmmayan veya tanimak zorunda olmayan kisilerden
olusmaktadir. Bununla birlikte, bilgi teknolojisinden sorumlu olduklart i¢in, bu
sistemlerin giivenligini dogrudan etkileyen risk analizi siirecinin de farkinda
olmalart ve hatta dahil olmalari gerekmektedir. Birgok risk analizi yontemi,
organizasyon yoneticilerinin katilimini kolaylagtirmamaktadir. Bunun temel
nedenti, siirecte yogun olarak kullanilan matematiksel ve istatistiksel yontemlerdir.
Sonu¢ olarak, teknik yontemlerin kullanilmasi kurum yoneticilerini tatmin
etmeyebilir, c¢linkii bu araclar yoneticiler ic¢in ¢ok tekniktir ve kurulus

yOneticilerinin risk analizi siirecini anlamalar1 zordur.

Risk grubundan ne kadar fazla risk hafifletilirse, iist yonetim o kadar iyi
hissetmektedir. Ancak, kaynaklar az oldugu i¢in, risklerin bir kism1 BT sistemini
tehdit etmeye devam edecektir. ARG tarafindan izlenebilecek riskler igin ayrilan
kaynak israf edilmez ve risk ortaya ¢ikmaya baslamadikca tasarruf edilir. Bu

sekilde, kaynaklar yalnizca ger¢ekten gerceklesmis risklere harcanabilir.
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ISO / IEC 27005 standardina gore, bilgi glivenligi gereklilikleri ile ilgili
orgiitsel ihtiyaglar1 belirlemek ve etkin bir BGYS olusturmak i¢in zorunlu olan
BSRY'ye sistematik bir yaklagim gerekmektedir. Bu yolun kurumun stratejik
hedefleri ve kiiltiirii i¢in uygun olmasi ve 6zellikle uzun vadeli risk yonetimi ile
uyumlu olmas1 gerektigi vurgulanmaktadir. Siber giivenlik ile ilgili tiim ¢aligmalar,
ne zaman ve nerede gerekliyse, zamaninda ve yerinde uygun sekilde
diizenlenmelidir. Siber giivenlik faaliyetlerinin tamami BSRY'in bir parcasi
olmalidir. Bu faaliyetler, BGYS'nin hem uygulama hem de isletme asamalarinda
ele alinmalidir. Bagka bir deyisle, bir BT sisteminin tehlikelere karsi risk analizi
yapmast ve ardindan risk listesini ortadan kaldirmak i¢in kaynaklar agisindan

onlem almasi gerekir.

Siber savunma kapsaminda savunulacak sistemlerin degerlendirilmesi ve
risklerin analiz edilmesi mevcut kit kaynaklarin etkin kullanimi acisindan énemli
bir sorun olarak goriilmektedir. Bilgi gilivenligi saglama noktasinda, kuruluglar
once siber giivenlik risklerini belirlemeli ve mevcut riskler kuruma gore kabul
edilebilir bir diizeye alinmalidir. Bundan sonra, siber sistem giivenliginin risk
degerlendirmesinden 6nce kuruluslar ihtiyaglar1 dogrultusunda bir risk metodolojisi

olusturmalidir.

Bu baglamda, sahip olunan sistemlerin degerini sonuglandirmak ve savunma
cabalarin1 bu degerlere tahsis etmek i¢in akilli yaklasimlar uygulamak kag¢inilmaz
olacaktir. Sistemlerin degerini belirleyebilmek i¢in, saldirilarin sonuglarini ve rakip

veya saldirganin asil amacini degerlendirmek gerekir.

Izleme ve 6lgme, bir bilgi sistemi giivenlik performansmi ve BGYS'nin
etkinligini 6lcerken yapilmasi gereken ilk eylemlerdir. Bilgi giivenligi i¢in ¢ok
sayida degerin Olcililmesi s6z konusu oldugunda, hangi degerlerin Olciilecegine
karar vermek zordur. Bu konu ¢ok énemlidir, ¢iinkii uygulanabilirligi zor, pahali ve
cok fazla veya yanlis 6l¢iim yapma olasiligi nedeni ile neredeyse miimkiin degildir.
Anahtar metrikler biiylik miktarlarda veri i¢in kullanilabilir, bdylece bu olumsuz

yonlerden etkilemeden uygun 6lgiimler yapilabilir.
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Risk yonetimi, BT yoneticilerinin faydalandigi siirectir. Kurulusun
hedeflerine ulagsmasi i¢in gerekli kritik sistemleri korumak ig¢in kullanilir. Bu
slirecin amact, kurulusun genel risk toleransina uygun olarak etkilenecegi riskleri
azaltmaktir. Kuruluslarin tiim riskleri ortadan kaldirmasi beklenmemektedir; bunun
yerine, stratejik amaclarini engellemeyebilecek tolere edilebilir bir risk seviyesi
tanimlamaya ve ortaya ¢ikarmaya ¢alisirlar. Risk yonetimi siireci, risk analizi, risk

degerlendirmesi ve risk izleme alt siireclerini igerir.

Bilgi giivenligini saglama noktasinda kuruluslar, dnce belirtilen alt siire¢leri
kullanarak bilgi giivenligi risklerini belirlemeli ve mevcut risklerin kurulus
tarafindan kabul edilecegi bir seviyeye gegmelidir. Kurumlar ayrica bilgi giivenligi
risk degerlendirmesi yapmadan 6nce ihtiyaclar1 dogrultusunda bir risk metodolojisi

olusturmalidir.

Risk Géstergesi, bir kurulusun, isine glivenli bir sekilde devam edebilmesi
icin risk seviyesindeki degisiklikleri izlemesini saglayan bir ol¢iimdiir. Risk
Gostergeleri, kurumun belirli bir zamanda sahip oldugu operasyonel risk seviyesi
hakkinda spesifik bilgi saglar. Bu bilgiyi saglamak i¢in, Risk Gostergesi maruz
kaldig1 riski gosteren belirli bir 6l¢iim ile anlasilabilir ve agik bir iliski iginde
olmalidir. Risk Gostergeleri eylem noktalarini vurgular. Ayrica, gergeklesecek
risklerin oncli gostergeleri olabilir. Bunlar genellikle “ileriye doniik” veya “Oncii”

gostergelerdir.

Bir gosterge onemli bir 6l¢lim olarak secildiyse, "anahtar" olarak adlandirilir.
Bu anahtar gostergeler performans, risk ve kontrol siirecleri hakkinda bilgi aciga
cikarabilir. Ayrica, her bir ayr1 katmanda kararlar almak i¢in belirli risk sahipleri ve

sorumlu boliimler kurulmasi uygun olmaktadir.

ARG'ler risk yonetimi i¢in kapsamli bir ¢dziim olmasa da risk yonetimi
baglaminda degerli bir ara¢ olarak kabul edilir. Ayrica, risklerin izlenmesini ve

azaltilmasimi artirmak ve risk raporlamasini kolaylastirmak i¢in kullanilirlar.

112



Bunlar belirli bir risk ile ilgilidir ve meydana gelebilecek riskin ger¢eklesme

ihtimalini géstermektedir.

Etkili ARG'lerin olusturulmasi, kurulusun amacini ve hedeflerini agikc¢a
anlamada vyatar. Etkili bir ARG o6l¢iim seti, hedeflerin gerceklestirilmesini
etkileyebilecek veya yeni firsatlarin varligini ortaya ¢ikarabilecek potansiyel riskler

hakkinda hayati bilgiler verebilir.

ARG'ler, kuruluslarin stratejileri ve hedefleri nedeniyle farklidir. Bunun igin
her organizasyon i¢in essizdirler. ARG'lerin gelisimi ve se¢imi, organizasyonun

komplikasyonu ve kapsami gibi farkli parametrelere dayanmaktadir.

Hedeflerden bir veya daha fazlasini etkileyebilecek cesitli potansiyel kritik
riskler vardir. ARG'lar, riskin maruz kalmasiyla ilgili Bilgi Glivenligi Yonetimi ve
Ust Yonetim'e bilgi vermek amaciyla kritik risklerle baglantihidir. Bu bilgiler
onceden belirlenen esikler sayesinde bir “alarm” olarak ortaya ¢ikmaktadir. Alarm
ile birlikte Ust Yonetim, sirketin hedeflerine ulasmak ve stratejisini
gerceklestirmek igin risk azaltma planin1 uygulamaya karar verebilir. Bazi ARG'ler

yalnizca bir riske bagliyken, digerleri birden fazla riske baglanabilir.

Bir kurulusta, risk gostergeleri olarak galigmak iizere genis bir metrik grubu
gelistirilebilir; ancak, tim metrik kiimelerini aragtirmak veya izlemek uygun
degildir. Ozellikle bu setler 6nemli miktarda oldugunda, artik kontrol edilemezler.
Bu yiizden yapmamiz gereken sadece “kilit” gostergeler olan dnemli gostergelere
odaklanmaktir. ARG'ler diger gostergelerden farklidir, ¢linkii bunlar yiiksek
diizeyde oOnemlidir ve yiiksek olasilikla Kkilit riskleri tahmin eder veya

gerceklestigini gosterir. Bu husus risk yonetimini ve risk izlemeyi kolaylastirir.

ARG lerin riskleri izlemek i¢in kullanilmasi kurulusa asagidaki avantajlari

getirebilir:

- “lleriye doniik” veya “6ncii” ARG'lerle, proaktif bir eylem saglamak igin

erken uyar1 ayarlanabilir.
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- “Geriye dogru bakildiginda” ge¢cmis olaylardan 6grenmeye devam

edebilirsiniz.

- Risk istahini ve toleransini izlerken, riskin gerceklesecegi bir noktada karar

verebilir ve riske dayali kazanc1 maksimize edebilirsiniz.

- ARG'ler karar vericilerin ve risk yoneticilerinin ger¢ek zamanl olarak karar

vermeleri ve harekete gegmeleri i¢in kolay ve basit uyarilar verir.

- ARG'ler, organizasyon yonetiminin risklerdeki egilimleri takip etmesine
yardimei olur. Bu, daha fazla yatirnmin gerekli olabilecegi veya firsatlarin ortaya

cikabilecegi alanlarin belirlenmesine yardime1 olabilir.

Herhangi bir organizasyonda kullanilabilecek standart veya evrensel bir ARG
seti hazirlamak mimkiin degildir. Bunun nedeni, her riskin ayni olmamasi ve
kuruluslar icin spesifik etki derecelendirmelerinin farkli olmasidir. Ayrica,
gostergelerin  6l¢iim  sikligt da Onemli bir faktordiir. Daha sik dlgiilen

gostergelerden daha faydali veriler elde edilecektir.

ARG gelisimi i¢in yaymlanan uluslararasi bir standart veya en iyi uygulama
kitab1 yoktur, ¢linkii her bir isletmenin amacina ve hedeflerine yonelik riskler
farkliliklar gostermektedir. Arastirmalarda, kurumlarin ¢ogunun kendi risk
yonetiminde kullanilmak tizere kendi ARG gelistirme prosediirlerini gelistirdikleri
goriilmektedir. Kimlik Tespiti, Se¢imi, Kurulmast ve Raporlanmasi gibi
prosediirler kurumlarin c¢ogunda aynmi olmakla birlikte, Risk Kaynaklarinin
Tanimlanmasi, Risk Azaltma Planlamasi ve Yanitlama gibi diger prosediirler farkl

sekilde gelistirilmistir.

ARG!'lerin etkili tasarim1 ve kurumlarin stratejileri ve hedefleri ile uyumlari,
sirketin yonetim kurulu ve {iist yonetimi ile daha giiclii bir baglant1 saglar. Bu
programa teknik olmayan bir bakis a¢is1 saglar ve kontrolii kolaylastirir. Verimli

ARG tasariminin temel amaci, riskin belirli bir zamanda gergeklestigini algilamak
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ve tespit etmek i¢in riskle ilgili faaliyetleri izlemek ve riski onlemek veya azaltmak

icin siber giivenlik planina gore risk azaltma faaliyetlerini uygulamaktir.

ARG, risk toleransi ve risk istahinin dengeli oldugu bir noktada ikaz
mekanizmasi saglayarak maliyetleri diisiirmeye yardimci olur. Ayrica bir kurulusun
belirli bir riske ne kadar dayanabilecegini belirler ve risk azaltma isleminin ne
zaman ve ne kadar uygulanacagini belirler. ARG ile ana riskin ortaya ¢ikma
olasilig1 izlenir. Buradaki amag, riskin risk istahinin belirledigi seviyeye kadar
alinmasini saglamaktir. Risk istahi, bilgi sistemlerinin kurulu oldugu sirkete gore
degisebilir veya kurulusun risk c¢ercevesi dahilinde belirlenebilir. Tiim risklerin
ortadan kaldirildig1 sistemlerde, gilivenlik politikalar1 ve uygulamalari sistemin
calismasini ¢ok zorlagtirmakta ve kullanicilarin birgok gilivenlik diizenlemesinden
geemesi beklenmektedir. Bu durumda, kullanicilar sistemi kullanmak konusunda
daha isteksiz olma egilimindedirler veya gilivenlik aciklarini kullanarak isleri

kolaylastirmaya calisirlar.

Bu Risk Evreninin, 6zellikle de 6nemli olanlarin risklerini takip ettigimizde,
ARG kullanarak istedigimiz zaman risk dnleme veya azaltma kararlar1 verebiliriz.

Bu noktada yapmamiz gereken karar siiresini belirlemek icin esikler gelistirmektir.

Iyi ARG gelistirmek baska dnemli bir konudur. Iyi ARG Kalitesi igin standart

olmamasina ragmen, akademisyenler neredeyse ayni 6zellikleri tanimlamaktadirlar:

- Alaka Diizeyi: Gostergeler, kurulusun riske maruz kalmasi hakkinda gerekli

bilgileri saglamalidir;

- Olgiilebilirlik: Gostergeler dogru ve diizenli bir sekilde l¢iilmelidir. Onerilen
bicimler sayilar, degerler, yiizdeler veya oranlardir. Nicel olmayan gostergeler

0zneldir ve yanlis yorumlanabilir;

- Tahmin edilebilirlik: Secilen gostergeler, onleyici tedbirlerin alinmasi igin

kurulusun risk profilindeki degisikliklerin bir tahminini saglamalidir;
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- Izleme imkan1: Gostergeleri hesaplamak igin gerekli veriler mevcut ve uygun
fiyathh olmalidir. Ayrica, bu gostergeler ilgili olmali ve kolayca yorumlanabilir

olmalidir.

Tez kapsaminda sadece uluslararasi kabul gérmiis ve uygulamali olarak
onaylanmis Bilgi Giivenligi Risk Yonetimi Standartlar1 risk metodolojisi olarak
degerlendirilmistir. Bu standartlar, belirtilen standartlarin  siirecini  kuran,

uygulayan ve belgeleyen kuruluslari onaylamalidir.

Literatiirdeki mevcut kaynaklar kapsaminda, arastirmaya dahil edilebilecek
standartlar kapsaminda bir sivil toplum kurulusu olan Uluslararasi Standardizasyon
Orgiitii (ISO) tarafindan yayinlanan “ISO / IEC 27000 serisi standartlar’” ve ABD
hiikiimetinin BT sistemlerine uymasi gereken NIST 800 serisi BSRY belgeleri

uygun standartlar olarak incelenmistir.

Onerilen BSRY modelinde, Risk Izleme ve Gozden Gegirme siireclerini

gelistirmek i¢in asagida belirtilen yeni alt siiregler eklenmistir:
- Anahtar Gosterge Kriterlerinin Gelistirilmesi,

- Risk degerlendirmesi,

- Anahtar Gostergelerin Belirlenmesi,

- Anahtar Risk Gostergelerinin Se¢imi,

- ARG'lerin Siirekli [zlenmesi,

- Karar Verme ve Raporlama,

- Risk azaltma.

Onerilen BSRY modelinde, diger NIST ve ISO / IEC modellerinin aksine,
risk azaltma ve izleme ARG’ler tarafindan gerceklestirilmektedir. Buradaki amag,

heniiz gerceklesmemis riskler i¢cin kaynaklarin harcanmasini 6nlemektir. Bu amaca
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ulasmak icin, Anahtar Gosterge Kriterleri, Igerik Tanimlamasi asamasinda
tanimlanmistir. Daha sonra, Anahtar Gosterge Kriterlerine gore, Risk
Degerlendirme Asamasinda tanimlanan Temel Riskler ve ARG’ler 6ncesi Anahtar

Gostergeler gelistirilmistir.

Onerilen Modelin en 6nemli kistmlarindan biri Risk Izleme ve Gozden
Gecirme Siirecidir. Kilit Riskler ve ARG'ler bu siiregte risklerle eslestirilir ve
ARG'lerin izlenmesine baslanir. ARG'ler tarafindan kurulacak alarmlara, Risk
Istahina ve Risk Toleransi Diizeylerine gére hem Risk Sorumlusuna hem de Ust
Yonetim'e durum rapor edilmektedir. Risk Yamit Siirecinde, Bilgi Giivenligi
Sorumlusu gibi ilgili birim tarafindan risk muamelesi, kaginma veya devir islemi
gerceklestirilir. Kalan Risk kabul edilir ve tekrar {ist yonetime rapor edilir. Riskler
ortaya cikmaya basladiktan sonra planli Onlemler alinmaktadir. Bu nedenle,

gerceklesmemis riskler i¢in ayrilan kaynaklar tasarruf edilir.

ISO / IEC 27000 serisi ve NIST 800 serisi BSRY standartlari, 6nerilen ARG
entegreli BSRY modeli ile 17 fonksiyonel alanda karsilastirilmistir. Bu alanlar
BSRY modellerini daha etkin hale getirmek, biitgeleri korumak, riskleri kolayca

izlemek ve bunlara miidahale etmek i¢in gelistirilmistir.

Yapilan calismada ISO / IEC 27001, ISO / IEC 27005, NIST 800-30, NIST
800-37, NIST 800-39 ve NIST 800-137 standartlar1 6nerilen ARG entegreli BSRY

modeliyle karsilastirilmistir.

ISO / IEC 27000 ve NIST 800 serisinin onerilen ARG uygulamali BSRY
modeliyle karsilagtirllmasina gore, tiim modeller ayni Olciimleri kullanir ve
gerektiginde veri toplar, 6rnek Olglimleri kullanmaz, yetkili Bilgi Giivenligi
Sorumlusuna baglidir ve riskleri ve BSRY sistemini siirekli izler. Giivenlikle ilgili
tiim bilgiler ISO / IEC 27005 standardi, NIST 800 serisi standartlar1 ve Onerilen
ARG BSRY modeli kapsamindadir, ancak ISO / IEC 27001 standard: kapsaminda
degildir. Daha once de belirtildigi gibi, giivenlikle ilgili tiim bilgileri

iliskilendirmek ve analiz etmek pek miimkiin degildir, ¢iinkii kaynaklar (zaman,
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para, insan kaynaklar1) azdir. Bunun i¢in sadece Kilit bilgilerin ve metriklerin takip
edilmesi tiim bilgilerle miicadele etmekten daha uygulanabilir. Onerilen ARG
uygulanan BSRY modeli, ISO / IEC ve NIST serilerinin olmadig1 fonksiyonlara
sahiptir.

Risk azaltma islemi siirekli olarak kaynaklara ihtiya¢ duyar, ancak
kesfettigimiz tiim riskleri azaltmak zorunlulugu nereden kaynaklanmaktadir?
Onerilen ARG'min uygulamali BSRY modeli, ARG'er iizerinden risklerin
izlenmesine yardimc1 olur ve Bilgi Giivenligi Sorumlular Risk Istahi, Risk
Tolerans1 ve Risk Evren'i kurarak azaltma siireglerini yiiriitmeye karar verebilir.
Tim risklerin listelenmesi ve risklerin analiz edilmesi ve degerlendirilmesinden
sonra ISO / IEC 27000 ve NIST 800 serisi BSRY ler tiim risklerin azaltilmasini
istemektedir. Biitgenin yani sira, zamaninda yanit vermek, Onerilen ARG
uygulamali BSRY modelinde belirtilen bir diger maliyet tasarrufu islevidir. ARG
tespit ettigi riske maruz kaldig1 anda yanit verir, ancak hem ISO / IEC 27000 hem
de NIST 800 serisi boyle bir mekanizmaya sahip degildir.

Tez konusunun dogrulugunu 6l¢gmek maksadiyla konu uzmanlarindan veri
toplamak i¢in bir anket yapildi. Anket gelistirildikten sonra, konuya uydugunu ve
dogru verileri toplamak i¢in yeterli oldugunu gérmek i¢in akademik ge¢cmise sahip

10 farkli konu uzmani tarafindan onaylanmustir.

Ankette 19 soru soruldu ve tiim cevaplar Likert bes asamali anlagsma 6lgegine
gore toplandi (kesinlikle katiliyorum, katiliyorum, kararsizim, katilmiyorum,
kesinlikle katilmiyorum). Daha sonra anket bir aylik siirede yaymlandi ve 450'den
fazla kisi veya grup doldurmaya davet edildi. Ornekte davet edilenler yazilim
sirketlerinden, devlet c¢alisanlarindan ve {iniversitelerden gelen akademik
gruplardandi. Anketi toplamda 78 kisi doldurdu. Anketin sonunda, istatistiksel

analizler i¢in veriler SPSS yazilimina yiiklendi.

Icar edilen anket calismasi, konu uzmanlar1 ve siber giivenlik alaninda

calisan akademisyenler ile gerceklestirilmistir. Bununla birlikte, bu alanda calisan
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uzman ve akademisyenlerin sayis1 bilinmediginden, 6rnek sayist belirlenememistir

ve hipotezleri dogrulamak i¢in t-testi yapilamamustir.

Incelenen BSRY standartlar1 diinya ¢apinda mevcut en iyi gercevelerdir.
Literatiir arastirmasinda diinyadaki kag¢ kisinin bu standartlar1 uyguladigi, hangi
iilkelerde zorunlu oldugu ve iilkelerin kendi standartlarina sahip olup olmadigi
tespit edilememistir. Bu baglamda, ¢calisma niifusunun sayis1 6grenilememistir. Bu
nedenle, drneklerin sayis1 hesap edilememistir. Bununla birlikte, ankete ¢ogu yurt
icinden olmak {izere 450 siber giivenlik uzmani1 ve akademik grubun katilmasi
istenmistir. 78 kisinin verdigi cevaplara gore, toplanan verilerden elde edilen

sonuglar yiizde ¢ogunluk hesaplamasi ile yorumlanmaistir.

Giivenilirlik Analizi ¢iktisi, Cronbach''n alfa degerinin 0,87 oldugunu
gosterdi ki bu 5 puanlik Likert 6lgegi i¢in yiliksek bir i¢ tutarlilik diizeyi oldugunu
gostermistir. Elde edilen toplam sonuglara gore, uzmanlarin %76,4’i ARG temelli
risk izlemenin gerekli kaynaklarda onemli bir azalmaya yardimci olabilecegi ve
risk izlemenin etkinligini artiracag: fikrini kabul etti. Ote yandan, %10,2’si ise ayn1

fikirde degildi.

Anket sonuglarma gore ortaya konan tiim hipotezler uzmanlar tarafindan

%75 veya daha yiiksek yiizde oraniyla dogrulanmstur.

Yapilan anket sonuglarina gore uzmanlarin ¢ogu, ARG'y1 BSRY
standartlarina uygulama fikri tizerinde hemfikirdi. Bu anket ilk dogrulama adimiydi
ve bu asamada tez fikri dogrulanmis oldu. ikinci dogrulama adiminin hedefi,
ARG'nin BSRY standardini onaylamis olan gercek IT sistemine uygulanabilecegini
kanitlamakti. Bu nedenle, ARG’y1 sirketin BGYS’sine uygulama konusunda

calismak i¢in bir girketle anlagtim ve birlikte ¢aligtim.

Sirket, “NATO GIZLI” diizeyinde NATO Tesis Izin Belgesi'ne ve 1SO 9001,
ISO / IEC 27001, CMMI 5 sertifikasina sahiptir. Giivenlik nedeniyle, Sirket’in ad1
calisma disinda birakilmistir. Tiim ¢alisma Sirket'in Bilgi Giivenligi Sorumlusu ve
ist yonetimin izinleri ile birlikte yapilmistir.
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[k olarak, ARG ve faydalar1 Bilgi Giivenligi Sorumlusuna agiklandi. Sirket
ISO / IEC 27001 sertifikasina sahip oldugundan, ARG metodolojisini ISO / IEC
27005 BSRY siirecine uyguladim. Bu kapsamda ARG alt siiregleri ilgili siireglere
eklenmistir. Daha sonra Sirketin Risk Evreni, Risk Stratejisi, Risk Azaltma
yontemleri ve Risk izleme yontemleri incelenmistir. Sirketin BT giivenligi i¢in kat1
kurallara sahip oldugu agikti. Degerlendirmeden sonra, belirlenen 3 risk analiz
edildi. Analiz sonuclar ile birlikte Sirket BSRY sistemine ARG uygulamasi igin

sistematik bir yaklagim uygulanmistir.

Sonug olarak, Sirket’in risk izleme ve azaltma yontemi, firmanin satin aldig
bir siber giivenlik yazilimi sayesinde otomatik olarak uygulansa da ARG
uygulamasi ile risk izleme ve azaltma yontemleri kolaylastirilmig ve sistematik bir
hale getirilmistir. Bu yontemle her yil 20.000 ABD dolar1 tasarruf edebilmesi
saglanmistir. Ek olarak, iist yonetimin riskleri ve azaltma yontemlerini daha
derinlemesine anlamalarina yardimc1  olmustur. Sirket vaka caligsmasi
dokiimanlarini kiitiiphanesine koymay1 kabul etti ve Bilgi Giivenligi Sorumlusu,
ISO / IEC 27001 siireglerinin iyilestirilmesi i¢cin ARG metodolojisini uygulamaya

baglamaya karar verdi.

Bu c¢alismada, ARG'leri kullanarak risk izleme fonksiyonunu daha etkili hale
getirmek ve giivenli BT Risk Yo6netimi elde etmek i¢in en iyi uygulamalar olarak
kabul edilen uluslararasi standartlarin risk yonetimi boliimlerini gelistirmek icin bir
model sunduk. Bu model sayesinde, gerceklesmek iizere olan riskler tespit
edilmekte ve risk azaltma kapsaminda tahsis edilen kaynaklar zamaninda
harcanacak ve gerceklesmeyecek riskler i¢in gereksiz kaynak tahsisinden
kacinilacaktir. Ayrica, risk yonetimi ve izleme prosediirleri iist yonetimle daha net

bir sekilde iletilecektir.

Model, giivenli BT yonetimi elde etmek i¢in en iyi uygulamalar olarak kabul
edilen uluslararasi standartlarin risk yonetimi boliimlerini gelistirmek icin ARG'leri
kullanarak risk izleme fonksiyonunu daha etkin hale getirmek i¢in sunulmustur. Bu

model sayesinde, ger¢eklesmek tizere olan riskler tespit edilmekte ve risk azaltma

120



kapsaminda tahsis edilen kaynaklar zamaninda harcanarak ve gerceklesmeyecek
riskler i¢in gereksiz kaynak tahsisinden kaginilacaktir. Ayrica, risk yonetimi ve
izleme prosediirleri {ist yonetimle daha net bir sekilde iletilecektir. Ust yonetimin
teknik takima olan giiveni de yalmizca gergek riskleri hafifleten kaynaklarin

kullanilmas1 nedeniyle artacaktir.

Literatiir ve standart arastirmalarinda, BSRY ile ARG kullanimi ile ilgili
herhangi bir akademik arastirma bulunamamistir, sadece Risk ¢ercevesi igin
COBIT 5 uygulamasinda ARG konusundan bahsedilse de uygulamanin senaryo
bazli risk 6nleme metodolojisine dayandigi bu nedenle ARG entegrasyonu

icermedigi tespit edilmistir.

ARG!'ler risk yonetimi i¢in biitlinsel bir ¢6ziim degildir, ancak risk yonetimi
icin dnemli bir aractir ve risklerin izlenmesini ve azaltilmasini gelistirmek ve risk

raporlamasini kolaylastirmak icin kullanilmaktadir.

Sonug olarak; literatiir arastirmalari, hipotez anketi ve 6rnek olay calismast,
onerilen ARG modelini ortak BSRY standartlarina uygulayarak kaynaklarin
verimli bir sekilde kullanilabilecegini, risk izleme siirecinin gelistirilebilecegini ve
risk yonetimi konusunun iist yOnetim tarafindan anlagilabilir hale geldigini
kanitlanmistir. Tez kapsaminda ortaya konan model literatiirde ilk defa

tanimlanmaistir.
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