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ABSTRACT

ON CONSTRUCTIONS AND ENUMERATION OF BENT AND SEMI-BENT
FUNCTIONS

Kocak, Nese
Ph.D., Department of Cryptography
Supervisor : Assoc. Prof. Dr. Ali Doganaksoy
Co-Supervisor : Assoc. Prof. Dr. Ziilfiikar Saygi

August 2015, [60| pages

Bent and semi-bent functions play an important role in cryptography and coding the-
ory. They are widely studied as parts of building blocks in symmetric key cryptosys-
tems because they provide resistance to fast correlation attacks and linear cryptanalysis
due to their high nonlinearity. Besides, they can possess other desirable cryptographic
properties such as low autocorrelation, propagation criteria, resiliency and high alge-
braic degree. Therefore, parallel to the advances in cryptanalysis techniques, the need
for finding and constructing such functions increases day by day. However, as the num-
ber of inputs gets higher, it becomes impossible to search exhaustively all bent/semi-
bent functions on the entire space. This limitation prompts researchers to deduce new
methods to obtain bent/semi-bent functions with reasonable amount of computation
power. A lot of research has been devoted to construction, characterization or enu-
meration of bent/semi-bent functions. For these reasons, we aim to contribute to the
knowledge of bent and semi-bent functions by presenting new results on constructions,
characterization and enumeration of these functions.

In this thesis, characterization of a class of quadratic Boolean functions for semi-
bentness is given and it is proved that semi-bent functions exist only when the input
number is a multiple of 6. Furthermore, a generic method for enumeration of semi-bent
and bent functions in certain classes is presented. Using this method, exact number of
characterized semi-bent functions is found. Moreover, with this method some previ-
ous partial and incomplete enumeration results for three other classes of semi-bent/bent
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functions in the literature are completed.

Explicit constructions of bent and semi-bent functions of Maiorana-McFarland class
via linear structures and linear translators are proposed. Also, by using these explicit
constructions as well as other algebraic structures like derivatives, certain quadratic
and cubic functions, new secondary constructions of bent and semi-bent functions are
obtained.

Keywords : Boolean functions, Bent functions, Semi-bent functions, Polynomial form,
Linear Translators
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0z

BUKUK VE YARI-BUKUK FONKSIYONLARIN INSAASI VE SAYMASI
UZERINE

Kocgak, Nese
Doktora, Kriptografi
Tez Yoneticisi : Dog. Dr. Ali Doganaksoy
Ortak Tez Yoneticisi : Dog¢. Dr. Ziilfiikkar Saygi

Agustos 2015, [60] sayfa

Biikiik ve yari-biikiik fonksiyonlar kriptografi ve kodlama teorisinde 6nemli bir rol oy-
namaktadir. Bu fonksiyonlar yiiksek nonlineeriteye sahip olmalar1 sebebiyle hizli ko-
relasyon saldirilarina ve lineer kriptanalize dayanikli olduklarindan simetrik anahtarl
kriptosistemlerde yapitaslari olarak yaygin bir sekilde kullanilmislardir. Bunun yaninda,
diisiik otokorelasyon, yayilma kriteri, dayaniklilik ve yiiksek cebirsel derece gibi iste-
nen kriptografik 6zelliklere de sahip olabilirler. Bu nedenle, kriptanaliz tekniklerindeki
gelismelere paralel olarak bu tiir fonksiyonlar1 bulma ve insa etme ihtiyaci giin gectikce
artmaktadir. Bununla birlikte, girdi sayis1 arttik¢a tiim biikiik ve yari-biikiik fonksiy-
onlar1 biitiin uzayda aramak imkansiz hale gelmektedir. Bu kisithlik aragtirmacilari
biikiik ve yari-biikiik fonksiyonlar elde etmek i¢in makul bir hesaplama giiciine sahip
yeni metotlar bulmaya sevk etmistir. Biikiik ve yari-biikiik fonksiyonlarin ingaast,
siniflandirilmasi ve sayilmasi konusunda oldukg¢a cok arastirma yapilmistir. Bu sebe-
plerden dolay, biikiik ve yari-biikiik fonksiyonlarin bilgi birikimine bunlarin ingaast,
siniflandirilmasi ve sayilmasi konusunda sonuclar sunarak katkida bulunulmasi amac-
lanmustir.

Bu tezde, ikinci derece bir Boole fonksiyon sinifinin yari-biikiikliik a¢isindan siniflan-
dirilmasi verilmis ve yari-biikiik fonksiyonlarin girdi sayis1 sadece 6’nin bir kati iken
var olabilecegi ispatlanmistir. Ayrica, belirli siniflardaki biikiik ve yari-biikiik fonksiy-
onlarin sayimi i¢in genel bir yontem Onerilmistir. Bu yontem kullanilarak siniflandiril-
mast yapilan yari-biikiik fonksiyonlarin tam olarak sayis1 bulunmustur. Buna ek olarak,
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literatiirde var olan baz1 biikiik/yari-biikiik fonksiyon siniflarinin sayilari ile ilgili sonug-
lar genellenmistir.

Dogrusal yapilar ve ceviriciler kullanilarak Maiorana-McFarland sinifina ait biikiik ve
yari-biikiik fonksiyonlarin insaalar1 verilmistir. Ayrica, bu ingaalar ve tiirev gibi diger
cebirsel yapilar ile belirli ikinci ve iicilincii dereceden fonksiyonlar da kullanilarak
biikiik ve yari-biikiik fonksiyonlar i¢in yeni ikincil inga siniflar1 elde edilmistir.

Anahtar Kelimeler: Boole fonksiyonlar, Biikiik fonksiyonlar, Yari-biikiik Fonksiyon-
lar, Polinom formu, Dogrusal ¢eviriciler
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CHAPTER 1

INTRODUCTION

1.1 Overview

Boolean functions are nice and well practiced combinatorial objects. They play an
essential role not only in cryptography and coding theory but also in combinatorics,
complexity theory, probability theory and other areas of mathematics and computer
science. Boolean functions can be defined simply as mappings from Fo» (Finite field
with 2" elements) to [Fo, that is for each input they output O or 1. An indigenous gen-
eralization of Boolean functions known as vectorial Booelan functions are the multi-
output Boolean functions. In cryptography, Boolean functions are considered as sig-
nificant objects since they are used in the construction of building blocks in symmetric
cryptosystems. For instance, the so-called Substitution boxes (S-boxes) which are fun-
damental parts of block ciphers are constituted of vectorial Boolean functions.

Theory of Boolean functions is an important and widely studied research area. Ac-
companied with the developments in cryptanalysis techniques, the need for the design
and analysis of Boolean functions have increased significantly in the last decades.

Designing a symmetric cipher scheme and analyzing its security margins are directly
related to the construction of Boolean functions with desirable cryptographic proper-
ties. This forces the designers to choose “cryptographically good” Boolean functions
to be used in the cipher. These choices may depend on several cryptographic features
such as nonlinearity, balancedness, algebraic degree, correlation immunity, algebraic
immunity, propagation criteria etc. However, a Boolean function satisfying all of these
criteria simultaneously seems impossible since there is a conflict between these cryp-
tographic criteria. For instance, according to Siegenthaler’s bound [44]], algebraic de-
gree of an n-variable m-th order correlation immune Boolean function can be at most
n — m. This indicates that a Boolean function cannot have high algebraic degree and
the maximum possible correlation immunity at the same time. Also, a function with
even number of inputs and having maximum nonlinearity can be neither balanced nor
of maximal degree. Similarly, a function with maximal algebraic immunity cannot
have algebraic degree greater than half of the number of inputs. Therefore, it is obvi-
ous that compromises have to be made, and trade-offs need to be evaluated. Indeed,
finding the best trade-offs between all criteria and proposing concrete constructions of
Boolean functions comprising a good combination of these properties become more



challenging both in theoretical and practical cryptographic purposes.

One of the most significant cryptographic criteria of a Boolean function is the nonlin-
earity. Bent functions possess the maximum nonlinearity among Boolean functions.
They were defined only for even dimensions and first studied by Dillon [20] in 1974
but first introduced by Rothaus [43] in 1976. Especially in the last 20 years, bent
functions have been a very actively studied research area since they have applications
in cryptography (symmetric key cryptosystems), algebraic coding theory, sequence
theory and design theory. A book devoted especially to binary bent functions and con-
taining a complete survey on bent functions is [41]. Open problems on binary bent
functions can be found in [7]].

Bent functions play a crucial role in the design of stream and block ciphers since they
provide confusion in these cryptosytems due to their high nonlinearity. In block ci-
phers, bent functions are involved in the substitution boxes (S-boxes) in order to add
nonlinearity to the cipher and hence to resist differential and linear attacks. On the
other hand, bent functions cannot be balanced. Hence, with some modifications, bent
functions can be employed in the pseudo-random generator of a stream cipher in order
not to leak statistical correlation between the plaintext and the ciphertext.

Bent functions are particular plateaued functions. The notion of plateaued function has
been introduced in 1999 by Zheng and Zhang as good candidates for designing cryp-
tographic functions since they possess desirable various cryptographic characteristics.
They are defined in terms of the Walsh-Hadamard spectrum. Plateaued functions bring
together various nonlinear characteristics and include two important classes of Boolean
functions defined in even dimension: the well-known bent functions and the semi-bent
functions. Very recently, the study of semi-bent functions has attracted the attention of
several researchers. Many progresses in the design of such functions have been made.

A complete classification and enumeration of bent and semi-bent functions are still
open problems. Table [1.1|shows the exact number of bent functions for n < 8 together
with the lower and upper bounds on the number of bent functions for n < 10 in
order to emphasize that how difficult to give estimations on these bounds when the
dimension gets higher. Therefore, not only the characterization, but also enumeration
and construction of bent and semi-bent functions are challenging problems.

Table 1.1: Number of bent functions [32, |48]]

n | lower bound | # of bent functions | upper bound
2 8 8 =23 8

4 29 896 ~ 298 21

6 228.3 ~ 232.3 242

8 287.4 ~ 2106.3 2163

10 27262 unknown 2038




1.2 Outline of the Thesis

This thesis consists of five chapters including this introduction chapter.

Chapter[2|contains some concepts, notations and definitions which will be used through-
out the thesis. The notions related to the representations of Boolean functions namely

algebraic normal form, numerical normal form, trace representation and bivariate rep-

resentations are recalled. Also, properties of bent and semi-bent functions within the

scope of this thesis are mentioned.

In Chapter [3| we give a characterization of a class of semi-bent quadratic Boolean
functions and specify the necessary and sufficient conditions for this class of functions
to be semi-bent. We also present a generic method for enumeration and complement
some previous results on enumeration of semi-bent and bent functions for all n. Addi-
tionally, some results on bent functions given in [34] are corrected.

Chapter {4]is devoted to explicit constructions of bent and semi-bent functions via lin-
ear translators. We first consider such functions in Maiorana-McFarland type and
obtain bent and semi-bent functions Boolean functions having linear structures (lin-
ear translators) systematically. Also, using these results we modify many secondary
constructions. herefore, we obtain new secondary constructions of bent and semi-bent
functions not belonging to the Maiorana-McFarland class. Instead of using bent (semi-
bent) functions as ingredients, our secondary constructions use only Boolean (vecto-
rial Boolean) functions with linear structures (linear translators) which are very easy
to choose. Moreover, all of them are very explicit and we also determine the duals of
the bent functions in our constructions. We show how these linear structures should be
chosen in order to satisfy the corresponding conditions coming from using derivatives
and quadratic/cubic functions in our secondary constructions.

Finally, Chapter [5| concludes the thesis by summarizing the work and emphasizing the
contributions.






CHAPTER 2

PRELIMINARIES

This chapter provides the necessary background and notation used in this thesis. Rep-
resentations of Boolean functions, namely algebraic normal form, numerical normal
form, trace (polynomial) and bivariate representations are described. The definitions
of bent and semi-bent functions and the notions related to them are given. The inter-
ested reader is referred to [6] and [41] for excellent treatments on these subjects.

2.1 Boolean Functions and Their Representations

Let F, denote the Galois field with two elements. A Boolean function is a function
from the n-dimensional vector space [, to [F; and a function from the vector-space I3
to [F7" is called vectorial Boolean function.

The n-dimensional vector space [F can also be endowed with the structure of the finite
field with 2" elements, Fo» :

Fan = Fa[z]/(p(x)) where p(z) is an irreducible polynomial of degree n over Fa.
Let « be a root of p(x) in Fy.. Then, fix a basis {1, a, a?,...,a""'}. Every element
x € Fyn can be written as x = co+cia+. .. +c, 1" ! where (co, ¢y, ..., cn1) € F3.
This identification gives an isomorphism between [ and Fy» and allows us to define
Boolean functions over finite fields as well.

For a given Boolean function there exists several representations. We will only give a
brief description of these representations for reasons of completeness.

2.1.1 Algebraic Normal Form

Algebraic Normal Form (ANF) is the classical and the most well known representation
of Boolean functions. ANF is a multivariate representation. For a Boolean function
f : 3 — TFy, its Algebraic Normal Form is given in [6] as

floy,xa, - 20) = €D ar (Hm) = P ax', @.1)
)

IeP(N) iel IeP(N



where P(N) denotes the power set of N = {1,--- ,n}. Every coordinate x; appears
in this polynomial with exponents at most 1 since every bit in [F; equals its own square.
This representation belongs to Fy [z, , z,] / (212 D 21, -+, 2,2 B T).

Another possible representation of this same ANF uses indexation by means of vectors
of Fy instead of N :

flay,ma, - 2,) = € aua®, 22)

uelFy

where z, = [[;_, #;* for which u; = 1 and a, € FF,. Algebraic Normal Form exists
for every Boolean function f and is unique [6]. The algebraic degree of the Boolean
function f denoted by deg(f) is the maximum degree corresponding to a nonzero
coefficient:

mazyery {wt(u) : a, # 0} .
As an example, we can represent all Boolean functions f : F3 — T, in the Algebraic
Normal form as

f(x1, 22, 23) = ag ® a1 B asxs @ azrs B agx1Ts B a5T1T3 D agTaTs B a7r1ToTs

where a; € Fy for 0 < i < 7. If a; # 0, then deg(f) = 3. If a; = 0 and one of
a4, as, ag is nonzero then deg(f) = 2.

2.1.2 Numerical Normal Form

Numerical Normal Form (NNF) [8]] is a very similar multivariate representation which
takes the coefficients from integers. Any integer-valued mapping f can be uniquely
represented as multivariate polynomial over Z :

fl@) =" Aa", 2.3)

where x, = [[_; z;" and \, € Z.

The coefficients in the ANF corresponds to the coefficients in NNF reduced to modulo
2. We can switch off from NNF to ANF by using the conversion between binary and
integer arithmetic :

a®b=a-+b—2ab.

Example 2.1. Let f : 3 — F, and its ANF is given as f(xy, 72, 23,74) = 71 ® 24 D
xow3xs. NNF of f can be computed as follows:

flx1, 20, 23,24) = (1 + T4 — 220174) B ToT324
= (21 4+ 24— 20124) + (v2x374) — 2(21 + 24 — 22124) (T22374)
= X1+ Ty — 20174 — ToT3T4 + 221707374



2.1.3 Trace Representation and Polynomial Form

Boolean function as a polynomial in one variable x € [Fon of the form f(z) =
23"01 a;x? where the a;’s are elements of the field. Such function f is Boolean if

and only if ag and ayn»_; belong to Iy and aq; = a forevery j ¢ {0,2" — 1} (where 2;
is taken modulo 2" — 1). This leads to a unique representation which we call the poly-
nomial form. First, recall that for any positive integers k, and r dividing k, the trace
function from F,x to Fy-, denoted by T'7%, is the mapping defined for every x € Fax
as:

kg

T

2]{377‘

In particular, the absolute trace over F, of an element = € Fyn is defined as T} (z) =
S 2%, Some of the properties of the trace function can be given as:

1. Tri(z) = Try(x?), for all x € Fan.
Trk(x) = Trk(2?"), for all z € Fy.
3. Tr¥(x) = Tri(Tr¥(z)), for all 7 € Fox.
4. Trk(azx + by) = aTrk(x) + bTrk(y), forall a,b € Fyr, 2,y € For.

Now, the polynomial form[41]] of a Boolean function defined on [F5» is the expression
of f as

Z Tr1 (a;z?) + (14271

jeln

where

e [, is the set of integers obtained by choosing one element in each cyclotomic
class of 2 modulo 2" — 1 (the most usual choice for j is the smallest element in
its cyclotomic class, called the coset leader of the class),

e 0(j) is the size of the cyclotomic coset of 2 modulo 2" — 1 containing j,
® a; C FQO(J'),
e ¢ = wt(f) modulo 2 where wt(f), is the Hamming weight of the image vector

of f, that is, the cardinality of its support supp(f) := {x € Fan | f(z) = 1}.

The algebraic degree of f is then equal to the maximum 2-weight of an exponent j
for which a; # 0 if ¢ = 0 and to n if € = 1. Recall that the 2-weight of an integer j
denoted by ws(j) equals the number of 1’s in its binary expansion.



Example 2.2. Let n = 4, then f : Fos — Ty,

X:Tr1 (a;z?) + (1 + '),

jely
C; : the cyclotomic coset of 2 modulo 2” — 1 = 15 containing j,

Cy={j,j-2,j-2%;j-25,...,7-2°971} where o(j) is the smallest positive integer
such that j2°0) = j mod(2” — 1)

The cyclotomic cosets modulo 15 are :

Co = {0}

C, = {1,2,4,8}
Cs = {3,6,12,9}
Cs = {5,10}

Cr = {7,14,11,13}
We find T'y = {0, 1,3,5,7}, then

Flx) = TreW(aa)) + Tre® (asa3) + Tri® (as2®) + Tro™ (ar27) + ao + e(1 + 2%);

f(x) =Tri(az) + Tri(azz®) + Tri(asz®) + Tri(azz™) + ag + €(1 + z'9)
where a4, ag, a; € Faa, a5 € Fy2 and ag, € € Fs.

2.1.4 Bivariate Representation

The bivariate representation[38] of Boolean functions makes sense only when n is an
even integer. It plays an important role for defining bent functions and is defined by
identifying Fyn (Where n = 2m) with Fom X Fom. Let f be a Boolean function defined
on Fom X Fom. Then, bivariate representation of f can be shown as

flx,y) = Z ai,jxiyj
0<i,j<2m—1

where 7,y € Fom. The algebraic degree of f equals max(; jy|a, ,20(w2 (i) +w2(j)). The
function f being Boolean, its bivariate representation can be written in the (non unique)
form f(z,y) = Tr{*(P(x,y)) where P(x,y) is some polynomial in two variables over
Fom.

Throughout the thesis we will use trace representation and bivariate representation.

2.2 Bent and Semi-bent Functions

The classes of bent and semi-bent functions are special subclasses of the so-called
plateaued functions [52]. They are actively studied topics because of their important
applications in cryptography, coding theory, combinatorics and information theory.

8



In cryptography, bent and semi-bent functions are very crucial because having low
Hadamard transform values makes these functions suitable for construction of cipher
elements that are resistant to linear and fast correlation attacks.

Bent functions were first introduced by Rothaus[43]] in 1976, but Dillon[20] also stud-
ied these functions in his Ph.D. thesis. Bent functions are nice combinatorial objects
which have maximum nonlinearity among Boolean functions. A book devoted espe-
cially to binary bent functions and containing a complete survey on bent functions is
[41]]. Another recent book on bent functions which is brings together all known results
and constructions is [49]. Also, an interested reader can find open problems on binary
bent functions in [7]].

Another family, semi-bent functions, also have low Hadamard transform values. First,
Chee, Lee and Kim [19] introduced the notion of semi-bent functions in 1994. In fact,
Canteaut et al.[3]] had previously investigated these functions known as three-valued
almost optimal Boolean functions. Semi-bent functions exist for both even and odd n.
For even n, semi-bent functions are also called 2-plateaued functions and for odd n,
they are named as 1-plateaued functions. These functions have the highest nonlinearity
among quadratic Boolean functions. Besides, they are balanced up to the addition of
a linear function, and may possess other desired cryptographic properties like propa-
gation criterion of high order, low autocorrelation and resiliency. A survey containing
open problems on semi-bent functions can be found in [39].

In order to give the definitions of bent and semi-bent functions, we need to recall the
notions such as nonlinearity and Walsh-Hadamard transform.

Let ,, denote the set of all Boolean functions of n variables and A,, denote the set of
all affine functions (the functions having degree at most 1). The nonlinearity nl(f) of
a Boolean function f € B, is defined as

nl(f) = mingea, (du(f,9))

where dy(f, g) is the Hamming distance between f and g, i.e.,

du(f,g9) =#{r €Fy | f(x) # g(z)}.

Nonlinearity can also be expressed by the Walsh-Hadamard transform of f. To explain
the relation between nonlinearity and the Walsh-Hadamard transform, we introduce
some notations. Let z = (xy,2,...,2,) and @ = (aq,ag, ..., a,) both belong to
7. The usual inner product of x and avis - @ = x101 ® 200 D ... B x, . Fora
Boolean function f on F3, the Walsh-Hadamard transform of f is the discrete Fourier
transform of the sign function y; := (—1)7 of f, whose value at « € F} is defined as

Xfla) = Z (—1)f@+aa,

z€Fy

The identification of the vector space [F§ with the finite field Fo» allows us to choose
the isomorphism such that the canonical scalar product “ - ” in [F} coincides with the

9



canonical scalar product in Fon, which is the trace of the product : z - y = Tr}(zy).
Then, for a Boolean function f € Fy., the Walsh-Hadamard transform of f at o € Fan
is

i) = Z (_1)f(w)+T7‘?(aw).

zE€Fon

The set of Walsh transform values of f for every a € Fon is called the Walsh spectrum
of f.

Hamming weight of a Boolean function f € B, is denoted wt(f) and defined as
wt(f) = #{x € Fou | f(x) # 0}. If wt(f) = 2", then we say that f is balanced.
Obviously, f is balanced if and only if Y 7(0) = 0. Then, by the Walsh transform, the
nonlinearity of a Boolean function f can be computed as

1

nl(f) = on—1 _ §ma$aeﬂ72n W}(O‘” .

A Boolean function has higher nonlinearity when the value of the mazaer,. |X ()|
is lower. Parseval’s equality states that ZaeFQn X7(a)? = 2*". The maximum abso-
lute value of Walsh coefficients can be minimized when all coefficients have the same
magnitude :

> Nila) = 2
a€Fon
2”@(0&)2 — 22n
()| = 272

Consequently, nl(f) < 2"~' — 272! for any Boolean function f. The functions
achieving the upper bound 2"~ —2%/2~1 are called bent functions, which only exist for
even n. One can give another definition of bent functions in terms of Walsh transform
values as follows.

Definition 2.1. Let n be an even integer. A Boolean function f on [Fsx is said to be
bent if its Walsh transform satisfies y (o) = £22 for all o € Fon.

From this definition, we see that Walsh-Hadamard Transform provides a basic charac-
terization for bentness. An efficient technique for computing the Walsh spectrum of
a Boolean function is Fast Walsh Transform. The complexity of the fast Walsh trans-
form is O(2"n?) bit operations and O(2"n) memory [1I]. Therefore, for large n values,
characterization by Walsh transform is not efficient and hence other characterization
and also construction methods should be found.

Properties of bent functions:

e For a bent function f on Fan, its dual function fis defined as a Boolean function
on Fy. satisfying the equation : (—1)f(®2% = \;(x) for all z € Fan. The dual
f of a bent function is also bent.

10



e Algebraic degree of any bent Boolean function on Fy. is at most 12/2.

e Bent functions have Walsh transform values +2"/2, hence they are not balanced.

Another family, semi-bent functions, also have low Hadamard transform values. First,
Chee, Lee and Kim [19] introduced the notion of semi-bent functions in 1994. They
are defined both even and odd n values.

Definition 2.2. Let n be an even integer. A Boolean function f on [Fon is said to be
—~ nt2
semi-bent if its Walsh transform satisfies X7 (a) € {0, £2 ? } for all a € Fon.

Properties of semi-bent functions:

e Nonlinearity of a semi-bent function is 2"~ — 2"~!/2 when n is odd and 2"~ —
2"/2 when n is even. Semi-bent functions have the maximal nonlinearity among
balanced plateaued functions (see Definition for the definition of plateaued
functions).

e Walsh transform of a semi-bent function can take the value 0, hence they are
balanced (up to the addition of a linear function).

e Algebraic degree of any semi-bent Boolean function on Fyn is at most n/2.
Bent and semi-bent functions are subclasses of the so-called plateaued functions. The
term of plateaued functions has been introduced by Zheng and Zhang [52] in 1999.

Definition 2.3. A Boolean function f on Fs. is said to be k-plateaued if its Walsh

transform satisfies x7(a) € {0, j:ZnTM} for all a € Fyn and for some fixed k, 0 < k <
n.

When n is even, bent functions correspond to 0-plateaued functions and semi-bent
functions correspond to 2-plateaued functions.

11
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CHAPTER 3

CHARACTERIZATION AND ENUMERATION OF A CLASS OF
QUADRATIC SEMI-BENT BOOLEAN FUNCTIONS

This chapter presents our results on characterization and enumeration of a class of
quadratic semi-bent Boolean functions. First we study characterization of these func-
tions and specify the necessary and sufficient conditions for this class of functions to
be semi-bent in Section Afterwards, we correct some results on bent functions
given in [34]]. In Section [3.3] a generic method for enumeration is presented and some
previous results on enumeration of semi-bent and bent functions are complemented for
all n. The work described here is based on the results of the publication [28]].

3.1 Introduction

Quadratic Boolean functions are the ones having algebraic degree 2. They can be
expressed in terms of trace functions. A quadratic Boolean function from Fy» to [y
can be represented

when n is even:
n_q

2
ZTTl it +Tr?/2(cn/2m1+2n/2) 3.1)
=1

where ¢; € Fon Vi, 0 <@ < 7 and ¢,,)2 € Fony2,

when n is odd:

= Tri(ea't™) (3.2)
i=1

where ¢; € Fan.

If f(x) is a quadratic Boolean function with f(0) = 0, then its rank can be computed
by the bilinear form

Qs(z,y) = f(z) + f(y) + f(z +y).

13



For the quadratic form,

Ker(f) = Ker(Qy) ={z € Fon : Qf(z,y) =0,Vy € Fon}.

If the dimension of Ker(f) is n — 2h, that is, rank of f(x) is 2h, then

Qf([lf, y) = Oa for any y c FQn
has 2" 2" solutions in .

There is a relation between the rank of quadratic Boolean functions and the distribution
of its Walsh-Hadamard transform values. The following theorem gives the distribution
of the Walsh-Hadamard transform values of quadratic Boolean functions.

Theorem 3.1. [24)]

Let f(z) be a function from Fan to Fy with algebraic degree 2. If the rank of f(x) is
2h, 1 < h < n/2, then the distribution of the Hadamard transform values of f(z) is
given by

0, 2" — 221 times

Xf(w)=q2an=h 22l 4 9l fimes

_2n—h 22h—1 _ 2h—1

times.

)

Corollary 3.2. A quadratic Boolean function f(x) is semi-bent if and only if

n—1, ifnisodd
n—2, ifniseven.

rank(f) = {

Known quadratic semi-bent functions on Fon, n = 2m:

o f(z)=Tr(x"?), ged(m,i) = 1
o f(z)=Tr(az't?), o € F%,, m odd, i even
o f(z)=Tr(az't?), m odd, i odd, ged(m,i) = 1, a € {23,z € F}.}

o f(z)=Tr"(az't?), meven,iodd, a € {23,z € F}.}

o f(x)= Z?;ll ciTr{L(:vHT), ¢; € Fo, gcd(zi%:? ci(zt 4+ a7, 2" +1) = 22 +1

m—1 m—1

S A Tr{‘(cix1+4i), c; € Fy, meven, ged(> 24 ci(x® + 2™, 2™ +

14



3.2 Characterization of a Class of Semi-bent Quadratic Boolean Functions

Semi-bent Boolean functions are used to generate maximum length sequences known

as m-sequences. [23] used the function f(z) = Tr?(x'*2") where n is odd and
gcd(i,n) = 1 to form a family of m-sequences with low cross correlation, namely
Gold sequences. Subsequently, [2] proposed a new construction of binary sequences

n—1 .
from Gold-like functions, f(z) = >_, 2 Tr7(x'*?"), having identical correlation with
Gold sequences. Both Gold function and Boztas-Kumar function are quadratic semi-
bent functions defined for odd n. In [26, 27], Khoo et al. generalized Boztas-Kumar
function to the functions of the form

f(x) = ZciTr?(xHQi), c; € Fy, nodd. (3.3)
i—1

They proved that f(z) is semi-bent if and only if gcd(c(x), 2™ + 1) = x + 1 where
c(z) = 3.2 a4+ 2" ). [17] generalized Khoo et al.’s results to even n and
showed that

-1

f(x) = Z Tr(z™?), ¢ €F,, neven (3.4)

=1

|3

is semi-bent if and only if ged(c(z), 2" +1) = 22+1 where c(z) = ?:—11 ci(z' + 2.
They also examined the conditions on the choice of ¢; for odd n leading to new fami-
lies of quadratic semi-bent functions consisting of three and four trace terms. Recently,

[35] presented the number of semi-bent functions of the form (3.4) for n = 2m, m odd.

On the other hand, by combining the construction methods proposed by [26, 27, 50,
[34]] studied a new class of bent functions of the form

g

fla) =" T @) + Tri (@), ¢ €Fy, i=1,2,...,n/2— 1. (3.5)

=1

They proved that f(x) is a bent function if and only if ged(c(z), 2™ + 1) = 1 where
c(x) = ?:—11 ci(x? + ") 4 22,

[51] presented the construction of all quadratic bent functions of the form (3.5) for
n = 2Yp" with v, > 1 by giving necessary and sufficient conditions on ¢;’s and gave

enumeration results for n = 2°p and n = 2°p? for some special prime p. After that,
[25] improved the enumeration results for n = 2Vp".

In this section, we consider the semi-bentness of quadratic Boolean functions for even
n of the form

n_q
2
f@) =T @) + Tri? (@), ¢ eFy, 2€Fn  (3.6)

i=1
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and show that f is semi-bent if and only if 6 | n and ged(c(z), 2" + 1) = 22 + = + 1,

where ¢(z) = > 2 711 ci(x" + 2"7%) 4 2™/2. Furthermore, we present a generic enumer-
ation method for certain classes of semi-bent and bent functions. Using this method,
we give the number of semi-bent functions of the form and complement the ear-
lier enumeration results for semi-bent functions given by [47] and the enumeration
results for bent functions given by [25] and [46]]. The interested reader is referred to
(36, 37, 139] containing surveys devoted to semi-bent and bent functions. In this sec-
tion, we examine a class of semi-bent quadratic functions and give a characterization
for semi-bentness. These are stated in the following theorem.

Theorem 3.3. Let n be an even integer. Then

21

flz) = Z e Tri (a2 £ T2 (22%), ¢, € Fy,  a € Fon,

=1

is a semi- bentfunctmn if and only if 6 | n and ged(c(x),z™ + 1) = 2> + x + 1, where
o(w) = S0 et +am) + an

Proof. In order to prove semi-bentness of f(z), we will examine Ker(Qy).

Qp(z,y) = flz)+ fly) + f(z+y)

n_q n_q

= 22 CiTT?(J}1+2 ) + Trn/2( 1+2n/2) n QZ CiTT?(yHQ )+ TTn/2( 1+2n/2)
izlg_l i=1

+ cZTn r4+9) ) £ T (@ 4+ )

- ZczTﬁ xy” "4 a? y)—|-T7=”/2( 2n/2 Jr3[/,2n/2y)
i=1
Xz <y21 —+ y2 >> + TT’VL/Q (T’]"Z/Q <xy2n/2>>

n_q
o (v +y"7)) + Triay™)

2
-1

= E i Try
i=1
L

= E 'y
i=1

/N 7N

N3

n/2
= Tr |z 2

(]

¢ (yzi + yQH) +y
1

)

~.
I

= Tri(zL(y

~—

where L(y) = 2 1 ', (y + ¢ ) + 42", By Corollary , we know that f(x) is
semi-bent if and only if rank(f) = n — 2 which means dim(Ker(Qy)) = 2.
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Now,

o

Ker(Qy) = § © € Fan| Z Ci <$2i + :BTH) +27"7 =0} = Ker (L(z))

=1

In order to prove that dim(Ker(Qs)) = 2, we need to show that L(z) = 0 has 4
solutions. By [33] Defn. 3.58], the polynomials

n n

l(x) = Z a;x" and L(z) = Z az?

=0 i=0
over F,m are called g-associates of each other. Then, one can define 2-associate of
L(z) by c(z) = 327" ¢i(2% + 2"1) + 2™/2. Hence, by [33, Thm. 3.62],

deg (ged (L(z),2*" + 1)) =4
if and only if

deg (ged (e(x), 2" + 1)) = 2.
As 2" + Lis not divisible by z, ged(c(x), =" + 1) can be either r?+lorz?+x+ 1.

However, 22 + 1 does not divide c(z) = Y2 ¢; (2 + 2"~) + 2™/2 since 1 is a not
root of c(x). Therefore, f(z) is semi-bent if and only if gcd(c(z), 2" +1) = 2? +x+ 1.
Also, we know that (z + 1)(z*> +x + 1) | (z** + 1), k > 1 an integer. So, (z* +x + 1)
divides ™ + 1 when 3 | n, but since in our case n is even, we should have 6 | n.

O
Corollary 3.4. Let n = 2m be an even integer and f;(x) be the function
fi(m) = Tri @) + Tr ("), 1<i<m-—1. (3.7)
Then, f; is semi-bent if and only if 6 | n, (m — i) is odd and ged(m, i) = 1.

Proof. By Theoremn f; is semi-bent if and only if ged(c(x), 2™ +1) = 2?2+ + 1
where ¢(x) = ' + 2" " 4+ ™. Let

g(z) = ged (2 + 2" + 2™, 2" + 1)
= ged (acZ (1 + ™ 4 x2(m’i)) x4 1)
= ged ((1+ 2™+ 22m) 2" 4-1)
Since ged(1 + 2™, 1 4+ g™~ 4 220m)) =1,

—ng(( + mz+x2(m z))7l,n_'_1)

gcd(( 8m=i) 41 ) x" +1)

ged ((zm 7+ 1), 2™ + 1)
xgcd(S(m i),m) +1

rgcd(m—in) +1 ’
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Let gcd(m —i,n) = d. Then, ged (3 (m —i),n) is either d or 3d. However, if
ged (3 (m —i),n) = d, then

xgcd(S(m—i),n) 11

g(x) = pcd(m—im) 1 |
B x4+ 1
Tyl
=1

in which case f cannot be semi-bent. Hence, if ged (3 (m — i) ,n) = 3d, then we have

Q:gcd(B(m—i),n) 11

g(x) - r9cd(m—in) +1

xd+1
=22 4+ 2?41,

In this case, g(z) = 2% + x + 1 if and only if d = 1 which means gcd (m —i,n) = 1
and gcd (3 (m —i),n) = 3. These conditions imply that 3 | n, but since n is even,
we have 6 | n. Also, ged (m —i,n) = ged (m — i,2m) = 1 shows that m — i is odd.
Then, we have ged (m — i,2m) = ged (m — i, 2i) = ged (m, 7).

]

Remark 3.1. If _t— is even for 1 < i < n/2, then the Gold function Tri(z+2)

is bent. Also, Tr7(x1*2") is a Niho bent function. However, since the restric-
tion of Tr7(z*2?") to the spread {uFym;u € U} where U is the multiplicative group
{u € Fan;u*" ™ =1} is not constant, the function f; in Corollaryis not involved
in [9, Thm.1].

3.2.1 Correction of Some Previous Results in [34]

In Section we investigated semi-bentness of the functions in the following form
filz) = Tri(') + TT?/2<$1+2n/2), 1<i<n/2-1
as a corollary to Theorem [3.3] Bentness of the functions having exactly the same form

were considered by [34]. They gave a characterization for bentness and stated the
following corollary.

Corollary 3.5. /34, Cor. 5] Let n = 2m. The function
flz) = Tri (@) + Trn (@' "), 1<i<m-—1
is a bent function if and only if gcd(3i,m) = 1.
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However, it is easy to check that this condition is not sufficient and may led to false
positives. [25] pointed out that the result in [34] is not quite right and indicated that
when n is a power of 2, f is bent. But, for the other values of n, the assertion given in
[34, Cor. 5] is still not completely right. In the following remark, we give the necessary
and sufficient condition for f to be bent for all even n values.

Remark 3.2. Let n = 2m and m be the maximum odd positive divisor of m. Then,
the function

f(z) =Tr2 (@) + Tr (@), 1<i<m-—1

is a bent function if and only if gcd(i, mg) = ged(3i, myg).

Proof. We know that f is bent if and only if gcd(c(x), 2" + 1) = 1 where ¢(z) = 2’ +
2" 2™ [34]. Now, ged(c(x), 2"+1) = ged(a'c(x), 2" +1) and ged(2'c(x), 2"+1) =
1 if and only if gcd(z'c(z), 2™ + 1) = 1.

z'e(x) mod (™ + 1) = (2" + 2™ + 2*) mod (z™ + 1)
= (1+ 2" +2*) mod (2" +1).

, . ged (23 + 1, 2™ + 1)
d(1+a" +2%, 2™ +1) = .
ged (14 o' + 2%, 2™ + 1) ed (@ Lo 1)

xgcd(Si,mo) +1

xgcd(i,mo) +1

We have gcd(c(z),z™ + 1) = 1 if and only if SIS S Y ged(i,mg) =

zged(i,mo) 41

ged(3i,mg). O

As an example, form = 6 and i = 3, f(z) = Tr{?(2%) + Tr8(x%) is a bent function.
However, Cor. 5 of [34] implies that it is not bent since ged(3i, m) # 1.

Moreover, similar case applies to Corollary 6 of [34] as it shares the same miscalcu-
lation with Corollary 5 of [34]. In the following, [34, Cor.6] is stated as given in the

paper.
Corollary 3.6. /34, Cor. 6] Let n = 2m,

f(ﬂ’/‘) — Trr»'il <x1+21 + m1+22 + . + x1+27;*1 + x1+2i+1 + . + "L‘1+QM71>+T7"T(:L‘1+QM)

on Fon, i.e., f consists of all but one trace term i. Then f is a bent function if and only
if ged(3i,m) = 1.

We give the corrected characterization for these functions to be bent as follows.
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Remark 3.3. Let n = 2m and m, be the maximum odd positive divisor of m. Then,
the function

f(x) =Try ($1+21 LY T Ty x1+2m71>+T7"71n(371+2m)

is bent if and only if ged(i, mg) = ged(3i, my).

3.3 Enumeration

In this section, we present a general method to obtain the number of quadratic semi-
bent and bent functions in certain classes. The main idea is to modify and extend the
idea employed in [21} 22]. This method was also used in [35] rather directly. For
various classes of quadratic semi-bent or bent functions, the characterization of semi-
bent or bent functions involves extra conditions. These extra conditions do not allow
the idea of [21} 22] to apply directly in many cases. However, we could modify and
extend the idea of [21, 22] in all the classes we worked in order to obtain correct
enumeration results for all n. These results give the exact enumeration result for the
semi-bent functions studied in Theorem [3.3] and moreover they complement partial
enumeration results obtained by [25], [46] and [47]].

We believe in that by modifying the idea of [21, 22] accordingly, it should be possible
to obtain exact enumeration results for special s-plateaued functions in various classes
of quadratic functions. Therefore, we introduce our rather generic method in detail in
Section [3.3.1] which leads to Theorem [3.14] We apply this method in Section[3.3.2]to
complement the partial enumeration results of [25]], [46] and [47].

3.3.1 A Generic Method for Enumeration

We first introduce some necessary definitions and notations.

Definition 3.1. The reciprocal f*(x) of a polynomial f(z) of degree n is defined by
f*(z) = 2" f (2). A polynomial is called self-reciprocal if f*(z) = f(x).

Some properties of self-reciprocal polynomials which will be used throughout this
section are stated in the following lemma.

Lemma 3.7. Let f € F,[z].

(i) If f is self-reciprocal and g € F,[z], then fg is self-reciprocal if and only if g is
self-reciprocal.

(ii) If f, g are self-reciprocal polynomials, then gcd (f, g) is also self-reciprocal.
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Proof. (1) If f is a self-reciprocal polynomial of degree s, then by definition we have
z* - f (L) = f(z). Let deg (g) = t. Reciprocal of fg is equal to

() ()
~f@)atg(3)

= [(z)-g(x)
= fg(x)

if and only if 2* - g (1) = g (2), i.e., g is self-reciprocal.

(ii) Let f, g are self-reciprocal polynomials and ged (f, g) = d. We know that if « is

a nonzero root of f, then o~ ! is also a root of f. Assume that a;, 1 < i < r, are

common roots of f and g. Then, since f and g are self-reciprocal polynomials,
a; ', 1 <i < r,arealsoroots of f and g. Since d is the greatest common divisor
of f and g, o; and a;; 11 <4 < r,areroots of d. Hence, d is self-reciprocal.

]

For a monic polynomial f € F,[z] with deg(f) > 1, we define the following,
S := {f € F,[z] : f is monic, self-reciprocal and f(1) # 0}.

For f,d € S and k a nonnegative even integer,

Cr(f) :={c e S:deg(c) < deg(f)+k},

Ri(f) :=={h € C(f) : ged (h, f) = 1},

or(f) = IRi(l,

Te(f,d) :=={h € Ck(f) : ged (R, f) = d}.

Note that Ry (f) = Te(f, 1).

Our aim is to derive a general formula for ¢ (f).

Remark 3.4. One of the differences of our method with the methods of [21} 22] and
[35]] 1s already apparent at this point. Because of the extra conditions of semi-bentness
in the class of Theorem we need to introduce and study ¢ (f) for all integers
k > 0. It was enough to study ¢ (f) only for £ = 0 in [21, 22] and [35].
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We begin with the following lemma.

Lemma 3.8. Let f € S and k be a nonnegative even integer. Then,

ICe(H) = q

deg(f)+F
2 .
Proof. First note that Ci.(f) = Crpaeq(s)(1). Let u = W. Then,
[Chraegty(D] =1+ (¢ =D talg = 1)+ +¢" g — 1) =g

Lemma 3.9. Let f € S and k be a nonnegative even integer. Then,
) =| |7(f.a)
dlf

where the disjoint union is taken over all polynomials d € S with d | f.

Proof. For every d dividing f, Tr(f,d) C Ci(f) by definition of 7x(f,d). Hence, it
follows that (U, ; 7x(f,d) C Ci(f). Conversely, let h € Cy(f) and d = gcd (h, f).

Now, f € S and by definition of Cy(f), h € S. From Lemma 3.7} d € S and clearly
d | f. Hence, Ci(f) C Uy Te(f.d). I di # dp with dy | f and dy | f, then it is
obvious that T (f, dy) # Tr(f, d2).

]

Lemma 3.10. Ler f,d € S, d | f and k be a nonnegative even integer. Then,

Talf )] = ]R (D)]-a(%)

Proof. To complete the proof, we need to show that there is a one-to-one correspon-
dence between Ty (f, d) and Ry, (1). First, let us define a map

U, Ti(fd) = R (f)

d
h— hy.

h € Ti(f,d) means ged(f,h) = d. We can write h = dhy and f = df; for some h;
and fi. Then, hy, f; € S by Lemma[3.7/and ged(f1, hi) = 1. Hence, hy € Ry (f1) as
hy € Ci (f1) and deg (hy) < deg (f1) + k. Now, define another map

h1'—>h.
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(5) implies by definition that h; € Ci (5) and gcd (g,hl) = 1. Then,

ged (f, dand dhy = h € Ti(f,d). 0

Thanks to Lemma Lemma [3.8] and Lemma [3.10] one can prove the following
corollary.

Corollary 3.11. Let f € S and k be a nonnegative integer. Then,

deg(f
q = |Ce (Nl =D uld
dlf
where the summation is over all d € S with d | f.
Lemma 3.12. Let f € S, r is a monic irreducible polynomial dividing f and r* is the
reciprocal of r such that r* # r. Then, rr* divides f.

Let f € S and deg(f) > 1. The unique factorization of f is as follows:
F=gog.. . g [h{lhgz...h{t} [h;“h;f“’...h:“]

where s > 0,t > 0,e1,...,es > 1, f1,..., ft > 1, 91,92, ... gs are distinct, monic,
self-reciprocal, irreducible polynomials, h;, h} are distinct, monic, irreducible polyno-
mials for 1 <7 < tand h} is the reciprocal polynomial of h;.

Now, we define the Mdbius function . on the set of monic, self-reciprocal polynomials
from F,[x] as follows. For f € S with deg (f) > 1, we define

1 iff=1,
u(f) =4 (=1 ifdeg(f) >lande; =---=e;=fi=---=f; =1,
0 if deg(f) > 1lande; > 2or f; > 2.

An argument similar to that for the classical Mobius function on the set of positive
integers [33, Lemma 3.23] implies that for f € S, we have

1 iff=1
d) = ’
Z,u( ) {0 otherwise.

dlf

In the following lemma, we give the general formula for ¢ (f).

Lemma 3.13. Let f € S, k = 2k, is a nonnegative even integer. Then,

& Z deg<f> deg(d)
— q 1 ILL

daf

where the summation is over all d € S with d | f.
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Proof. Consider right hand side:

deg(f)—deg(d) f\  deatn—deg(s/a)
¢ n(d)g q’“lzfl(g)q ?
dlf dlf

_ f m-ﬁ-kl

= Z H (E q
dlf

— Z m (5) Z ¢ (dy), by Corollary [3.17]
dlf dil|d

= Z oi(dy) Z 1(g)
dl‘f g|i

For d; | f, we have
)1 if f =y,
Zﬂ(g) N {O otherwise.
gl

deg(f)—deg(d)

Hence, ¢" Sapldg 2 = dilf). O

We now focus on the case p = 2. Our aim is to find the number of ¢(z) such that
ged (c(x), 2™+ 1) = 2® + x + 1, where ¢(z) = Zi%:_ll ci(zt + 2" ") + 2% n = 2m
and 6 | n. Let ¢(z) = x - ¢(x) and

N =#{c(z) : ged (c(x), 2" +1) =2+ z + 1}.
It is obvious that ¢(z) € S and

N = #{c(z) : ged (&(x), 2" +1) = 2>+ x + 1}.

We can write 2" + 1 = (1 4+ )¢ - f(x) where e is the greatest integer such that
ged (f(z),z+ 1) = 1. Note that f € S and e = 2e; with e; > 1 since n is even. Now,
deg (f) =2m—e <2m—2anddeg (¢) < 2m—2. Setk =2m—2—(2m—e) = e—2.

N =#{@x) € S : deg (?) < deg (f) + k,ged (7. ) = 2* + = + 1}
= 7% (. 1+ 2 +27)].
Then, by Lemma we get [Ty, (f, 1+ 2 +2%)] = oy (1+xf+x2')- Finally, using

Lemmd3.13] we obtain the number of semi-bent functions of the form as stated
in the next theorem.

Theorem 3.14. Let n = 2m and 2" + 1 = (1 + x)¢ - f(x) where f is a monic, self-
reciprocal polynomial and e is the greatest integer such that f(1) # 0. Then, the
number of semi-bent functions given in Theorem[3.3|is equal to

e 1 deg(f)—deg(d)—2
N =271 3 (a2t
f
d|1+1+z2

where the summation is over all monic, self-reciprocal polynomials d dividing HI—fHQ
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The following table demonstrates the number of these semi-bent functions.

Table 3.1: Number of semi-bent quadratic functions given in Theorem [3.3|

n  # functions n  # functions
6 1 36 28672
12 8 42 225792
18 56 48 2097152
24 512 54 14651392
30 2880 60 94371840

Example 3.1. As an application of Theorem [3.14] let us find the number of semi-bent
functions given in Theorem 3.3|for n = 18 and n = 24.

For n = 18, we have
e+ 1=(z+1D*2* + 2+ 1)+ 2% + 1)

Here e = 2, f(z) = (2> + 2 + 1)?(2° + 2* + 1) and deg(f) = 16. Therefore,

de {lLa®?+z+1,2°+2°+1,(a+2° +1)*, (2 + 2z + 1)(a® +2° + 1), (" + 2 + 1)(2® + 2° + 1)*}.
By definition of the M&bius function 2 on the set of monic, self-reciprocal polynomi-
als, we have p ((z° + 2% +1)?) = 0 and pu ((2* + = + 1)(2% + 2® + 1)?) = 0. Hence,
there is no need to write them in the following formula.

e eg(f)—deg(d)—2
N=251 5" @2
dl—f
|1+z+12
_ 20 Z M (d) 2147d26g(d)
d|(z2+z+1)(z8+23+1)2
= (127 + p(2? + 2+ 1)2° + p(2® + 2% + 1)2°
+u((@+z+1)(2%+2°+1))2°
=27 — 20— 2" 4 2% = 56.
For n = 24, we have
M+ 1=+ +z+1)%

Here e = 8, f(r) = (z* + x + 1)® and deg(f) = 16. Therefore,
de{(z*+z+1),0<i<T7}andford = (z? + x + 1)" where i > 2, u(d) = 0.

N — 2%71 Z [ (d) 2deg(f)—;i€9(d)—2
At
_ 23 Z ILL (d) 2147d26g(d)
d|(22+z+1)7

=2°[p(1) - 2" + p(a® + .+ 1) - 2°]
= 2%(2" — 2%) = 512.
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3.3.2 Complementing Some Partial Enumeration Results

In this section, we complement some earlier partial enumeration results on semi-bent
and bent functions. As a reminder, we first state the original results as given in the
papers and then present our results.

Tang et al.[47] proposed a new class of semi-bent quadratic Boolean functions of the
form

2]
flz) = Z Tri(cx'™), ¢ € Fy, © € Fon, n = 2m. (3.8)
i=1

They characterized f as a semi-bent function if and only if ged(c(x), 2™ +1) =x + 1
m=1 . .

where ¢(z) = ZiL:f J ¢; (z* + 2™~") and they noted that for m even, f is not semi-

bent. They also gave a formula on the number of functions of the form (3.8]) for

n = 2p” where r > 1, p is not a Wieferich prime, p = 3 mod 4, ord,(2) = p — 1 or

p%l. Using the method given in Section , it is possible to extend this result for all

n = 2m with m odd since the number of semi-bent functions for m even is zero. This

result is stated in Theorem

Theorem 3.15. Let n = 2m with m odd and 2™ + 1 = (x + 1) - f(z). The number of
semi-bent functions of the form (3.8)) is

No= Sy [l =) ]
daf
Proof. Letn =2m withmoddand 2™ + 1 = (x + 1) - f(z).

N, = #{c(x): ged(c(z), 2™ +1) =2+ 1}
= #{c(x) : ged(c(w), f(x)) = 1}

where ¢(z) = :p(cagi)l)' Hence, deg(c) < deg(f) — 2.

Now, we will modify the definitions in Section [3.3.1| according to this case. For a
monic polynomial f € F,[z] with deg(f) > 1,

S :={f € F,[z] : fis monic, self-reciprocal}.

For f,d € S,

C2(2,f) ={ceS:deg(c) <deg(f)—2, deg(c) : even},

Roo(2,f) == {h € Ca(2, ) : ged (h, f) = 1},
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¢—2(27 f) = |R—2(2a f)|’
T 22, f,d) :={h €C2(2,f):ged(h, f)=d}.

Following the steps in Section [3.3.1] we have

’7:2(2, f, d)’ = ‘RQ (2, g) ’ = ¢,2 (2, 5) , and

2

1 = ‘C*Q (27f)‘ :Z¢72<27d)7
1 af
where the summation is over all d € S with d | f. Employing the Mobius function

on the set of monic, self-reciprocal polynomials, we obtain

Ldeg(f);deg(d)J _
6-2(2. 1) = p(d) [q 1]-

1
T 9

This number gives us the monic, self-reciprocal polynomials ¢(x) with even degree
such that gcd(c, f) = 1. However, we need to count all ¢(x) not only monic ones.
Therefore, with ¢ — 1 choices for the leading coefficient, we get the desired number as

(q—1D)o-2(2,f) =) n(d) [(]LMJ _ 1] .

df

Since ¢ = 4 in this case, we have

Ny =3 () [l )

daf
[

The enumeration method presented in Section [3.3.1] can also be applicable for finding
the number of quadratic bent functions. Now, we complement two results related to
number of bent functions. Ma et al.[34] studied bentness of the functions with the form

n_
5—1

f@) =" aTri@™ ) + Try (@), ¢ e . (3.9)

i=1

They showed that f is bent if and only if gcd(c(z),z™ + 1) = 1 where ¢(z) =

2 ei(at + 2") + 22, Hu and Feng[23] presented numerical results for bent
functions having this form for n = 2*p" with v > 1, r > 1 where p is odd prime with
ord,(2) = p — 1, or ord,(2) = £+ with 2! odd. This result is improved to for all

even n as stated in the following theorem.
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Theorem 3.16. Let n = 2m and 2" + 1 = (1 + x)¢ - f(x) where f is a monic, self-
reciprocal polynomial and e is the greatest integer such that f(1) # 0. Then, the
number of bent functions of the form is equal to

Ny =221 (d)2
a7

deg(f)—deg(d)
2

where the summation is over all monic, self-reciprocal polynomials d dividing f.

Proof. The proof is similar to that of Theorem Since ged(c(z), 2" 4+ 1) = 1, in

this case the sum is over all self-reciprocal polynomials d dividing f, not 1+x—f+z2
O
As another class, Tang et al.[46] investigated the bent functions of the form
m_]
fle) = 30 Tri(ea™) + Trl P (eppat*2 ™), (3.10)

i=1
where n = me, m even, and ¢; € Foe for 1 < ¢ < m/2. They stated that f is bent if
and only if ged (c (z), 2™ + 1) = 1 where c(z) = Y27 c;(af + 2™ + Conj2™/?
and presented enumeration results for n = 2Yp" with v, > 1 and n = 2Ypq, p and ¢
are special primes. Theorem complements this result.

Theorem 3.17. Let n = me, m even. Then, the number of bent functions of the form

(3-10) is equal to
No= 3" u(d) [QG(L%J) - 1]
dlzm+1

where the sum is over all monic, self-reciprocal polynomials d dividing x™ + 1.

Proof. The proof is analogous to the proof of Theorem [3.15and taking ¢ = 2¢ yields
the result. O

Finally, we finish this section by presenting the number of semi-bent functions intro-
duced in Corollary

Theorem 3.18. Let n = 2m and 6 | n. The number of the semi-bent functions of the
form

file) = Tri@ ) + Tr 2 (a2, 1<i<n/2-1
is
w(m) if m is even,
#(5B) {go(m)/Z if m is odd

where p(m) is the Euler’s totient function.
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Proof. By Corollary[3.4] f; is semi-bent if and only if ged(i, m) = 1 and m — i is odd.
If m is even, then i values such that ged(i, m) = 1 should be odd and all of these 4
values satisfy the condition m — 7 is odd. Hence, the number of i values is p(m). If m
is odd, then half of the 7 values satisfying gcd(i, m) = 1 are even and half of them are
odd. In this case, half of the 7 values which are even fulfill the condition m — 7 is odd.
So, the number of ¢ values is ¢(m)/2 in this case. O
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CHAPTER 4

SECONDARY CONSTRUCTIONS OF BENT AND SEMI-BENT
FUNCTIONS VIA LINEAR TRANSLATORS

4.1 Introduction

The concept of a linear translator exists of p-ary function (see for instance [30]) but it
was introduced in cryptography, mainly for Boolean functions (see for instance [[12]]).
Functions with linear structures are considered as weak for some cryptographic ap-
plications. For instance, a recent attack on hash functions proposed in [4] exploits
a similar weakness of the involved mappings. All Boolean functions using a linear
translator have been characterized by Lai [31]. Further, Charpin and Kyureghyan have
done the characterization for the functions in univariate variables from F,. to I, of
the form T'rg ,, /¢, (F'(x)), where F'(x) is a function over F» and Trg ,, /5, denotes the
trace function from F,» to [F,. The result of Lai in [31] has been formulated recently
by Charpin and Sarkar [[18]].

For a Boolean map, linear structures or linear translators are not desirable and are
generally considered as a defect. In this paper, we show that one can recycle such
Boolean functions to get Boolean functions with optimal or very high nonlinearity.
More precisely, we show that one can obtain primary constructions of bent and semi-
bent functions from Boolean maps having linear structures or linear translator in Sec-
tions 4.2] #.3]and .4} All the primary constructions proposed in the paper belong to
the well-known class of Maiorana-McFarland. However, an important feature of the
bent functions presented in this paper is that their dual functions can be explicitly com-
puted. Next, we focus on secondary constructions presented in [[11]] and in [5] (see also
[40]). Note that several primary constructions have been derived in [40] and in [42]
from a Carlet’s result ([S], Theorem 3) which has been completed in ([40], Theorem
4). We show how to obtain new secondary constructions by reusing bent functions
presented in the paper. Our new secondary constructions are very explicit and they use
Boolean functions (vectorial Boolean functions) with certain linear structures (linear
translators) as ingredients instead of bent or semi-bent functions. The conditions on
such linear structures (linear translators) in our secondary constructions are easily sat-
isfied. Finally, we show that one can construct bent functions from bent functions of
Sections4.2land[4.3|by adding a quadratic or cubic function appropriately chosen. The
work described here is based on the results of the publication [29].
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We begin by recalling the definitions of linear translator and linear structure.

Definition 4.1. Letn = rk, 1 < k < n. Let f be a function from Fs. to For, v € F3,
and b be a constant of Fyx. Then v is a b-linear translator of [ if f(z)+ f(x+uy) = ub
forall z € Fon and u € For. If f(2) + f(z + ) = bfor all z € Fon, then  is called a
b-linear structure of f.

The notion of b-linear translator is well known in the literature (see for example [30]).
The notion of b-linear structure is usually given for functions f : Fon — Ty, that is
k =1 (see for example [14]).

Remark 4.1. Note that being b-linear translator is stronger than being b-linear structure
if £ > 1 and they are the same if k£ = 1. For example, let f : Foa — F52 be a function
defined as f(x) = Try (2 + yx) where v € Fos\Fo2. Then, v is a O-linear structure of
f but it is not a O-linear translator of f as f(z + uy) # f(x) for u € Fa2\F,.

The notions of linear structures, linear translators and derivatives are related.

Definition 4.2. Let ' : Fyn — [Fom. For a € [Fan, the function D,F' given by
D,F(x) = F(z) + F(xz + a),Vo € Fan is called the derivative of F' in the direc-
tion of a.

Note that D., f(z) = b for each « € Fyn if and only if + is a b-linear structure of f.
Similarly, D, f(z) = ub for each x € Fyn and each u € Fo if and only if v is a
b-linear translator of f.

4.2 Constructions of Bent and Semi-bent Boolean Functions from the Class of
Maiorana-McFarland Using One Linear Structure

A function H : Fom X Fom — Fy is said to be in the class of Maiorana-McFarland if it
can be written in bivariate form as

H(z,y) =Tr{" (x6(y)) + h(y) (4.1)

where ¢ is a map from Fom to Fom and h is a Boolean function on Fym. It is well-known
that we can choose ¢ so that H is bent or H is semi-bent. Indeed, it is well-known that
bent functions of the form come from one-to-one maps while 2-to-1 maps lead to
semi-bent functions.

Proposition 4.1. ([6, 20, 38]) Let H be defined by (4.1)). Then,

1. H is bent if and only if ¢ is a permutation and its dual function is H (x,y) =

Tri (yo~'(x)) + h(¢™ (z)).
2. H is semi-bent if ¢ is 2-to-1.
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As afirst illustration of Proposition[d.1] let us consider a first class of maps from Fom to
itself: ¢ : y — y+~f(y) where  is a linear structure of f. This class has the property
that it only contains one-to-one maps or 2-to-1 maps. Therefore, by Proposition 4.1
one can obtain the following infinite families of bent and semi-bent functions.

Proposition 4.2. Let f and h be two Boolean functions over Fom.

Let H be the Boolean function defined on Fom X Fom by

H(x,y) = Tri"(zy +v2f(y) + h(y), v € Fam.

H is bent (resp. semi-bent) if and only if v is a O-linear (resp. 1-linear) structure of f.
Furthermore, if H is bent, then its dual is

H(z,y) = Tr (yz + vy f(x))) + h(z +vf(2)).

Proof. Properties of ¢ : y — y + vf(y) are well-known and firstly developed in
(13} [14] (see also [135, 30]). Bijectivity is given by Theorem 2 of [13]. For the 2-
to-1 property, see Theorems 3,6 in [14]. The proof is then immediately obtained.
Also, note that since ¢ is an involution (see also [15, [16, [30]), we have H(z,y) =

Tri (yo(2))) + h((2)). H

In order to show that the hypotheses of Proposition 4.2 hold in certain cases, we give
the following examples which are direct applications of Theorems 3, 4 in [13].

Example4.1. Lety € F},, and 5 € Fom such that 777" (8v) = 0 (resp. Tr*(Bv) = 1).
Let H : Fom — Fom be an arbitrary mapping and h be any Boolean function on Fom.
Then the function g defined over Fom X Fom by

g(x,y) = Tri"(zy +yaTr"(H(y* +vy) + By)) + h(y)
is bent (resp. semi-bent).
Example 4.2. Let 0 < i < m — 1,7 € {0,%%} and 6, v € Fyn such that 621 =

~1=2* Let h be any Boolean function on Fyn and g be the Boolean function defined

on Fom X Fom by
g(w,y) = Tri"(wy + 12 Tri" (g™ 1)) + h(y).
If Tr(67* 1) = 0 (resp. Tr}"(67* 1) = 1) then g is bent (resp. semi-bent).

Observe that if we compose ¢ at left by a linearized permutation polynomial L, any
output has the same number of preimages under ¢ than under L o ¢. Hence, one can
slightly generalize Proposition [4.2] as follows.

Proposition 4.3. Let f and h be two Boolean functions over Fom and v € Fom. Let L
be a linearized permutation polynomial of Fom. The Boolean function H defined by

H(z,y) =Tr{" (xL(y) + L(v)zf(y)) + h(y)

is bent (resp. semi-bent) if and only if vy is a O-linear (resp. 1-linear) structure of f.
Moreover, if H is bent then its dual function H is given by

H(a,y) = Tri"(yL ™ (z) + vy (L7 () + AL (2) + 7 f (L7 (2))).
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4.3 Constructions of Bent and Semi-bent Boolean Functions From the Class of
Maiorana-McFarland Using Two Linear Structures

In this section we consider the functions H of the form (4.1)) :

H(z,y) = Tr{" (z¢(y)) + h(y) with ¢(y) = m (m2(y) + 7/ (m2(y)) + 59(@(%)2)
where f, g and h are Boolean functions over Fom, v, € F5,., v # ¢ and 7, my are
permutations of Fom (not necessarily linear). The class (4.2)) contains the functions in-
volved in Proposition 4.1|and in Proposition |4.3| (which corresponds to the case where
f = g). Inthe line of Section4.2] we study the cases where -y and ¢ are linear structures
of the Boolean functions involved in ¢. Then one can exhibit conditions of bentness
or semi-bentness as those of Propositions {.1| and [4.3] that we present in the following
two propositions. We indicate that, despite their similarities with Proposition {4.1{and
4.3 we obtain bent functions that do not fall in the scope of Proposition 4.Tjand [4.3]

Proposition 4.4. Let H be defined by equation {.2). Then H is bent if one of the
following conditions holds:
(i) v is a O-linear structure of f, d is a O-linear structure of f and g,

(ii) v is a O-linear structure of f, d is a 1-linear structure of f and 0 + ~y is a 0-linear
structure of g,

(iii) 0 is a O-linear structure of g, v is a O-linear structure of f and g,

(iv) 0 is a O-linear structure of g, 7y is a 1-linear structure of g and 6 + ~ is a 0-linear
structure of f,

(v) 0 is a 1-linear structure of f, v is a 1-linear structure of f and g,

(vi) vy is a 1-linear structure of g, 0 is a 1-linear structure of f and g.
Moreover, if H is bent then its dual is H(z,y) = Tr" (y¢~"(x)) + h(¢~"(x)) where
¢t =mytop~tom ~tand p~t is given explicitly in the Appendix as Proposition[A. ]

In particular, choosing 1 (x) = L(x) as a linearized permutation polynomial and T
as the identity, we get that

H(z,y) = Tr{"(xL(y) + L(v)zf(y) + L(d)xg(y)) + h(y) (4.3)

is bent in the conditions above and H(z,y) = Tr(yp~ (LY (x))) + h(p~ (L7} (z)).

Proof. We give the proof for only case (7) since the proofs for the other cases are very
similar. It suffices to show that p : y — y + vf(y) + dg(y) is a permutation. Suppose

that p(y) = p(z), i.e.,
y+7f(y) +09(y) =z +7f(2) +dg(2). (4.4)
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Taking f of both sides we obtain f(y + vf(y) + 0g(y)) = f(z + 7f(2) + dg(2)).
Since v and § are O-linear structures of f, we have

fly) = f(2). (4.5)

Combining equations (4.4) and (4.5), we get y + dg(y) = z + dg(z). Taking g of both
sides we obtain g(y + 0g(y)) = g(z + dg(z)). Since J is a 0-linear structure of g, we
conclude

9(y) = g9(2). (4.6)

Combining equations (4.4), (4.5) and (4.6), we reach that y = z. For the dual function,
p~! is written explicitly in the Appendix as Proposition and the proof for p~! for
case () is given. O

Remark 4.2. The converse of Proposition 4.4 is not always true. For example, for
f(z) = Tr{(x® + o°x), g(x) = Tri(az® + a’zr), v = a and § = o® where « is
a primitive element of Fy3, ¢ is a permutation but none of the conditions given in
Proposition 4.4]is satisfied.

The following result shows in which cases ¢ is 2-to-1 and hence H is semi-bent.

Proposition 4.5. Let H be defined by (#.2). Then H is semi-bent if one of the following
conditions holds:

(i) v, 0 are 1-linear structures of f and ~y is a O-linear structure of g,
(ii) 0 is a 1-linear structure of f and ~,  are O-linear structures of g,
(iii) v, 0 are O-linear structures of f and ¢ is a 1-linear structure of g,
(iv) 6 is a O-linear structure of f and v, § are 1-linear structures of g,

(v) v is a O-linear structure of f, 6 is a 1-linear structure of f and v+ 9 is a 1-linear
structure of g,

(vi) 7y is a 1-linear structure of g, ¢ is a 0-linear structure of g and ~v + 0 is a 1-linear
structure of f.

In particular, choosing m1(x) = L(x) as a linearized permutation polynomial and T
as the identity, we get that

H(z,y) = Tr{" (xL(y) + L(v)xf(y) + L(6)zg(y)) + h(y)

is semi-bent in the conditions above.

Proof. We give the proof for case (1) only since the proofs for other cases are similar.
Now, we need to show that p(y) : y — y + vf(y) + dg(y) is 2-to-1. Let p(y) = a for
some @ € Fom. Then, y € {a,a+v,a+d,a+ v+ Jd}. As v is a 1-linear structure of
f and O-linear structure of g, we have p(a) = p(a + ) and p(a + 0) = p(a + v + 6).
Moreover, p(a+4§) = a+0+7f(a+d)+dg(a+0) = a+0+~v+vf(a)+dg(a+0) where

35



we use that ¢ is a 1-linear structure of f. We observe that p(a) = a+~f(a) +dg(a) #
p(a+6). Indeed, otherwise if the equality holds, then v+ 6 + 0 (g(a) + g(a+0)) = 0.
This is a contradiction as v # § and «y # 0. This implies that p~'(a) = {a,a + v} or
p~1(a) = {a+ d,a + v+ §} which shows that p is 2-to-1. O

Remark 4.3. The converse of Proposition 4.5]is not always true. For example, for
f(z) = Tri(a*z® + a'x), g(x) = Tri(az® + o?x), v = a and § = o where « is
a primitive element of Fays, ¢ is 2-to-1 but none of the conditions given in Proposition
4.3lis satisfied.

4.4 Constructions of Bent and k-Plateaued Functions Using Linear Translators

In the preceding sections, we have shown that one can construct bent and semi-bent
functions from Boolean functions having linear structures, that is, having constant
derivatives. An extension of these constructions is to consider Boolean maps taking
its values in a subfield of the ambient field instead of Boolean functions in @.I)). In
that case, the natural notion replacing linear structures is the notion of linear transla-
tors. We still adopt the approach of the preceding sections and aim to construct bent
functions in the class of Maiorana-McFarland. To this end, one can apply results on
permutations constructed from Boolean maps having linear translators presented in
[30] and obtain the following infinite families of bent and plateaued functions.

Proposition 4.6. Let m be a positive integer and k be a divisor of m. Let  be a
function from Fom to For and h be a Boolean function on Fom. Let H be the function
defined on Fom X Fom by

H(z,y) =Tr"(xy + vz f(y)) + h(y), 7 € Fom.

(i) If v is a c-linear translator of f where ¢ € Fom and ¢ # 1, then H is bent and its
dual function is given as

H(z,y) = Tr?" (y (x+fy{<—fl)) +h<x+7{(—f)c).

Moreover, H(z,y) = Tri"(zL(y) + L(v)zf(y)) + h(y) where L is an Fo-
linearized permutation polynomial, is also bent under these conditions and its
dual is

H(z,y)=Tr" (y (Ll(x) + v—f(L_l(x)))) +h (Ll(:c) + v—f(L_l(x))> :

1+¢ 14+¢

(ii) If v is a I-linear translator of f and h = 0 then H is k-plateaued with Walsh
transform values

— _f EmtE T (by) = 0,
Xu(a,b) = { 0 otherwise.
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Proof. Let ¢(y) = y + ~vf(y). Assume that ¢(y) = a where a € Fom. Then y =
a+ v f(y) implies that y € {a + uwy | u € Fax }.
(1)

y = a+7f(y)
f fla+~f(y))
fly) = f(a)+cf(y), since isa c-linear translator of f.

—~

<

~—
Il

This gives that f(y) = % Therefore, number of solutions of y such that ¢(y) =

a is one, namely y = a+y (@) This concludes that ¢ is permutation and hence

1+c
g is bent.

(i) y = a+vf(y) gives f(y) = f(a+vf(y)). Since ~ is a 1-linear translator of f,
fla+~f(y)) = f(a) + f(y). This results in f(a) = 0. Now, there are at most
2% solutions in y where y € {a + uy | u € For }.

plat+uy) = a+uy+yfla+uy)
= a+uy+7(f(a) +u)
= a

Hence, a + uy € ¢~ '(a) and ¢ is 2F — to — 1.
Walsh transform of g at (a, b) is:

Xola,b) = 27 > (=p)fTey
yes~1(a)
= om Z (—1)Tri" (bla+uy)

UEFQ]C

_ 2m(_1)Tr1”(ba) Z (_1)Tr1”(b'u'y).

uGsz

Thus,
—~ _f E2mth i T (by) = 0
Xg(a,b) = { 0 otherwise.

O

Note that Proposition 4.6 generalizes partially Proposition[4.2](extending the condition
0O-linear structure to c-linear translator with ¢ = 1). Furthermore, one can derive from
Proposition 4.4 and Proposition [4.5| similar statements if f : Fom — Iy instead of
being a Boolean function. Indeed, it suffices to change the O-linear structures (resp.
1-linear structures) with 0O-linear translators. (resp. 1-linear translators). This is stated
in the following proposition.
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Proposition 4.7. Let m be a positive integer and k be a divisor of m. Let f, g be

functions from Fom to For and 7,0 € F5,.. Set ¢(y) ==y +vf(y) + dg(y). o(y) is a
permutation if one of the following conditions holds:

(i) v is a O-linear translator of f, 0 is a O-linear translator of f and g,

(ii) ~vis a O-linear translator of f, d is a 1-linear translator of f and 6+ is a 0-linear
translator of g,

(iii) 0 is a O-linear translator of g, 7y is a O-linear translator of f and g,

(iv) 0 is a O-linear translator of g, 7y is a 1-linear translator of g and 6+ is a 0-linear
translator of f,

(v) 0 is a 1-linear translator of f, vy is a 1-linear translator of f and g,
(vi) 7y is a 1-linear translator of g, 0 is a 1-linear translator of f and g.

Proof. We will give only the proof for the first case. Proofs for other cases are similar.
Assume that v is a O-linear translator of f, J is a O-linear translator of f and g. Let

¢(y) = ¢(2), then

y+f(y) +dg(y) = z+~f(2)+dg(z)

y = z+7[fW)+ f)]+6[f(2) +g(2)]
fy) = FE+rfW) +fE]I+0[f(z) +9(2))
fly) = f(+7[f(y)+ f(2)]), since d is O-linear translator of f
f(y) f (2), since y is O-linear translator of f.

This gives us

y+og(y) = z+d9(2)
9y +09(y)) = g(z+dg(2))
g(y) = g¢g(z), since 0 is O-linear translator of g.

Therefore, y = z and ¢ is a permutation. [

4.5 Bent Functions not Belonging to the Class of Maiorana-McFarland Using
Linear Translators

In the following we are now interested in investigating constructions of bent func-
tions that do not necessary belong to the class of Maiorana- McFarland contrary to the
preceding sections. To this end, we are particularly interested in the secondary con-
struction of the form f(x) = ¢1(x)p2(x) + ¢1(x)ds(z) + Pa()Ps(x) presented in [S]
and next completed in [40]]. More precisely, it is proven in [S]] that if ¢, ¢2 and ¢3 are
bent, then if ¢ := ¢1 + ¢ + ¢35 is bent and if 1; = 1 + ¢s + b3, then f is bent, and
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f = ¢§192§2 + gzglqgg + Qggqgg. Next, it is proven in [40] that the converse is also true: if
®1, @2, @3 and ¢ are bent, then f is bent if and only if ¢/ + ggl + qu§2 + qgg = 0 ( where
Y 1= @1 + ¢ + ¢3). In this section, we show that one can reuse Boolean functions of
the shape presented in the preceding sections in the construction of [40, 42].

Firstly, one can derive easily bent functions f, whose dual functions are very simple, by
choosing functions H; in the class of Maiorana-McFarland such that the permutation
involving in each H; is built in terms of an involution and a linear translator. More

explicitly, each H; is a Boolean function over o defined by H;(y) = Ty <L(y) +

L(%-)h(g(y))) where L is a Fye-linear involution on Fom (k being a divisor of m);

carefully chosen according to the hypothesis of [[16, Corollary 2], g is a function from
Fom to For, h is a mapping from [y to itself, and 7y, 72 and 3 are three pairwise
distinct elements of [F%,, which are O-linear translators of g such that v, + 5 + 3 # 0.
Bent functions f are therefore obtained from a direct application of [40, Theorem 4]
and [16, Corollary 2].

Secondly, we extend a result from [42] by considering two linear structures instead of
one. This result uses linear structures as in the first case of Proposition 4.4} Similarly,
for the other five cases we can construct bent functions and their duals. These results

are presented in the Appendix as Propositions [A.2] [A.3] [A.4] [A.3] [A.6]

Proposition 4.8. Let f and g be functions from Fom to Fy. For i € {1,2,3} set
¢i(y) ==y +7if(y) + dig(y) where

(i) 61, 09, 03 are elements of F5,, which are O-linear structures of f and g;
(ii) Y1, 2 and 3 are elements of .. which are O-linear structures of f;

(iii) v1 + 2 and 1 + 3 are O-linear structures of g.
Then the function h defined on Fom X Fom by
ha,y) = T (voi) T (w02)) + Tri" (201 ) T4 (w0 ())
+Tr" <:Egb2 (y)) Tri (:ngg(y))

is bent and the dual of h is given by

ha,y) = T (yor (@) T (yoy (@)) + T (yor ()) T (w05 (@)
+17y" (9o (@) ) Tri (yo ! (o))

where ¢ () = x + 7, f (x) + 0 [9(x) (1 + f(2)) + g(a + %) f(2)] .

Proof. Let ¢;(x,y) = Trl (xgbz(y)) Then by Proposition , 1); is bent for i =
1,2,3. Lety = 71 + 72 + 73 and 6 = &, + 6 + d5. Then, ¥(z,y) = Trgn(x(y +
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vfly)+9 g(y))) is bent since ~ is a O-linear structure of f and ¢ is a 0-linear structure

of f and g. Now, it remains to show that ¢y = by + ¢y + th3. 1 = Tr" <xq§_1(y)) and
¢~1(x) is given in Proposition [A.1]in the Appendix.

Note that 1) = ¢y + ¢ -+ i if and only if gz + 71)=g( +72)=g(x + 75)=g(x + 71 +
~2 + 73) which means ; + 7, and ; + 73 are 0-linear structures of g.

]

4.6 A Secondary Construction of Bent and Semi-bent Functions Using Deriva-
tives and Linear Translators

In this section, we consider a new kind of secondary construction. That construction
has been proposed by Carlet and Yucas [[11]] and is presented below.

Theorem 4.9. Let f and g be two bent functions over Fon. Assume that there exists
a € Fon such that Do f = Dy,g. Then the function h : Fan — Fy defined by h(x) =
f(@) 4+ Dof(z)(f(x) + g(x)) is bent and its dual is h(z) = f(z) + Tr}(az)(f(z) +
9(x)).

In the line of Theorem[4.9]and of the preceding sections, we shall derive from Theorem
4.9/ new secondary constructions of bent and semi-bent functions in Theorem 4.1T|and
Theorem To this end, we will use the following lemma.

Lemma 4.10. Let b € Fom and W C Fom be an m — 1 dimensional linear subspace
with b ¢ W. Let i : Fom — TFy be a Boolean function such that b is a 0-linear
structure of . Choose arbitrary functions hy : Fom — Fo and uw : W — Fy and define
the Boolean function hy : Fom — Fy by ho(w) = u(w) + hi(w) and he(w + b) =
w(w) + hy(w + b) + pw(w) for w € W. Then Dyhyi(y) + Dyho(y) = p(y) for all
y € Fom.

Proof. We observe that hy(w + b) + ho(w) = hy(w + b) + hy(w) + p(w) for all
w € W by definition. Using the fact that b is a O-linear structure of ;1 we complete the
proof. [

Note that Lemma |4.10| gives a construction of a Boolean function Ay : Fom — [Fy
with the property Dyhi(y) + Dy(he(y) = p(y) for all y € Faym for given b € Fom,
hy : Fom — [y and p having b with O-linear structure. The construction uses m — 1
free variables in the form of the function u : W — [Fy.

Using Lemma[4.10], Theorem[4.9]and results from Section[4.4] we present below a new
secondary construction of bent functions.

Theorem 4.11. Let 1 < k < m be integers with k | m. Let f, g be functions from
Fom to For. Assume that y,0 € F3.. are 0-linear translators of f and g, respectively.
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Further assume that b € Fom is a O-linear structure of f and g. Let a € Fom be an
arbitrary element. For arbitrary function hy : Fom — Fy construct hy : Fom — Fy
satisfying Dyhy(y) = Dyhao(y) + 117 (a(vf(y +b)+0g(y+ b))) forally € Fom using

Lemma .10 Set F(x,y) := Tri"(zy + yx f(y)) + h1(y) and G(z,y) := Tr*(zy +
dxg(y)) + ha(y). The function defined by

H(z,y) = F(z,y) + DapF(z,y) (F(z,y) + G(2,y))
is bent and its dual is

H(z,y) = Tr"(yz +yf(2)) + ha(x +vf(2)
+Tr (ax + by) [Tri” (y(vf(x) + 5g(x))) +hi(z +vf(x)) + ha(z + 59(36))] )

Proof. First, recall that D, , F'(x,y) = F(x,y) + F(x + a,y + b). Now, F and G are
bent by Proposition Using the fact that b is a O-linear structure of f and g we get
that Doy F(z,y) = Tri* (b + aly + b+ vf(y + b)) + Dyhi(y) and D, ,G(z,y) =
Tri(zb + a(y + b+ dg(y + b)) + Dyho(y). Hence D,y F(z,y) = D,pG(x,y) and
the proof follows from Theorem §.9]and Proposition 4.6

]

Using [45 Theorem 16] instead of Theorem {.9) we obtain the following secondary
construction of semi-bent functions.

Theorem 4.12. Under notation and assumptions of Theorem we construct hy :
Fon — Fy satisfying Dyhi(y) = Dyha(y) + Tri" (a(vf(y + b) + dg(y + b)) + 1
(instead of Dyh1(y) = Dyho(y) + Tr (a(vf(y + b) + dg(y + b)))) for all y € Fom.
Set F' and G in the same way. Then the function defined by

H(l‘,y) = F(l‘,y) + G('xay> + Dme(x,y) + Da,bFG(xay)

is semi-bent.

Note that Theorem [4.12] gives a secondary construction of semi-bent functions of high
degree by choosing the arbitrary function h; : Fom — [y of large degree. Moreover it
gives a different construction than the one given in [39, Section 4.2.5] and hence it is
an answer to Problem 4 of [39].

4.7 A Secondary Construction of Bent Functions Using Certain Quadratic and
Cubic Functions Together with Linear Structures

In this section we consider Boolean functions that are the sum of a bent function of
Section or Section 4.3| and a quadratic or cubic function. We show that one can
choose appropriately the quadratic and cubic function so that those Boolean functions
are bent again. Furthermore, the dual functions of those bent functions can be explicitly
computed as in the preceding sections. The main results are Theorems 4. 14} 4.15] [4.17]
and 4.18]
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Theorem is based on [10, Lemma 1]. We note that the bent functions of Theorem
M.14]is different from the two classes of plateaued functions in Section 6 of [10]. First
of all we obtain bent functions while two classes of functions in Section 6 of [10]
produce only plateaued functions.

Theorem[d.17]is a further generalization of Theorem.14]using cubic functions instead
of quadratic functions.

Lemma 4.13. [[0] Let wy, we, u € Fom with {wy,wy} linearly independent over Fon.
We have

m m m O l.fu¢ <w17w2> :{Oawl7w2aw1+w2}a
Z (—1)Tri" (wr2) T (wae) + T (uz) 2m=1if w e {0, wy, wy },

rE€Fom _2m—1 lf U = Wy + Wa.

In Lemma [{.13] for any given F,-linearly independent set, the Boolean function on
Fom given by x — Tr{"(wix)Tr* (wex) is a quadratic function.

Theorem 4.14. Let wy, wo,y € Fom with {wy,wy} linearly independent over Fy. As-
sume that f, h : Fom — Fy are Boolean functions such that wy and wy are O-linear
structures of f and h. Moreover, we assume that vy is a O-linear structure of f. Then
the Boolean function F defined on Fom X Fom by

F(z,y) = Tri*(zw) Tr{* (zws) + Tri" (zy + v f(y)) + h(y) 4.7)
is bent and its dual function is
F(z,y) = Tri"(yw ) Tri"(yws) + Tri" (yz + vy f(x)) + bz + 7 f(2)).

Moreover, F(x,y) = Tr(zw;)Tri(zws) + T (xL(y) + L(y)z f(y)) + h(y) where
L is a linearized permutation polynomial of Fom is also bent under the same conditions
and its dual function is

F(z,y) = Tri"(yw) Tri"(ywo)+ Tri" (yL ™" (@) +yy f (L7 () +h(L7 @)+ f (L7 (2))).
Proof. One has for every (a,b) € Fom X Fom,

@(a’ b) — Z (_1)h(y)+Tr{”(by) Z (_1)T7’{"(xw1)T7‘{”(a:w2)+T7‘I” (:vy—&-w:vf(y)—l—aac)

yEFom z€Fom

Let 6(s) = y + 1/(y) and § = 32, ¢ (~ )77 w0 7 (5600 0) e
by Lemma.13] we have

0 ifg(y) +a ¢ {0, w, wa, wy + wa},
S=1q 2" ifd(y) +a € {0,w,w},
=21 i @ (y) + a = wy + ws.

Now, f(a) = f(a+w;) = f(a+wy) = f(a+ w, + ws) since w; and w, are O-linear
structures of f. We have two cases, namely f(a) = 0 and f(a) = 1.
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Assume f(a) = 0. Then ¢(y) + a € {0, w1, we} wheny € A = {a,a+ wy,a + wa}
and ¢(y) + a = wy + wy when y = a + w; + ws. Hence,

Xr(a,b) =27 |} (=M G) ()Mot ¥ (ot tes))

yeA

Since w; and w, are O-linear structures of h, we obtain
rlab) = 2m! [(_1)h(a)+T7“{"(ba)] S,
where
Si = [1+ (=1)Trew) 4 (q)Tritwe) ()T Glotea)] 0 (4.8)

Note that

S — 2 Af Tr(bwy)Tr7 (bwy) = 0,
1= 2 if Tr(bw)Tri*(bwy) = 1.

Combining these we obtain that F is bent and its dual F satisfies that

F(z,y) = Tri"(yw)Tri"(yws) + Tri" (yz + yvf (2)) + h(z + 7f(x)).

Assume f(a) = 1. The proof for this case is very similar to that of the first case.
d(y)+a € {0,u,v} wheny € B={a+y,a+u+~v,a+v+~}and d(y)+a = utv
when y = a + u + v + . Then,

Yr(a,b) =2m1 Z (—1)9W+TrT () _ (_1)9(atutvy)+ T (blatutvy)

yeB
Similarly, we obtain

)f}(a,b) _ 2m71(71)g(a+7)+T7{"’(b(a+’Y)) |:1 + (71)Tr{"(bu) + (71)Tr1"’(bv) o (71)Tr1"(b(u+v))]
= £2™,

O

Remark 4.4. In Theorem for given [Fy-linearly independent subset {wy, ws}, the
Boolean function on Fom X Fom given by (x,y) — Tr*(zw, )T (zws) is a quadratic
function, which is used as the first summand in the definition of F'(x,y) in equation
(@.7). In the proof of Theorem we apply Lemma. 13| for this quadratic function.
Note that if v # 0 and 1 +deg(f), deg(h) and 2 are distinct, then the degree of F'(z, y)
is max {1 + deg(f),deg(h),2}, which may be much larger than 2.

In the following we present a straightforward generalization of Theorem [4.14] using
two linear structures instead of one linear structure.

Theorem 4.15. Let wy, wsy,7,0 € Fom with {wy,wy} linearly independent over F.
Assume that f,qg,h : Fom — Fy are Boolean functions such that w, and w, are 0-
linear structures of f, g and h. Moreover, we assume that -y is a 0-linear structure of
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f and § is a O-linear structure of f and g. Then the Boolean function F defined on
Fgm X Fzm by

F(x,y) = Tri*(xw)Tri (zwy) + Tri* (2(L(y) + L) f(y) + L(8)g(y))) + h(y)

is bent and its dual function is

F(z,y) = Tr" (yw)Tr" (yws) + Tri" (yp~ ' (x)) + h(p™ ' (x)) where

pia) = L7 2) +f(L7 (@)
+0 [g(L7 (@) (L + f(L7H(@))) + g(L7 (2) + ) f(L7H(2))] -
We now give the analogue of Lemma [.13| which improves Lemma 1 of [10].

Lemma 4.16. Let wy, wy, w3, u € Fom with {wy, wy, w3} linearly independent over
Fom. We have

O 9 lf“¢ <w17w27w3>7
Z (_1)Tr{"’(wlm)Tr{"(wzx)Tr{”(ng)+Tr{”(u1) _ 32m2— lf u = O,
2m if u € {wy,ws,ws,wr +wy +ws},

oefym —om—2 lf u € {w1 + wo, W1 + W3, We + w;g}.

Proof. Let T denotes the sum in the statement of the lemma. Let 7; and 75 be the
sums as
x€Fym |Tr]* (w12)=0

and
75 — Z (_1)Tr{"’(wgm)Tr{”(w;;:v)JrTr{”(u:v).

z€Fom [Tri*(wiz)=1

We have that 7 = 77 + 7. Itis clear that

T 0 if ué (0,w) = {0,w},
7 277t if we {0,w }.

Using Lemma@.13| we obtain that
0 if u ¢ (wy,wsy, ws),
T = 2m=2 if u € {0, w, wy, w3, wy + wy + w3},

—2m=2 if u € {w; + wo, wy + w3, wy + w3}

Combining 7; and 75 we complete the proof. O
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Remark 4.5. This remark is analogous to Remark [4.4] In Theorem [4.17 for given [Fy-
linearly independent subset {w;, wo, w3}, the Boolean function on Fom x Fom given
by

(x,y) — Tri*(zw)Tri(zwy) Tri* (zws)

is a cubic function, which is used as the first summand in the definition of F'(x,y) in
equation (4.9). In the proof of Theorem we apply Lemma [4.16] for this cubic
function. As in Remark the degree of F'(z,y) is max {1 + deg(f), deg(h), 3}
under suitable conditions, which may be much larger than 3.

Theorem 4.17. Let f and h be two Boolean functions on Fom. Let w1, wy, w3 € Fom
be linearly independent and v € Fom. Assume that v is a O-linear structure of f,

and wy, wy, w3 are O-linear structures of f and h. Then, the function F' defined on
F2'm X ]FQ"L by

F(z,y) = Tr(zw) Tri(zws) Tri (zws) + Tri ((L(y) + L(Y) f(y))) +h(y) (4.9)
is bent and its dual is

Flz,y) = Tri(yw)Tr (yws)Tri(yws) + Tr (y(L~ (@) + vf (L7 (2))))
+ (L) + v f (LN (2))).

Proof. Let ¢(y) =y + vf(y). For every (a,b) € Fom X Fom,

)/(;‘(CL, b) _ Z (_1)h(y)+Tr§"(by) Z (_1)T7‘{”(wla:)Trin(wza:)TrI”(wga:)—‘rTr{” (x((j)(y)-l—a)) ‘

yEFom zEFym

For the case f(a) =0,

e ¢(y) +a=0wheny = aq,

o ¢(y) + a € {wy, ws, w3, w + wy + w3} when
y e Ay ={a+w,a+wy,a+ws,a+w +wy+ ws}

® ¢(y) +a € {wy + wy, wy + w3, wy + w3}
wheny € Ay = {a + wy + wy, a + wy + w3, a + wy + ws}.

Then, following the steps in proof of Theorem [4.14]and using Lemma[4.16] we get

xr(a,b) = 3‘2m—2(_1)Tr{”(ba)+h(a) 4+ gm—2 Z (_1)Tr;"(by)+h(y)
yeA

_ 2m—2 Z (_ 1)T’r"{” (by)+h(y)

yEA2
_ 2m—2 [(_1)Tr1”(ba)+h(a)} S
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where

S = B+S8+8), (4.10)

Sl — (_1)Tr{n(bw1) + (_1)T7«{n(bw2) + (_1)Tr{”(bw3) + (=1 Tri™(b(wy +wa+w3) and

82 — (_1>T7“{”(b(w1+w2)) 4 (_1)T7“{"(b(w1+w3)) 4 (_1)T7"’1n(b(w2+w3))' Let (_1)Tr1"(bwi) —
¢; where ¢; € Fy, fori = 1,2, 3. Then, 3+ S; + S = +4 and hence xr(a, b) = +2™.
The proof for the case f(a) = 1 is very similar. O

As in Theorem4.15} in the following we get a modification of Theorem4.17|using two
linear structures instead of one linear structure.

Theorem 4.18. Let f, g and h be Boolean functions on Fom. Let w1, wo, w3 € Fom be
linearly independent and v, € Fom, v # 0. Assume that 7y is a O-linear structure of
f, 0 is a O-linear structure of f and g. Moreover, assume that w-, wo, w3 are 0-linear
structures of f, g and h. Then, the function F' defined on Fom X Fom by

F(x,y) = Tri"(xw)TrT (zw) Tri (zws)+Tr" (x(L(y)+L(7)f(y)+L(5)g(y)))+h(y)
is bent and its dual is
F(z,y) = Tri"(yw)Tri (ywo)Tri"(yws) + Tri (yp~ ' (x)) + h(p™" ()

where

p N z) = L7Y(x) +yf(L7Y(2))
+ 0 [g(L (@) (1 + F(L7 () + g(L () +7) (L7} (2))] -
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CHAPTER 5

CONCLUSION

Bent and semi-bent functions are widely studied concepts and have enjoyed a lot of
interest in the literature because of their applications in cryptography. Among Boolean
functions they are very rare and there is not a systematic method for their classification
and enumeration. In this thesis, we studied characterization, enumeration and con-
struction of bent and semi-bent functions. Chapter [I] describes the general overview
and motivation of the thesis. In Chapter [2| preliminary technical information related to
the other chapters is given. The first part of the main work in this thesis is presented
in Chapter [3| We contribute to the knowledge of semi-bent functions by proposing a
characterization for the class of quadratic functions with the form

n
L

f(x) = Z e Tri(@ ) + T2 (a), ¢ €Fy, z €Fan.  (5.1)

i=1

We give a characterization of these functions for semi-bentness by specifying the nec-
essary and sufficient condition on ¢;’s. Furthermore, we present a generic method for
enumeration of quadratic bent and semi-bent functions and give the number of semi-
bent functions of the form (5.1). The method that we proposed for counting quadratic
functions is rather comprehensive since it is applicable for counting all quadratic func-
tions whose characterization is given via gcd computation. By utilizing this method,
we complement the enumeration results for quadratic semi-bent functions of the form
(3.8) and for quadratic bent functions of the form (A.3)) and (3.10). We also correct
some results on bent functions given by Ma et al.[34].

Chapter 4 constitutes the second part of the main work in this thesis by proposing
several constructions of bent and semi-bent functions. Our first motive is to study the
functions belong to the Maiorana-McFarland class which are of the form H(z,y) =
Tri*(zé(y)) + h(y). We give explicit constructions of bent and semi-bent functions.
Also, using these constructions and other algebraic structures we obtain secondary
constructions of bent and semi-bent functions. Chapter {4|is composed of six sections
and the contributions are listed as follows.

e In Section[4.2] we first investigate the case where ¢(y) = y+ f(y) and construct
bent and semi-bent functions of the form

H(z,y) = Tr{"(vy +vxf(y)) + h(y)
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by identifying the linear structures v € F3,. of the Boolean function f. Also, we
proved that the results are analogous when we have ¢(y) = L(y) + L(7)f(y)
where L(y) is a linearized polynomial.

In Section 4.3 we extend the case in Section to the case where there are two
linear structures. We present constructions of bent and semi-bent functions of
the form

H(z,y) = Tr{"(zy + vz f(y) + 0zg(y)) + h(y)
where 7, 0 € F%,. are linear structures of Boolean functions f and g.

Section [4.4]is a generalization of Section[4.2] It deals with the functions of the
same form as in Section but with differences where f is a function from
Fom to o and «y is a linear translator of f instead of a linear structure. Then,
it is shown that H(x,y) is bent when ~ is a c-linear translator of f, ¢ € Fom
and ¢ # 1, and H(x,y) is k-plateaued when + is a 1-linear translator of f and
h(y) = 0. For the bentness case, the dual of H is given explicitly and for the
k-plateaued case, Walsh-Hadamard transform values of H are computed.

In Section we focus on bent functions of the shape g(z) = fi(z)fo(z) +
fi(x) f3(z) + fo(z) f3(x) studied in [40] where f1, f> and f3 are three pairwise
distinct bent functions over Fy». We construct bent functions of this form by us-
ing linear translators of the functions f;, f, and f3 and compute dual functions g.
The functions g(z) studied in this section do not belong to the class of Maiorana
Mc-Farland.

In Section {.6] a secondary construction of bent and semi-bent functions using
derivatives and linear translators is presented.

In Section 4.7} a secondary construction of bent functions of the form
F(z,y) = Tr{"(ww)Tr{ (vws) + 17 (zy + y2f (y)) + h(y)

using certain quadratic and cubic functions together with linear structures is
shown.
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APPENDIX A

Results Related to Propositions 4.4 and

The following proposition is related to Proposition 4.4]in Section 4.3}

Proposition A.1. Let H be defined by equation (4-2)), v and 6 be defined as in Propo-
sition Then the dual of H is H(x,y) = Tr7 (y¢o~(z)) + h(¢p~(x)) where

pt=mytoptom Tt and p~l(z) is given as follows.
(i) If v is a O-linear structure of f, 0 is a O-linear structure of f and g, then

p (@) =2 +7f(2) + 0 [g(2)(1+ f(2) + gz +7)f ()]

(ii) If vy is a O-linear structure of f, 0 is a 1-linear structure of f and 0+ is a O-linear
structure of g, then

pHx) = x+7[g(@) + flx)(1+g(@)+g9(z+7))]
+d[g(x) (1 + f(x)) + gz +7)f(x)] .

(iii) If ¢ is a O-linear structure of g, 7y is a O-linear structure of f and g, then

pH (@) =z +y[f(@)(1+g(2) + fz + 8)g(x)] + dg(x).

(iv) If § is a O-linear structure of g, 7y is a 1-linear structure of g and d+y is a 0-linear
structure of f, then

pix) = z4+7[f(@) 1 +g() + flz+0)g(x)]
+ 0 [f(2)(1+g(x) + (14 f(z+0))g(x)].

(v) If  is a 1-linear structure of f or § is a O-linear structure of g, then

p (@) =2+ [f@) A +g(z+0)) + (L+ f(2))g(x)] + 0 f ().

(vi) If v is a 1-linear structure of g,  is a 1-linear structure of f and g, then

pH(x) =z +y9(x) + 0 [f(2)(1 + g(x) + f(z +7)g(x)].
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Proof. We give only the proof for the case (1). Assume that «y is a O-linear structure of
f, 0 is a O-linear structure of f and g, then we claim that

T if f(x) =0and g(x) =0
1, Jx+d if f(z) =0and g(x) =1
ple) = T+ if f(x)=1and g(z+~) =0 &b
r+vy+d iff(zx)=Tlandg(z+v)=1
Let p(y) = a. Then,
y+1fy) +09(y) = a (A.2)

Taking f of both sides gives f(y +vf(y) + d0g(y)) = f(a). Since -y and ¢ are O-linear
structures of f, we get

fly) = fla) (A.3)

Note that, (f(a),g(a)) € {(0,0),(0,1),(1,0),(1,1)}. These four cases correspond
to the cases in equation (A.T)). We prove only the first case in equation (A.T]) and the
proofs of other cases are similar. Hence, we assume that (f(a), g(a)) = (0,0). Then,

by equation (A.3), f(y) = 0 and by equation (A.2), y + dg(y) = a. Taking g of both
sides and using that ¢ is a O-linear structure of g, we obtain that g(y +dg(y)) = g(y) =

g(a). As g(a) = 0 by our assumption, we get g(y) = 0 and putting f(y) = g(y) =0
in equation (A.2)) we conclude that y = a.
Finally, the equation (A.I)) can be written in the form

p (@) =2 +7f(2) + 0 [g(2)(1 + f(2) + g(z +7)f ()]

The following five propositions are related to Proposition 4.8]in Section §.5]

Proposition A.2. Let f and g be functions from Fom to Fy. For i € {1,2,3} set
¢i(y) ==y + 7 f(y) + 0ig(y) where

(i) Y1, Y2, 73 are elements of F5,.. which are O-linear structures of f;
(ii) 61, 0o and 63 are elements of F5,, which are 1-linear structures of f;
(iii) V1 + 01, Y2 + 09, 3 + 03 are O-linear structures of g;

(iv) 71 + 2 and 1 + 3 are O-linear structures of g.
Then the function h defined on Fom X Fom by

hwy) = T (26:9)) T (262)) + Ty (w60 () ) T (ws(v))
+ T (202() ) T (w0 ()
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is bent and the dual of h is given by
Ma,y) = T (yor' @) Try (vor' (@) + T (yor () ) T (vos (@)
w1 (yon (@) T (vos (@)

where
¢ (x) = z+7[g@)+ f@)(1+g(z) +g(z +7))]

+ 0fg(@)(1+ f(x) + g(z +7)f(2)].

Proposition A.3. Let f and g be functions from Fom to Fy. For i € {1,2,3} set
$i(y) ==y +7if(y) + dig(y) where

(i) Y1, Y2, 73 are elements of F5.. which are O-linear structures of [ and g;

(ii) 01, 02 and O3 are elements of F5,. which are O-linear structures of g,

(iii) 01 + 62 and 61 + O3 are O-linear structures of f.

Then the function h defined on Fam X Fom by
hz,y) = Tr' <x¢1 (y)) Ty (wz(y)) + Ty (m (y)> Ty (fv%(y))
+ Trf (ma(y)) Try* (m3<y>)
is bent and the dual of h is given by
Ma,y) = Tri (yor (@) T (yor' (@) + Ty (yor (@) T (yo5 ()
T (yos @) T (y63 (@)
where 9 (z) = o+ 7 [f(2)(1 + g(2)) + f(z + 6)g(x)] + dg(x).

Proposition A.d. Let f and g be functions from Fom to Fy. For i € {1,2,3} set
¢i(y) =y +7if(y) + dig(y) where

(i) Y1, Y2, 73 are elements of .. which are 1-linear structures of g;

(ii) 01, 02 and 03 are elements of 5., which are O-linear structures of g;
(iii) 1 + 01, Y2 + 09, 3 + 03 are O-linear structures of f;

(iv) 61 + 63 and 61 + 63 are O-linear structures of f.

Then the function h defined on Fom X Fom by
ha,y) = T (voiw) T (woa(w)) + Tri (201() ) Tr7 (205())

+ T (00al)) o7 (w0s(0)
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is bent and the dual of h is given by

ha,y) = T (yor (@) T (yoy (@)) + T (yor ()) T (o ()
+ 1o (yor' (@) 7o (voi ' (0)
where

¢, (x) = z4+y[f(@)(1+g(x) + flz+0)g(x)]
+ 6 [f(x)(l +g(x)) + (1 + f(z+ 5))g(x)] )

Proposition A.5. Let f and g be functions from Fom to Fy. For i € {1,2,3} set
$i(y) ==y +7if(y) + ig(y) where

(i) Y1, Yo, v3 are elements of F5,. which are 1-linear structures of f and g;
(ii) 01, 62 and O3 are elements of F%.. which are 1-linear structures of f;

(iii) 01 + 02 and 61 + O3 are O-linear structures of g.
Then the function h defined on Fom X Fom by

hwy) = T (26 (9)) T (262)) + Ty (w60 () ) T (ws(v))
+ T (fccbz(y)) Try (wg(y))

is bent and the dual of h is given by

ha,y) = T (yor (@) T (yoy (@)) + T (yor () T (i ()
1 (yos @) Ty (vo (@)

where ¢; (z) = x4+ [f(z)(L+ g(z + ) + (1 + f(2))g(z)] + 6 f(x).

Proposition A.6. Let f and g be functions from Fom to Fy. For i € {1,2,3} set
$i(y) ==y +7if(y) + dig(y) where

(i) 71, Y2, 73 are elements of 5,. which are 1-linear structures of g;
(ii) 61, 62 and O3 are elements of .. which are 1-linear structures of f and g;

(iii) 1 + 2 and 1 + 3 are O-linear structures of f.

Then the function h defined on Fom X Fom by

hw,y) = T (260 (9)) T (262)) + Try (w60 () ) T (ws(v))
+ T (202()) T (w0 ()
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is bent and the dual of h is given by
h(z,y) = Try' (W?(l’)) Try (yd); ' (x)) + Ty (yaﬁfl (:U)) Try" (w; ' (w)>
w1 (yon (@) T (vos (@)

where ¢; ' (z) = x4+ vg(z) + 6 [f(2)(1 + g(x)) + f(x+7)g(z)].
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