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ABSTRACT

ON VERIFICATION OF RESTRICTED EXTENDED AFFINE EQUIVALENCE OF
VECTORIAL BOOLEAN FUNCTIONS

Sinak, Ahmet
M.S., Department of Cryptography

Supervisor : Prof. Dr. Ferruh OZBUDAK
Co-Supervisor : Dr. Oguz Yayla

SEPTEMBER 2012, 66 pages

Vectorial Boolean functions are used as S-boxes in cryptosystems. To design inequivalent
vectorial Boolean functions resistant to known attacks is one of the challenges in cryptogra-
phy. Verifying whether two vectorial Boolean functions are equivalent or not is the final step
in this challenge. Hence, finding a fast technique for determining whether two given vectorial
Boolean functions are equivalent is an important problem. A special class of the equivalence
called restricted extended affine (REA) equivalence is studied in this thesis. We study the ver-
ification complexity of REA-equivalence of two vectorial Boolean functions for some types,
namely types I to VI. We first review the verification of the REA-equivalence types I to IV
given in the recent work of Budaghyan and Kazymyrov (2012). Furthermore, we present the
complexities of the verification of REA-equivalence types I and IV in the case basic simul-
taneous Gaussian elimination method is used. Next, we present two new REA-equivalence
types V and VI with their complexities. Finally, we give the algorithms of each type I to VI
with their MAGMA codes.
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0z

VEKTOR BOOLE FONKSIYONLARININ KISITLI GENISLETILMIS AFIN DENKLIGI
UZERINE

Sinak, Ahmet
M.S., Kriptografi Bolimii

Tez Yoneticisi : Prof. Dr. Ferruh Ozbudak
Ortak Tez Yoneticisi : Dr. Oguz Yayla

EYLUL 2012, 66 sayfa

Vektor Boole fonksiyonlart kriptosistemlerde S-kutularidir. Kriptografik ataklara dayanikli
denk olmayan vektdr Boole fonksiyonlar: tasarlamak kriptografide 6nemli amaglardan biri-
sidir. Iki vektor Boole fonsiyonlarin birbiri ile denk olup olmadigimi anlamak bu amacin
son basamagidir. Dolayisiyla, vektor Boole fonksiyonlarinin denkligine bakmak i¢in hizli
bir yontem bulmak dnemli bir problemdir. Denkligin bir sinifi olan kisitli genigletilmis afin
(KGA)-denkligi bu tezde calisilmistir. KGA-denkliginin I ile VI arasindaki cesitleri i¢in
iki vektor Boole fonksiyonlarin birbiri ile denk olup olmadigini anlamanin karmasikligini
calistik. Oncelikle, yakin zamandaki Budaghyan ve Kazymyrov (2012)’un ¢alismasindaki
KGA-denkliginin I ile IV arasindaki cesitlerini inceledik. Ayrica, KGA-denkliginin I ve IV
cesitleri i¢in temel eg-zamanli Gauss eleme yontemi kullanilmasiyla olusan karmasikliklari
sunduk. Sonra, KGA-denkliginin iki yeni ¢esidi V ve VI'y1 karmasikliklari ile birlikte verdik.
Son olarak, KGA-denkliginin I ile VI arasindaki cesitleri icin algoritmalart MAGMA kodlari

ile birlikte sunduk.
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dogrusal denklemler sistemi.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

In this thesis, the verification of equivalence of vectorial Boolean functions is studied. In
particular, the special case of Extended Affine (EA)-equivalence, called Restricted Extended
Affine (REA)-equivalence of vectorial Boolean functions is considered. Boolean functions
play an important role in providing high-level security for modern ciphers. They are mainly
used in cryptography as non-linear combining in stream ciphers and as substitution boxes (S-
boxes) in block ciphers. The most important contribution of these functions is high resistance

to the differential and linear cryptanalysis, which are the main attacks on modern ciphers.

The verification and generation of vectorial boolean functions with optimal characteristics,
which are resistant to attacks, are two important problems in cryptography. The purpose
of this thesis is to contribute to solving the verification problem of s-boxes in block ciphers.
Sometimes equivalence classes of Boolean functions are helpful for cryptographers to achieve
necessary properties without losing others (i.e. 0-uniformity, nonlinearity, etc). Therefore, it
is required to check several functions for equivalence. For instance, once one finds a new
vectorial boolean function, it is necessary to verify whether it is equivalent to already known
ones which are used in block ciphers as substitution boxes (see [17]). We present some

fundamental work related to vectorial Boolean functions and their equivalences in Chapter 2.

The complexity of exhaustive search for checking EA-equivalence of two functions from F}
to itself equals to 0(23"2+2") (see [7]). When n = 6, the complexity is 2120 which makes it
impossible to compute with the help of existing tools. The restricted form of EA-equivalence

needs to be defined because of this high cost. Thus, REA-equivalence was studied in [2] and



[7]. Alex Biryukov et al.[2] showed that if given functions are permutations of F2, the com-
plexity of determining REA-equivalence equals to O(n>2") for the case of linear equivalence,
and O(n?2%") for affine equivalence. In addition, L. Budaghyan and Kazymyrov [7] showed
that some types of REA-equivalence can be verified for arbitrary functions. These types and

two new types of REA-equivalence are studied in Chapter 5 in this thesis.

1.2 Overview of the thesis and of our contributions

We deal with the complexities of verification procedures of REA-equivalence types. There
are four motivations of this thesis. The first one is to expose the verification procedures of
REA-equivalence types given in [7]. The verification procedures of these types are analyzed
in Section 5.1. Our procedures are supported with examples. Next motivation is to resolve
the complexities of the verification procedures. In the calculation of the complexities, we
count the number of polynomial evaluations and the explicit number of field operations mod-
ulo 2. The detailed complexities of verification for these types are given in Table 5.17. Third
one is to obtain new REA-equivalence types. The verification procedures of two new types,
namely types V and VI, are constructed in Section 5.2. The detailed complexities of verifi-
cation for these types are given in Table 5.18. Finally, we introduce the pseudocodes of the
verification procedures of REA-equivalence types. We also implement these pseudocodes in

mathematical software package MAGMA [8]. The thesis is organized as follows:
e Chapter 2 introduces basic definitions, equivalence algorithms for vectorial Boolean
functions and their properties.
o Chapter 3 presents previous work in [7] connected with our studies.

e Chapter 4 describes a basic method, namely the simultaneous Gaussian elimination

method, to verify some REA-equivalence types.

o Chapter 5 provides verification procedures of REA-equivalence types with their com-

plexities and pseudocodes.
o Chapter 6 gives a brief summary of this thesis.

o Finally, Appendix gives the MAGMA codes of the algorithms of verification of REA-

equivalence types.



CHAPTER 2

PRELIMINARIES

In this chapter, we present fundamental definitions and results used in the subsequent chapters.
For further explanations, applications and previous work, please see [10, 7, 9, 12, 2] and

references there in.

Throughout this thesis, field additions modulo 2 (in F,) will be denoted by & (XOR), and
field multiplications modulo 2 (in F,) will be denoted by ® (AND). However, the additions of
elements of the finite fields [F,» will be denoted by + despite the fact that they are performed
in characteristic 2. Since ] can often be identified with Fp», we shall also denote by + the

addition of vectors of Fg when n > 1.

2.1 Vectorial Boolean Functions

This section presents the vectorial boolean function theory from the point of view of cryp-
tography. First, the definition of vectorial Boolean functions is given. Second, the techniques
of their representation and transformation are defined. Finally, the fundamental properties of

vectorial Boolean functions and concepts related to cryptography are summarized.

Definition 2.1.1 Let n and m be two positive integers. The functions from F} to F7' are called
(n, m)-functions. Such function F being given, the Boolean functions f1,--- , f,, defined at
every x € FZ, by F(x) = (fi(x),- -, fn(x)), are called the coordinate functions of F. When the
numbers m and n are not specified, (n, m)-functions are called multi-output Boolean functions,

vectorial Boolean functions or S-boxes.



The family of (n, m)-functions obviously includes the (single-output) Boolean functions which

correspond to the case m = 1

2.2 Representation of Vectorial Boolean Functions

There are two different ways of representing vectorial Boolean functions.

2.2.1 Algebraic Normal Form

The notion of algebraic normal form of Boolean functions can easily be extended to vectorial
Boolean functions. Each coordinate function of such a function F is uniquely represented as
a polynomial on n variables, with coefficients in F, and in which every variable appears in
each monomial with degree O or 1. Therefore, the function F itself is uniquely represented as
a polynomial of the same form with coefficients in FJ':
F(x) = Z al(ﬂxi]= Z a;xl,
IEP(N) N el IeP(N)

where P(N) denotes the power set of N = {1,---,n}, and a; belongs to F7'. This poly-
nomial is called the algebraic normal form (ANF) of F. Keeping the i-th coordinate of
each coefficient in this expression gives back the ANF of the i-th coordinate function of
F. The algebraic degree of the function is by definition the global degree of its ANF:
d°F = max{|l||la; # (0,---,0);1 € P(N)}

2.2.2 Univariate Polynomial Representation

A second representation of the (n, m)-functions exists when m = n. If we identify vector space
I} with the finite field Fp», a function F' : Fy» — Fan is then uniquely represented as univariate
polynomial over Fy» of degree at most 2" — 1:

2"—-1

F(x)= )" §;x,6; € Fan. 2.1)
=0

If m is a divisor of n, then any (n, m)-function F can also be viewed as a function from
Fon to itself, since Fo» is a subfield of F,» [10]. Hence, the function admits a univariate

polynomial representation. Note that this unique polynomial can be represented in the form

4



2 22 23m on=

To/m (2?261 6J-xj), where trym (x) = x + x T2 2+ 4+ X2 s the trace function
from ). to Fom. It is possible to read the algebraic degree of F from the univariate polynomial
representation. Let us denote by w,(j) the number of nonzero coefficients j; in the binary
expansion Z’;;é Js2% of j, ie. wy(j) = Z'S’;(l) Js. The number w;(j) is called the 2-weight
of j. Then, the function F has algebraic degree max ... ’2n_1|5]¢0W2( J). Indeed, according
to the above equalities, the algebraic degree of F is clearly bounded above by this number.
Moreover, it can not be strictly smaller, because the number 2" 20 () of those (n, n)-functions

of algebraic degrees at most d equals to the number of those univariate polynomials
211
Z 5]')6],(5]' € Fon,
j=0

such that maxij=,... ,2”—1|5_/¢0W2(j) <d.

In particular, F is F;-linear if and only if F is a linearized polynomial over Fn:

n—1
F(x) = Zasz’,(sj € Fon.
J=0

Function L : Fypn — Fom is called linear mapping if it satisfies L(x + y) = L(x) + L(y) for
x,y € FJ. The sum of a linear function and a constant is called an affine function. Any affine

function A : F»» — Fo» can be represented in matrix form
Ax)=M-x+V, (2.2)

where m X n matrix M € F™" and m X 1 vector V € F”. All operations are performed in F,.
2 2 P p

Thus, the equation (2.2) can be rewritten as

aj myy o mipy ... My, X Vi
a mp1 Map ... Mo, X2 V2
= . =+
am My, M2 .. Myp Xn Vm
with a;, v;, x;,mj, € F forall i, j€{1,--- ,m}and k,l € {1,--- ,n}.

Example 2.2.1 A vectorial Boolean function F : ]Fg - IF; given as
F(x3,x0,x1) = (x3+ 1, x1 + x1x3, X1 + X2 + X1X3 + X2X3)
is represented in the ANF, its algebraic degree is 2 and Univariate polynomial form of F:
F(x)=x+xX +x+1L,xeB,

max {w(6), w2(3), w2 (1),w2(0)} < d = 2.



2.3 Differentially 6-uniform

For any positive integers n and m, a function F : Fo» — Fon is called differentially 6-uniform
[18] if for every a € F;\{0} and every b € FJ', the equation F(x) + F(x + a) = b admits at
most ¢ solutions. Vectorial Boolean functions used as S-boxes in block ciphers must have

low differential uniformity to allow high resistance to differential cryptanalysis (see [1]).

2.4 The Walsh Transform

We shall define the Walsh transform of an (n, m)-function F or the function which maps any
ordered pair (4, v) € F;XF}' to the value at u of the Walsh transform of the component function

v - F, that is,

Alu,v) = Z (—1)" F@eux

U
xer

where - denotes inner products in F' and F7), respectively. The set
{A ), v) € Fy x By v # 0} 2.3)

is called the Walsh spectrum of F and the set Ar = {|A(u, v)| I(u, v) € Fy x By, v # 0} is called

the extended Walsh spectrum of F.

2.5 AB and APN Functions

Definition 2.5.1 [9] The function F : Fyn — Fou is said to be almost perfect nonlinear
(APN) if the equation

FxX)+ F(x+a)=»>b (2.4)
have no more than two solutions in ¥, for all a € F;\{0}, b € F7.
Clearly, the equation (2.4) must have either O or 2 solutions. The notion of APN function is

closely connected to the notion of almost bent (AB) function which can be described in terms

of the Walsh transform of a function [11].



Definition 2.5.2 [9] The function F : Fon —> Fon is said to be an almost bent (AB) function
if the Walsh spectrum of F given by (2.3) equals to {0, +2'5 }

AB functions exist only when n is odd. Definition 2.5.2 does not depend on a particular choice
of the inner product in F}. If we identify IF] with Fa», we can take x-y = tr(xy) in (2.3), where

tr is the trace function from Fy» to [F,.

2.5.1 Properties of Stability

Let us recall the properties of stability of APN functions given by Nyberg [18] and give some
others. Every AB function is an APN function but the converse is not true in general. See

[10] for a comprehensive survey on APN and AB functions.

Proposition 2.5.3 [9] The right and the left compositions of an APN (resp. AB) function by
an affine permutation are APN (resp. AB). The inverse of an APN (resp. AB) permutation is
APN (resp. AB).

Proposition 2.5.4 [9] Let F(x) be an APN function (resp. an AB function) from IF] to itself,
and A(x) be an affine function. Then the function F(x) + A(x) also is an APN (resp. AB).

Finding the vectorial Boolean functions over finite fields which satisfy nonlinearity conditions
is one of the main problems in cryptography. Once found, the second problem occurs in deter-
mining whether they are equivalent or not in some sense to any of the functions already known
[15]. In this thesis, our main question is whether two vectorial Boolean functions are equiva-
lent or not. Some definitions of equivalence relations for vectorial Boolean functions will be
given in Section 2.6 . Several notions of equivalence exist in [14], but the most useful equiv-
alences for Boolean functions appear to be the Carlet-Charpin-Zinoviev (CCZ)-equivalence
and the extended affine (EA)-equivalence. The restricted form of EA-equivalence, called

REA-equivalence, is studied in this thesis.



2.6 Equivalences

Equivalence classes provide a powerful tool in verification of vectorial Boolean functions.
However, the research has not been yet fully exploited in this area. More studies are needed
to fully characterize equivalence classes in relation to their cryptographic properties, as well
as to determine the number of equivalence classes for functions with more than six input
variables. Another important problem in this area is to find a fast technique for determining

whether two functions with more than six input variables are equivalent or not.

Definition 2.6.1 [2] Let F,G : Fon —> Fyn be vectorial boolean functions. The functions
F,G are called linear equivalent (LE) if there exist two invertible linear functions L\ and L,

of Byn such that

F(x) =Ly oG o Lyx).

Definition 2.6.2 [2] Let F,G : Fyn — Fon be vectorial Boolean functions. The functions
F,G are called affine equivalent (AE) if there exist two affine permutations Ay and A; of Fo

such that

F(x) = Ay o G o Ay(x).

Definition 2.6.3 [7] Let F,G : Fon —> Fom be vectorial Boolean functions. The functions
F,G are called extended affine equivalent (EA-equivalent) if there exist an affine permutation

A1 of Fom, an affine permutation A, of Fy» and a linear function L3 from Fyn to Fym such that
F(x) =A; 0GoAy(x)+ L3(x).

Clearly, Affine functions A1 and Ay can be represented as Ai(x) = Li(x) + V| and Ax(x) =
Ly(x) + V; for some linear functions Ly and Ly, and for some vectors V| € IF’;Xl, V, € Fg“.
Moreover, Ly, Ly, L3 can be represented as Li(x) = M - x, Lo(x) = M3 - x, L3(x) = M3 - x for

some matrices My € F)™™, M € F)", M3 € F)™", respectively.

Remark 2.6.4 EA-equivalence is represented in the matrix form as follows
F(x) =M -GMy -x+Vo)+M;-x+V,

where Vi € B3, V, e F*!, My € F™™, M, € Fy*" and M3 € Fj™".



The complexity of verification of EA-equivalence is extremely high. Therefore, L. Budaghyan
and Kazymyrov [7] define the restricted form of EA-equivalence, called restricted extended

affine-equivalence.

Definition 2.6.5 [7] Let F,G : Fon — Fom be vectorial Boolean functions. The functions
F,G are called restricted EA-equivalent (REA-equivalent) if at least one of the following
holds

e L or L is the identity map,

o [ is the zero or the identity map,

o Vi or V is the zero vector.
Linear and affine equivalences are particular cases of the REA-equivalence. Some REA-

equivalence algorithms are presented in the Table 2.1.

Table 2.1: Some types of REA-equivalence

Li(x) | La(x) | La(x) | Vi | Vo | Types REA-equivalence Source

0 01]0 LE F(x)=M;-G(M; - x) 2]
0 AE | FxX)=M;-G(M5-x+ V) + Vi 2]
X 0 0 I F(x)=M;-G(x)+V; [71
X 0 0 II F(x)=G(M;, - x+ V3) [71
X X 0 111 FxX)=Gx)+ M5 -x+V, [7]
X 0 v Fx)y=M;-Gx)+ M3 -x+V; [7]

X 0 A" FxX)=GM, -x)+ M3 -x+ V) New

X 0 0 VI F(x)=GM;,-x)+V; New

The verification procedures for REA-equivalence types in [7] will be exposed in Chapter 5.
We will also illustrate the verification procedures for new types, namely types V and VI, in

Chapter 5.

The extended version of EA-equivalence, which is first defined in [4] is given below.

Proposition 2.6.6 [9] Let F be an APN (resp. AB) function on F) and Ly, L, be two linear
Sunctions from F) X F} to F). Assume that (Ly, Ly) is a permutation on ¥} X F} such that
the function Fy(x) = Lo(F(x), x) is a permutation on F}. Then, the function Fy o F; ! where

Fi(x) = Li(F(x),x) is APN (resp. AB).



Remark 2.6.7 For a function F from IF] to itself, we denote G the graph of the function F

by

Gr :=|(x, F0)lx e F3} c F3".

The property of stability of APN and AB functions given in Proposition 2.6.6 leads to the

definition of the following equivalence relation of functions.

Definition 2.6.8 [4] (CCZ-Equivalence) Two functions F,F’ : F} — F, are called Carlet-
Charpin-Zinoviev(CCZ)-equivalent if there exists a linear (affine) permutation L : P%” —

F" such that L(Gp) = Gp.

We shall consider only the case of linear functions, but all statements related to the CCZ-
equivalence can be easily extended for the case of affine functions, as well. A linear function
L : IF%” — IF%” can be considered as a pair of linear functions L, L, : IF%” X ]Fg such that
L(x,y) = (Li(x,y), L2(x,y)) for all x,y € F}. Then for a function F : F} — ] we have
L(x, F(x)) = (F1(x), F2(x)), where

Fi(x) = Li(x, F(x)),

Fa(x) = Ly(x, F(x)).

Hence, the set L(GF) = {(F1(x), F2(x))lx € Fj} is the graph of a function F" if and only if
the function F; is a permutation. If L and F| are permutations then L(Gr) = Gps, where

F =F,0oF 1‘1 and the functions F and F' are CCZ-equivalent.

CCZ-equivalence is the most general known equivalence [4, 9] which partitions the set of
functions into classes with the same nonlinearity and differential uniformity. Since CCZ-
equivalent functions have the same differential uniformity and the same nonlinearity, the
resistance of a function to linear and differential attacks is CCZ-invariant. CCZ-equivalent

functions have also the same weakness/strength with respect to algebraic attacks.

Remark 2.6.9 Every function CCZ-equivalent to an APN (resp. AB) function is also APN
(resp. AB).

Theorem 2.6.10 (/6, Theorem 1]) Two Boolean functions (i.e. the case of m = 1) of F; are

CCZ-equivalent if and only if they are EA-equivalent.

10



Theorem 2.6.11 (/6, Theorem 3]) Let n > 5 and k > 1 be the smallest divisor of n. Then
for any m > k, the CCZ-equivalence of (n,m)-functions is strictly more general than their

EA-equivalence.

Hence, EA-equivalent functions are CCZ-equivalent and also if a function F is a permutation,
then F is CCZ-equivalent to F~! [9]. However, CCZ-equivalent functions are not necessarily
EA-equivalent even if these functions are inverse of each other [4]. Since EA-equivalent
functions have the same differential uniformity and the same nonlinearity, the resistance of a
function to linear and differential attacks is EA-invariant. EA-equivalence classes of functions
over ) preserve APN and AB properties desirable for S-box functions in block cipher [15].
They lead to infinite classes of AB and APN polynomials, which are EA-inequivalent to
power functions. The algebraic degree of a function (if it is not affine) is invariant under
EA-equivalence but, in general, it is not preserved by CCZ-equivalence. It is obvious that the

properties which are EA-invariant is also REA-invariant.

Remark 2.6.12 AFE and LE are special cases of REA-equivalence. Similarly, REA-equivalence
is a special case of EA-equivalence. On the other hand, CCZ-equivalence is a more gen-
eral form of EA-equivalence. (i.e. LE and AE-equivalences = REA-equivalence — EA-

equivalence = CCZ-equivalence, for any two vectorial Boolean functions.)

Definition 2.6.13 [6, Definition 1] Two (n, m)-functions F and F' are called Extended CCZ-
equivalent if the indicators of their graphs G = {(x, F(x));x¢€ Fg} and G} = {(x, F (x);x € ]Fg}

are CCZ-equivalent.

Corollary 2.6.14 [6, Corollary 3] Let F and F " be two (n, m)-functions. Then, F and F " are

ECCZ-equivalent if and only if they are CCZ-equivalent.

Example 2.6.15 [16, Example 5] There are 7 CCZ classes of functions F : Fg —> Fg, each

of which is a single EA class. When F : F‘Z‘ — F

5 we consider functions with low differential

uniformity 6 = 2,4,8. The two EA classes of APN functions which form a single CCZ-class

are already known.

Example 2.6.16 [5, Proposition 3] The functions F(x) = x> + tr(x’) is CCZ-equivalent to

function G(x) = X+ tr(x%) + (2 + 0)tr(x> + x%) on Fg when n = 3.
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The functions F(x) = x + x> + x> + x* and G(x) = x> + x* can be easily computed over ] for
n = 3. When these functions are checked for REA-equivalence of type 111, it is seen that they
are REA-equivalent and in the same equivalence class. However, they are REA-inequivalent

for REA-equivalence of type VI.

Example 2.6.17 [5, Theorem 3] The function F(x) = x> + tr(x?) is CCZ-inequivalent to

function G(x) = x° on F} whenn ="7.

9 17 18 34

The function F can be easily computed over F] forn =7, F(x) = B R A
130+ x98 + x72. When these functions are checked for REA-equivalences of types I, I, III, IV, V,

VI, it is seen that they are REA-inequivalent for all types. Because they are CCZ-inequivalent.

12



CHAPTER 3

PREVIOUS WORK

In this chapter, the previous work [7] related to solving the system of equations is presented.
Let F: F;, — F} and G : F; — F} be two vectorial Boolean functions. The aim of this chapter
is to present basic methods to find an m X n matrix M satisfying the equation F(x) = M - G(x).
The trivial method is the exhaustive search method, that is checking the equation F(x) =
M - G(x) for all matrices M € FJ™" and for all x € Fj. Consequently, the total complexity of
obtaining the m X n matrix M satisfying the equation F(x) = M - G(x) by exhaustive search

method ( as given in [7]) equals to

O(an+n)’

where O(2"") and O(2") are complexities of checking for all matrices M € F’;X" and for all
x € F, respectively. Apart from the trivial method, there also exist some other methods to
find M satisfying the equation F(x) = M - G(x). One of them is the natural method which is
based on solving the system of equations. Any system of m equations with n variables can be
solved for n < 32 with the complexity u = O(max {n, m}z) (see [7] for details), which gives
the complexity of finding m by n matrix M. The values of F(x) and G(x) for all x € F} should
be first calculated. Then the matrix representation of the equation F(x) = M - G(x), where

M is unknown, F'(x); is the i-th component of F(x) fori = 1,2,...,m and G(x); is the j-th

component of G(x) for j =1,2,...,n, is as follows:
F(x) myy omyy ... My, G(x)1
F(x)2 my| map ... My G(x)2
=l A R (3.1)
F(x)m Mp1 Mp2 .. Mpp G(x)n
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To find M, it is required to solve 2" equations with n variables for each row of the matrix M.
Thus, the i-th row of the matrix M can be found by solving the system of equations given
below:

F(x1)i = mi1G(x)1 + mipG(x1)z + -+ - + minG(x1)y

F(x2)i = mi1G(x2)1 + mipG(x2)2 + -+ - + m; ,G(x2)p

(3.2)
F(xpn)i = miiG(xn )1 + mipG(xan)p + - - + minG(xn)p
The matrix representation of the equations in (3.2) for the i-th row of M is as follows:
F(x1)i Gxi G(x)z ... G(xiy mi|
F(x2)i G G2 ... G2y m;
= ‘ ‘ ' 1 | (3.3)
F(xon)i G(x)1 G(xpn)z ... G(xn)y Mip

The system in (3.3) is defined as F(x); = G(x) - M; such that F(x); is the i-th component of
F(x) and M, is the i-th row of M, for alli € {1,---,m}, x; € F, for all j € {1,---,2"}. For
simplicity, denoted the system (3.3)in (3.3) F; = G - M;, where G € IF%"X” is the coeflicients

matrix of the system. The augmented matrix [G|F;] of the system (3.3) for the i-th row of M

is as follows for all i € {1,--- ,m}:
Gx1)1 G(x1)2 ... G(xpy F(x1)i
G G ... G n F i
Aug = ().62)1 (9.62)2 (9'62) ().62) (3.4)
G(x)1 G(xon)y ... G(xan), | F(xon);

Budaghyan and Kazymyrov [7, Proposition 2] use the Williams method [21] to reach that the

system in (3.4) can be solved with the complexity of
O(max{2",n)*) = 02™").

It is obvious that the i-th row of M can be found by solving the system of equations (3.2). It is
required to solve m-system of 2" equations in » unknowns to find the matrix M. Consequently,

the complexity of finding M (as given in [7]) equals to
Oo(m - max{2”,n}2) = O(m2*"). (3.5)

Apparently, this complexity is extremely high. In order to reduce this high value, basic Gaus-
sian elimination method is used simultaneously to solve (3.4) for all i € {1, - - - ,m} in Chapter

4.
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CHAPTER 4

SIMULTANEOUS GAUSSIAN ELIMINATION METHOD

The main aim is to find the m X n matrix M satisfying the equation
F(x) =M - G(x). 4.1

The system of equations (3.2) can also be solved by simultaneous application of the Gaussian
elimination method for all i € {1,--- ,m}. The purpose of applying this method is to realize
the better complexity of finding the matrix M. We first present the consecutive application of
the Gaussian elimination method. Next, we will consider simultaneous Gaussian elimination

method to solve the equation [G|F;] in (3.4) forall i € {1,--- ,m} .

4.1 Consecutive Gaussian Elimination Method

We now give the basic details of the algorithm to solve the system of equations [G|F;] in (3.4)
by Gaussian elimination method. Given the system of equations we reduce their augmented
matrix to reduced row echelon form. We can obtain a matrix G’ € ]F%”X”, where G’ is in re-
duced row echelon form, from matrix G € IF"%"X” by a sequence of elementary row operations.
There are three main steps of elementary row operations. We note that all operations are over

F,.

Step I: Swap two rows: R; «— R;
Use Step I if a row does not have any non zero entry in the corresponding column, it

requires to change other row having non zero entry in this column.

Step II: Multiply a row by a non zero scalar: A - R; such that 4 # 0.

Use Step 11 so that the first nonzero entry of a row is 1.
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Step III: Add a scalar multiple of one row to a different row: A-R; + R such that 4 # 0.
Use Step 111 so that all nonzero entries in the columns containing the leading nonzero

entry are zero.

We note that it is unnecessary to apply Step II in Algorithm 1 since the augmented matrix is

over [, i.e. the nonzero entry of a row is 1.

Algorithm 1 Gaussian elimination method over GF(2).
Require: G

Ensure: Row Reduced Ech(G)

1: If the first row don’t have leading nonzero entry in the first column, any row having leading
nonzero entry in the first column is interchanged with the first row by applying step L.

2: Step III must be applied to the first row so that all nonzero entries except leading nonzero entry
in first column are 0. There may be at most (2" — 1) entries except leading nonzero entry in
this column. So, we apply at most (2" — 1) times Step III, each of which is applied to entries of
corresponding column.

3: Apply again the steps 1 and 2 to the i-th row of G fori =2,--- ,n.

4: return Row Reduced Ech(G)

Thus, the complexity of Algorithm 1 is as follows: Step I can be applied many times with
complexity zero. Step III can be applied at most n(2" — 1) times. There are 2" — 1)z —i+ 1)
field additions modulo 2 for the i-th row of G for i = 1,2,...,n, where the value ¢ is the
number of columns in the augmented matrix. Consequently, the number of field additions
modulo 2 is
C"-Dt+@¢-D+---+@-m-1))] =Q"-D[t-n+D+---+1]
=Q2"-1) [I(I;I) - (’_")(tz_"”))] 4.2)

— on (n(21+21)—n2) _ (n(2t+21)—n2).

As there are n + 1 columns of the system in (3.4), the required number of field additions
modulo 2 is

n? +3n n? +3n
2" - 4.
( > ) 5 4.3)

to solve the system by applying Gaussian elimination method presented in Algorithm 1. For
each row of M, we need to repeat the process of solving the system of equations consecutively.
As a result, the required number of field additions modulo 2 to find M in (3.1) is

2 2
m(2”(n ;311)_11 -;311). 4.4)
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4.2 Simultaneous Gaussian Elimination Method

We continue with the presentation of the simultaneous application of Gaussian elimination
method for finding the m X n matrix M satisfying the equation F(x) = M -G(x) if it exists. The
main point is that the same coefficient matrix G is used in all systems (3.3) for each row of the
matrix M. Thus, we solve m-systems of 2"-equations in # unknowns to find the matrix M in a
unique augmented matrix so that the complexity of finding the matrix M can be reduced. We
call this as simultaneous Gaussian elimination method. The augmented matrix of m-systems

for all rows of M is [G|F(|F3|...|Fu], equivalently

G'xi)1 G'(x1)2 ... G'(xhn F'(xi) . F'(x1)m
G’ G’ ... G n F’ ... F’ m

Aug = (?62)1 (?62)2 (?62) (?62)1 ()'62) @5)
G'(xo)1 G'(xn)2 ... G'(xon)y | F'(x2i) v | Fl(x2m)m

One can easily solve the system of equation in (4.5) by applying Algorithm 1. One obtain the
complexity of the simultaneous application of Gaussian elimination method by substituting

t = m + ninto (4.2). Hence, we obtain the following result.

Lemma 4.2.1 The complexity of solving the system in (4.5), that is m-systems of 2"* equations
in n unknowns, with simultaneous Gaussian elimination method is

2n(Zmn +2n2 + n) _ 2mn +2n2 +n 4.6)

field additions modulo 2, which gives the complexity of finding the m by n matrix M in the
equation (4.1).

Remark 4.2.2 Although we used the basic Gaussian elimination method simultaneously to
solve the m-systems of 2" equations in n unknowns, the corresponding complexity (4.6) is not
consistent with the complexity (3.5) of solving the same systems of equations as given in [7].
That is, it seems that (4.6) is better than (3.5). We also note that the complexity (4.6) is better

than the complexity (4.4).

We now give a handy result that is used in our procedures.

Proposition 4.2.3 [7] Any linear function L : F} — F' can be converted to a matrix with n

evaluations of L.
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Proof. The aim is to find an m X n matrix M satisfying
Lix)=M-x

Suppose rowsy(i) and colsy(j) are the i-th row and the j-th column of matrix M for i €

{0,1,--- ,m—1}and j€{0,1,--- ,n— 1}, respectively.

mo,0 mo,1 cee Mop-1
M mio mj 1 cee My
- [m"J]OSiSm—l,OSan—l -
My-1,0 Mp-1,1 --- Myp-1n-1

Each element of the set U = {2j 0<j<n- 1} is equivalent to a vector having the value 1 in

the j-th position and zeros elsewhere;

1 0 0
0 1 0
20: 0 ,21: 0 7""2,1_1:

0 0 1

It is clear that the set U is the subset of F). The linear transformation L can then be computed

forall x € U,
0
mo,0 mo,1 <o MQp-1
. . mio mi,1 . mip-1
L2Hh=M 2 = 11 4.7
0
My-1,0 Mp-1,1 -+ My n-1
m()’j
m1,~

= i :COZSM(j)ajE{O,le""n_l}-
Mpy—1,j

Obviously, every column, except the j-th column, becomes zero when multiplying the matrix
M with the vector 2/. In deed, L(2/) = M; give us colsy(j) as in (4.7). To find all columns
of M, it is necessary to compute n values of L(2/) for all 2/ € U. Consequently, the m by n

matrix M can be found by n evaluations of L. O
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CHAPTER 5

REA-EQUIVALENCE TYPES

In this chapter, the verification procedures of some REA-equivalence types are presented with
their complexities. Some of them in the Tables 5.1 were studied by Budaghyan and Kazymy-
row [7]. We now expose the verification procedures of these types with their complexities. In

addition, our verification procedures are more extensive than the procedures given in [7].

Table 5.1: The types of REA-equivalence in [7]

Types REA-equivalence
I F(x)=M;-G(x)+V;
I F(x)=G(M;y - x+ V)
III Fx)=Gx)+ M3 -x+V;
v Fx)=M;-G(x)+ M3-x+V,

We note that the required number of field operations for the multiplication of the matrix

M € B3> with vector V € Fi*! given by M - V is

mn —m XORs, mn ANDs. (5.1

We also note that the required number of field operations for the addition of the vectors M,V €

Fy<! given by M + V is

m XORs. 5.2)
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5.1 Verification of REA-Equivalence Types

The complexities of REA-equivalence algorithms are explicitly calculated in terms of the
number of polynomial evaluations, the number of field additions modulo 2 (XORs) and the

number of field multiplications modulo 2 (ANDs).
We note that every vectorial Boolean function can be written in the form
H(x) = H'(x) + H(0) (5.3)

where H’(x) has terms of algebraic degree at least 1.

Remark 5.1.1 We define kr,, for any given function F : ¥, — FJ' and any given set V C

img(F) as

ke = |{y € FAIFO) =)

, 6.4

forveV.

Proposition 5.1.2 Let F,G : F; — F} be vectorial Boolean functions and G be defined

by (5.3). Then the complexity of checking F and G for REA-equivalence of type I (F(x)

M -G(x)+Vy)is

i. 2km?* XORs, 2km?* ANDs and 2" + 2 evaluations in case the set V. = {210 < i
m— 1} C img(G”), where k = l_[ kg v

veV

IA

> 20k 1)—
ii. 2"(% (2k2+ Dty m (Zkz D=m ¥ ORs, 2km® ANDs and 2™+ + 2 evaluations in case G is

arbitrary, where k = 1—[ ke -
veimg(G”)

Proof. Using (5.3), REA-equivalence of type I can be written in the following form
F'(x)+ F(0) = M; - G'(x) + M; - G(0) + V1,

and it gives us the following equations

F(O =M; -G Vi,
{ 0) L G(0) + V) 55

F'(x)y =M -G(x).
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To begin with, it is necessary to find M; from the second equation in (5.5). There exist two
different cases for the function G’. If the set V = {2/|0 < i < m — 1} C img(G’), then there
exists at least one x € ] such that G'(x) = 2! for all 2/ € V. If not, we interchange F
and G for REA-equivalence. To find those values of x € F2, we need to compute the values
G'(x) for all x € F; whose complexity is 2" evaluations of G’. Then, we compute the values
F’(x) for those values of x € F] in order to find matrix M; whose complexity is at most 2"
evaluations of F’. As a result, the i-th column of M; can be found by means of the values
F’(x) = My-2" = M, = colsy, (i) such that G’(x) = 2/ foralli = 0,--- ,m—1 as in Proposition
4.2.3,

miy
. my;
F=M-2=| " |=M,

mm,,-

If there are more than one x such that G’(x) = 2/, then there may be more than one i-th column
of matrix M any i = 0,--- ,m — 1. On the basis of this, there may be more than one matrices
M, which can satisfy the equation F’(x) = M| - G’(x). The number of possible matrices M
is the value k which is the product of the size of the inverse image of elements 2/ in the set
img(G’) for all i € {0,--- ,m — 1}. For a given matrix M, one can easily compute V| from
the first equation in (5.5). At this point, one needs 2 evaluations of F(0) and G(0). Secondly,
the required number of field operations of matrix-vector product M ,,;x, - G(0)x1 as in (5.1)

2 — m XORs, m* ANDs. Finally, the required number of field operations of m-bit vectors

ism
XORs M, - G(0) ® F(0) is m XORs. Therefore, the complexity of finding V; is m?> XORs, m?
ANDs and 2 evaluations. Moreover, we need to verify whether or not the matrices M| and V;

satisfy the equation
F(x)=M;-G(x)+V, (5.6)

as well as finding these matrices. For this purpose, the equation in (5.6) must be checked for
each given M; and V; (see Section 5.3) whose complexity is m> XORs and m> ANDs. For each
matrix M, we need to repeat the process of finding V; and checking the equation in (5.6) in
order to verify whether they are REA-equivalent or not. The number of this repetition is at
most k which is the number of possible matrices M;. If the equation (5.6) is satisfied some
M, and Vi, two functions F and G are REA-equivalent of type I. If the equation (5.6) can

not be satisfied any M| and V|, they are REA-inequivalent of type I. Consequently, the total
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complexity of verification for REA-equivalence of F and G is k(2m?*) XORs, k(2m*) ANDs

and 2" + 2 evaluations. This completes the proof of part (i).

The next step is the proof of part (ii). Let now G be arbitrary and F’(x); be the i-th bit of
F’(x). Denote img(G’) the image set of G’ and ug' = |img(G’)|. Let also Ng' be any subset
of ] which satisfies |[Ng/| = {G'(@)]a € Ng'}| = ugr. To begin with, we need to compute the
values of F”(x) and G'(x) for all x € F] whose complexity is 2"+1 evaluations as in part (i).
To find the matrix M7, we can construct the system of equations as in (3.2) for each row of
M. To construct the system of equations, ug” many x € Ng out of 2" must be used. To find
i-th row of M for all i € {1,...,m}, the system of equation can be constructed as follows for

all Xj € Ng,1 £ j<ug.
F'(x1)i = mi1G'(x1)1 ® mipG' (x1)2 ® - - ® mj 1, G’ (x1)

F'(x2)i = mi1G'(x2)1 ® mi2G' (x2)2 @ - - - © m 1, G’ (x2) 57

F'(xuy)i = mitG' (xyu, )1 © minG' (X, )2 ® <+ © MG’ (Xug) Im

To find M it is necessary to solve the system (5.7) for all i € {1,...,m}. The matrix repre-

sentation of the system of equations for all i € {1, ..., m} is as follows:
F'(x1);i G'xi)1 G2 ... G'&xm m
F'(x2); G'(x2)1 G2 ... GO)n mip
= . . . S E (5-8)
F’(qu/)i G/(qu/)l G,(qu/ )2 e G’(qu, m mMim

equivalently, F/ = G’ - My, where G’ is the coefficients matrix of the system. The sys-
tems [G’|F’;] can be solved in a unique augmented matrix for all i € {1,--- ,m} similar to
(4.5). Therefore, the augmented matrix of the system (5.8) for all rows of M is [G'|Ng/] =

[G’|F\'|FY|...|Fy], or equivalently

G G ... GEDm F'(x)1 ... F'(x)m
G Gy ... GOn F'(x2)1 ... F'(x2)m

Aug = . _ : . : : - 59
G’(xu(;r )1 G/(xu(;/ )2 e G,(xuc/ )m F’()CMG, )1 ce F’(xucr )m
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On the other hand, if G is not one-to-one function, it is required to find all sets N¢- satisfying
INg/| = {G’(a)la € Ng'}| = ug to find all possible matrices M. Because, for distinct sets
Ng, there may be distinct matrices M;. If the size of the inverse image of any element in
the set img(G’) is known, then so is the number of the sets Ng-. The number of the sets
Ng is the value k& which is the product of the size of the inverse image of all elements in
the set img(G”). Accordingly, there exist k distinct augmented matrices which have the same
coefficient matrix as in (5.9). That is, there exist exactly k distinct systems [G'INI ] for all
1 e{l,---,k}. Furthermore, there may be distinct matrices M, corresponding to each set N.,,
if the system [G’lNl /] is consistent for each [. Thus, the number of all matrices M; is less
than or equals to k. The systems [G’lN ! ] can be solved in a unique augmented matrix since
the same coefficient matrix G’ is used in these systems for all / € {1,--- , k}. The augmented

matrix of the k distinct systems for all Ng sets is
|G/INGING |- ING (5.10)

which can be solved by simultaneous application of the Gaussian elimination method. There-

fore, the complexity of solving the system (5.10) with simultaneous Gaussian elimination

method is 2”('"2(2/‘;r Dty _ mz(Zk; D¥m XORs. One can easily obtain this value by substituting
t = km + m into (4.2). This complexity together with 2"*! evaluations give the complexity
of finding the possible matrices M. Similar to part (i), the total complexity of computing
V1 and checking process for all possible matrices M is k(2m?*) XORs k(2m*) ANDs and 2
evaluations. Therefore, the total complexity of verification for REA-equivalence of F and G

is 2”(”’2(2]‘;r Dty mzm‘; D=m XORs, k(2m?) ANDs and 2"+! + 2 evaluations. o

The total complexity of type I is demonstrated for 6 < m =n < 9 and k = 1 in the Table 5.2.

Table 5.2: The complexity of type I

k=1 part(i) part(ii)
n=m | #XOR | #AND | #Evaluation | #XOR | #AND | #Evaluation
6 72 72 130 3663 72 130
7 98 98 258 9877 98 258
8 128 128 514 25628 128 514
9 162 162 1026 64548 162 1026

Remark 5.1.3 The reason why we use only the elements of the set N in F} to construct the

equation system in (5.7) is the following: if we use xy € Ng and x; ¢ Ng ( i.e. G'(xg) =
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G’ (x1)), there exist two cases:
If F'(xo) # F'(x1), the system is inconsistent.
If F'(xo) = F'(x1), some row operations would be unnecessary.

These two cases are undesirable cases.

Example 5.1.4 Let F,G : ]F; — IF% be vectorial boolean functions and F(x) = (x1 x@®x3X3®
Lxixx®@x30 1,x3 @ x1x2) and G(x) = (x1x3 ® xX1X2, X1 X2 D X2 ® 1, x1x3 ® x3 ® 1), where

x = (x3,x2,X1) € Fg Functions F and G are REA-inequivalent of type 1.

Proof. REA-equivalence of type I can be written in the following form

FO) =M;-G0)+V,

F'(x) = My - G'(x),
where F’(x) = (x1x2 ® xpx3, X1 X2 ® x3, x3 D X1 x2), G’ (x) = (X1 X3 D X1 X2, X1 X2 D X0, X1 X3 D X3),
F() = (1,1,0) and G(0) = (0,1, 1). We first check whether part (i) of type I is satisfied or
not. For this purpose, we calculate G’(x) and F”(x) for all x € F in the Table 5.3.

Table 5.3: Calculating the F” and G’ in Example 5.1.4

x=(x3,%,x1) | F'(x) | Gx) |2
(0,0,0) (0,0,0) | (0,0,0)
(0,0,1) (0,0,0) | (0,0,0)
(0,1,0) (0,0,0) | (0,1,0) | 2!
(0,1,1) (1,1,1) | (1,0,0) | 20
(1,0,0) 0,1,1) | (0,0,1) | 22
(1,0,1) 0,1,1) | (1,0,0) | 29
(1,1,0) (1,1,1) | (0,1,1)
(1,1,1) (0,0,0) | (0,0,0)

It is easy to see in the Table 5.3 that G’ satisfies part (i) since 2/ € img(G’) fori = 0,1,2. As
a result, the possible matrices M can be found by means of F’(x) = M - 2! = colsy, (i) such

that G’(x) = 2/ for i = 0, 1, 2. So, there exist 2 distinct possible matrices M:

1 00 000
1 011 01
1 01 1 01
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1 00

We continue with finding V| for matrix My =| 1 0 1 |. The values O and M, are substi-

1 01
tuted into the equation F(0) = M; - G(0) + V; to find V;. It is easy to see that V; = F(0) +

M; - G(0) = (1,0, 1). Finally, we need to check whether the equation F(x) = M, - G(x) + V;
for given M1, V| holds. For this purpose, we define K(x) := M; - G(x) + V; and substitute the

values M, Vi into K(x),

1 00 X1X3 @ x1Xx2 1
Kx) =1 0 1 xix®xel |+] 0
1 0 1 X130 x30 1 1

=X 30 x100 1, x3Px1x® 1, x3 D x1x2).

Since K(x) # F(x), F is REA-inequivalent to G for this matrix M;. We can not say that F is

0 0O
REA-inequivalent to G for type I before we also check the other matrix My =| 1 0 1
1 0 1

The process of finding V; and checking operation are repeated for this matrix M;. Similarly,
it is easily seen that K(x) # F(x). The function F is REA-inequivalent to G for this matrix

M. Thus, we say that F' is REA-inequivalent to G for type L. O

Example 5.1.5 Let F,G : IF‘% — ]Fg be vectorial boolean functions and F(x) = (x; ® x3 ®
Lx,®1,x1x3) and G(x) = (x1 ®xp ® 1, x2, x1x3 ® 1), where x = (x3,x2,%1) € F; Functions

F and G are REA-inequivalent of type 1.

Proof. REA-equivalence of type I can be written in the following form

F(0) = M -G(0) + V,
F'(x) = My - G'(%),

where F’(x) = (x; @ x3, X2, x1x3) and G’ (x) = (x1 ® x2, X2, x1x3), F(0) = (1,1,0) and G(0) =
(1,0, 1). First, it should be checked whether part (i) is satisfied or not. For this purpose, we
calculate G’(x) and F’(x) for all x € F] in the Table 5.4. It is obvious that G" does not satisfy
part (i) since 2/ ¢ img(G’) for i = 2 as it is seen in the Table 5.4. The functions F and G
should be interchanged if one of them does not satisfy part (i). Similarly, F” does not satisfy

part (i) since 2i ¢ img(F") for i = 2. So, it is required to use part (ii). We first constitute the
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Table 5.4: Calculating the F” and G’ in Example 5.1.5

x=(x3,x,x1) | FF(x) | 2] G(x) | 2
(0,0,0) (0,0,0) (0,0,0)
(0,0,1) (0,0,0) (1,0,0) | 2°
(0,1,0) (1,1,0) (1,1,0)
(0,1,1) (1,1,0) 0,1,0) | 2!
(1,0,0) (1,0,0) | 2° | (0,0,0)
(1,0,1) (1,0,1) (1,0,1)
(1,1,0) 0,1,00 | 21 [ (1,1,0)
(1,1,1) (0,1,1) (0,1,1)

sets Ng» € IF; by taking into account the elements of img(G’).

S —boxg =10,0,3,3,1,5,2,6]
img(G')  =1[1,2,5,6,0,3] ={(1,0,0),(0,1,0),(1,0,1),(0,1,1),(0,0,0), (1, 1,0)}

Ncl;, =[4,6,5,7,0,2] = {(0,0,1),(0,1,1),(1,0,1),(1,1, 1), (0,0, 0), (0, 1,0)}
Né, =[4,6,5,7,0,3] ={(0,0,1),(0,1,1),(1,0,1),(1, 1, 1),(0,0,0), (1, 1,0)}
Ng, =1[4,6,5,7,1,2] ={(0,0,1),(0,1,1),(1,0,1),(1,1,1),(1,0,0), (0, 1,0)}
Ng, =[4,6,5,7,1,3]1 ={(0,0,1),(0,1,1),(1,0,1),(1,1,1),(1,0,0), (1, 1,0)}

There exist 4 distinct N sets. Hence, the system of equations can be constructed by using

the sets N . The augmented matrix of the systems is [G’lN1 ,|N2,|N3,|N4,]:

The augmented matrix can be reduced to row reduced echelon form by using simultaneous
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Gaussian elimination method:

1 00 000 0 00 0 0O 0 0O
010 1 10 1 10 1 10 1 10
Aug’ = 0 0 1 1 01 1 01 1 01 1 01 5.1
000 000 0 00 0 00 0 00
000 000 1 00 0 00 1 00
000 000 1 00 0 00 1 00
0 00
Hence, it is easy to see that there exists a unique matrix M; =| 1 1 0 |from (5.11). We
1 01

continue with finding V; for matrix M. It is easy to see that V|, = F(0)+ M1 -G(0) = (1,0, 0).
Finally, we need to check whether the equation F(x) = M; - G(x) + V; for given My, V| holds.
We define K(x) := M; - G(x) + V| and substitute the values M, V| into K(x),

000 X1Pxel 1
Kxy={11 0| X +1 0 [=,x + 1,x ®x2 @ x1x3).
1 0 1 x1x3 @1 0
Since K(x) # F(x), F is REA-inequivalent to G for type 1. O

We present the pseudocode of verification procedure of two vectorial Boolean functions F

and G for REA-equivalence of type I in Algorithm 2.

Proposition 5.1.6 Let F,G : F;, — F} be vectorial Boolean functions and G be a permu-
tation. Then the complexity of checking F and G for REA-equivalence of type Il (F(x) =
G(M; - x + V»)) is n* XORs, n> ANDs and n + 3 evaluations.

Proof. The equation F(x) = G(M; - x + V3) can be written as G U F(x) =M -x+V,
since G is a permutation. The value G~!(F(x)) can be easily computed whose complexity is
2 evaluations. Denote H(x) = G~ !(F(x)). Using (5.3), the equation H(x) = M, - x + V can

be rewritten as follows

Hx)=H (x)+ HO)=M, -x+V,
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Algorithm 2 REA-equivalence of Type I, F(x) = M; - G(x) + V}
Require: F(x) = F'(x) + F(0),G(x) = G'(x) + G(0).

Ensure: True if F is REA-equivalent to G.
1: fori:=0tom -1 do
2. Find Kpipy = |y € F2|G'(y) = 27}

3: end for

»

for zin K = Car < K[l],K[Q],...,K[m] > do
fori:=1tom do

Set Column(M,, i, F'(z[i]))

e A

end for
8: Vi = M, = G(0) + F(0)
9: if F(x)! = M; * G(x) + V; then

10: goto next z
11: end if

12: return True
13: end for

14: return False

and it gives the system of equations

H'(x) =M, - x,
HQO) =V,.

(5.12)

The column vector V, can be found easily from the second equation of the system (5.12) by
computing the value H(0) with 1 evaluation. Moreover, the method and the complexity of
finding n by n matrix M, from the first equation of the system (5.12) are similar to finding
the matrix corresponding to the linear function as in Proposition 4.2.3. For x = 2/ find M, by
H Q) =M, -2 = colsy, (i) for all i € {0, 1,...,n — 1} with n evaluations of the function H’.

Therefore, the complexity of finding matrix M> is n evaluations. In addition, the equation
H(x)=M2~x+V2

must be checked for given M, and V, whose complexity is n> XORs, n> ANDs. Consequently,
the total complexity of verification for REA-equivalence of F and G is n> XORs, n> ANDs

and n + 3 evaluations. O

The total complexity of type Il is demonstrated for 6 < m = n <9 in the Table 5.5.

Example 5.1.7 Let F,G : F% — IF% be vectorial Boolean functions and F(x) = (x1x2® 1, x1)

28



Table 5.5: The complexity of type II

n=m | #XOR | #AND | #Evaluation
6 36 36 9
7 49 49 10
8 64 64 11
9 81 81 12

and G(x) = (x1®x2, xp®1), where x = (x, x1) € F% Functions F and G are REA-inequivalent

of type I1.

Proof. The inverse function H(x) = G~ (F(x)) = (x; ® 1, x; ® x x2) can be computed since

G is a permutation. The equation H(x) = M, - x + V; can be rewritten as follows

H(x)=M, - x
HO) =V,

(5.13)

1 0
where H'(x) = (x1,x1 @ x1x2), H(0) = (1,0). The values 2° = [ ] and 2! = [ ] are
0 1

substituted into H’(x) since H'(2') = M, - 2' = colsy, (i) for i = 0, 1 as in Proposition 4.2.3.

0
H'(2%) = H'(1,0) = (0,0) = [ ] = M, = colsu, (1),
0

1
H2Y=H(©O,1)=(1,1)= {

] = M, = colsy,(2).
1

0

0 1
equation H(x) = M, -x+ V> for M, and V, holds. We define K(x) := M> - x+ V, and substitute

1 X1 1
+ = + = ®1,x1).

Since K(x) # H(x), The function F is REA-inequivalent to G for type II. O

Thus, the 2 X 2 matrix M, = [ J is obtained. Finally, we need to check whether the

M> and V; into K(x):

0 1 X2
Kx)y=M-x+V, = .
0 1 X1

We present the pseudocode of verification procedure of two vectorial Boolean functions F

and G for REA-equivalence of type II in Algorithm 3.
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Algorithm 3 REA-equivalence of Type II, F(x) = G(M, - x + V>)
Require: H(x) := G~'(F(x)), H(x) = H'(x) + H(0).

Ensure: True if F is REA-equivalent to G.
1: fori:=0ton—1 do

2: Set Column(M,, i + 1, H'(2}))

3. end for

4: V, = H(O)

5. if F(x) = G(M, = x+ V,) then

6 return True

7: end if

8: return False

Proposition 5.1.8 Let F,G : F), — F}' be vectorial Boolean functions. Then the complexity
of checking F and G for REA-equivalence of type Il (F(x) = G(x)+ M3 -x+ V) ismn +m

XORs, mn ANDs and n + 1 evaluations.

Proof. Denote H(x) = F(x) + G(x) whose complexity is m XORs. Then REA-equivalence
of type III, F(x) = G(x) + M3 - x + V1, takes the form

H(x)=M;3-x+V]. (5.14)

Using (5.3), the equation (5.14) can be rewritten as follows:

H'(x) = Ms - x.
{ (x) = Ms - x (5.15)

H() = V.

We have the same situation as in Proposition 5.1.6. Thus, the column vector V| can be found
easily by means of the value H(0) = V; with 1 evaluation. For x = 2/ find M3 by H’'(2) =
M -2 = colsy, (i) for all i € {0,1,...,n— 1} with n evaluations of the function H’. In

additions, the equation
Hx)=Ms-x+V;

must be checked for given M3 and V| whose complexity is mn XORs and mn ANDs. Conse-
quently, the total complexity of verification for the equivalence of F' and G is mn + m XORs,

mn ANDs and n + 1 evaluations. O
The total complexity of type III is demonstrated for 6 < m = n < 9 in the Table 5.6.
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Table 5.6: The complexity of type III

n=m | #XOR | #AND | #Evaluation
6 42 36 7
7 56 49 8
8 72 64 9
9 90 81 10

Example 5.1.9 Let F,G : }Fg — Fg be vectorial Boolean functions and F(x) = (x1 ® 1, x, &
x3, X1 ® x3) and G(x) = (xp,x1 ® x2, x3 B 1), where x = (x3, X2, X1) € Fg Functions F and G

are REA-equivalent of type III.

Proof. @ When we write H(x) = F(x) + G(x), then REA-equivalence of type III takes the
form H(x) = (x; + xp + 1, x1 + x3, x; + 1). The equation H(x) = M3 - x + V| can be rewritten

as follows

H((x)=M;-x
H(0) =V,

where H'(x) = (x1 ® xp, x1 ® x3, x1) and H(0) = (1,0, 1). The columns of Mj:

H'(2% = H'(1,0,0) = (0,1,0) = | 1 |= Mj3, = colsp,(1),

H'(2"Y) = H'(0,1,0) = (1,0,0) = | 0 |= M3, = colsy,(2),

1
H'Q2)»=H(0,0,)=1,1,)=| 1 |= M3, = colsy, (3).
1
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011

Thus, the 3 X 3 matrix M3 =| 1 (O 1 [isobserved. Finally, it is easily seen that

0 01

011 X3 1
K(x) =M3-x+Vi=]101[]|x |[+]O0
0 0 1 X1 1
X1Dx+1
= X1 ® x3 =(x1®0x0 1, x1®x3,x11).
x1 +1
Hence, F is REA-equivalent to G for type III since K(x) = H(x). O

Example 5.1.10 Ler F,G : IF% — ]F% be vectorial Boolean functions and F(x) = (x3 @
1, xx1, x1) and G(x) = (x3® x2, X2, x3X1), where x = (x3,x2,X1) € F; Functions F and G are

REA-inequivalent of type III.

Proof. Compute H(x) := F(x) + G(x) = (x2 + 1,x2 @ x1x2,x1 ® x3x1). The equation

H(x) = M3 - x + V| can be rewritten as follows

H(x)=M;-x
H(0) = V1,

where H'(x) = (x2, X2 ® x2x1, x1 ® x3x1) and H(0) = (1,0, 0).

1 0 0
To find columns of M3, the values 2° = | o [,2' =| 1 |, 22 = | 0 | are substituted into
0 0 1

H' (x):
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Algorithm 4 REA-equivalence of Type III, F(x) = G(x) + M3 - x+ V|

Require: H(x) := F(x) + G(x), H(x) = H'(x) + H(0)
Ensure: True if F is REA-equivalent to G
I: fori:=0ton—1 do
2: Set Column(M3,i + 1, H'(2Y)
3: end for
Vi = K(0)
if F(x) = G(x) + M3+ x+ V| then

»

return True

end if

e A

8: return False

H'(2% = H'(1,0,0) = (0,0,0) = | 0 |= M3, = colsp,(1),

H@QY=H(0,1,00=(1,1,00=| 1 |= Ms, = colsy, (2),

H'(2%) = H'(0,0,1) = (0,0,1) = | 0 |= M3, = colsy,(3).

1
010
Thus, the 3 X 3 matrix M3 = | 0 1 0 |is obtained. For the check operation, we define
0 0 1

K(x) := M3 - x + V; for given M3 and V1, and calculate

010 X3 1 X2 1
KxX)={ 0 1 0| x [+]O[=] x [+] 0 [=2®1,x,x1).
0 0 1 X1 0 X1 0
The function F is REA-inequivalent to G for type III since K(x) # H(x). O

We present the pseudocode of verification procedure of two vectorial Boolean functions F

and G for REA-equivalence of type III in Algorithm 4.
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We note that every vectorial Boolean function can be written in the form
H(x) = H'(x) + Ly(x) + H(0), (5.16)

where H’ has terms of algebraic degree at least 2 and Ly is a linear function.

Proposition 5.1.11 Let F,G : F; — FJ' be vectorial Boolean functions and G be defined by
(5.16). Then the complexity of checking F and G for REA-equivalence of type IV (F(x) =
M, ~G(x)+M3~x+ Vi) is

i. k(nm?* +2m?* + mn) XORs, k(nm?* + 2m* + mn) ANDs and 2"*" + 2n + 2 evaluations in

case the set V = {210 <i < m — 1} C img(G"), where k = 1_[ kg’ -
veV

2 2 2 2
ji. 2n(m @y | K@kt am )t om Y ORs, k(nm® +2m? +mn) ANDs and 2" +2n +2

evaluations in case G is arbitrary, where k = 1—[ ke -
veimg(G”)

Proof. Using (5.16), REA-equivalence of type IV can be rewritten as follows
F'(xX)+ Lp(x)+ F(0) = My - G'(x) + My - Lg(x) + M3 - x + My - G(0) + V; 5.17)
and the system of equations can be obtained from (5.17):

F'(x) =M, -G'(x),
LF()C) =M, - LG()C) + Mj - x, (518)
FO) =M, -G@O)+ V.

To begin with, it is required to find the matrix M| from the first equation of the system (5.18)
before finding M3, V. The first equation of the system leads to two different cases for the
function G’ considered in Proposition 5.1.2. First, we prove part (i). The method and the
complexity of finding m by m matrix M are the same as part (i) in Proposition 5.1.2. Thus, the

complexity of finding the possible matrices M is 2"*!

evaluations. The number of possible
matrices M is the value k which is the product of the size of the inverse image of elements
2! in the set img(G’) for all i € {0,--- ,m —1}. For each given matrix M, the matrix M3
and the vector V| can be found from the second and third equation of the system (5.18),
respectively. For x = 2/ find M3 by Lr(2) + My - Lg(2)) = M3 -2/ = colsyy, (i) for all
ie€{0,1,...,n— 1} whose complexity is n(m? —m)+mn XORs, nm*> ANDs and 2n evaluations.

Moreover,V; = F(0) + M; - G(0) can be computed for x = 0 with complexity is m? XORs,
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m? ANDs and 2 evaluations. We need to verify whether or not the matrices M, M3 and V|

satisfy the equation
F(x)=M,-G(x)+ M3 -x+ V), (5.19)

as well as finding these matrices. For this purpose, the equation in (5.19) must be also checked
for given M1, M3 and V| (see Section 5.3) whose complexity is (m?+mn—2m)+2m XORs and
m? + mn ANDs. For each M, we need to repeat the process of finding V;, M3 and checking
the equation (5.19) in order to verify whether they are REA-equivalent or not. The number of
this repetition is at most k which is the number of possible matrices M. If the equation (5.19)
is satisfied some M1, M3 and Vi, then we say that the functions F' and G are REA-equivalent
of type IV. If the equation (5.19) can not be satisfied any M, M3 and Vi, they are REA-
inequivalent of type IV. Consequently, the total complexity of verification for the equivalence

of F and G is k(nm? +2m? + mn) XORs, k(nm?* +2m?* +mn) ANDs and 2"*! + 25 +2 evaluations.

Next, the proof of part (ii) is given. The method and the complexity of finding m by m matrix

M, are the same as part (ii) in Proposition 5.1.2. Hence, the complexity of finding M| is

2"('”2(212r Ditmy mz(Zk; Dtm xORs and 2"+! evaluations, where the value k is the number of the
set Ng-. For each given matrix M, one can easily compute M3 and V| from the second and
the third equation of the system (5.18) as in part(i), respectively. Moreover, we need to verify
whether or not the matrices M7, M3 and V; satisfy the equation (5.19) as well as finding these
matrices. Similar to part (i), the total complexity of computing M3, V| and checking process
for all possible matrices M| is k(nm?* + 2m? + mn) XORs, k(nm® + 2m? +mn) ANDs and 2n +2

evaluations. Consequently, the total complexity of verification for the equivalence of F' and G

2 2 2\_ 2
is 2 (ke lytmy | K@nn B 2ot)om o X ORs, k(nm? + 2m? + mn) ANDs and 2" + 2n + 2
evaluations, where the value k is the product of the size of the inverse image of all elements

in the set img(G’). O

The total complexity of type IV is demonstrated for 6 < m = n < 9 and k = 1 in the Table
5.7.

Corollary 5.1.12 Let n = m and G be a permutation. Then the complexity of checking F and
G for REA-equivalence are 2n*> XORs, 2n> ANDs and 2" + n + 2 evaluations for type I, and
n® + 3n? XORs, n® + 3n*> ANDs and 2" + 3n + 2 evaluations for type IV.

Proof. The function G’ satisfies part (i) of Proposition 5.1.11 and the value & is equals to 1
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Table 5.7: The complexity of type IV

k=1 part(i) part(ii)
n=m | #XOR | #AND | #Evaluation | #XOR | #AND | #Evaluation
6 324 324 142 3915 324 142
7 490 490 272 10269 | 490 272
8 704 704 530 26204 | 704 530
9 972 972 1044 65358 | 972 1044

since G is a permutation. Hence, the proof follows from part (i) in Proposition 5.1.11 and in

Proposition 5.1.2 O

Example 5.1.13 Let F,G : IF; — F; be vectorial boolean functions and F(x) = (x;®x,Bx3P
X1X0@1, x20®x1 X3Dx2X3, X1 Dx2X3B1) and G(x) = (x1Dx2Dx3Dx1 X2, X1 DX3X2D1, X1DX2DX3X1),

where x = (x3, X2, X1) € IF'% Functions F and G are REA-equivalent of type 1V.

Proof. REA-equivalence of type IV can be rewritten as

F'(x) = M, - G'(x)
LF()C) =M1 -Lc;(x)+M3-x
F0) =M;-G@O)+ Vy,

where F'(x) = (x1x2,X1X3 ® x2x3, x2x3), G'(x) = (x1x2, x2x3, x3x1), Lr(x) = (x1 © x2 @
x3, X2, x1), Lg(x) = (x1 ® xp ® x3, X1, X1 ® xp), F(0) = (1,0,1) and G(0) = (0, 1,0). First, it
is verified whether G satisfy part(i) or not. We calculate G’(x) and F’(x) for all x € F} in the

Table 5.8. It is easy to see that G’ satisfies part (i) since 2° € img(G’) for all i = 0, 1,2. There

Table 5.8: Calculating the F” and G’ in Example 5.1.13

x=(x3,x,x1) | F/(x) | G(x) | 2

(0,0,0) (0,0,0) | (0,0,0)
(0,0,1) (0,0,0) | (0,0,0)
(0,1,0) (0,0,0) | (0,0,0)
(0,1,1) (1,0,0) | (1,0,0) | 2°

(1,0,0) (0,0,0) | (0,0,0)
(1,0,1) (0,1,0) | (0,0,1) | 22
(1,1,0) 0,1,1) | (0,1,0) | 21
(1,1,1) (1,0,1) | (1,1,1)
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1 00

exists only one matrix M; =| 0 1 1 |. We continue with finding the matrix M3 for the

010
matrix M. The values x = 2¢ and M are substituted into Lg(x) + M; - Lg(x) = M3 - x in order

to find the i-th column of M5 fori =0,1,2. Fori =0,

1 1 00 1 0
Lp(1,0,0)+ My - Ls(1,0,0) = 0 [+ O 1 1 01=]0
0 010 0 0

Similarly, for i = 1, Lr(0,1,0) + M, - L5(0,1,0) = (0,0,0) and for i = 2, Lr(0,0,1) + M, -
Ls(0,0,1) = (0,0,0). Hence, the 3 by 3 matrix M3 is as follows:

0 00
0 00
00O

It is easy to see that V| = F(0) + M; - G(0) = (1, 1,0). Finally, we need to check whether
the equation F(x) = M; - G(x) + M3 - x + V| for given M1, M3 and V| holds. We define
K(x) := M, - G(x) + M3 - x + V1 and substitute the values M, M3 and V; into K(x),

1 0 O X1 D xy D x3 D x1x2 0 0 0 X3 1
Kx) =10 1 1 X1 D x3x® 1 ®1 0 0 0 x |+ 1
010 X1 @ x2 @ x3x1 0 0 0 X1 0

=X P PX3D X1 XD 1, x0 D x1X3D x2Xx3,X1 Dxpx3D1).

The function F is REA-equivalent to G for type IV since F(x) = K(x).

We note that the univariate polynomial representation of these functions in Example 5.1.13
are as follows: F(x) = x> + a> + 1 and G(x) = x® + a where « is a primitive element of Fg
When these functions are applied to REA-equivalence of types I, IV, V, VI in MAGMA codes

given in the Appendix, it is seen that they are REA-equivalent for these types. O

Example 5.1.14 Let F,G : IF‘Z‘ — IF‘; be vectorial boolean functions and F(x) = (x| ® x, ®
X3Dx1x301, X1 DX3DX4DX3X4, X1 DX4DX1x3D 1) and G(x) = (X3D X1 X3DX3X4, X1 DX DX3X4D
1, x1 ® x4 ® x1x3), where x = (x4, X3, X2, X1) € IF“Z1 Functions F and G are REA-inequivalent

of type 1IV.
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Proof. REA-equivalence of type IV can be rewritten as

F'(x) = M -G'(x),
Lr(x) = My - Lg(x) + M3 - x,
F(O) = M1 . G(O) + V],

where F’(x) = (x1x3, X34, X1X3), G'(x) = (x1X3® X3X4, X3X4, X1X3), LF(x) = (x1 ® 2D X3, X1
X3 @ x4, X1 ® x4), Lg(x) = (x3,x1 ® x2,x1 ® x4), F(0) = (1,0,1) and G(0) = (0, 1,0). It is
required to check whether part (i) is satisfied or not. The values F’(x) and G’(x) are calculated

for all x € F; in the Table 5.9.

Table 5.9: Calculating the F” and G’ in Example 5.1.14

x= (x4, X3, X2, x1) | F'(x) | 2 | G'(x)
(0,0,0,0) (0,0,0) (0,0,0)
(0,0,0,1) (0,0,0) (0,0,0)
(0,0,1,0) (0,0,0) (0,0,0)
(0,0,1,1) (0,0,0) (0,0,0)
(0,1,0,0) (0,0,0) (0,0,0)
(0,1,0,1) (1,0,1) (1,0,1)
(0,1,1,0) (0,0,0) (0,0,0)
(0,1,1,1) (1,0,1) (1,0,1)
(1,0,0,0) (0,0,0) (0,0,0)
(1,0,0,1) (0,0,0) (0,0,0)
(1,0,1,0) (0,0,0) (0,0,0)
(1,0,1,1) (0,0,0) (0,0,0)
(1,1,0,0) 0,1,0) | 2' | (1,1,0)
(1,1,0,1) (1,1,1) 0,1,1)
(1,1,1,0) 0,1,0) | 2T [ (1,1,0)
(1,1,1,1) (1,1,1) (0,1,1)

Part (i) can not be satisfied since 2 ¢ img(G’) = {(0,0,0),(1,0,1),(1,1,0),(0,1,1)} for i =
0,1,2 and 2 ¢ img(F") = {(0,0,0),(1,0,1),(0,1,0),(1,1, 1)} for i = 0,2 as it is seen in the
Table 5.9. We continue with using part (ii). We first constitute the sets Ngs by using the
elements of img(G’). There are 80 distinct sets Ng, but there exists a unique value F’(x) for

all sets Ng, see Table 5.9. It is enough to use only one set Ng'. The augmented matrix of the
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systems is [G'|Ng' |:

1 10010
Aug =

00 010O0TO

000 10O0O

It is easy to see that there are 8 possible matrices those are solutions to the above augmented

system. One of them is

1 1 0
Mi=l0 10
1 1 0

Similar to previous example, M3 and V; can be obtained corresponding to M:

00 0O 0
My=[1 110/, Vi=|1
1 110 0

These matrices satisfy the equation F(x) = M| - G(x) + M3 - x + V|. Thus, F and G are

REA-equivalent of type IV. O

We present the pseudocode of verification procedure of two vectorial Boolean functions F

and G for REA-equivalent of type IV in Algorithm 5.

5.2 Verification of New Types of REA-equivalence

We introduce two new types of REA-equivalence in the Table 5.10. The verification pro-
cedures of these types, namely types V and VI, with their complexities and algorithms are

presented in this section.

Table 5.10: New types of REA-equivalence

Types REA-equivalence
\'% Fx)=GMp-x)+ M3 -x+V,
VI F(x)=GM,-x)+V;
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Algorithm 5 REA-equivalence of Type IV, F(x) = M1 - G(x) + M3 - x+ V
Require: F(x) = F'(x) + Lr(x) + F(0), G(x) = G'(x) + Lg(x) + G(0)

Ensure: True if F is REA-equivalent to G
I: fori:=0tom—1 do
2. Find Kpipp = |y € F2|G'(y) = 27}
3: end for
4: for zin K = Car < K11, Ky, - . ., Kjp > do
5 fori:=1tom do
6: Set Column(M,, i, F’(z[i]))
7 end for
8: Vi = M, = G(0) + F(0)
9: fori:=0ton—-1 do
10 Set Column(Ms,i + 1, Lp(2)) + M| * Lg(2)))
11: end for

12: if F(x)! = My * G(x) + M5 = x + V; then

13: goto next 7
14: end if

15: return True
16: end for

17: return False

Proposition 5.2.1 Let F,G : F] — F' be vectorial Boolean functions and F, G be defined
by (5.16). Then the complexity of checking F and G for REA-equivalence of type V (F(x) =
G(My-x)+Ms-x+V)) is k(n*> +2mn+m—n)+m XORs, k(n>+mn) ANDs and 2" +2n+2+k(n+1)
evaluations in case V = {F'(2)|0 < i < n - 1} C img(G"), where k = 1_[ kg’ -

veV

Proof. Using (5.16), REA-equivalence of type V can be rewritten as follows
F'(x)+ Lp(x) + F(0) = G' (M3 - x) + Lg(M3 - x) + M3 - x + G(0) + V. (5.20)

The system of equations obtained from (5.20) is as follows

F'(x) =G'(M> - x)
Lp(x) = Lo(My - x) + M3 - x (5.21)
F(0) = G(0) + V.

It is obvious that one can easily compute V| from the equation V; = F(0) + G(0) whose

complexity is m XORs and 2 evaluations. When the matrix M, is achieved from the first
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equation, the matrix M3 can be computed easily from the second equation of the system
(5.21). To begin with, it is necessary to find M, from the equation F'(x) = G'(M; - x). It
is clear that the set U = {ZiIO <i<n- l} is a subset of F). To find the i-th column of M>,

colsy, (i) = Mo, = M, 20 tis necessary first to multiply M, with 27 next to solve the equation
G (M) = F'(2") (5.22)

for all 2/ € U. To solve the equation (5.22), we need to compute the values F’(2%) for all
2 € Uand G'(y) forall y € [} whose complexity is 2" + n evaluations. Thus, the possible
i-th column of M, are found by means of y = M, which satisfy the equation (5.22) for all
ie€{0,1,---,n— 1}. The number of possible matrices M, is the value k which is the product
of the number of elements y € F) which satisfy the equation G'(y) = F ’(2") for all 2/ € U. For
each given matrix M», one can easily compute M3 from the second equation of the system
(5.21) by means of Lp(2/) = Lg(M»,) + M3, for all 2! € U. The complexity of finding the
matrix M3 is 2n evaluations and mn XORs. We need to verify whether or not the matrices M»,
M3 and V) satisfy the equation of type V as well as finding these matrices. For this purpose,

the equation
F(x)=G(Mz-x)+ M3 -x+V; (5.23)

must be checked for given M> M3 and V| (see Section 5.3) whose complexity is (n®+mn—m-—
n) + 2m XORs, n> + mn ANDs and 1 evaluation. For each given matrix M, we need to repeat
the process of finding M3 and checking the equation in (5.23) in order to verify whether they
are REA-equivalent or not. The number of this repetition is at most k which is the number of
possible matrices M». If the equation (5.23) is satisfied some M,, M3 and V1, the functions F
and G are REA-equivalent of type V. If it does not satisfy any M,, M3 and V|, they are REA-
inequivalent of type V. Consequently, the total complexity of verification for equivalence of
F and G is k(n® + 2mn + m — n) + m XORs, k(n* + mn) ANDs and 2" + 2n + 2 + k(n + 1)

evaluations. o
The total complexity of type V is demonstrated for 6 < m = n < 9 and k = 1 in the Table

5.11.

Example 5.2.2 Let F,G : F% — Fg be vectorial boolean functions and F(x) = (x2,x1 &
x2,x1 @ 1) and G(x) = (x1x2 & 1, x1, xp), where x = (xp,x1) € IF% Functions F and G are

REA-equivalent of type V.
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Table 5.11: The complexity of type V

n=m | #XOR | #AND | #Evaluation
6 114 72 85
7 154 98 152
8 200 128 283
9 252 162 542

Proof. REA-equivalence of type V can be rewritten as follows:
F'(x)=G'"(M> - x)
Lp(x) = Le(Mp - x)+ M3 - x
F(0) = G(0) + Vi,

where F’(x2, x1) = (0,0,0), G’ (x2, x1) = (x1x2,0,0), Lp(x2, x1) = (x2, X18x2, X1), L (x2, X1) =
(0, x1, x2), F(0) = (0,0, 1) and G(0) = (1, 0,0). To find the i-th column M5, of matrix M;, we
first compute the values F’(2') and find y € IF% satisfying G’(y) = F(2') for i = 0, 1. For this
purpose, we calculate F’(x) and G’(x) for all x € F% in the Table 5.12.

Table 5.12: Calculating the F” and G’ in Example 5.2.2

2[

x=(x,x1) | F'(x) | G'(x) | Lr(x) | Lg(x)
(0,0) (0,0,0) | (0,0,0) | (0,0,0) | (0,0,0)

21 0,1) (0,0,0) | (0,0,0) | (0,1,1) | (0,1,0)
20 (1,0) 0,0,0) | (0,0,0) | (1,1,0) | (0,0,1)
(1,1) 0,0,0) | (1,0,0) | (1,0,1) | (0,1,1)

The possible first columns of M, are (0,0), (0, 1), (1,0) and the possible second columns of

M, are also the same values (0, 0), (0, 1), (1, 0) in the Table 5.12. Hence, there exist 9 distinct

possible matrices M»:




We continue with finding M3 for the matrix M, = [ ] The values x = 2/ and M, are

1 0
substituted into Lr(x) + Lg(M> - x) = M3 - x to find M3, as in Proposition (4.2.3):

0 1 1
LF(1,0)+LG . =(1,0,0)
1 0 0
0 1 0
Lr(0,1)+ Lg . =(0,1,0).
1 0 1

1 0
Hence, the 3 by 2 matrix M3z is| 0 1 |.Itis easy to see that V| = F(0) + G(0) = (1,0, 1).

00
Finally, we need to check whether the equation F(x) = G(M; - x) + M3 - x + V| for given

M>, M3,V holds. We define K(x) := G(M, - x) + M3 - x + V; and substitute the values
M>, M3, V; into K(x),

1 0 1
0 1 X2 X
Kix) =G . + 0 1 |- +] 0 |=C®x1x2,x1 Dxp,x1 D 1).
1 0 X1 X1

00 1

Since K(x) # F(x), the functions F is REA-inequivalent to G for this matrix M;. However,

we can not say that F' is REA-inequivalent to G for type V since there exist 9 distinct cases for
1 0

type V. Another matrix M> is used to find the matrix M3. Similarly, the matrix M3 =| 1 1
1 0
1

0
check whether the equation F(x) = G(M; - x) + M3 - x + V; for given M,, M3, V| holds. When

is found for the other matrix M, =

] by using the same method. Finally, we need to

the values M, M3, V| are substituted into K(x),

1 0 1
1 1 X2 X
Kx)=G . +]11 1| +1 0 |=(x2,x1 Dx2,x1 1)
00 X1 X1
1 0 1
Therefore, the function F is REA-equivalent to G for type V since F(x) = K(x). O

We present the pseudocode of verification procedure of two vectorial Boolean functions F

and G for REA-equivalent of type V in Algorithm 6.
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Algorithm 6 REA-equivalence of Type V, F(x) = G(M> - x) + M3 - x + V|
Require: F(x) = F'(x) + Lr(x) + F(0), G(x) = G'(x) + Lg(x) + G(0)

Ensure: True if F is REA-equivalent to G
I: fori:=0ton—1 do
2. Find Kpiopy = {y € F2G' () = F/(29)
3: end for
4: for zin K = Car < K11, Kppy, - .., K > do
5 fori:=1ton do
6: Set Column(M,, i, z[i])
7 end for
8: Vi = F(0) + G(0)
9: fori:=0ton—-1 do
10 Set Column(Ms3,i + 1, Lp(2)) + Lg(M, * 27))
11: end for

12: if F(x)! = G(M; * x) + M3 = x + V| then

13: goto next 7
14: end if

15: return True
16: end for

17: return False

Proposition 5.2.3 Let F,G : F; — F7' be vectorial Boolean functions and F,G be defined
by (5.3). Then the complexity of checking F and G for REA-equivalence of type VI (F(x) =
G(M, - x) + Vi) is k(n> — n + m) + m XORs, kn* ANDs and 2" + n + 2 + k evaluations in case

V={F'2H0<i<n-1)}Cimg(G"), where k = 1_[ ke’ y-
veV

Proof. Using (5.3), REA-equivalent of type VI can be rewritten as F”’(x) + F(0) = G'(M5 -

x) + G(0) + V; and it gives the following form

F'(x) =G'(M; - x)
F(0) = G(0) + V1.

(5.24)

It is obvious that one can easily compute V; from the second equation of (5.24) as in Proposi-
tion 5.1.6 whose complexity is m XORs and 2 evaluations. The first equation in (5.24) can be
solved by the same method as in Proposition 5.2.1 to find M,. Thus, the possible matrices M,
can be found whose complexity 2" + n evaluations. The number of possible matrices M is k.

For each given matrix M,, we need to verify whether or not the matrices M> and V| satisfy
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the equation of type VI as well as finding these matrices. For this purpose, the equation

F(x)=GM;, - x)+V,

must be also checked for given matrices M, and V| (see Section 5.3) whose complexity is
k(n* — n + m) XORs, kn*> ANDs and k evaluations for all possible matrices M,. Consequently,
the total complexity of verification for equivalence of F and G is k(n> — n + m) + m XORs, kn?

ANDs and 2" + n + 2 + k evaluations. O

The total complexity of type VI is demonstrated for 6 < m = n < 9 and k = 1 in the Table
5.13.

Table 5.13: The complexity of type VI

n=m | #XOR | #AND | #Evaluation
6 42 36 73
7 56 49 138
8 72 64 267
9 90 81 524

We should say that two vectorial Boolean functions F,G : F) — F] can be checked whether
they are REA-equivalent of types V and VI in case G is a permutation. However, if G is not a

permutation, these functions may not be applied to these types.

Corollary 5.2.4 Let m = n and G be a permutation. Then the complexity of checking F and
G for REA-equivalence is 3n*> + n XORs, 2n> ANDs and 2" + 3n + 3 evaluations for type V,
and n> + n XORs, n* ANDs and 2" + n + 3 evaluations for type VI.

Proof. Since G is a permutation, the value k equals to 1. Hence, the proof follows from

part (i) in Proposition 5.2.1 and 5.2.3, respectively. O

Example 5.2.5 Let F,G : Fg — Fg be vectorial boolean functions and F(x) = (x; ®
Xx2,x3, % ® 1) and G(x) = (x1,x3 ® 1, xp), where x = (x3,x3,x1) € Fg Functions F and

G are REA-equivalent of type VI (F(x) = G(M3 - x) + V).
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Proof. REA-equivalence of type VI can be rewritten as follows

F'(x) = G'(M> - x)

F(0) = G(0) + Vy,
where F’(x3,x3,x1) = (x1 ® x2,x3,x2), G'(x3,x2,%x1) = (x1,x3,x2), F(0O) = (0,0,1) and
G(0) = (0,1, 0). To find M, we first need to compute the values F ’(2") and find x € ]F; which
satisfy G’ (x) = F’(2) for i = 0, 1, 2. For this purpose, we calculate the values F’(x) and G’(x)
forall x € Fg in the Table 5.14. Hence, it can be easily seen in the Table 5.14 that there exists

Table 5.14: Calculating the F” and G’ in Example 5.2.5

x=(x3,x,x1) | F'(x) | F2) | G'(x)
(0,0,0) (0,0,0) (0,0,0)
0,0,1) (1,0,0) | F2% | (1,0,0)
(0,1,0) (1,o,) | F2H | (0,0,1)

0,1,1) 0,0,1) (1,0,1)

(1,0,0) (0,1,0) | F(2%) | (0,1,0)

(1,0,1) (1,1,0) (1,1,0)

(1,1,0) (1,1,1) (0,1,1)

(L1,1) (0,1,1) (L,1,1)
1 00
onlyonematrix Mo =1 0 1 0
01 1

It is easy to see that V| = F(0) + G(0) = (0,1,1). Finally, we need to check whether the
equation F(x) = G(M; - x) + V; for given M», V| holds. We define K(x) := G(M> - x) + V|
and substitute the values M,, Vi into K(x);
1 00 X3 0
Kx)=Gll 0o 1 0[] x ||+] 1 |=(x2®x1,x3,x2®1).
011 X1 1

Therefore, the function F is REA-equivalent to G for type VI since F(x) = K(x). O

Remark 5.2.6 We note that the functions in Example 5.2.2 can not be verified for REA-
equivalence of type VI since the functions do not satisfy the assumptions of Proposition 5.2.3.
Moreover, we should say that the complexity of verification for REA-equivalence of type V for
functions in Example 5.2.5 is extremely higher than the complexity of verification for REA-

equivalence of type VI for the same functions. For instance, if one checks functions given in
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Algorithm 7 REA-equivalence of Type VI, F(x) = G(M; - x) + V
Require: F(x) = F'(x) + F(0),G(x) = G'(x) + G(0)

Ensure: True if F is REA-equivalent to G
1: fori:=0ton—1 do
2. Find Kpiopy = {y € F2|G' () = F/(29)

3: end for

»

for zin K = Car < K[l],K[Q],...,K[n] > do
fori:=1ton do

Set Column(M,, i, z[i])

e A

end for
8: Vi = F(0) + G(0)
9: if F(x)! = G(M; = x) + V; then

10: goto next z
11: end if

12: return True
13: end for

14: return False

Example 5.2.5 for REA-equivalence of type VI, then it is obtained that k = 1; on the other
hand, if one checks the same functions for REA-equivalence of type V, then it is obtained that
k = 2%*. These results show that type VI is a particular case of type V, but sometimes type VI

may have significantly low complexity compared to type V.

We present the pseudocode of verification procedure of two vectorial Boolean functions F

and G for REA-equivalence of type VI in Algorithm 7.

5.3 Summary of Complexities

To verify whether F and G are REA-equivalent or not, Examples 5.1.4, 5.1.5, 5.1.7, 5.1.10
and 5.1.14 given in this chapter clearly show that finding the matrices M and V seems to
be not enough. In additions to that, it is necessary to check whether the matrices M and V
satisfy the equation of the corresponding type even if the matrices M and V are unique. On
the other hand, the authors in [7] give the complexity of just finding the matrices M and V
without checking the equation except for part (i) of types I and IV. Furthermore, Example

5.2.2 illustrates that checking REA-equivalence of any two functions for only one x € F)
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which satisfies G’(x) = F’(2) for any i = 0, 1,2 is not enough. Thus, there may exist another
matrix M for which F and G are REA-equivalent for Types I, IV, V and VI. On the other hand,
the authors in [7] follow a procedure without taking into account that the matrix M may be

more than one. We will further investigate this difference.

Linear and affine equivalences when F and G are two permutations are studied in [2]. We

present the results of [2] in the Table 5.15.

Table 5.15: The complexities of the linear and affine equivalences in [2]

REA-equivalence Complexity F G
Linear Equivalence F(x)=M;-GM; - x) on*2") Permutations
Affine Equivalence | F(x) = M;-G(My - x+ Vo) + Vi | O®?2*") | Permutations

Some REA-equivalence types when G is arbitrary or under some condition on G are studied
in [7]. We expose the complexities of these REA-equivalence types. The complexities of
REA-equivalence types in [7] are given in the Table 5.16. We also present our results for

these REA-equivalence types in the Table 5.17.

Table 5.16: The complexities of REA-equivalence types in [7]

Types REA-equivalence Complexity G
I F(x)=M,-G(x)+V; o2™h (210 <i<m— 1} Cimg(G)
I Fx)y=M, -Gx)+V; O(m2*) Arbitrary
II Fx)=GM-x+V») O(n) Permutation
I Fx)=Gx)+ M5 -x+V, o) Arbitrary
IV | F) =M -Gx)+Mz-x+V, | 02" | {210<i<m-1}Cimg(G’)
v Fx)=M;-G(x)+ M3 -x+V, 0(m22”) Arbitrary

Moreover, we study two new REA-equivalence types when G is under some condition with
their complexities. The complexities for new REA-equivalence types are presented in the

Table 5.18.
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Table 5.17: Our complexities of REA-equivalence types in [7]

Complexity in case G Arbitrary
Type REA-equivalence #XOR #AND #Evaluation
I F(x) = My - G(x) + V; on(ECkm kDo 2Uom? Ry
III F(x)=G(x)+ Mz -x+V, mn+m mn n+1
V) Z 2z Z
IV | F) =M -G+ Ms-x+Vy | 20 Chimy | KamontdmZn)omeom | jam? 4 2m® + mn) | 2"+ + 20 +2

Complexity in case {210 <i < m — 1} C img(G’)
Type REA-equivalence #XOR #AND #Evaluation
1 F(x)=M,;-G(x)+V, 2km? 2km? pAy)
v FX)=M,-GXxX)+Ms-x+V, | k(mm? +2m> + mn) | k(nm? +2m> + mn) | 2" +2n+2

Complexity in case G Permutation

Type REA-equivalence #XOR #AND | #Evaluation
| F(x)=M,-G(x)+ V, 2n? 2n? 2"+n+2
il F(x)=G(M, - x+ V») n’ n? n+3
v FX)=M,-GX)+M;-x+V, | i 430 | P +3n% | 2"+3n+2

Table 5.18: The complexities of two new types of REA-equivalence

Complexity in case {F'(2)|0 < i < n— 1} C img(G’)
Type REA-equivalence #XOR #AND #Evaluation
\'% FX)=GMy -x)+Ms-x+V, | k(W +2mn+m—-n)+m | kn* +mn) | 2" +2n+2+k(n+1)
VI F(x)=G(M, - x)+ V; k(n>—n+m)+m kn? 2"+n+2+k

Complexity in case G Permutation
Type REA-equivalence #XOR | #AND | #Evaluation
V [F)=GWM-x)+Ms-x+Vy | 3n+n | 2n° 2" +3n+3
VI F(x)=G(M;y - x)+ V) n”+n | n? 2"+n+3

We study the complexities of verification of some types of REA-equivalence. To do that, we
count the explicit number of field operations, ® and ®, and polynomial evaluation. Polyno-
mial evaluation of vectorial boolean functions can be computed by table look-up operation,
where the tables consist of values of the functions. Hence, the polynomial evaluations of
vectorial boolean functions are table look-up operations and, each table look-up operation is
considered as 1 field operation. Similarly, each XOR and AND operations are considered as
1 field operation. These are meaningful as we are in F,. Thus, we add the number of XOR,
AND and table look-up operations. This enables us to see the total number of operations of

checking process for REA-equivalence. We present the total complexity of REA-equivalence
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types in the Table 5.19 and 5.20.

Table 5.19: Our total complexities of REA-equivalence types in [7]

Type REA-equivalence Complexity in case G Arbitrary
I Fx) = M, -G(x) + V) 2;1(m2(2k+21)+m+4) + m2(6k—21)—m+4
111 Fx)=Gx)+ Mz -x+V; 2mn+m+n+ 1
v F(x) — A/[1 . G(x) + M3 X+ Vl 2n(m2(2k+21)+m+4) + k(4m2n+4mn+6nz12)+4n—m2—m+4

{2110 <i <m— 1} C img(G")
Type REA-equivalence Complexity
I F(x)=M,-G(x)+V, 2+ dkm? + 2
IV | F(x) =M -G(x) + M3 - x+ Vi | 271 4 2k(nm® + 2m> + mn) + 2n + 2

Type REA-equivalence Complexity in case G Permutation
I F(x)= M -G(x)+V, 2" +4n> +n+2

i F(x) = G(M, - x + V>) 2n’ +n+3

IV | F(x) = My -G(x)+ M3 - x+ V| 2" +2n° +6n% +3n +2

Table 5.20: Our total complexities of two new types of REA-equivalence

{(FF2H0 <i<n-1}Cimg(G)
Type REA-equivalence complexity
V | FO)=GMy -x)+ M3 -x+V, | 2" +kQ@n*> +3mn+m+1)+m+2n+2
VI Fx)=GM,-x)+V, 2"+ kP +m—-n+ D) +m+n+2
Type REA-equivalence complexity in case G Permutation
V | Fx)=GMy-x)+Ms-x+V, 2" +5n% +4n+3
VI F(x)=G(M, - x)+V, 2" +2n% +2n+3

We note that if we add one of the matrices Vi, V, to REA-equivalence types, the complexity of
corresponding type then will increase in 2", 2" times, respectively. Because all operations in

checking procedure for REA-equivalence will be repeated for each value V; € F or V; € F.
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CHAPTER 6

CONCLUSION

This thesis studies restricted cases of Extended Affine (EA)-equivalence, called Restricted
Extended Affine (REA)-equivalence. Firstly, we analyze in Section 5.1 the verification pro-
cedures of REA-equivalence types given in [7]. We also show the verification procedures
with some examples. We expose the complexities of checking procedures for these types.
We count explicitly the number of operations which are XOR, AND and polynomial evalua-
tion in the verification procedures. We have shown our complexities particularly in the Table
5.17 for these types. Secondly, we introduce two new types of REA-equivalence in Section
5.2. We construct the verification procedures of these types, namely types V and VI, with
their complexities. Finally, we have presented the pseudocodes of the verification procedures
for REA -equivalence types studied in this thesis. We also implement these algorithms for

REA-equivalence in MAGMA [8].

As a result, this thesis provides the fast technique for determining whether two vectorial
Boolean functions with more than six variables are equivalent or not. When one constructs
a new s-box, one can also check whether it is equivalent to already known ones in block
cipher by using our MAGMA codes presented in the Appendix. Since CCZ-equivalence and
EA-equivalence have extremely high complexity, this research can be useful for verification
of s-boxes in block cipher. This study will contribute to the cryptography in terms of the

verification of vectorial Boolean functions.
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APPENDIX A

MAGMA CODES

We begin with a common function, named as SetColumn, of each types.

SetColumn:=function(M,i,V)
M1:=NM;
for j in [1..Nrows(M)] do
M1[j,1]1:=V[j];
end for;
return Mi1;

end function;

A.1 REA-equivalence of Type I

We present the source code of F and G for REA-equivalence of Type I in the form

F(x) = M; - G(x) + V; in MAGMA.

REA_Typel:=function(F,G,P,n,m,a)
P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement(GF(2"°n));
Fm<t>:=FiniteField(2"m);
Fn<a>:=FiniteField(2"n);
F_0:=Evaluate(F,Fn!0);
F_1:=F-F_0;
G_0:=Evaluate(G,Fn!0);
G_1:=G-G_0;
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inverse_2_is:=[];
for i:=0 to m-1 do
zero_vector_m:=Eltseq(Fm!0);
zero_vector_m[i+1]:=GF(2)!1;
two_i_m:=zero_vector_m;
ysayac:=1;
inverse_2_is[i+1]:=[];
for y in Fn do
if Eltseq(Fn!Evaluate(G_1,y)) eq two_i_m then
inverse_2_is[i+1][ysayac] := y;
ysayac +:= 1;
end if;
end for;
end for;
car_inverses:=car<inverse_2_is[1],inverse_2_is[2]>;
for i in [3..m] do
car_inverses:=car<car_inverses,inverse_2_is[i]>;
end for;
car_inverses:=Flat(car_inverses);
printf"car_inverses: %o\n",car_inverses;
for z in car_inverses do
M_1:=Matrix(GF(2),m,m,[]);
for i in [1..m] do
M_1:=SetColumn(M_1,i,Eltseq(Evaluate(F_1,Fn!z[i]),GF(2)));
end for;
V_1:=Matrix(GF(2),m,1,[1);
C:=M_1*Matrix(m,1,Eltseq(G_0,GF(2)));
D:=Matrix(m,1,Eltseq(F_0,GF(2)));
V_1:=C+D;
check_y:=0;
for y in Fn do
E:=Matrix(m,1,Eltseq(Evaluate(F,y),GF(2)));
L:=M_1*Matrix(m,1,Eltseq(Evaluate(G,y),GF(2)));
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if E ne L+V_1 then
break y;
end if;
check_y+:=1;
end for;
printf"check_y: %o\n",check_y;
if check_y eq 2°n then
print M_1,V_1;
return true;
end if;
end for;
return false;
end function;
n:=9;
m:=9;
P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement (GF(2°n));
F:=x+x"4+x"8+a*x"8+a"2*%x"4+a"3*x"8+a"3*x+a"3*x"2+a"3%x"4;
G:=x+a*x+a*x " 4+a*x"8+a"2*x"4+a"2*x"8+a"3*x"2+a"3*x"4;

REA_TypeI(F,G,P,n,m,a);

A.2 REA-equivalence of Type II

We present the source code of F and G for REA-equivalence of Type II in the form
F(x) = G(M; - x + V,) in MAGMA.

REA_TypelI:=function(F,G,P,n,a)
P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement (GF(2"n));
Fn<a>:=FiniteField(2'n);
y:=[1;
z:=[1;

for i:=1 to 2°n-1 do
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y[i]:=a"1i;
z[i] :=Evaluate(G,y[i]);

end for;
y[2'n]:=GF(2"n)!0;
z[2"n] :=Evaluate(G,y[2"n]);
G_inverse:=Interpolation(z,y);
H:=Evaluate(G_inverse,F);
H_0:=Evaluate(H,Fn!0);
H_1:=H-H_O;
H:=H_1+H_O0;
M_2:=Matrix(GF(2),n,n,[]1);

for i:=0 to n-1 do
zero_vector_n:=Eltseq(Fn!0);
zero_vector_n[i+1] := GF(2)!1;
two_i_n:=zero_vector_n;
M_2:=SetColumn(M_2,i+1,Eltseq(Evaluate(H_1,Fn!two_i_n),GF(2)));

end for;
V_2:=Matrix(GF(2),n,1,[]);
V_2:=Matrix(n,1,Eltseq(H_0,GF(2)));
check_y:=0;

for y in Fn do
E:=Matrix(n,1,Eltseq(Evaluate(H,y),GF(2)));
T:=M_2*Matrix(n,1,Eltseq(y,GF(2)));
if E ne T+V_2 then

break y;

end if;
check_y+:=1;

end for;

if check_y eq 2°n then
print M_2,V_2;
return true;

end if;

return false;
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end function;

n:=8;

m:=8;

P<x>:=PolynomialRing (GF(2°n));
a:=PrimitiveElement(GF(2"n));
F:=x"2+a"5+1;

G:=x"2+a;

REA_TypelI(F,G,P,n,a);

A.3 REA-equivalence of Type III

We present the source code of F and G for REA-equivalence of Type III in the form
F(x) = G(x) + M3 - x + V] in MAGMA.

REA_TypelIII:=function(F,G,P,n,m,a)
P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement(GF(2"n));
Fm<t>:=FiniteField(2"m);
Fn<a>:=FiniteField(2"n);

K:=F+G;

K_0:=Evaluate(K,Fn!0);

K_1:=K-K_0;

K:=K_1+K_0;
M_3:=Matrix(GF(2),m,n,[]);

for i:=0 to n-1 do
zero_vector_n:=Eltseq(Fn!0);
zero_vector_n[i+1] := GF(2)!1;
two_i_n:=zero_vector_n;
M_3:=SetColumn(M_3,i+1,Eltseq(Evaluate(K_1,Fn!two_i_n),GF(2)));

end for;
V_1:=Matrix(GF(2),m,1,[]1);
V_1:=Matrix(m,1,Eltseq(K_0,GF(2)));
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check_y:=0;
for y in Fn do
E:=Matrix(m,1,Eltseq(Evaluate(F,y),GF(2)));
L:=Matrix(m,1,Eltseq(Evaluate(G,y),GF(2)));
T:=M_3*Matrix(m,1,Eltseq(y,GF(2)));
if E ne L+T+V_1 then
break y;
end if;
check_y+:=1;
end for;
printf"check_y: %o\n",check_y;
if check_y eq 2°n then
print M_3,V_1;
return true;
end if;
return false;
end function;
n:=10;
m:=10;
P<x>:=PolynomialRing (GF(2°n));
a:=PrimitiveElement (GF(2°n));
F:=x"3;
G:=x"9;
REA_TypelII(F,G,P,n,m,a);

A4 REA-equivalence of Type IV

We present the source code of F and G for REA-equivalence of Type IV in the form
F(x) = M;-G(x) + M3 - x+ V| in MAGMA.

REA_TypelV:=function(F,G,P,n,m,a)
P<x>:=PolynomialRing(GF(2°n));

a:=PrimitiveElement (GF(2'n));
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Fm<t>:=FiniteField(2"m);
Fn<a>:=FiniteField(2°n);

F_0:=Evaluate(F,Fn!0);

L_F:=F mod x"2;
L_F:=L_F-F_0;
F_1:=F-L_F-F_0;
G_0:=Evaluate(G,Fn!0);
L_G:=G mod x"2;
L_G:=L_G-G_0;
G_1:=G-L_G-G_0;

inverse_2_is:=[];

for i:=0 to m-1 do

zero_vector_m:=Eltseq(Fm!®);

zero_vector_m[i+1] := GF(2)!1;

two_i_m:=zero_vector_m;

ysayac := 1;

inverse_2_is[i+1] := [];
for y in Fn do
if Eltseq(Fn!Evaluate(G_1,y)) eq two_i_m then
inverse_2_is[i+1][ysayac] := y;
ysayac +:= 1;
end if;

end for;

end for;

for

car_inverses:=car<inverse_2_is[1],inverse_2_is[2]>;
for i in [3..m] do
car_inverses:=car<car_inverses,inverse_2_is[i]>;
end for;
car_inverses:=Flat(car_inverses);
printf"car_inverses: %o\n",car_inverses;
z in car_inverses do

M_1:=Matrix(GF(2),m,m,[]);

for i in [1..m] do
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M_1:=SetColumn(M_1,i,Eltseq(Evaluate(F_1,Fn!z[i]),GF(2)));

end for;
V_1:=Matrix(GF(2),m,1,[1);
C:=M_1*Matrix(m,1,Eltseq(G_0,GF(2)));
D:=Matrix(m,1,Eltseq(F_0,GF(2)));
V_1:=C+D;
M_3:=Matrix(GF(2),m,n,[]1);

for i:=0 to n-1 do
zero_vector_n:=Eltseq(Fn!0);
zero_vector_n:=Eltseq(Fn!®);
zero_vector_n[i+1] := GF(2)!1;
two_i_n:=zero_vector_n;
B:=Matrix(m, 1,Eltseq(Evaluate(L_F,Fn!two_i_n),GF(2)));
A:=M_1*Matrix(m,1,Eltseq(Evaluate(L_G,Fn!two_i_n),GF(2)));
M_3:=SetColumn(M_3,i+1,Eltseq(B+A));

end for;
check_y:=0;

for y in Fn do
E:=Matrix(m,1,Eltseq(Evaluate(F,y),GF(2)));
L:=M_1*Matrix(m,1,Eltseq(Evaluate(G,y),GF(2)));
T:=M_3*Matrix(m,1,Eltseq(y,GF(2)));
if E ne L+T+V_1 then

break y;
end if;
check_y+:=1;

end for;
printf"check_y: %o\n",check_y;

if check_y eq 2"n then
print M_1,M_3,V_1;
return true;

end if;

end for;

return false;
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end function;

n:=3;

m:=3;

P<x>:=PolynomialRing (GF(2°n));
a:=PrimitiveElement(GF(2"n));
G:=x"6+a*x"5+a"5*x"4+a*x"4+x"4+a"4*x"3+a"6*x"2+a"2*x+a"3;
F:=x"6+1;

REA_TypelIV(F,G,P,n,m,a);

A.5 REA-equivalence of Type V

We present the source code of F and G for REA-equivalence of Type V in the form
F(x)=GM; - x)+ M3 - x+ V) in MAGMA.

REA_TypeV:=function(F,G,P,n,m,a)
P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement(GF(2"n));
Fm<t>:=FiniteField(2"m);
Fn<a>:=FiniteField(2"n);
F_0:=Evaluate(F,Fn!Q);

L_F:=F mod x"2;

L_F:=L_F-F_0;

F_1:=F-L_F-F_0;

G_0:=Evaluate(G,Fn!0);

L_G:=G mod x"2;

L_G:=L_G-G_0;

G_1:=G-L_G-G_0;
inverse_f_2_is:=[];

for i:=0 to n-1 do

zero_vector_n:=Eltseq(Fn!@);
zero_vector_n[i+1] := GF(2)!1;
two_i_n:=zero_vector_n;

ysayac := 1;
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inverse_f_2_is[i+1]:=[];
for y in Fn do
if Evaluate(F_1,Fn!two_i_n) eq Evaluate(G_1l,y) then
inverse_f_2_is[i+1][ysayac] := y;
ysayac +:= 1;
end if;
end for;
end for;
car_inverses:=car<inverse_f_ 2_is[1],inverse_f_2_is[2]>;
for i in [3..n] do
car_inverses:=car<car_inverses,inverse_f_2_is[i]>;
end for;
car_inverses:=Flat(car_inverses);
printf"car_inverses: %o\n",car_inverses;
for z in car_inverses do
printf"z: %o\n",z;
M_2:=Matrix(GF(2),n,n,[]1);
for i in [1..n] do
M_2:=SetColumn(M_2,i,Eltseq(z[i],GF(2)));
end for;
V_1:=Matrix(GF(2),m,1,[]);
C:=Matrix(m,1,Eltseq(G_0,GF(2)));
D:=Matrix(m,1,Eltseq(F_0,GF(2)));
V_1:=C+D;
M_3:=Matrix(GF(2),m,n,[]1);
for i:=0 to n-1 do
zero_vector_n:=Eltseq(Fn!®);
zero_vector_n[i+1] := GF(2)!1;
two_i_n:=zero_vector_n;
two_i_n_v:=M_2*Matrix(n,1,two_i_n);
M_3:=SetColumn(M_3,i+1,Eltseq(Evaluate(L_F,Fn!two_i_n)
+Evaluate(L_G,Fn!Eltseq(two_i_n_v)),GF(2)));

end for;
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check_y:=0;
for y in Fn do
E:=Matrix(m,1,Eltseq(Evaluate(F,y),GF(2)));
matrix_y:=M_2*Matrix(GF(2),n,1,Eltseq(y));
L:=Matrix(m,1,Eltseq(Evaluate(G,Fn!Eltseq(matrix_y)),GF(2)));
T:=M_3*Matrix(n,1,Eltseq(y,GF(2)));
if E ne L+T+V_1 then
break y;
end if;
check_y+:=1;
end for;
printf"check_y: %o\n",check_y;
if check_y eq 2°n then
print M_2,M_3,V_1;
return true;
end if;
end for;
return false;
end function;
n:=9;
m:=9;
P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement (GF(2°n));
F:=x"3+a"12*x"2+a"13*x+a;
G:=x"3+a"12*x"2+a"13*x+a"12;

REA_TypeV(F,G,P,n,m,a);

A.6 REA-equivalence of Type VI

We present the source code of F and G for REA-equivalence of Type VI in the form
F(x) = G(M; - x) + V| in MAGMA.

REA_TypeVI:=function(F,G,P,n,m,a)
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P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement (GF(2"n));
Fm<t>:=FiniteField(2"m);
Fn<a>:=FiniteField(2"n);
F_0:=Evaluate(F,Fn!0);
F_1:=F-F_0;
G_0:=Evaluate(G,Fn!0);
G_1:=G-G_0;
inverse_f_2_is:=[];
for i:=0 to n-1 do
zero_vector_n:=Eltseq(Fn!Q);
zero_vector_n[i+1] := GF(2)!1;
two_i_n:=zero_vector_n;
ysayac := 1;
inverse_f_2_is[i+1] := [];
for y in Fn do
if Evaluate(F_1,Fn!two_i_n) eq Evaluate(G_1,y) then
inverse_f_2_is[i+1][ysayac] := y;
ysayac +:= 1;
end if;
end for;
end for;
car_inverses:=car<inverse_f_2_is[1],inverse_f_2_is[2]>;
for i in [3..n] do
car_inverses:=car<car_inverses,inverse_f_2_is[i]>;
end for;
car_inverses:=Flat(car_inverses);
printf"car_inverses: %o\n",car_inverses;
for z in car_inverses do
printf"z: %o\n",z;
M_2:=Matrix(GF(2),n,n,[]);
for i in [1..n] do

M_2:=SetColumn(M_2,i,Eltseq(z[i],GF(2)));
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end for;
V_1:=Matrix(GF(2),m,1,[]);
C:=Matrix(m,1,Eltseq(G_0,GF(2)));
D:=Matrix(m,1,Eltseq(F_0,GF(2)));
V_1:=C+D;
check_y:=0;
for y in Fn do
E:=Matrix(m,1,Eltseq(Evaluate(F,y),GF(2)));
matrix_y:=M_2*Matrix(GF(2),n,1,Eltseq(y));
L:=Matrix(m,1,Eltseq(Evaluate(G,Fn!Eltseq(matrix_y)),GF(2)));
if E ne L+V_1 then
break y;
end if;
check_y+:=1;
end for;
printf'check_y: %o\n",check_y;
if check_y eq 2°n then
print M_2,V_1;
return true;
end if;
end for;
return false;
end function;
n:=4;
m:=4;
P<x>:=PolynomialRing(GF(2°n));
a:=PrimitiveElement (GF(2°n));
F:=x"3;
G:=x"9;
REA_TypeVI(F,G,P,n,m,a);
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