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ABSTRACT

A CERTIFICATE BASED, CONTEXT AWARE ACCESS CONTROL MODEL FOR
MULTI DOMAIN ENVIRONMENTS

Yortanli, Ahmet

M.Sc., Department of Information Systems

Supervisor : Assist. Prof. Dr. Altan Kogyigit

February 2011, [79| pages

A certificate based approach is proposed for access control operations of context aware sys-
tems for multi domain environments. New model deals with the removal of inter-domain
communication requirement in access request evaluation process. The study is applied on a
prototype implementation with configuration for two different cases to show the applicabil-
ity of the proposed certificate based, context aware access control model for multi domain
environments. The outputs for the cases show that proposed access control model can sat-
isfy the requirements of a context aware access control model while removing inter domain

communication needs which may cause some latency in access request evaluation phase.

Keywords: Ubiquitous Computing, Context Aware Computing, Access Control Model, Cer-

tificate Based Access Control Model, Multi Domain Access Control Model
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COKLU ORTAMLAR ICIN SERTIFIKA TABANLI, BAGLAM BILINCLI BIR ERiSIM
KONTROL MODELI

Yortanli, Ahmet

Yiiksek Lisans, Bilisim Sistemleri Bolimii

Tez Yoneticisi : Yar. Dog. Dr. Altan Kogyigit

Subat 2011, [79]sayfa

Bu tezde ¢oklu ortamlar i¢cin baglam bilingli sistemlerin erisim kontrol iglemleri i¢in sertifika
tabanl bir yaklasim Onerilmistir. Yeni model erisim isteginin degerlendirilmesi siirecinde
ortamlar arast iletigsim gereksiniminin ortadan kaldirtlmasini hedeflemektedir. Coklu ortamlar
icin sertifika tabanli, baglam bilincli bir erisim kontrol modelinin gerceklestirilebilirligi bir
ilk 6rnek uygulama iizerinde iki farkli senaryonun yapilandirilmasi ile gosterilmistir. Prototip
izerinde uygulanan senaryolarin sonuglari sunulan erigsim kontrol modelinin, baglam bilin¢li
sistemlere ait erisim kontrol modellerinin gereksinimlerini kargilarken ayn1 zamanda girig
isteginin degerlendirilmesi asamasinda ihtiya¢ duyulan ortamlar arasi iletisim gereksiniminin

ortadan kaldirilmasini sagladigini gostermistir.

Anahtar Kelimeler: Ayni1 Anda/Heryerde Biligsim, Baglam Bilingli Sistemler, Erisim Kon-
trol Modelleri, Sertifika Tabanli Erisim Kontrol Modelleri, Coklu Ortam Igin Erisim Kontrol
Modelleri
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CHAPTER 1

INTRODUCTION

During 80’s and beginning of 90’s mainframes satisfied the main computing needs of mankind.
After the mainframes where groups of people share the same computer, computing devices
became smaller and cheaper and desktop computing paradigm took place. Everyone can own
his/her own computing device with desktop computing. With the rise of Internet and network
technologies, people start to use more than one computer device at the same time. Eventu-
ally, computing devices have become much smaller and cheaper and even they have become
invisible in some cases. Today, ubiquitous computing paradigm is rapidly taking place and
computing devices are invading into daily life of people without interrupting them and a group

of computing devices start to share individual users.

Weiser and Brown [[1]] describe the evolution of computing as outlined above. As the com-
puting trends show, ubiquitous computing will become the main type of computing in the

following years.

1.1 Overview

Context aware computing, one of the main component of ubiquitous computing environments,
refers to computing systems which can sense the environment and sense changes in its envi-
ronment, and adapt their states accordingly. By definition, context is any information that can
be used to define the situation of an entity and context aware application is an application that

uses context to provide suitable information or services to the users [2].

Similar to standard network based applications, security is one of the most important problems

in context aware computing. With standard security issues like protection from unauthorized



access, issues like protection from processing irrelevant context information, sharing of secu-
rity information with other domains, uninterrupted service access for user while the user is

moving between domains are also very important for context aware applications.

One of the sub research topics of security for context aware computing is context aware access
control models which mainly deal with controlling resource access requests of users according
to their privileges and current context information. Studies in this field can be categorized
according to the number of domains involved. There mainly two kinds of models: single
domain access control models and distributed (or multi domain) access control models. Single
domain models are designed for systems serving a single domain and in such systems there
is not so much interrelation with other domains. Therefore such models mainly deal with
local problems of access control such as finding more flexible policy evaluation techniques
to support various context types. On the other hand distributed (or multi domain) access
control models deal with issues in access control across multiple domains such as serving
other domains’ users, providing uninterrupted service access, retrieving user privileges from
the home domains. In this thesis, we propose a context aware access control model for multi

domain environments.

1.2 Objectives and the scope of the study

One of the problems of context aware access control models for multi-domain environments
is the latency caused by the need for inter-domain interaction during the access request evalu-
ation phase. The objective of the research presented is to devise a context aware access control
model for multi-domain environments that eliminates the requirement of inter-domain com-
munication during access request evaluation phase. To satisfy this objective, a certificate

based access control mechanism is proposed.

Our approach is based on making an abstraction of users of different domains in access control
operations and managing certificate related issues across multiple domain environments. For
access control evaluation, we define policy rules and we propose methods to share these rules
between domains and to remember and use the policy rules of other domains in each domain.
As we primarily cover access control mechanisms using contextual information and employ

simple context matching methods, context data acquisition and other context matching related



issues are left out the scope of this thesis.

In order to demonstrate the validity and practicability of proposed model we implemented
prototype system that can be used to provide context aware access control service in multi-
domain environments. We also explore a set of scenarios to show the applicability of the

proposed model.

1.3 Thesis Organization

The outline of the thesis is as follows. In Chapter 2, firstly, the notion of ubiquitous comput-
ing, context aware computing, research fields in context aware computing field and definition
of context aware access control model are presented. Then context aware access control mod-
els proposed in literature are surveyed. Finally, certificates, certificate based authentication
techniques, certificate revocation techniques and digital signature technologies are discussed.
Chapter 3 introduces the proposed access control model by detailing the main components.
In Chapter 4, two different scenarios for the proposed model are defined and their evalua-
tion with a sample prototype application is done to validate the applicability of the model.
Then the implementation details of the sample prototype application are introduced in Chap-
ter 5. Finally, in Chapter 6, summary of the proposed model and point to the possible future

extensions are introduced.



CHAPTER 2

BACKGROUND AND RELATED WORK

This chapter gives background information about the research domain and presents the related
studies in the literature. Firstly the Ubiquitous Computing is introduced. Then, the Context
Aware Computing and its sub research fields are discussed. It is followed by the studies
related to the context aware access control models. Then, the proposed access control model is
compared to the other models proposed in the literature. The chapter is finished with general
background information on certificate technologies and certificate based authentication and

access control mechanisms.

2.1 Ubiquitous Computing

Ubiquitous computing is the next generation computing model after the desktop model of
computing. It states that computing is integrated with objects and activities around users. In
ubiquitous computing, users perform their daily activities oblivious to the computers around

them. In other words, computers move into background of our lives in ubiquitous computing

[3].

According to Weiser and Brown [1], ubiquitous computing is the third phase of computing.
First phase is the mainframes era in which many people share the same computer. Second
phase is the personal computers era where each user has a computer. Third and last phase
is the ubiquitous computing era where lots of computers share each of us. Now we are in
a transition phase from second to third phase where internet and distributed computing take

place. The major trends in computing across years are demonstrated in the Figure [2.1]

Some people confuse ubiquitous computing and virtual reality but ubiquitous computing is

4
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Figure 2.1: The Major Trends in Computing [3]]

the opposite of virtual reality. ”Virtual reality puts people inside a computer-generated world;

ubiquitous computing forces the computer to live out here in the world with people.” [3]]

2.2 Context Aware Computing

Context aware computing is one of the major parts of ubiquitous computing. Abowd and
Mynatt [4] categorized researches in ubiquitous computing into three parts. These are natural
interfaces, context awareness and automated capture and access for live experiences. Natural
interfaces researches are related with speech, hand writing, facial expression, etc. Automated
capture and access researches are related with recording of daily life experiences in order to
remove the humans’ burden of recording events. Finally, context awareness researches are
related with applications and systems that sense external environment and act according to
the current context. Context information is one of the main inputs for most of the ubiquitous

computing systems.



2.2.1 Context

Before defining context aware computing, it is better to define the term ’context’. There are
so many different definitions of context. Lieberman and Selker define context to be any input
other than the explicit input and output [3)], where explicit input is users’ intentional action
such as key strokes and mouse clicks. Schilit and Theimer [6] define context as location and
identities of nearby people and objects and also changes on those objects. Like the definition
of Schilit and Theimer, most of the definitions of context depends on the context it is defined.
One of the most general definitions for context is made by Day and Abowed: ”Context is
any information that can be used to characterize the situation of an entity. An entity is a
person, place, or object that is considered relevant to the interaction between a user and an
application, including the user and applications themselves.” [2]] Thus, it can be said that
information is a context if it can be used to describe an entity situation from any point of

view.

2.2.2 Context Categories

Context can be categorized into several types. Categorization may be helpful for application
developers to decide which pieces of context are suitable in their application. Categorization
of Ryan et al. suggest location, environment, identity and time as context types [[7]. Context
types defined by Ryan et al, in practice, are the most important among the context types
defined by others. On the other hand, Schilit et al. categorize context information according
to where you are, who you are with and what resources are nearby [8]. Abowd and Mynatt
suggest categorizing context information according to five *"W’s which are: who (user is with),
when (as time), where (as location), what (is user doing) and why (is user doing, i.e., intention)

[4].

2.2.3 Context Awareness and Context Aware Computing

A system can be characterized as context aware if it can extract context information and then
react based on that information. According to Fickas et al. context aware systems should
monitor changes in the environment and adapt their behavior according to predefined or user-

defined guidelines [9]. Dey and Abowd [2] give a more general definition for context aware



applications. They defined a system as context-aware if it uses context to provide relevant
information or services to the user. Besides, context aware applications are categorized as
active and passive by Chen and Kotz [10]. If an application changes its behavior accord-
ing to context changes then it is an active context aware application. If application serves
context information directly to the user without any action then it is a passive context aware

application.

2.3 Research Topics for Context Aware Computing

Since context aware computing is a relatively new research field, there are lots of many places
available for research and development. Some of the main research areas in context aware
computing are described, by Kocaballi [11]], as system architecture, context representation and

ontology, sensors, context fusion, context matching and security and privacy based researches.

System architecture researches for context aware computing deal with modeling the architec-
ture of context aware applications. Most of the researches done in this area are application
specific and therefore there is no standardization in modeling context aware systems. Black-
board model [12] where client and server communicate by reading and writing to the same
place and distributed services model [[13] can be given as sample system architecture models

for context aware applications.

Context representation and ontology researches deal with formatting and grouping context
data and defining relationships among them in order to put them into standardization. By
this way, contextual information is formed into a standard and become useful for applications

[14].

Sensors related researches mainly deal with hardware related issues of context aware appli-
cations. They deal with sensing and retrieval of the context data in the physical environment.
Some research subjects in this area can be described as usability, robustness, portability and

reliability of sensors and sensed context data [15]].

Context fusion is another research area as defined above. Context fusion provides the chance
of extracting reliable context data from unreliable set of context sources by fusing data pro-

vided by them [16]. Besides, by context fusion, researchers can define some abstractions in



context by fusing lower level context data in order to provide high level ones.

Context matching researches are conducted to find better context matching mechanisms be-
tween provided and desired context data. Most of the time, context sources are not suitable for
direct use. They have to be transformed into some well defined, mostly, application specific

structures before using them.

Security and privacy are the last research subjects to be mentioned. Like desktop computing,
security and privacy are very important subjects for context aware computing field. Besides,
security and privacy issues have much more different aspects in context aware computing be-
cause of their distributed and un-intrusive nature [[17]. One of the research subjects in that area
is context aware access control models. Context aware access control deals with controlling
user privileges and access requests according to the current context of the user. Like in all
other research topics, most of the context aware access control models are application and/or

domain specific.

2.4 Context Aware Access Control Models

In this thesis, we propose a certificate based context aware access control mechanism for
multi-domain environments. However, before going on, it is better to examine some ap-

proaches on access control models in both context aware and certificate based environments.

2.4.1 Access Control Models

At first, mainly in desktop style computing, user access controls are achieved by storing ses-
sions. In session based approach, each user starts with an authentication to the system. Then
sessions are created only for some period of time. Users can access the resource for a pre-
defined time interval. By defining user groups, providing different levels of permissions for
different user types can be achieved. In spite of the fact that an access control mechanism
can be provided in this way, it is a very limited approach for the cases with complex privilege
requirements. Even it is not suitable to give different permissions to users without defining

them in group context.

In 1996, Sandhu et al. presented a new approach for authentication and access control which



is called Role Based Access Control Model (RBAC) [18]]. In RBAC model, permissions are
associated with roles instead of users and users are associated with those roles. RBAC model
simplifies the security administration and it provides the ability of defining different security
policies. It is still insufficient for applying complex security policies since the roles defined
in RBAC are static and defining flexible rules are not possible in role based access control

models.

2.4.2 Context Aware Access Control Models

After the RBAC model, different types of extensions are proposed for RBAC model in many
studies. One of the models that extend RBAC is called Temporal Role Based Access Control
Model [19]. Bertino et al. extend RBAC with time dependency in Temporal RBAC. They
provide role enabling and disabling capabilities according to defined time intervals. By using
the time context, Temporal RBAC can be categorized as a context aware access control model.
Similar to Temporal RBAC, Covington et al. [20] extend RBAC model with location and
system status in addition to time domain. In both access control models, permissions for roles

are configured according to the current context.

In Generalized Role Based Access Control Model (GRBAC) [21]], Moyer and Abamad ex-
tended the notion of role. They defined roles not only for users but also for other system
components. They introduced subject, object and environment roles in the access control de-
cision phase. Subject roles are the traditional user related roles. Object Roles are roles that are
related to the properties of objects to be accessed. Finally, environment roles are the context

related roles that capture the users’ current environment status.

In 2006, Zhang and Parashar presented the dynamic role based access control model (DR-
BAC) [22] in which they demonstrated a dynamic role enabling and disabling mechanism
that works as a role state machine. When a user logs into a system, related role set and a local
context agent is assigned for the user. This agent monitors the user context and dynamically

adapts roles’ and permissions’ state according to the context information.



2.4.3 Models for Distributed and Multi Domain Environments

In distributed systems, in addition to authentication and authorization, some other issues like
usage of different types of devices for authentication, management of user roles according
to user trust levels need to be considered. In Cerberus [23]], Muhtadi et al. proposed a dis-
tributed context aware access control schema which separates authentication module from the
application in order to provide an abstraction to the devices used for authentication. They
gave different confidence values to different devices and, as a result, they provided multi-level

authentication to access resources in distributed context aware environment.

Hu and Weaver proposed a distributed, web service based context aware access control mech-
anism in 2004 [24]. They introduced trust level approach where users get different trust levels
according to the device or technology they use during authentication. When user tries to ac-
cess a request, not only user context but also given trust level is taken into account in access

policy evaluation phase.

Another similar approach is published by Seon et al. They introduced COBAR in 2007 which
is a distributed context aware access control model [25]]. Similar to Hu and Weaver’s work,
they dealt with the usage of different authentication devices to access resources in context
aware environments. They introduced the term ’Authentication Confidence Index’ (ACI)
which is assigned to system users according to the confidence value of the device they use
for authentication. If a user’s ACI value is higher than the role activation value, related role
is enabled for that user. Otherwise, the user cannot access some resources until he/she uses a

more confident device to authenticate.

The approaches summarized above provide dynamic, context aware security models but they
are proposed for single domain environments. In multi-domain environments issues like fed-
eration of security information of users to other domains or uninterrupted service access in

different domains should also be taken into account.

In 2005, Nishiki and Tanaka [[26] proposed a context aware access control model for multi-
domain environments. They introduced authentication and access control agents which are
assigned for each domain that the system is implemented. When logging into a domain, an
authentication ticket is given to a user. At the same time an access ticket that holds evalu-

ated user roles is generated for the user and stored in the server. When user tries to access

10



a resource, his/her context information and stored access tickets are used to evaluate access
request decision. When user moves into another domain, he/she provides the given authen-
tication ticket to the domain access control agent and then access control agent retrieves the
user access ticket from the domain that really authenticated the user. Given model is mainly
implemented for adjacent domains where user can pass from one to another before the session
is expired. Access control agents find each other by sending search messages to the nearest

domain agents which slows down the search process.

2.4.4 Certificate Based Authentication and Access Control Models

In this thesis, a context aware access control model is introduced for multi-domain environ-
ments. Problems like federation of security information among domains and fast and unin-
terrupted resource access of users are tried to be resolved by proposing a certificate based
solution. In this section, some certificate based authentication and access control models are
investigated and some background information about certificates and certificate based authen-

tication and authorization techniques will be given.

Koufi and Vassilacopoulos [27] suggested a model in 2008 which defines a certificate based
context aware access control model. In the proposed model, user roles are stored in certifi-
cates. When a user wants to access a resource, the user’s context information is evaluated with
those roles to decide whether the user is authorized to use the resource or not. Proposed model
defines a certificate based access control mechanism but it is only concentrated on single do-
main systems. Therefore there is no infrastructure suggested for supporting multi-domain

systems.

Another certificate based technique was proposed by Wang et al. [28]], in 2007. They intro-
duced a multi-domain certificate based authentication system. By using certificates provided,
users can authenticate one or more domains according to their environment. Given solution
provides a suitable certificate based authentication mechanism for multi-domain environments
but it only focuses on authentication to domains. Access control decisions are not done using

certificates.

Thompson et al. offered a certificate based access control mechanism for distributed resources

[29]. They proposed a certificate based, multi domain access control model. Users authenti-
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cate to systems and access to resources by using their certificates. Certificates store user roles
and access request decisions are evaluated by using those roles. However, this solution is not

designed for context aware systems.

2.5 Certificates and Certificate Based Authentication

In our proposed model, similar to the certificate based solutions above, certificates are used
to access resource. Therefore a certificate validation mechanism is required in access request
evaluation phase. In this part of the chapter, information on certificates and certificate based
authentication will be presented. First of all, security problems and main threat types in
networks will be described. Then the public key cryptography is described and encryption

and decryption techniques are summarized. Finally, certificate technologies are described.

There are three main security issues in communication over a network. These are eavesdrop-

ping, tampering and impersonation [30]:

Eavesdropping: Eavesdropping threat type is related with reaching private information with-
out authorization. Information does not change with eavesdropping but its privacy is broken.
For instance, someone may learn your credit card number or intercept confidential informa-

tion.

Tampering: Without authorization of the owner, changing information is called tampering.
When information is sent, someone could change it before it is delivered to the recipient.
Changing someone’s vote in an election or changing the order of a company without their

knowledge can be the examples for tampering.

Impersonation: Impersonation, as a threat type, is imitating potential recipient in order to
access some information or to do something. Impersonation has two types. First one is
spoofing in which a person acts as if he/she were someone else. For example, sending an
email to someone by using the mail address of a company is a spoofing type of impersonation.
Second type is misrepresentation where a person represents himself/herself as if he/she were
someone else. Publishing a fake online store with the aim of collecting users’ credit card

numbers is a misrepresentation type of impersonation.
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2.5.1 Public Key Cryptography

Public key cryptography is a set of techniques and standards that make it easy to take mea-
sures to communication threats listed above by using a cryptographic approach [31]]. It uses

asymmetric key algorithms. Public key cryptography may help to achieve following tasks:

Tamper Detection: Allows the recipient to verify whether data sent is changed or not during

communication. Any change in the original message can be detected.

Authentication: Allow recipient to detect whether data is sent by the sender who is claimed.

That is, it approves the identity of the sender.
Non-repudiation: Prevents the information sender denying the information is sent.

Encryption and decryption: Includes encoding operation of data sent and decoding operation
of received data. Encryption and decryption solve the problem of eavesdropping. Encryp-
tion is a process to make information unintelligible and decryption is vice versa. Encryption
and decryption is done, most of the time, by using a cryptographic algorithm [31]] which is a
mathematical function pair to encrypt and decrypt information. Usually cryptographic algo-
rithm, itself, is not secret but some sort of secret keys is used by cryptographic algorithms.
There are mainly two approaches of key based encryption schemes available. These are called

symmetric and asymmetric key encryption [32].

2.5.1.1 Symmetric Key Encryption

In symmetric key encryption algorithms, the same key is used for both encryption and de-
cryption of the data. Symmetric key encryption provides a degree of authentication because
the data encrypted with a key cannot be decrypted with a different key. As a result, commu-
nicating parties can transfer data securely as long as they keep the key secure. If some third
parties get the key, they can not only decrypt sent data but can also send different data after
encrypting it with the key as if they are one of the parties communicating. Symmetric key

encryption is illustrated in Figure
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Figure 2.2: Symmetric Key Encryption

2.5.1.2 Asymmetric Key Encryption

In asymmetric key encryption algorithms, two different but somehow related keys are used
for encryption and decryption of the data. Data encrypted with one of the keys can only be
decrypted with the other key. In that approach public key is published to receiver and private
key is kept secret. Receiver decrypts data with the public key of sender and if someone wants
to send secure data to the key owner he/she should encrypt the data with the public key of
the recipient. This time encrypted data can only be decrypted by using private key. However,
public key encryption is much more complex compared to the symmetric key encryption
techniques. Therefore, most of the times, it is not practical to encrypt, decrypt large amount
of data by using public key encryption technique. In such cases, symmetric key algorithms
are used with session keys exchanged by using public key encryption techniques. Besides
encryption with a private key is not so much secure since anyone that has public key can read
data to be send. Nevertheless, public key encryption is really useful to prove the identity of the
key owner. Therefore it is one of the important requirements of today’s electronic commerce

applications. Asymmetric key encryption is illustrated in Figure 2.3
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2.5.2 Digital Signature

Digital signature is used to prevent third parties from modifying the data sent to recipient
without detection. It uses a method called one way hash (also called digest method) [33]].
Key owner applies a hash function to the data and then encrypt the hash with his/her own
private key. Finally he/she attaches encrypted hash together with the original data and sends
that combination (called digitally signed data) to the recipient. When recipient gets digitally
signed data, he/she uses public key of the sender to decode the encrypted hash. After de-
coding, recipient applies the same hash function to the received data and compares the result
with the decoded hash. If the two hashes match, the receiver will be sure that the data has
not changed since it was signed. If they don’t match, the data must have been tampered with

since it was signed. Signing and verification phases for digital signature is demonstrated in

Figure [2.4]

2.5.3 Certificate

A certificate is a digital document that identifies an entity like an individual, a server or a
company to associate that entity with a public key. Similar to driver’s licenses, certificates

prove the identity of an individual. Therefore, public key cryptography uses certificates to
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protect communication from impersonation.

Similar to other real world identity cards (like driver license); certificates are managed by
authorities called Certificate Authorities (CA). CA’s validate identities and publish certifi-
cates. These authorities are independent third parties or organizations. Each CA has its own

certificate validation technique.

A certificate is composed of two parts. First part is the data section. It includes a public key
and the cryptographic algorithm, name of the entity identified by certificate, an expiration
date, the name of the CA publishing the certificate, a serial number, and other optional infor-
mation. Second part is the signature section. It includes the digital signature of the CA which
is obtained by encrypting the whole certificate data with CA’s private key. It also indicates the

algorithm used by CA to sign the certificate. Sample certificate content is given in Figure[2.3]

2.5.3.1 Certificate Based Authentication

Digital signatures can be used for authentication. With digital signatures, client authentication
and server authentication can be done in various different ways. For instance, adding digital
signature to an email or an html page and attaching the certificate to the message/page can

provide a strong evidence of sender’s or publisher’s agreement. In addition to authentication,
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digital signature attached to any data also provides non-repudiation.

Client authentication is the essential element of network security. There are two types of
authentication in client based authentication: password based authentication and certificate
based authentication. Password based approach is out of the scope of this thesis. In certificate
based authentication, server generates a random piece of data and sends the data to the client.
Then client digitally signs retrieved random data and sends both its certificate and the signed

data across the network. The server uses techniques of public-key cryptography to validate
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the signature and confirm the validity of the certificate. Certificate based client authentication

is part of the SSL (Secure Sockets Layer) protocol.

2.5.3.2 Revoking Certificates

Certificates are issued for some period of time. They contain the data that defines validity start
and end dates. However, in some circumstances, certificates may require revocation before
the expiry date. In such cases, CA should inform entities that trust those certificates published

by it.

Certificate revocation can be handled in several different ways. For some organizations, au-
thentication process includes checking the certificate validity directly from the servers of the
CA. In that approach, CA setups some server and publishes all valid certificates in directories.
When an administrator revokes a certificate, the certificate is removed from the directory, and
authentication attempts with that certificate will fail even though the certificate remains valid
from other aspects. Another approach involves publishing a certificate revocation list (CRL).
CRL is the list of revoked certificate. In that approach, CRL is published to a directory at

regular intervals and authentication process includes checking the CRL list.
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CHAPTER 3

PROPOSED MODEL

In this chapter, a model to provide a context aware access control for multi-domain environ-
ments is introduced. In order to evaluate resource access requests of users in a context aware
environment, a domain should collect user roles, privileges and other user related information
from the home domain of the user. To access user specific information, most of the available
models deal with communication with the home domain in access request decision phase.
Since ubiquitous computing applications require quick response time by their nature, such

communication latencies may cause some usability problems.

The proposed model focuses on reducing network traffic between different domains in access
request decision phase. That is, it works in a multi-domain environment but access control
decisions are done as if the environment is a single domain. By this way, it gains the ad-
vantage of minimizing complexity and speeds up access control decisions in multi-domain
environments. The model is based on certificates to achieve the required goals. In the pro-
posed model, instead of searching user validity from remote sources in access request decision
phase, a certificate is given to each user and user validity check is done locally by controlling
those certificates. Besides, user requests are evaluated against local policy rules which in-
cludes not only policy rules for host domain users but also policy rules for other domains that
has an inter-domain service level agreement with host domain. Proposed model is illustrated
in Figure [3.1] The primary focus of this study is on certificate based access control in multi
domain environments. Therefore some of the related issues like context data retrieval and
some of the issues in context aware computing beyond basic context matching are out of the

scope of the thesis.
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Figure 3.1: Context Aware Access Control Model

3.1 Salient features of the Proposed Model

First of all, proposed model is for context aware systems. That is, each access request of a
user is evaluated according to the current context of the user. Secondly, proposed model is
certificate based. Users ask for accessing resources with their certificates issued by their own
domains. Finally, proposed model is used in multi-domain environments. It can be used in
only one domain but it is mainly modeled for multiple domains that are interrelated with each

other and have their own domain users accessing resources in other domains too.

In the proposed model, a certificate is given to each user by their own domains. Users try to

access resources in their domains by using these certificates. If their context data is suitable to
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reach the resource, then they are allowed to access the resource. On the other hand, a domain
can make an inter-domain service level agreement with other domains so that users of that
domain can reach the resources of other domains. In such situations, domains define extra
access control rules for other domains. As a result, when other domain users try to access
resources in the agreed domain by using their certificates, they can access the resources if
their context data is suitable according to access control rules defined by the domains. These

cases for access control check in the proposed model are illustrated in Figure

sd System
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Figure 3.2: Cases for Accessing Resource for Different Domain Users

In a domain, the following type of rules can be defined to cover different cases:

- A domain can define access control rules for its own users. A user can access resources with

his/her certificate if the user’s context matches with the rules defined in the domain.

- A domain can define access control rules for users of another domain. Users of other domain
can access resources with the certificates provided by their own domain if their context data

fits to the rules defined for their domains.
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- A domain can define access control rules for specific users of another domain. Such users
can access resources with their own certificates supplied by their domain if those users’ con-

text data is suitable according to those rules defined specifically for them.

- A domain can define groups for both its own users and other domain users and then it can
define access control rules for those groups. Users in those groups can access resources with
their own certificates supplied by their own domain if their context data fits to those group

rules.

In order to cover all these different cases, a domain abstraction is done in the proposed model.
All domains including the host domain are treated as external domains. As a result, in a

domain, a rule can be defined for a specific user, for a domain (including itself) or for a group.

3.2 Advantages of Using Certificates

If proposed model were implemented without a tool like certificate, then systems would check
the identity of users for each access control by communicating with the home domain of the
user. Or, at least, each domain should have provided an authentication mechanism before the
access decision for requests are made in order to validate user from the home domain. Such a
validation mechanism would require communication between the servers of the domains and

this would consume tangible amount of time and network bandwidth.

By using certificates, users carry their own authentication credentials with them so that com-
munication between domains to validate users can be minimized. This certificate based ap-
proach provides a faster access control compared to the approach based on authentication via
the home domain. Moreover, by using certificates, users not only carry their own identity but
also carry their domain’s identity with them. As a result, inter-domain service level agreement
rules to access the resources can be defined in domain identity level and access control evalua-
tions can be done based on domain identity when a user tries to access a resource with his/her
certificate. That is; instead of storing users’ identity in rules, storing certificate provider’s

identity in rules is enough in order to evaluate individual user requests.
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3.3 Major Components of the Proposed Model

Proposed model consists of five components working in the application layer and one com-
ponent working in the service layer. Application layer components are policy rule engine,
context data service, context rule service, domain communication agent and policy manage-
ment interface. Service Layer has only one component which is the persistence manager. The

component diagram of the proposed model is given in the Figure 3.3
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Figure 3.3: Model Component Diagram

The policy rule engine is the central component of the model. Requests are retrieved by the
policy rule engine and it coordinates the tasks to be done and manages other components of
the system. The policy rule engine retrieves context data from the context data service, access
policy rules from the context rule service and certificate validity information from the domain
communication agent in order to process the incoming user requests. After the evaluation,
it returns the response for the access request back to the user and also grants access to the

resource requested.

The context data service is responsible for context data retrieval and context matching for
users. It determines context data for the context types requested by the policy rule engine and
returns those data back to it. Context matching and context data retrieval is a huge research

area. There are so many approaches/methods available for these. Therefore, context retrieval
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and matching issues are out of the scope of this thesis. It is assumed that context data service
does the context data retrieval and context matching tasks for the given user in defined contexts
when requested. It is left as a separate module in order to make it pluggable, i.e., different
implementations can be employed for context retrieval and matching in context data service

easily.

Each domain using the proposed model should contain some rules that define access policies
for the users in different contexts. Context rule service manages those access policy rules
and provides rules when they are requested. Whenever access policy rules are requested for
a given user and a given resource, it immediately finds the related rules and sends them back
to requester possibly after filtering and processing those rules. Besides, context rule service
is responsible for validating access policy rules that are inserted or updated by the system

administrators over Policy Management Interface.

Domain communication agent stores the list of revoked certificates in order not to allow those
users who has a certificate with valid data but revoked by certificate provider for some reasons.
When a user certificate is tried to be checked by domain communication agent, it controls
certificate from the certificate revocation lists retrieved from certificate providers. Domain
communication agent is also responsible for updating those lists from certificate providers’

domains.

Policy management interface provides a graphical user interface for the administration tasks
of the system. System administrators can insert or update access policy rules into the system
via the policy management interface. Also some system parameters can be defined by using

policy management interface.

Last module is the persistence manager. The persistence manager provides an interface to
other modules in order to ensure that they reach database. All database related operations are
done by the persistence manager. There are lots of different implementations available for

persistence manager and one of them could be adapted to use in this model.

Each component in proposed model is designed as a pluggable separate module and, for better
modularity, system components interact via service oriented architecture. As a result, each

module defines its methods as web services.
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3.4 General Work Flow for the Proposed Model

When a user tries to use a resource by providing his/her certificate, user certificate data and
resource data are retrieved by the policy rule engine. Then policy rule engine checks the
certificate validity by sending certificate data to the domain communication agent. The do-
main communication agent first checks certificate validity and then checks whether certificate
is revoked or not from certificate revocation lists and finally sends result back to the policy
rule engine. If certificate is valid then the policy rule engine asks access policy rules from
the context rule service. The context rule service searches given certificate and resource data
from database over the persistence manager. Found rules are filtered and processed in order
to get rid of problems such as rule conflicts. Filtered and processed rules are sent back to
the policy rule engine. Next, policy rule engine determines context types used in the access
policy rules and asks context data in for those context types for the user from the context
data service. Context data service retrieves context data for the specified user and requested
context types. After retrieval of context data, it sends back those data to policy rule engine.
Finally, policy rule engine evaluates retrieved access policy rules with fetched context data
and sends decided access request decision back to the requested resource. Activity diagram

for general work flow of the proposed system is given in the Figure [3.4]
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Figure 3.4: Activity Diagram for Proposed System

In the following sections Context Rule Service, Domain Communication Agent, Policy Rule

Engine and Policy Management Interface components are explained in detail.

26



3.5 Context Rule Service

Each domain should store some access rules to decide whether the usage of requested resource
is allowed or denied in the current context of the requester. The Context Rule Service acts
as the main policy rule storage for domains. The Context Rule Service contains pre-defined
rules and provides those rules when they required for access control decision. These policy

rules are called Access Policy Rules.

Two main operations are handled by the Context Rule Service. Firstly, it validates Access
Policy Rules before they are inserted or updated via Policy Management Interface. Secondly,
when the Policy Rule Engine requests some Access Policy Rules, the Context Rule Service
retrieves those rules from the data storage by using the Persistence Manager and sends re-
quested Access Policy Rules to the Policy Rule Engine after processing them. The Context

Rule Service component diagram is given in the Figure[3.5]
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Figure 3.5: Context Rule Service Component Diagram

Access Policy Rules are defined and stored in Access Policy Markup Language (APML)

format which is defined as an extension to the eXtensible Markup Language (XML) format
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for Access Policy Rules. Access Policy Rules are defined in an XML based structure because
it can easily be transferred among different services in a transparent way and also it is easy to

manipulate and read.

When a new or an updated context rule is sent to the Context Rule Service in APML Format,
the Context Rule Service Manager extracts rule data by sending incoming context rule to the
APML Converter. After conversion, it validates the rule data through the Rule Validator and
finally it sends the validated rule data to the Persistence Manager in order to persist it to the

database.

In the case of rule request condition, certificate id, certificate provider id and resource id are
received by Context Rule Service and they are sent to the Persistence Manager to find the
related rules. The rules found are sent to the Rule Selector to decide unsuitable rules that
should be filtered in the case of a conflict. Then selected rules are sent to APML Converter
to convert them into APML format. And finally selected rules are sent to the requester in
APML format. The more detailed sequence of an incoming request will be discussed shortly.

Structure of the Access Policy Markup Language and some Access Policy Rule examples are

given in Figure

<apr> <apr>
<subject type="user_certificate"> 1568797 </subject> <subject type="group">764</subject>
<resource type="resource">printer48</resource> <resource type="resource">shopping_mall_cinema_discount%50</resource>
<context type="time">Working Hours</context> <context type="time">wednesday</context>
<permission>allow</permission> <permission>allow</permission>

</apr> </apr>

<apr> <apr>
<subject type="certificate_provider'>1658</subject> <subject type="certificate_provider">45678</subject>
<resource type="group">cs_department_printers<,/resource> <resource type="group">shopping_mall_floor1_stores_discount%25</resource>
<context type="location">cs_department</context> <context type="location">shopping_mall</context>
<permission>allow</permission> <permission>allow</permission>

</apr> </apr>

<apr> <apr>
<subject type="group">1214</subject> <subject type="user_certificate">77769548</subject>
<resource type="group">metu_printers</resource> <resource type="group">shopping_mall_floor1_stores_discount%25</resource>
<context type="time">weekend</context> <context type="time">working_days</context>
<permission>allow</permission> <permission>deny</permission>

</apr> </apr>

Figure 3.6: Structure of APML and some APR samples in APML format

3.5.1 Structure of an Access Policy Rule

Each Access Policy Rule contains four different data types. These data types are subject,

resource, context and permission.
Subject is the identity of the requester. It can be a certificate id of a user or it can be the
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identity of the certificate provider or even it can be the identity of a certificate group that
is pre-defined by administrators. A student with a certificate, or a university as a certificate
provider, or instructors of CS department that is defined as group can be given as different
subjects in a campus domain. Similarly, a customer of a telecommunication company with
certificate, the telecommunication company itself as certificate provider, or a customer group
that benefit from some special service of the telecommunication company can be given as
different subjects in a telecommunication company domain. A subject can be a certificate id,
certificate provider id or a group. Groups contain a list of subject; i.e., groups can contain a

list of id or can contain other sub groups. Structure of the subject is given in the Figure

Subject

JANIIAN
[ |

Entity Group

JANIIWAN
[ 1

Certificate_Provider Certificate

Figure 3.7: Structure of the Subject in APR

A resource is the object that is requested to be used/accessed by the subjects. Similar to a
subject, a resource can be a single resource or can be a resource group that is defined by
administrators. In a campus domain, all printers in the campus, all printers in a specific
department or a single printer in a department can be defined as a resource. Similarly; a
promotion in a market, a promotion in a floor of a shopping mall or a promotion in all stores

of a shopping mall for telecommunication company costumers can be defined as resources in
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the telecommunication company domain. A resource can be a single resource or a group of
resources. A group can include a list of sub groups as well as resources. The structure of the

resource is given in Figure 3.8

Resource

SingleResource Group

Figure 3.8: Structure of the Resource in APR

A context is the current context information of the subject. A context can be any contextual
information related to the subject. Each context element contains two different data. These
are context type and context name. Working hours in the time context and CS Department
as the location context can be given as samples to context names. Context data of the related
context names are stored in another table in the persistent storage. Context names and context

data can be defined by administrators.

Permission defines whether Access Policy Rule is related with giving access right to the re-
quester or denying requester from accessing a resource. There are two kinds of permission
data available. These are *Allow’ and ’Deny’. While there may a more general rule that al-
lows user to access a resource, another specific rule can also be defined to deny a request for
some specific sub-group, sub-resource or sub-context. The rule selection algorithm is called

’More Specific Rule Wins’ as it is explained in the following sections.
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3.5.2 Policy Rule Storage

Access Policy Rules are stored in a relational database. Each rule is stored as a single entity in
the database. Besides access policy rules, subject group definitions, resource group definitions

and also context types and context definitions are stored in the database.

Policy Rule table contains the Access Policy Rules. Each table entity contains a rule id,
subject id, resource id, context name, and permission data. Rule id is a unique number that
defines a rule uniquely. Subject id is the identity of a user or user group. Subject id can be
certificate id of the user, certificate provider id of the user or id of a group. Resource id is the
id of a resource which can be a single resource entity or a group of resources. Context name
is the name of the context checking data which can also be empty if there is no context rule
for accessing a resource. Context names are mapped to context checking data in the Context
table defined below. Finally, permission field stores whether the rule is an access rule or deny

rule.

Subject group definitions are stored in a subject group table. It contains group id, subject id
and subject type. Group id is the unique number that defines a group. Subject id is either a
certificate id, certificate provider id or an id of another sub group. Subject type stores the type
of the subject. If subject is certificate id or certificate provider id then subject type is entity. If

subject is id of another group then subject type is group.

Resource definitions are stored in a resource table. Resource table contains resource id, re-
source name and other necessary resource data. Resource group definitions are stored in the
resource group table. Similar to subject groups, resource groups are composed of group id,

resource id and resource type.

Context table contains name of the context, type of the context, context checking condition
which can be a r(ange) or an e(quality) check, context checking data and context data format-

£}

ter. <WorkingHour, ’time’, 1, 09:00,18:00-hh:mm’> can be a sample context table entity.
Context types can be defined in the implementation phase. They cannot be defined in appli-
cation runtime because there should be some context evaluation algorithms implemented for
each context type. If, later, it is decided to add a new context type then the related context
evaluation algorithms should be implemented for that context type. Context evaluation tech-

niques for some selected context types will be defined in the scope of the policy rule engine
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module.

3.5.3 Rule Selection Technique

When an Access Policy Rule is requested from it, the Context Rule Service works as follows:

1.Access Policy Rules of a resource with resource_id and a subject with certificate_id and

certificate_provider_id are asked from the Context Rule Service.

2.The ContextRuleServiceManager sends retrieved resource_id to the PersistenceManager.

3.Resource groups are searched by the PersistenceManager in order to find resource_group_ids

that contain the given resource_id.

4.The ContextRuleServiceManager sends retrieved certificate_id and certificate_provider_id

to the PersistenceManager.

5.Subject groups are searched by the PersistenceManager in order to find subject_group_ids

that contain the given certificate_id or certificate_provider_id.

6.Access Policy Rules are searched with the resource-subject pairs to find the related rules.
Resource_id and found resource_group_ids are used as the resource and certificate_id, certifi-

cate_provider_id and found subject_group_ids are used as the subject in query.

7.Found rules are categorized according to the context types of the rules and each group
is filtered with "More Specific Rule Wins’ algorithm in order to eliminate the rule conflict

situations. This algorithm will be presented in the following section.

8.Context names in selected rules such as *Working Hours’ for time context and *CS Depart-
ment’ for location context are converted to the real context data by searching context names

from the Context table in the database.

9.Selected Rules are converted to APML.

As aresult, selected Access Policy Rules are served to the requester in the format of APML.
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3.5.4 Rule Conflict Situation and *More Specific Rule Wins’ Algorithm

Since there is no limitation in defining a new access policy rule for a user or a user group, there
may be some rule conflicts. For example, while a rule is in use for allowing the usage of a
resource for a specific user, there may exist another rule with the same context condition that
deny the usage of same resource for him/her. For such conflicting situations, an algorithm
to resolve the conflict is required. Context rule service applies "More Specific Rule Wins’
algorithm. According to the algorithm, when a conflict for a subject is caused by more than
one rule for the same resource with the same context condition, the rule with the more specific
subject definition is selected. When the subject levels are the same, the rule with the more
specific resource definition is selected. If both subject and resource levels are different then
only the subject definitions are examined for the rule selection. The rule selection decision
for different rule types is given in Table 3.1} Note that the algorithm is applied when all rules

under examination have the same context condition.

Table 3.1: APR Selection Table

Ul-R1 | Un-R1 | U*-R1 | Ul-Rn | Un-Rn | U*-Rn Ul-R* | Un-R*® U*-R*

Ul-R1 X e = e e = e = e
Un - R1 " X < " < < 4 < <
ut-R1 | 4 i X ' b <- i b <-
Ul-Rn " < < X < < s < <
Un-Rn " o <-- " X < 0 < <-
ut-rn | % i } t b X i b <-
Ul-R* ? - L ? e - x L. -
un-R* | % i <- t b <- i X <-
R | 4 7 7 7 i 7 7 i X

A

] =Rule in the up side must be selected

< =Rule in the left side must be selected

U1l = subject for a specific useru

Un =subject for a small group that contains specific user u

u* = subject for a larger group that contains specifi user u

R1 =resource for a single entity r

Rn =small resource group that contains specific resource entity r

R* = larger resource group that contains specific resource entity r
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3.6 Domain Communication Agent

In the proposed model, each user is required to use a certificate that is provided by a certificate
authority known by the system. In order to access resources in the domain, users should pro-
vide their certificates and the system evaluates the request according to requester’s certificate
id and certificate authority id. In ordinary situations, there is no problem about accessing and
evaluation of a request. However, for some reason, if any of the certificates is cancelled by the
certificate provider, how can the system be informed about the revoked certificate? Without
any communication with the certificate authority, users with the revoked certificates can still
access the resources like the other users that have valid certificates. Therefore a communica-

tion mechanism with the certificate providers is required in order to prevent such situations.

Each domain should contain a Domain Communication Agent in proposed model. The Do-
main Communication Agent has two main duties: When a request comes, Domain Commu-
nication Agent should first check the validity of the certificate and then should check whether

it is revoked by the certificate provider or not.

3.6.1 Certificate Validity Check

Certificate validity check is related to controlling a certificate in order to answer the following
questions. Is the certificate is still valid? Is the certificate really given by a certificate provider?

Is the certificate being used by its owner? Certificate validity check contains 3 steps.

1.Checking certificate’s validity interval: A Certificate contains a validity period data. When
a certificate is retrieved for validity check, it is first controlled to determine whether it is valid

currently or not. If it fails the next steps are omitted.

2.Checking a certificate is really given by a known provider or not: As defined in previous
chapter, certificates store an encoded data which is signed version of certificate with certifi-
cate provider’s private key. Decoding that data with certificate provider’s public key should
provide the same output that certificate contains. If result is successful, then it is guaranteed
that certificate is given by a trusted certificate provider and certificate is not modified after

published by provider.
3.Checking certificate is being used by its owner: When a user tries to access a resource,
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system generates a random number (nonce) and sends it back to the user. Then user signs
the random number and sends it to the system with his/her certificate. Then system decodes
encoded data with public key inside certificate and check whether decoded data and retrieved
random number are the same. If checking is successful then it is guaranteed that certificate is
really sent by the one whom has the private key that should only be known by the certificate

OWINET.

If all three steps are successfully passed then certificate is accepted as a valid certificate.

3.6.2 Certificate Revocation Check

Revoked certificates should be published by the certificate providers. Certificate revocation
can be handled in several different ways. Two of the most commonly used techniques are

discussed here.

First technique assumes that a server is set up in each domain and all valid certificates are
stored in a directory. When an administrator revokes a certificate, it will automatically be re-
moved from the directory. Later on, whenever a user with revoked certificate tries to authen-
ticate his/her certificate, it is searched in the directory in the home domain and authentication

request of the user fails. [34] First revocation technique is summarized in Figure [3.9]

Remote Domain

User tries Certificate Provider Domain
to authenticate

with certificate

Certificafe validity is checked
by searching remote servér of .
certificate provider A server is setup by
certificate provider and all
valid certificates’ information
are stored in that server

W = 17

Figure 3.9: First Approach of Revoked Certificate Check

Second technique involves publishing a certificate revocation list (CRL). Certificate revoca-
tion list contains the list of revoked certificates. It is published at regular intervals. When a
user tries to authenticate, its certificate is searched in the published revocation lists instead of

directly checking the certificate from the system of the certificate provider. [3] Diagram for
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the revocation technique with CRL is given in the Figure [3.10]

Remote Domain

User tries Certificate Provider Domain
to authenticate
with certificate

Certificate revocation list is
—— published by certificate
provider regularly

%- Certificate valldity
is checked from

certificate

revocation Ifst

Figure 3.10: Second Approach of Revoked Certificate Check

In the first technique, the certificate authority should provide a system for the authenticators
and authenticators should check the certificate directly from certificate authority but it sup-
ports the real time status checking; i.e., when a certificate is revoked, it immediately starts to
fail in authentications. In the second technique, publishing a list is enough for authenticators
and authentication procedure does not need to connect to certificate authority but the list may
not contain the current revoked certificate lists because CRL is not immediately refreshed but
it is refreshed in some regular intervals. According to the benefits and losses, different types

of techniques may be selected.

For the proposed system, using first technique requires a direct network access to all certificate
providers. While a user waits for the access request response, the system should check validity
of the certificate from home system which may cause a long latency. Besides, there may
be many access requests at the same time. As a result, very high network bandwidth may
be required. Therefore, choosing the first technique is not suitable for the proposed system

because it may require some extra hardware and latency for the user may be frustrating.

On the other hand, the second technique also causes some problems because certificate revo-
cation lists are stored in the certificate providers and each access request needs a certificate
validity check from home systems. However with some modification in the second technique

remote certificate validity checks can be avoided.

Domain communication agents use the certificate revocation lists of the certificate providers in

order to check validity of the requesters’ certificate. Nevertheless, instead of remote checking,
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certificate revocation lists are copied to local domain at regular intervals and consequently
certificate validity checks are done locally. Disadvantage of proposed solution is that revoked
certificates are not copied to local lists in real time. However, by defining the updating interval
appropriately, revoked certificates are transferred to local CRL’s faster and difference between

local and remote CRLs are minimized.

Domain communication agent has two main tasks in the proposed system. Firstly, when a
user tries to access a request, his/her certificate data is send to domain communication agent
and it checks the validity and also checks certificate status from local certificate revocation
list of the related certificate provider. Secondly, domain communication agent updates local
CRLs from the remote CRLs’ of the certificate providers in some predefined time intervals.

The activity diagram of the domain communication agent is given in the Figure
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Figure 3.11: Activity Diagram of Domain Communication Agent




3.7 Policy Rule Engine

Policy rule engine is the core component of the system. An incoming access request is re-
trieved by the policy rule engine and by coordinating other components the policy rule engine

evaluates the access requests and sends decision to the requester.

When a user tries to access a resource with his/her certificate, the requested resource and the
certificate data are retrieved by the policy rule engine. Policy rule engine sends certificate data
to domain communication agent in order to check the validity of the certificate. In spite of the
fact that all certificate data are valid, it may have been cancelled by the certificate provider.
Domain communication agent controls certificate validity by checking whether it is revoked
or not. After the validity test, the result is sent back by the domain communication agent to the
policy rule engine. If the certificate of the requester cannot pass the validity test then access
request directly fails and user cannot access the resource. If certificate of the requester pass
the validity test then a session is created for the certificate and requested resource data and
requester’s certificate data are sent to context rule service. After querying persistent storage,
context rule service returns the related access policy rules to the policy rule engine. After
gathering access policy rules, the policy rule engine initiates the policy evaluation mechanism.
The policy evaluation mechanism includes the acquisition of the context data as it will be
described in the next part in detail. According to the result of the evaluation of access policy
rules, policy rule engine returns the access request result to the user and the resource requested
if access to the resource can be granted. If evaluation is passed user can access the requested

resource and if evaluation is failed then user can not access the requested resource.

The next time user tries to access a resource in domain, policy rule engine checks the user
session and if user session is still available then certificate validity check step in domain
communication agent is skipped. Flow diagram and component diagram of the policy rule

engine is given in the Figure [3.12]and Figure [3.13]

3.7.1 Policy Evaluation Mechanism

After access policy rules about the certificate of the user and the requested resource are queried
from the context rule service, the matching access policy rules are returned to policy rule

engine and policy evaluation mechanism is initiated with the found access policy rules list. If
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Figure 3.12: Component Diagram of Policy Rule Engine

the returned access policy rule list is empty then policy evaluation mechanism will directly

return a failure result.

If the returned access policy rule list is not empty then for each rule, related context type is
identified and for the given certificate user and identified context type, context data is asked
from context data service. In proposed system context data service is kept as a separate
module and context data retrieval and matching is assumed to be done by context data service

internally.

After the retrieval of context data, context evaluation is started for the given access policy
rules. Each context type has a different evaluation mechanism. Therefore, when a new context
type is desired to be added to the system, it is also required that context evaluation algorithm

for the new context type should be implemented. The context evaluation techniques for time
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Figure 3.13: Policy Rule Engine Flow Diagram

and location context will be described here and for other context types, similar techniques can

be implemented.
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3.7.1.1 Time Context Evaluation

For time context, each rule contains a date range or a specific date. For date range, a lower and
an upper time limit are given. Besides context data, a data format to be checked for the context
data is contained in access policy rules. For example <r,09:00-18:00,HH:mm> means this is
a range context data and also lower time limit is 09:00, upper time limit 18:00 and retrieved
context data is checked only in hours and minutes. Similarly, <e, Sunday, EEEE> means,
this is a specific date and only day of week field of the retrieved context data is checked. Java
Date/Time patterns [35] are used as the date format in proposed system. The full list of date

format patterns is given in the Appendix

3.7.1.2 Location Context Evaluation

For location context, each rule contains a range or a specific location similarly to time context
described above. The specific location may be defined by using wildcards for matching the
precision. In range type <r,36:20:10N72:27:43W-36:20:15N72:27:40W> and in specific lo-
cation <e,36:20:**N,72:27:**W> are sample location context rules. First rule means, context
data should be in the range of 36:20:10 North and 36:20:15 North latitudes and in the range of
72:27:43 West and 72:27:40 West longitudes. On the other hand, second rule means, context
data should be equal to 36:20 North latitude and 72:27 West longitude without considering
the precisions in seconds. Sample access policy rules for time and location context are given

in Figure Note that access policy rules are given in APML format for readability.

3.7.2 Multiple APR for Access Request

In ordinary situations, it is expected that one access policy rule is found in database about
a user for requesting a resource. In those cases, access policy rule is evaluated with context
data according to the algorithm for related context type. However there may be more than one
rule available for the related user and the resource. In such cases, a multiple rule evaluation

technique is required.

In proposed system, it is guaranteed that context rule service never returns more than one rule

for the requester in the same context condition. If there exists multiple access policy rules for
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<apr>
<subject type="user_certificate">1568797</subject>
<resource type="resource">printerd8</resource>
<context type="time" condition="range" format="hh:mm">09:00-18:00</context>
<permission>allow</permission>
</apr>

<apr>
<subject type="certificate_provider">1658</subject>
<resource type="group">cs_department_printers</resource>
<context type="location" condition="range">36:20:10N72:27:43W-36:20:15N72:27:40W </context>
<permission>allow</permission>
</apr>
<apr>
<subject type="group">1214</subject>
<resource type="group">metu_printers</resource>
<context type="time" condition="equality" format="EEEE">SATURDAY,SUNDAY </context>
<permission>allow</permission>
</apr>

<apr>
<subject type="group">764</subject>
<resource type="resource">shopping_mall_cinema_discount%50</resource>
<context type="time" condition="equality"” format="EEEE">WEDNESDAY </context>
<permission>allow</permission>

</apr>

<apr>
<subject type="certificate_provider'>45678</subject>
<resource type="group”>shopping_mall_floori_stores_discount%25</resource>
<context type="location" condition="equality">36:20:**N72:27:**W< /context>
<permission>allow</permission>

</apr>

<apr>
<subject type="user_certificate">77769548</subject>
<resource type="group">shopping_mall_floori_stores_discount%25</resource>
<context type="time" condition="range" format="EEEE">MONDAY-FRIDAY </context>
<permission>deny</permission>

</apr>

Figure 3.14: Access Policy Rules in Time and Location Context

the same context condition in the database, context rule service applies a filtering mechanism
and eliminate all rules except for one. Filtering mechanism was discussed in the Context
Rule Service section. Hence, all rules retrieved by policy rule engine are in different context
condition. For instance, if there is a rule with *weekend’ context condition, it is guaranteed

that there is not any other rule retrieved with same *weekend’ context condition.

When there is more than one rule, each rule is separately evaluated and final evaluation result
is found by ’Logically Or’ing same context type rules and then ’Logically And’ing the result
of different context type rules. For example, if there are four different rules that say user can
access resource in Wednesday, user can access resource in Thursday, user can access resource
in location X and user can access resource in location Y then final result will be that user can

access resource in Wednesday or Thursday and in location X or location Y.
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Context data acquisition and matching is a costly task therefore eliminating some of the rules
before gathering context data for all rules may be useful. *Logically And’ing and *Or’ing the
result of each rule gives a chance of giving precedence to each context types. By this way,
if we give more precedence to context types that are more easily acquired, we can get rid
of some more complex context data retrieval procedure. For example, acquiring time data
is much more easy then acquiring users’ location information so giving high precedence to
time context and evaluating time context related rules first before evaluating location related
context rules may get rid of the system from some unnecessary location related context data
retrieval procedure. Let’s assume that there is a rule that says user can access resource in
morning and another rule says user can access resource in location X. Then, if user tries to
access resource in evening, system should not unnecessarily evaluate location related rule and
also should not try to retrieve location data of the user by firstly evaluating time related access

policy rule.

Meanwhile, deny rules have more precedence than allow rules. Because, if one rule is denying
user from accessing a resource and his/her context meets the rule requirements then evaluating
other rules becomes unnecessary task. As a result, if there are two different rules that have

same precedence levels then deny type rules should evaluated first.

To sum up, considering time and location context, if there is more than one rule available in
access request decision evaluation phase, following rule evaluation order is applied. Firstly,
time context related access policy rules that deny user from accessing resource are evaluated.
If evaluation succeeds then deny message is directly sent. Secondly, time context related
access policy rules that allow user to access resource are evaluated. If evaluation fails, then
denying message is sent. Then same procedure applied for location context related access
policy rules. Finally, if process can be finalized without a denying message, an allowing

message is sent. Evaluation procedure is given as a formula in the Figure[3.15]

3.8 Policy Management Interface

Policy Management Interface works as an administration interface in proposed system. Through
it administrators maintain system definitions and properties. Main task of administrators can

be described as defining new access policy rules into the system. As it is described before,
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Evaluation Result = nol{aprTimeDeny1 OR aprlimeDeny2 OR ... OR aprTimeDenyN) and
(aprTimeAllow1 OR aprTimeAllow? OR __. OR aprTimeAllowN) and
not{apriocDeny1 OR aprl ocDeny? OR . OR aprl ocDenylN) and
(aprLocAllow? OR aprlLocAllow?2 OR ... OR aprlocAfllowN)

apr-C-P-N means evaluation of access policy rule where
C denotes context type (Time/location)
P denotes permissan type (Allow/Deny)
N denotes rufe number

Figure 3.15: Formule for the Access Policy Rule Evaluation

access policy rules are encapsulated into APML format. For administrators, describing rules
in xml based structure can be difficult. With Policy management interface, they can describe
new access policy rules, or update/delete existing access policy rules via a user friendly graph-
ical interface. When they insert or update a rule, related rule is validated first according to

rule structure by Context Rule Service before it is written into persistent storage.

User certificates and certificate providers’ certificates are not needed to be stored in persistent
storage entirely. Availability of their identity in related rules is enough to access resources
in domain. However, subject groups in rules required to be defined in subject table. For that
reason, administrators can define new subject groups for domain over the policy management

interface.

Administrators are also required to define resource and resource groups in resource table in

database. Resource definition tasks are also maintained over policy management interface.

Table 3.2: Tasks Performed By Policy Management Interface

Includes Add, Remove and Update Operations For Access Policy Rule
Manage Access Policy Rules | In DB

Management of Subject Groups that stores group information For
Managing Subject Groups Users

Managing Resource Domain resource definition Operations

Managing Resource Groups | Defining Resource Group For Resources Operations

Managing Parameters Definition of Parameters such as revocation list update interval
Managing Certificate Management of Certificate Provider Information That Are Known By
Providers Domain

In order to hinder revoked certificate owners from accessing resource, certificate revocation
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lists in domain communication agents should be updated periodically in defined time inter-
vals. Besides, URL of certificate revocation list for a certificate provider can be changed
and therefore it should be parametric in order to maintain those changes. On the other hand,
certificate of domain provider should also be stored in database to validate user certificates.
Policy management interface provides an interface to administrators to maintain certificate

providers information defined above.

To sum up, policy management interface provides a graphical user interface for administrators
to carry on management tasks. List of tasks can be done over policy management interface is

given in Table[3.2]
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CHAPTER 4

SAMPLE USAGE SCENARIOS FOR PROPOSED MODEL

In this chapter, two sample usage scenarios will be examined to demonstrate the applicability
of the proposed model. Scenarios may be realized by using the prototype application that will
be analyzed in the next chapter. Firstly, the scenarios will be defined and then configuration

details and application of sample cases on the prototype are examined for each scenario.

4.1 Scenarios for Proposed Model

In this section two different usage scenarios for the proposed model will be introduced. First
scenario is the application of the proposed model in a university campus environment where
users try to access different resources in the campus. Second scenario is the application of the
proposed model in a shopping mall where users get different discounts in different stores of

the shopping mall.

4.1.1 Scenario 1: University Campus

In this scenario, we assume that the host university is Middle East Technical University
(METU) and it has some inter-domain service level agreement with Istanbul Technical Uni-
versity (ITU) to provide some services to ITU users in METU campus. Both METU and ITU
issue certificates to their students and staff. In this scenario, the following requirements will

be assumed and satisfied by the proposed model.

- User Groups: METU Computer Science (CS) Users, METU Business Administration (BA)

Users.
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- Locations: METU Campus, CS Department, BA Department, Library.

- Time Data: February, Weekends and Academic Terms.

- Resources: Printers and online services.

- METU Users can access printers if they are in the campus environment.

- METU CS Users can access online services only if they are in CS Department or Library.

- METU BA Students can access online services only if they are in BA Department or Library.
- ITU Users can access printers only if they are in CS Department, BA Department or Library.
- ITU Users can access online services only if they are in Library.

- ITU Users cannot access printers and online services at weekends.

- METU Users can access printers and online services only in academic terms.

- METU User, Ahmet Dogan, should not access any resource in February.

- ITU User Ayse Kog’s certificate is revoked for some reasons.

4.1.2 Scenario 2: Shopping Mall

In this scenario, a shopping mall provides some discount as a resource to its customers. It
is assumed that shopping mall has an inter-domain service level agreement with telecommu-
nication companies Turkcell, Vodafone and Avea. All telecommunication companies issue

certificates to their users. In this scenario, the following requirements will be satisfied:

- Locations: Shopping Mall, Electronic Shop, Supermarket and Cinema (which is also on the
1st floor).

- Time Data: Weekends, Wednesday and Tuesday.

- Turkcell and Vodafone users get %10 discount if they are in shopping mall.

- Turkcell users get %20 discount if they are in Electronic Shop.

- Vodafone users get %20 discount if they are in Supermarket.

- Turkcell users get %50 discount if they are in Cinema in Wednesday.

- Vodafone users get %40 discount if they are in Shopping Mall in Tuesday.

- In weekends, all discounts are cancelled for Vodafone and Turkcell.

- Turkcell user, Ali Yildirim, certificate is revoked by Turkcell for some reason.
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4.2 Scenario Implementations

In this section, implementation details are given and some example cases are investigated for
the example scenarios. It is assumed that certificates similar to the certificate given in Figure

D.3 are used.

4.2.1 Campus Scenario

In campus scenario, university members are defined as users. METU campus is selected as

host domain and ITU is selected as beneficiary domain.

4.2.1.1 Configuration Details

In the university campus scenario, METU and ITU are defined as certificate providers. It
is assumed that they both issue certificates to their members and also they publish revoked

certificate list for the requesters. Suppose that revocation lists are checked in every 60 seconds.

Two different subject groups are defined in the scenario. These are Metu Computer Science
users and Metu Business Administration users. On the other hand, following resource groups
are defined: printers and online services. Printers also consist of computer science printers
and business administration printers as sub resource groups. Similarly online services contain

online library as sub resource group.

Seven different contexts are defined for this scenario. Defined contexts are given in Table[d.1]
Note that if RangeCheck value is "1’ then related context defines a range value, otherwise it
defines an equality value. Location context data are defined in terms of latitudes and longi-
tudes. On the other hand, time context data are defined according to Java Date/Time Patterns

defined in Appendix [A]

Table 4.2] contains the access policy rules defined in this scenario. Each access policy rule
contains a context condition, subject id , resource id, and a permission type which can be

“allow’ or *deny’.

Finally, system is configured such that certificate of a METU user with subject id hasanb and

ITU user with subject id aysek are revoked and published in revocation lists in their certificate
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Table 4.1: Contexts for Campus Scenario

ContextlD |ContextType|RangeCheck CheckingData

MetuCampus |Location 40:20:10N35:10:00E-40:25:10N35:20:00E

CSDepartment|Location 40:22:00N35:12:00E-40:23:00N35:13:00E

BADepartment|Location 40:24:00N35:12:00E-40:25:00N35:13:00E

Weekend Time Saturday-Sunday,EEEE

AcademicTerm|Time January-June, MMMM

1
1
1
Library Location 0|40:21:**N35:18:**E
1
1
0

February Time February, MMMM

Table 4.2: Access Policy Rules for Campus Scenario

ContextID SubjectID ResourcelD |PermissionType
MetuCampus |METU Printers allow
CSDepartment [METU_CS_Users|OnlineServices|allow
Library METU_CS_Users|OnlineServices|allow
BADepartment|METU_BA_Users|OnlineServices|allow
Library METU_BA_Users|OnlineServices|allow
CSDepartment [ITU Printers allow
BADepartment|ITU Printers allow
Library ITU Printers allow
Library ITU OnlineServices|allow
Weekend ITU OnlineServices|deny
Weekend ITU Printers deny
AcademicTerm|METU OnlineServices|allow
AcademicTerm|(METU Printers allow
February ahmetd Printers deny

providers.

4.2.1.2 Sample Cases

In this section, different access requests to the resources and their evaluations are examined.

Case 1: METU user with subject id *ahmetd’ tries to access a printer in METU when he/she

has following context:
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40:22:10N35:13:43E as location context (inside METU Campus)
06.01.2011-14:45:43 as time context (in Academic Term, but not February)

Result for Case 1: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID SubjectID | ResourcelD | PermissionType
MetuCampus METU Printers allow
AcademicTerm METU Printers allow
February ahmetd Printers deny

Case 2: METU Computer Science user with subject id "velik’ tries to access online library

service when he/she has following context:

40:22:34N35:12:42E as location context (inside METU Computer Science Department)
06.01.2011-14:45:43 as time context (in Academic Term)

Result for Case 2: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID SubjectID ResourcelD | PermissionType
CSDepartment | METU_CS _Users | OnlineServices allow
Library METU_CS_Users | OnlineServices allow
AcademicTerm METU OnlineServices allow

Case 3: METU Business Administration user with subject id ’akifb’ tries to access online

library service when he/she has following context:

40:24:36N35:12:23E as location context (inside METU Business Administration Depart-
ment)

06.01.2011-19:42:54 as time context (in Academic Term)

Result for Case 3: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID SubjectID ResourceID | PermissionType
BADepartment | METU_BA _Users | OnlineServices allow
Library METU_BA _Users | OnlineServices allow
AcademicTerm METU OnlineServices allow

Case 4: ITU user with subject id *mustafat’ tries to access a printer in METU when he/she

has following context:
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40:24:36N35:12:23E as location context (inside METU Business Administration Depart-
ment)

06.01.2011-19:42:54 as time context (not in Weekend)

Result for Case 4: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID SubjectID | ResourcelD | PermissionType
CSDepartment ITU Printers allow
BADepartment ITU Printers allow

Library ITU Printers allow
Weekend ITU Printers deny

Case 5: ITU user with subject id *'mustafat’ tries to access online library service when he/she

has following context:

40:21:36N35:18:23E as location context (inside METU Library)
06.01.2011-12:34:24 as time context (not in Weekend)

Result for Case 5: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID | SubjectID | ResourcelD | PermissionType
Library ITU OnlineServices allow
Weekend ITU OnlineServices deny

Case 6: ITU user with subject id *'mustafat’ tries to access online library service when he/she

has following context:

40:21:36N35:18:23E as location context (inside METU Library)
08.01.2011-09:21:05 as time context (in Weekend)

Result for Case 6: System returns an access denied message to the user. Following access

policy rules are evaluated.

ContextID | SubjectID | ResourcelD | PermissionType
Library ITU OnlineServices allow
Weekend ITU OnlineServices deny

Case 7: METU user with subject id *ahmetd’ tries to access a printer in METU when he/she

has following context:
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40:22:10N35:13:43E as location context (inside METU Campus)
06.08.2011-14:45:43 as time context (not in Academic Term)

Result for Case 7: System returns an access denied message to the user. Following access

policy rules are evaluated.

ContextID SubjectID | ResourcelD | PermissionType
MetuCampus METU Printers allow
AcademicTerm METU Printers allow
February ahmetd Printers deny

Case 8: METU user with subject id *ahmetd’ tries to access a printer in METU when he/she

has following context:

40:22:10N35:13:43E as location context (inside METU Campus)
06.02.2011-14:45:43 as time context (in Academic Term, in February)

Result for Case 8: System returns an access denied message to the user. Following access

policy rules are evaluated.

ContextID SubjectID | ResourcelD | PermissionType
MetuCampus METU Printers allow
AcademicTerm METU Printers allow
February ahmetd Printers deny

Case 9: ITU user with subject id "aysek’ tries to access a printer in METU when he/she has

following context:

40:21:36N35:18:23E as location context (inside METU Library)
06.02.2011-14:45:43 as time context (not in Weekend)

Result for Case 9: System returns an access denied message to the user. Following access

policy rules are available but are not evaluated since user is in revoked certificate list.

ContextID SubjectID | ResourcelD | PermissionType
CSDepartment ITU Printers allow
BADepartment ITU Printers allow

Library ITU Printers allow
Weekend ITU Printers deny

Case 10: METU user with subject id *cemilt’ tries to access a printer in METU when he/she

has following context:
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40:21:36N35:18:23E as location context (inside METU Library)
06.02.2011-14:45:43 as time context (in Academic Terms)

Result for Case 10: System returns an access denied message to the user. Following access

policy rules are available but are not evaluated since user certificate is not in valid time period.

ContextID SubjectID | ResourcelD | PermissionType
MetuCampus METU Printers allow
AcademicTerm METU Printers allow

4.2.2 Shopping Mall Scenario

In shopping mall scenario, telecommunication company users are defined as users. Shopping
mall is selected as host domain. Turkcell and Vodafone are selected as beneficiary domains.
It is assumed that shopping mall only serves as a domain providing services. On the other
hand, Turkcell and Vodafone are assumed that they only act as certificate provider by not
actually providing a host domain to their own users. Their users only benefit from domains

like shopping mall that has an inter-domain service level agreement with them.

4.2.2.1 Configuration Details

In this scenario, Turkcell and Vodafone are defined as certificate providers. It is assumed that
they both give certificate to their subscribers. Also it is assumed that they publish revoked

certificate list for the requesters. Revocation lists are updated at every 60 seconds.

Only one user group called ’ All Users’ which includes all users in the shopping mall is defined
in this scenario. Similarly, one resource group called "discount’ which describes discounts in

stores of shopping mall is defined.

Seven different contexts are defined for this scenario. Defined contexts are given in Table
M.3] Note that if RangeCheck value is ’1° then related context defines a range value, other-
wise it defines an equality value. Location context data are defined in terms of latitudes and

longitudes. Time context data are defined according to Java Date/Time Patterns defined in

Appendix [A]
Table contains the access policy rules defined for shopping mall scenario. Each access
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Table 4.3: Contexts for Shopping Mall Scenario

ContextID [ContextType|RangeCheck| CheckingData
ShoppingMalllLocation 1|40:20:10N35:10:00E-40:25:10N35:20:00E
ElectroShop [Location 1({40:22:00N35:12:00E-40:23:00N35:13:00E
Supermarket [Location 1|40:24:00N35:12:00E-40:25:00N35:13:00E
Cinema Location 0[40:21:**N35:18:**E
Weekend Time 1|Saturday-Sunday,EEEE
Wednesday ([Time O|Wednesday,EEEE
Tuesday Time O[Tuesday,EEEE

policy rule contains a context condition, subject id, resource id, and a permission type which

can be ’allow’ or ’deny’.

Table 4.4: Access Policy Rules for Shopping Mall Scenario

ContextlID
ShoppingMall|Turkcell

SubjectID{ResourcelD [PermissionType

discount_10jallow

ShoppingMall|Vodafoneldiscount_10|allow

ElectroShop |[Turkcell |discount 20jallow

Supermarket |Vodafone|discount_20|allow

Cinema Turkcell |discount_50jallow

Wednesday |Turkcell |discount 50|allow

ShoppingMall|Vodafone|discount_40|allow

Tuesday
Weekend

Vodafone|discount_40[allow

All_Users|discount |deny

It is assumed that Turkcell user with subject id aliy and ITU user with subject id hasanb are

revoked and published in revocation lists of their certificate providers.

4.2.2.2 Sample Cases

Case 1: Vodafone user with subject id *'mahmutg’ tries to get

40:21:10N35:11:00E as location context (inside Shopping Mall)
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06.01.2011-14:45:43 as time context (Thursday)

Result for Case 1: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID SubjectID | ResourcelD | PermissionType
ShoppingMall | Vodafone | discount_10 allow
Weekend All_Users discount deny

Case 2: Turkcell user with subject id "kamila’ tries to get

40:22:10N35:14:00E as location context (inside Shopping Mall)
06.01.2011-14:45:43 as time context (Thursday)

Result for Case 2: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID SubjectID | ResourcelD | PermissionType
ShoppingMall | Turkcell discount_10 allow
Weekend All_Users discount deny

Case 3: Turkcell user with subject id "kamila’ tries to get

40:22:15N35:12:30E as location context (inside Electro Shop)
06.01.2011-14:45:43 as time context (Thursday)

Result for Case 3: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID | SubjectID | ResourcelD | PermissionType
ElectroShop | Turkcell discount_20 allow
Weekend All_Users discount deny

Case 4: Vodafone user with subject id *'mahmutg’ tries to get

40:24:10N35:12:20E as location context (inside Supermarket)
06.01.2011-14:45:43 as time context (Thursday)

Result for Case 4: System returns an access granted message to the user. Following access

policy rules are evaluated.
Case 5: Turkcell user with subject id "kamila’ tries to get
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ContextID | SubjectID | ResourcelD | PermissionType
Supermarket | Vodafone | discount_20 allow
Weekend All_Users discount deny

40:21:16N35:18:47E as location context (inside Cinema)
05.01.2011-14:45:43 as time context (Wednesday)

Result for Case 5: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID | SubjectID | ResourcelD | PermissionType
Cinema Turkcell discount_50 allow
Wednesday | Turkcell discount_50 allow
Weekend All_Users discount deny

Case 6: Vodafone user with subject id *'mahmutg’ tries to get

40:21:10N35:11:00E as location context (inside Shopping Mall)
04.01.2011-14:45:43 as time context (Tuesday)

Result for Case 6: System returns an access granted message to the user. Following access

policy rules are evaluated.

ContextID | SubjectID | ResourcelD | PermissionType
ShoppingMall | Vodafone | discount 40 allow
Tuesday Vodafone | discount_40 allow
Weekend All_Users discount deny

Case 7: Vodafone user with subject id "'mahmutg’ tries to get

40:21:10N35:11:00E as location context (inside Shopping Mall)
08.01.2011-14:45:43 as time context (Saturday, Weekend)

Result for Case 7: System returns an access denied message to the user. Following access

policy rules are evaluated.

ContextID | SubjectID | ResourcelD | PermissionType
ShoppingMall | Vodafone | discount_10 allow
Weekend All_Users discount deny

Case 8: Turkcell user with subject id "aliy’ tries to get

40:21:10N35:11:00E as location context (inside Shopping Mall)
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06.01.2011-14:45:43 as time context (Thursday)

Result for Case 8: System returns an access denied message to the user. Following access
policy rules are available but are not evaluated since user certificate is in revoked certificate

list.

ContextID | SubjectID | ResourcelD | PermissionType
ShoppingMall | Turkcell discount_10 allow
Weekend All_Users discount deny

Case 9: Turkcell user with subject id "tugceo’ tries to get

40:21:10N35:11:00E as location context (inside Shopping Mall)
06.01.2011-14:45:43 as time context (Thursday)

Result for Case 9: System returns an access denied message to the user. Following access

policy rules are available but are not evaluated since user certificate has not a valid time period.

ContextID | SubjectID | ResourcelD | PermissionType
ShoppingMall | Turkcell | discount_10 allow
Weekend All_Users discount deny
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CHAPTER 5

PROTOTYPE IMPLEMENTATION

In this chapter, a prototype implementation will be presented for context aware, certificate
based access control model for multi domain environment presented in Chapter 3. The aim of
this prototype is to validate and show the applicability of the proposed access control model.
For simplicity, only two context types, location and time, are considered in prototype imple-
mentation. Prototype will also be configured for two different cases defined in the previous
section in order to analyze proposed model’s applicability. Firstly high level requirements for
the prototype will be given. Then system architecture and detailed design of the prototype

will be presented.

5.1 High Level Requirements

High level requirements of the prototype developed are as follows:

- System shall work with two different context types: location and time.

- System shall consist of five different modules: Context Data Service Module, Context Rule
Service Module, Policy Rule Engine Module, Domain Communication Service Module and
Policy Management Interface Module.

- All system components shall communicate over web services, the application architecture
shall support service oriented architecture.

- System shall get user certificate information and resource information that is requested as
input.

- System shall return output access request. Result shall be *allow’ or ’denied’.

- System shall provide an administration interface to define new access policy rules, subject
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groups, resources, resource groups and context information.

- System shall provide an interface to define URL of the certificate provider in order to get
certificate revocation lists from remote sources.

- System shall update certificate revocation lists from remote sources in defined time intervals.
- For simulation/testing purposes, Context Data Service Module shall generate pre-defined
context information for defined users. It shall generate context data by using defined context
data lists.

- All requirements regarding the model defined in the previous section shall be satisfied by
the system with the following exceptions(For the sake of simplicity of the prototype).

* System will not store user session information.

* System will not transfer access policy rules in the format of access policy markup language
among modules. Access policy rules are transferred among modules directly as an entity
objects.

* Policy Management Interface will not be implemented. Instead, all parameters and values
are directly inserted into the database directly.

* Certificate validation will not be implemented. There are lots of different library’s that can
be used for this purpose, and implementing them may introduce complexity to the prototype.
Instead, certificate validity time interval and availability of certificate subject id and provider

id will be checked in prototype implementation.

5.2 Activity Diagrams for the Primary Execution Scenarios

Activity Diagram for the primary execution scenarios are given in this section. Scenarios
are chosen for different cases that the prototype should satisfy. Three main scenarios are
chosen to describe the primary control flows in the system. All these scenarios are depicted
in the activity diagram in Figure[5.1] Main responsibility of each module is also shown in the

activity diagram.

Scenario 1: User request is accepted because he/she has valid certificate and valid context to

reach requested resource.

When a user requests to access a resource, firstly, the Policy Rule Engine sends certificate

data of the user to the Domain Communication Agent. The Domain Communication Agent
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Figure 5.1: Activity Diagram for the Primary Execution Scenarios

checks certificate validity and also checks certificate status from certificate revocation lists.

After checking certificate validity, it sends back ’valid’ message to the Policy Rule Engine.

Secondly, the Policy Rule Engine asks access policy rules for requested resource and user
from the Context Rule Service. The Context Rule Service retrieves user related subject groups
and resource related resource groups from the database over the Persistence Manager interface
first. Then it searches the access policy rules related to the given user/user group and the
resource/resource group. Finally, it filters the conflicting access policy rules according to the
"More Detailed Rule Wins’ algorithm defined in the Chapter 3 and returns filtered access

policy rules to the policy rule engine.
The Policy Rule Engine determines the context types of each access policy rule and orders
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them according to the precedence of the context types. For the prototype implementation
there are only two context types defined and the time context has a higher precedence then
the location context because time context data are much more easily grasped according to
the location context. Besides, denying type access policy rules has more precedence then
allowing type rules. Therefore, rules in the same context type are ordered according to their

permission types also.

For access policy rule with highest precedence, policy rule engine requests context data from
the Context Data Service. The Context Data Service generates a suitable context data for the
requested user and context type by using the context data list defined earlier and then returns
context data back to the Policy Rule Engine. Policy Rule Engine evaluates access policy rule
according to the retrieved context data and since the access policy rule is satisfied to reach
resource, it continue with the next access policy rule with the highest precedence. For each
access policy rules in the list, same evaluation technique is applied and then access granted

message for the requester user is send back to the resource.

Scenario 2: User request is denied because he/she has valid certificate but context is not

appropriate to access the requested resource.

Similar steps in scenario 1 are conducted in scenario 2. However, context data service gener-
ates an inconvenient context data and after evaluation of access policy rule Policy Rule Engine
does not continue to evaluate other access policy rules and return access denied message to

the user.

Scenario 3: User request is denied because he/she does not have a valid certificate in spite of

the fact that he/she has a valid context to reach resource.

When user requests to access a resource, Policy Rule Engine, firstly, sends certificate data
of user to Domain Communication Agent. Domain Communication Agent checks certificate
validity and also checks certificate status from certificate revocation lists. Since user certifi-
cate is in a certificate revocation list, *invalid’ message is sent back to Policy Rule Engine and

Policy Rule Engine sends an access denied message for the requester user to the resource.
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5.3 System Design

Prototype system is implemented on top of J2EE technology. Since all modules will be de-
ployed independent of each other, they are implemented as enterprise java beans (EJB) and
deployed as EJB web services into the application server, Oracle Weblogic 10.3. For database,

Microsoft Access is chosen because of its usage simplicity and easy deployment.

Prototype is implemented as combination of several modules. When the system is considered
as black box it has interactions with three external actors. First one is the resources to be
accessed, second is the administrator who defines parameters and rules and last one is the
remote systems that provide certificate revocation lists. The interaction with the external

components is depicted as a diagram in Figure
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Figure 5.2: Interaction with the External Components

Resources send user certificate data and their own identity information to the system and sys-
tem returns decision result back to resources. Administrator defines Access Policy Rules, Sub-
ject Groups, Resources, Resource Groups, Context Data, Certificate Revocation List URLs
and their update intervals to the system. Finally, system sends certificate revocation list data

to the remote certificate providers and they send back certificate revocation list for their users.

System is composed of five components. These are Context Data Service, Context Rule
Service, Policy Rule Engine, Domain Communication Agent, and Central Database of System

with a Persistence Manager module.
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5.3.1 Context Rule Service

Context Rule Service searches access policy rules for the users and resources. When a re-
quest is retrieved, access policy rules that are related to the user and requested resource are

determined and sent to the Context Rule Service.

Context Rule Service is an internal component of the system. That is, it does not have any
interface with the external entities. It has interfaces with only other components of the system.
First interface of the Context Rule Service is with Persistence Manager. Context Rule Service
sends user data and/or resource data to the Persistence Manager and, in return, Persistence
Manager sends queried user groups, queried resource groups or queried access policy rules
that are related with user and/or resource. Second interface is with Policy Rule Engine. Policy
Rule Engine sends user certificate data and requested resource information to the Context Rule
Service. Then, Context Rule Service sends back access policy rules to the Policy Rule Engine

after processing them.

Context Rule Service is responsible for performing the following tasks. Querying user re-
lated subject groups from persistence manager, querying resource related resource groups
from persistence manager, querying access policy rules according to user/user groups and
resource/resource groups from persistence manager and filtering access policy rules that are

conflicting with others. Class diagram for the context rule service is given in Figure[5.3]

Only noteworthy classes and public interfaces of those classes are given in the class diagram.
Private/protected classes and classes used internally are not shown for simplicity. Other com-
ponents reach Context Rule Service over ContextRuleServiceSoap WSDL interface class.
Similarly, Context Rule Service use Persistence Manager over CRSPersistenceServiceSoap

WSDL interface class which is provided by Persistence Manager.

ContextRuleServiceManager acts as a component router. It uses other classes to generate a
request result. PersistenceServiceQueryHandler makes requests from persistence manager to
get query results from database. Finally AccessPolicyRuleConflictFilter is responsible for
eliminating conflicting access policy rules according to the ’More Detailed Rule Wins’ algo-
rithm defined in previous section. Related algorithm is also defined in AccessPolicyRuleCon-

flictFilter class.
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class context rule service

«WSDL Interface Classs
CRSPersistence Service Soap

Persistence ServiceQueryHandler

geticcessPolicyRules(userldList, resourceldList) @ List
getResourceGroupListiresourceld) : List

getSubjectGrouplist(userd, certificate_provider_id) : List
getSubjectGroupldListToBeQuered(subjectld, providerld, subjectGroupList) : List
getResourceGroup ldListToBeQuerned(resourceld, ResourceGrouplList) : List

+ getSubjectGroupOflser{usend, cerificate_provider_id) : List
+ getResourseGroupResource(resourceld) : List
+ getfccessPolicyRules(userldList, resourceldList) : List

ok

ContextRule ServiceManager

‘%‘7 + getAccessPolicyRul iserld, providerld, re Id) : List

AccessPolicyRuleConflictFilter

+ FilterConflictingRules(sccessPolicyRuleList) : List

«WSDL Interface Class»
ContextRule Service Soap

+ getdccessPolicyRules(userld, providerld, resourceld) : List

Figure 5.3: Context Rule Service Class Diagram

5.3.2 Domain Communication Agent

Domain Communication Agent checks validity of certificates which are distributed by either
host domain or external domains that are known by the host domain. It is responsible for
checking real time validity of user certificate. Moreover, it checks revoked certificate lists

from each certificate providers’ domain in predefined time intervals.

Domain Communication Agent has two interfaces. First interface of the Domain Communi-
cation Agent is with Policy Rule Engine. Policy Rule Engine sends user certificate data to
Domain Communication Agent and it sends back validity check result after examining certifi-
cate data internally. Second interface of the Domain Communication Agent is with an external
interface which is remote sources of the external certificate providers. Domain Communica-
tion Agent request revoked certificate list from each of the certificate provider and certificate

providers send back their revoked certificate lists to the Domain Communication Agent.

Domain Communication Agent is responsible for performing the following tasks. Validating
certificate data, checking certificate cancellation status from certificate revocation lists, initi-
ating certificate revocation list retrieve operation and retrieve certificate revocation lists from
remote sources. Class diagram for the Domain Communication Agent is given in Figure

Note that only noteworthy classes and public interfaces of those classes are given in the class
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diagram. Private/protected classes and classes used internally are not shown for simplicity.

class Domain Communication Flgent/

«WEDL Interface Classs

RevocationListUpdate TimerService N .
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+ creataTimer]) : void
+ updsteRevocationList(Timer) : woid

getRevocstionliztlUpdateintenaif) - Long

getRevoked Cerificate(uszend, providerd) - RevokedCerificate
perziziRevocationLiztOfFrovidenproviderid, revokedCerificatelizt) - void)|
getCertificate Providerl izt() - List

+ + + +

CertificateRevocationChecker CertificateValidityChecker

+ izCertficateRevoked (certificate Data) : boolean + izCarificateVaiid{certificateDate) : bookean

DomainCommunicationfAgentManager

CertificateParser
+ checkCertificateValidity(certificate Data) : Cerificate CheckResult

a T

«WSDL Interface Classs
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+ checkCenificate ValiditycenificateDafs) - Cenificate CheckRezult

CerficateParzercanificateDats
isStructure'alid() : boolean
getlssuer) : String
getStartDate() : Date
getEndDate() : Date
getSubject() : String

o+ b+ 4+

Figure 5.4: Domain Communication Agent Class Diagram

Domain Communication Agent is accessed over DomainCommunicationAgentService WSDL
interface class. Similarly, Domain Communication Agent uses Persistence Manager over
DCAPersistenceServiceSoap WSDL interface class which is provided by Persistence Man-

ager.

DomainCommunicationAgentManager controls the main data flow of the component. It uses
other classes to generate a result for requests coming from other components. Certificate-
ValidityChecker class checks certificate validity. It checks certificate to decide whether it is
a real certificate or not. On the other hand, CertificateRevocationChecker class checks cer-
tificate in order to determine whether they are revoked or not by querying them from local
revocation lists stored in Database. It reaches local revocation lists over DCAPersistenceM-
anagerServiceSoap WSDL interface class. RevocationListUpdateTimerService class controls
and manages revocation list update operations. RevocationListUpdater class is responsible

for retrieving revocation list of a domain that is defined with a URL in database. Finally
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CertificateParser class parse given certificateData and return required fields of it.

5.3.3 Context Data Service

Context Data Service is responsible for generating context data for given user and context
type. For real service implementation, it should responsible for context matching and retriev-
ing user context data. However, in proposed system, context data retrieval is out of scope and
therefore Context Data Service in prototype implementation is only responsible for generating

context data for given user and context types to simulate sample scenarios.

Context Data Service has only one interface that is with Policy Rule Engine. Policy Rule
Engine sends user data and context type to the Context Rule Service and it sends back a

context data generated by using a predefined data list.

Context Data Service contains three different classes in prototype implementation. First one
is ContextDataServiceSoap WSDL interface class. Policy Rule Engine access Context Data
Service by using it. Second class is ContextDataServiceManager which takes user data and
context type and returns generated context data after encapsulating it. Last class, Context-
DataGenerator, produce a context data by using predefined data list. Class diagram for the

Context Data Service is given in Figure[5.5]

class ContextData Service /

«WSDL Interface Classs ContextData ServiceManager
ContextData Service Soap

___________ [: + getContextForUseriuserData, contextType) : ContextData
+ getContextForllseruserData, contextType) : ContextData

ContextDataGenerator

+ genersteContextData(userData, contextType) : ContextDataString

Figure 5.5: Context Data Service Class Diagram
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5.3.4 Policy Rule Engine

Policy Rule Engine retrieves user requests and returns access request decision. Policy Rule
Engine is the orchestrating component of the system. It evaluates access requests by using

other components of the system.

Policy Rule Engine has three different interfaces with other internal components and one
interface with an external entity. External entity interface of the Policy Rule Engine is with
resources. Actually, it is the interface over which user requests are coming. When user tries
to access a resource, resource sends user certificate data and resource info and after evaluating
the access request result, Policy Rule Engine sends back request result to the resource. First
internal interface of the Policy Rule Engine is with Domain Communication Agent. When
Policy Rule Engine sends certificate data to the Domain Communication Agent it checks
validity of the certificate and sends validity check result back to Policy Rule Engine. Second
internal interface of the Policy Rule Engine is with Context Rule Service. In order to evaluate
user access request, Policy Rule Engine needs access policy rules. To get access policy rules,
it sends user data and resource info to the Context Rule Service and Context Rule Service
sends back related access policy rules back to Policy Rule Engine in access policy markup
language format. Last internal interface of the Policy Rule Engine is with Context Data
Service. To evaluate access policy rules, Policy Rule Engine should get related context data
of the user. Context Data Service supplies user related context data when requested by Policy

Rule Engine.

Policy Rule Engine is responsible for carrying out the following tasks. Retrieving user access
requests, obtaining access policy rules and related context data, evaluating context data ac-
cording to access policy rules, sending user access request decisions to the resource requested.
Policy Rule Engine class diagram is given in Figure [5.6] Note that only noteworthy classes
are given in the class diagram. Private/protected classes and classes used internally are not

shown for simplicity.

Requests are done over PolicyRuleEngineServiceSoap WSDL interface class. That is, in pro-
totype requests are sent to system over a web service interface. Policy Rule Engine also
accesses other component of the system over web service interfaces of the components. Do-

mainCommunicationAgentServiceSoap, ContextRuleServiceSoap and ContextDataService-
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class PolicyRuleEngine

TimeRuleEvaluator LocaticnRuleEvaluator

+ evsluateAccessPolicyRule(accessPolicyRule, contextData, user) : Boolean + evalusteAccessPolicyRule(sccessPolicyRule, contextData, user) : Boolean

/

+ evslusteAccessPolicyRule(accessPolicyRule, contextData, user) : Boolean

APREvaluator

AFPRPrecedenceDeterminer

+ orderAccessPolicyRules(sccessPolicyRuleList) : List

«WSDL Interface Classs
ContextData Service Soap
+ getContextForUser{userData, contexiType) : ContextData ﬁ
PolicyRuleEngineManager
+ isUserSuitableTo zzRes (certificate Data, Diata) : Boolean
«WSDL Interface Classs M
ContextRule Service Soap A
1
+ getAccessPolicyRules() id, providerld, Id) : List :
1
1
1
1
1
1
1
1
I
«WSDL Interface Classs «WSDL Interface Class»s
DomainCommunicationAgentService Soap PolicyRuleEngine Service Soap
+ checkCertifi Salidity(certifi Data) : Book + isUserSuitableTo ssRes (certificate Data, Data) : Boolean

Figure 5.6: Policy Rule Engine Class Diagram

Soap WSDL interface classes are responsible for providing access to related components.

PolicyRuleEngineManager controls the main evaluation mechanism. It calls other objects to
calculate request decision. APREvaluator and its extension classes gets an access policy rule
and evaluates that rule after retrieving related context data. Finally, APRPrecedenceDeter-
miner order the access policy rules according to their context types in terms of precedence of

context types that are defined in the previous section.

5.3.5 Persistence Manager

Persistence Manager is responsible for retrieving requested resources from database. It works
as a database interface for other internal system modules. The Persistence Manager module
contains three main classes. First one is the DCAPersistenceManagerServiceSoap WSDL in-
terface class which provides interface to query Domain Communication Agent needs. Second

class is CRSPersistenceManagerServiceSoap WSDL interface class which provides interface
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to query Context Rule Service requirements. Final class of the Persistence Manager module

is the Entity Manager class. It connects to the database and run incoming queries.

5.3.5.1 System Storage

System datastore is also a sub entity of Persistence Manager. Datastore contains six different
data tables. These are PolicyRule Table, Subject Table, SubjectGroup Table, Resource Table,
ResourceGroup Table, Context Table, RevokedCertificateTable, CertificateProvider Table and

Parameter Table. Entity relationship diagram of the system datastore is given in Figure[5.7]

ResourceGroup
AccessPolioyRule
resourceld INTEZER <phk flc=
rleld INTEGER =ph 1Groupld INTEGER =pk*
resouree 4z INTEGER e3> resourceName VARCHARZ(2)
subject |d <Undefined> <z = resource Type  VARCHARZ(1O)
contextid INTEGER =tk =
subjectld INTEGER
subjectTvpe VARCHARZ(10)
resourceld INTEGER
resourceType  VARCHARZ(O) Y
permission Type “WARCHARZ(O) Fesource
resourceld INTEGER “ph
resourceName WARCHARZ(ZO)
Subject
po{ subject I1d =Undefined> =pk=
¥
Contexdt I L
contextld INTEGER Zpk=

contextHame <Undefined>
contextType WARCHARZE)

rangeChect  SMALLINT CerificateProvider ;

checkingData WARCHARZCIN - . SRR
subject Id <Undefined= < ph flc= subject Id <Undefineds e
CATd IHIECER S sGroupld  INTEGER <pkx
CAName  VARCHARZ(20) subjectType VARCHARZEID)
URL VARCHARZ(E)

Farameter
parameterld INTEGER Zphs

parameterdame “WARCHARZ(ZO)
parameterfalue WARCHARZZO)

Figure 5.7: ER Diagram of the Prototype

PolicyRule table stores defined access policy rules. It contains subject information, resource
information, context information and permission type information. SubjectGroup table stores
group information of subjects if available. Besides it also stores group information that con-
tains other sub groups. Resource table stores resource related information and ResourceGroup
table stores resource group definitions. Context table is used for mapping context data with

defined context names. For example, time context data ’Saturday and Sunday’ can be defined
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as "Weekend’ in Context Table. CertificateProvider table stores certificate provider informa-
tion such as name of the provider and revocation list URL of the certificate providers. Finally,

Parameter table stores system parameters that can be changed by administrators.
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CHAPTER 6

CONCLUSIONS AND FUTURE WORK

In this thesis, a study on context aware access control models is presented with a special em-
phasis on multi-domain environments. A certificate based approach is proposed to mitigate
the inter-domain communication related problems of access control in multi domain environ-

ments.

The primary problem that is tackled is the network latency in access request evaluation phase
in multi-domain access control. It is crucial to provide fast response to users in ubiquitous
systems. When a user from another domain tries to access a resource, ordinary access con-
trol models either authenticate and/or retrieve user privileges from the user’s home domain.
According to the environmental conditions, these interactions may cause significant latency.
In order to increase the usability of ubiquitous systems, it is possible to improve the response

time of the system by lowering or avoiding such latencies.

In the literature, there are several models that can be used for single domain access control,
multi domain access control, and certificate based authentication and access control models.
The model proposed in this thesis work exploits the techniques proposed for and applied in
different fields to provide a streamlined certificate based, context aware access control model

for multi domain environment as a solution.

Our method completely avoids inter-domain communication needs during the access request
evaluation phase which is one of the main problems for most of the current multi domain
access control models. For this purpose, users of the domains are supplied with certificates
and inter-domain service level agreements are stored in local repositories. Besides, due to the
fact that the user certificates can be revoked, an inter-domain communication mechanism is

proposed to exchange revoked certificate information regularly from home domains. Hence,
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users can access resources in different domains without the authorizing them from the home

domains if they have valid certificates.

A prototype system based on the proposed model is developed to assess the validity and ap-
plicability of the solution. For this purpose, two different configurations are done on the
prototype system to support two different scenarios. Firstly, a campus based scenario where
members of different universities try to access resources in a campus of a university is exam-
ined. Then a shopping mall scenario where users of different telecommunication companies

try to access discounts (resource) in stores of a shopping mall is introduced.

Our observation with the prototype implementation and application of the model in two dif-
ferent scenarios using that prototype indicates that the proposed certificate based, context
aware access control model considerably improves the access request processing speed by

minimizing the inter-domain communication needs.

In the proposed model, certificate validation is done locally without checking the certificate
revocation status from the remote sources. This is achieved by regularly retrieving revocation
list of each certificate provider and storing them locally in predefined time intervals. There-
fore, there may be some obsolete revocation data in locally stored revocation list while remote
list has already been changed by the certificate provider. In the proposed model, if the envi-
ronment is sensitive to such conflicts in local and remote revocation lists, update time interval

should be defined small enough to mitigate of such problems considerably.

Proposed model does not differentiate users as local users or guest users. It generalizes all
users as ’certificate users’. That is, each user is treated according to his/her user id and
the associated certificate provider, and group information defined in his/her certificate. In
each domain, the access policy rules for all users of all domains, including the domain’s
own users, are stored in a single repository. Therefore, during access control, user id and
the associated certificate provider is determined and the request is evaluated according to the
data provided in certificate and locally stored access policy rules. Such a generalization also
enables the proposed solution to be applied in the single domain environments. Even the
proposed solution can be applied in environments where host domain has no users but it only

provides services to remote domain users (like the second scenario discussed in Chapter 4).

In this thesis work, proposed model makes use of only time and location context. Besides, for
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each context dimension, a simple matching method is proposed. In order to incorporate new
context dimensions to the system, some simple adjustments is necessary. One of the future
works regarding this study might be the generalization of the context matching mechanism to

make it easily extendible to introduce new context dimensions and matching algorithms.

Proposed model is designed for multi domain environments. It is expected that it works well
in all types of environments and it is scalable to larger domains. However, analyzing the
performance of the proposed model in multi domain environments and assessing its scalabil-
ity might be another future work. Comparing the performance of the proposed model with
the performance of a model that communicates with home domain of the requester for au-
thentication and authorization instead of using certificates might be another future research

direction.

Only the individual user and group based access policy rules can be defined in the proposed
model. However, role definition and role activation or passivation is not covered in the given
model. Instead of storing group definitions and evaluating access policy rules according to
those groups, storing user roles in certificates and applying role based activation and passiva-

tion in access control might be another future research direction.

Another future work might be retrieving domain access policy rules from related domains
in regular intervals with a similar approach done in this thesis work for revocation lists of
domains. With such an approach, complexity of handling access policy rules in the model can

be reduced.
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APPENDIX A

JAVA DATE TIME FORMATTER PATTERNS

G Era designator Text AD
¥ Year Year 1996; 96
M Month in year Month July; Jul; 07
w Week in year Number 27
W Week in month Number 2
D Day in year Number 189
d Day in month Number 10
F Day of week in month Number 2
E Day in week Text Tuesday; Tue
a Am/pm marker Text PM
H Hour in day (0-23) Number 0
k Hour in day (1-24) Number 24
K Hour in am/pm (0-11) Number 0
h Hour in am/pm (1-12) Number 12
m Minute in hour Number 30
S Second in minute Number 55
S Millisecond Number 978
Pacific Standard Time; PST; GMT-
z Time zone General Time Zone | 08:00
Z Time zone RFC822 Time Zone |-800

Pattern letters are usually repeated, as their number determines the exact presentation:

Text: For formatting, if the number of pattern letters is 4 or more, the full form is used; oth-
erwise a short or abbreviated form is used if available. For parsing, both forms are accepted,

independent of the number of pattern letters.

Number: For formatting, the number of pattern letters is the minimum number of digits, and

shorter numbers are zero-padded to this amount. For parsing, the number of pattern letters is
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ignored unless it’s needed to separate two adjacent fields.
Year: If the formatter’s Calendar is the Gregorian calendar, the following rules are applied.

For formatting, if the number of pattern letters is 2, the year is truncated to 2 digits; otherwise

it is interpreted as a number.

For parsing, if the number of pattern letters is more than 2, the year is interpreted literally,
regardless of the number of digits. So using the pattern "MM/dd/yyyy’, ’01/11/12’ parses to
Jan 11, 12 A.D.

For parsing with the abbreviated year pattern (’y’ or ’yy’), SimpleDateFormat must interpret
the abbreviated year relative to some century. It does this by adjusting dates to be within
80 years before and 20 years after the time the SimpleDateFormat instance is created. For
example, using a pattern of "MM/dd/yy’ and a SimpleDateFormat instance created on Jan 1,
1997, the string *01/11/12° would be interpreted as Jan 11, 2012 while the string *05/04/64°
would be interpreted as May 4, 1964. During parsing, only strings consisting of exactly two
digits, as defined by Character.isDigit(char), will be parsed into the default century. Any other
numeric string, such as a one digit string, a three or more digit string, or a two digit string
that isn’t all digits (for example, ’-1°), is interpreted literally. So 01/02/3” or *01/02/003" are
parsed, using the same pattern, as Jan 2, 3 AD. Likewise, ’01/02/-3’ is parsed as Jan 2, 4 BC.

Otherwise, calendar system specific forms are applied. For both formatting and parsing, if
the number of pattern letters is 4 or more, a calendar specific long form is used. Otherwise, a

calendar specific short or abbreviated form is used.

Month: If the number of pattern letters is 3 or more, the month is interpreted as text; other-

wise, it is interpreted as a number.

General time zone: Time zones are interpreted as text if they have names. For time zones

representing a GMT offset value, the following syntax is used:

GMTOffsetTimeZone: GMT Sign Hours : Minutes
Sign: one of + -

Hours: Digit — Digit Digit

Minutes: Digit Digit

Digit: oneof 0123456789
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Hours must be between 0 and 23, and Minutes must be between 00 and 59. The format

is locale independent and digits must be taken from the Basic Latin block of the Unicode

standard.

For parsing, RFC 822 time zones are also accepted.

RFC 822 time zone: For formatting, the RFC 822 4-digit time zone format is used:

RFC822TimeZone: Sign TwoDigitHours Minutes

TwoDigitHours: Digit Digit

TwoDigitHours must be between 00 and 23. Other definitions are as for general time zones.

For parsing, general time zones are also accepted.

Examples

"yyyy.MM.dd G 'at' HH:mm:ss z"

2001.07.04 AD at 12:08:56 PDT

"EEE, MMM d, "yy" Wed, Jul 4, '01

"h:mm a" 18:08 PM

"hh 'o"clock' a, zzzz" 12 o'clock PM, Pacific Daylight Time
"K:mm g, z" 0:08 PM, PDT

"yyyyy. MMMMM.dd GGG hh:mm aaa"

02001.July.04 AD 12:08 PM

"EEE, d MMM yyyy HH:mm:ss Z"

Wed, 4 Jul 2001 12:08:56 -0700

"ywyMMddHHmMmssZ"

010704120856-0700

"yyyy-MM-dd'T'HH:mm:ss.5552"

2001-07-04T12:08:56.235-0700
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