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ABSTRACT

A FRAMEWORK FOR AUTHENTICATION OF MEDICAL REPORTS BSED
ON KEYSTROKE DYNAMICS

Ozdemir, Musa Kazim
M.S., Informatics Institute, Department of Meditaflormatics
Supervisor: Asst. Prof. Dr. Didem GOKCAY

June 2010, 75 pages

Privacy of personal health records is of ultimat@artance. Unfortunately, it is easy
to obtain illegal access to electronic health rdsounder insufficient security
precautions. Access control based on token or asefpassword is not adequate for
applications in health domain which require heigbte security. Currently,
electronic signature mechanisms are being emplageaastrong alternative to classic
methods. In addition, biometrics provide more pecresults in comparison to
electronic signature methods. However, applicaboit biometrics in this field has
been prohibited by factors such as the need forciapdardware, increased
implementation costs, and invasiveness of the bignsensors (eg. iris topology,

fingerprint). Behavioral biometrics such as speeahd keystroke dynamics are



easier to implement, and do not suffer from theadientages mentioned for the
static biometrics. Especially, using keystroke dgits for user authentication is
more advantageous than other advanced biometrizaube the implementation is
inexpensive and continuous identity control is plale. The aim of this study is to
show the feasibility of merging a biometry-based/aated identity verification
method together with an initial access control paare such as password check. In
this study, we provide an authentication framewmaked on measuring similarity of
the typing characteristics of medical reportersilevthey are typing medical reports.
We have made a prototype of the system and prowtissification of keystroke
timings for each operator. We have generated adddsand measured similarity of
typing patterns of 5 medical reporters upon typéhglifferent kinds of medical
reports. Our system performs with hundred percexuracy in identifying the
authorized operators from the reports they type.cumrent practice, electronic
signatures are indispensable for health informagigstems, but our study shows that

keystroke dynamics can easily be included in tharcfor increased security.

Keywords: Medical Report; Keystroke Dynamics; Elentc Signature; Biometrics;
Authentication
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MEDIKAL RAPORLARDA KiMLIK DOGRULAMASI iCIN TUS VURUSU
DINAMIKLERI UZERINE TASARLANMIS TEMEL BIR ALTYAPI

Ozdemir, Musa Kazim
Yuksek Lisans, Enformatik Enstitlisu
Tez Yoneticisi: Yrd. Doc. Dr. Didem Gokcay

Haziran 2010, 75 sayfa

Kisisel sa&lik kayitlarinda gizlilik ve guvenlik hayati 6nenastr. Buna rgmen
yetersiz guvenlik 6énlemleri nedeniyle elektronilglda kayitlarina kural du erisim
kolayca sglanabilir. Sglik alanindaki ytksek guiivenlik gerektiren uygulaaratin
belirtec veya kullanici adi/parola ile yapilan sieni denetimi yeterli dgidir.
Gunumuzde elektronik imza mekanizmalari klasik gomiere gucli bir alternatif
olarak kurgulanmaktadir. Bunun vyaninda, elektroninza yodntemleriyle
kargilastirildiginda Biyometri daha kesin sonuclarglsa. Ancak, 6zel donanim
gerekliligi, artan uygulama maliyeti ve cihazlarasala zorlgu (6rn. iris topolojisi,
parmak izi) gibi etkenler uygulanabilirlik imkanlar kisitlar. Kongma ve ty

vurusu dinamikleri gibi davragsal biyometriler uygulama kolagh ve kabul

vi



edilebilirlik agisindan fizyolojik biyometrilerdeayrilirlar. Ozellikle, sirekli denetim
sgilamasi nedeniyle kullanici kimlik goulamasi icin dgilk maliyetli tus vurusu
dinamikleri kullanimi daha verimlidir. Bu caanin amaci biyometri tabanh
gelismis bir kimlik dogrulama ve tanimlama yontemiyle parola onay gibsudu
dizeyde bir kontrolin birlikte kullanilabiligini gdstermektir. Casmamizda,
medikal rapor yazma esnasindailkrin tus basma 6zelliklerini analiz ederek bir
benzerlik 6lctsi belirleyen bir altyapi tasarladk. amacla, editér kullanimiyla elde
edilen ty vurwu zamanlamalarinin siniflandiriimasi icin prototgpusturduk.
Gelistirilen sinama ortaminda bdarkli operatérin dort gruptan gan medikal
raporlar olgtururken Urettikleri ty basma paternlerini kgtastirdik. Sistemimiz
yetkili kullanicilan yizde yiz dgulukla tanimladiModern sglik bilgi sistemleri
icin elektronik imza uygulamalari vazgecilmezdincak calgmamiz tg vurusu

dinamiklerinin guvenli artirmak icin kolay ve etkili bir bilgen old@gunu gosterir.

Anahtar Kelimeler: Medikal Rapor; Fuurusu Dinamikleri; Kimlik Dogrulama,;
Biyometri; Elektronikimza
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CHAPTER |

INTRODUCTION

.1 Overview

Malicious access to computer systems as well ademial records is an important
problem. A number of security mechanisms, rangmegnftoken or password based
authentication systems to more advanced biomegstemss such as fingerprint, iris
and voice recognition, must be performed for auibathon into a computer system
with increased security. This is especially reqiifer multi-user applications,

including personal health records. Medical reconday require more security
precautions than ordinary documents, because tlueyaio private and vital

information.

Limited number of characters in a password createserious handicap for the
authentication phase. In this way, authenticat®rvulnerable to outside attacks.
People tend to identify keywords that will be eagyremember, such as specific
dates, names, locations and few things that haveopal significance. The most
significant shortcoming in the use of these medasiis the impossibility to verify

the people who use the access information is three ggerson who should be. These

are weaknesses in existing security systems toinevoénerable to attack§l]

Biometric authentication has became a popular cemehtary measure as a result of
concerns expressed above. Identification of indiald by a specific physiological or
behavioral characteristic constitutes the reseanea of biometrics. For certain
people who have already gained access rights terthieonment, biometrics provide
important distinctive characteristics. It is almasipossible to forget, lose or copy



these characteristics, because they are purelydwhgsical or behavioral features
[2].

The cost of advanced biometric systems requirindit@thal hardware is high.
However, most of the security mechanisms can notept the system from
unauthorized use, simply because they performigatibn only at the beginning.
The mechanisms should provide continuous controbuf@uthorized use, but in this
case they become intrusive the authentication reguadditional checks with

specific hardware.

Keystroke analysis is a behavioral biometric andnre advantageous than other
advanced biometrics because of its intrinsic prisgerFirst of all, it does not matter
what the user types, typing is not subject to iEsins. Secondly, a person's
keystrokes may be monitored unobtrusively for loperiods, allowing for a
continuous user identification. Thirdly, obtainingeystroke Biometrics is not
tedious, because computer users often type withkéyboard. Finally, hardware
necessity is only the computer itself, there isadditional expenditure. As early as
198Q3] the rhythm of the keystrokes is analyzed to ga#ignificant information
regarding the user’s identity.

In current practice, most of the medical reports @elivered to counseling patients
and clinics by adding a digital signature. Elecitosignatures are absolutely
indispensable with full implementation of healtfioimation systems which became
a major national policy. A health information systenust meet the responsibilities
and security needs required. Also, the signaturemarking process should be
included in the report creation workflow. However @n extra measure, keystroke
dynamics can also be included in this chain, bexawslike other biometrics,

performing/analyzing typing rhythms does not reguadditional equipment, and it

can be performed effectively on-the-fly.



[.2 Aims and Scope

The basic idea of this study is to propose a fraamkwhat provides additional
authentication mechanism in a hospital informatisystem by analysing the
keystroke timings being generated during the tymhgnedical reports. The report
entry procedure in medical documents can be usea #sstbed for advanced
authentication and identification issues basedypmg characteristics. In this thesis,
we built a prototype system which can monitor ailgirty measure derived from the
typing characteristics of medical reporters. Thiganfework, when trained on a
previously defined operator, is able to authenéiche current operator that has been
given access to the hospital information systeraugin a low level procedure such
as password check. The similarity measure we usegl i based on extracting the
keystroke timings obtained from an editor in temfisi-grams, for each authorized
medical reporter. The intercepted n-gram timings ba stored in a database or

embedded within the medical reports.

In section 2, we provide a review of existing autieation and identification
systems, with special emphasis on kesytroke dyrman#@ction 3 includes the
explanation of the methods which we used for imgetation of a keystroke based
medical report evaluation system. We evaluate thecriptions of the attendant
medical report operators and the comparison ofdbalts obtained from the nearest
neighbourhood algorithm and factor analysis usiR$S in section 4. Finally, the
new security enhancement methodology which we m®po operate within the

network of a hospital is outlined in section 5.

! N-gram: Time required to type n consecutive cheradn the medical report. For ex: the word
benign has the following 2-grams: be, en, ni, iyagd the following 3-grams: ben, eni, nig, ign.

2 Statistical Package for the Social Sciences



CHAPTER Il

BACKGROUND

Electronic medical records require more securityecputions than ordinary
documents that belong to individuals, because thay contain private and vital
information. Medical experts are responsible fa phivacy of the information they
established or reproduced for the patients. Fomgka some diagnoses, surgical
operations, adverse reactions, Bilstatus or specific kind of injuries can not be

shared or distributed.

Supporting information protection laws with the digeh of prescriptive clinical

experiences, consent and sharing principles ispéedeas security policy dedicated
to the higher sensitivity regarding vulnerabiliypersonal security. Instead of newly
invented propositions, below principles are an &atagn of widely accepted policies

within computer-based medical systéis

— Access control (including the “read” and “appendiles ) to the clinical
information should be provided.

— A new medical record might be opened on seve@irity levels.

— An authority level must be determined from theess control list.

— Any changes, except for emergencies, must betexpto the possessor.

— Useful information can not be deleted before eatpon.

— Access logs must be kept with timestamp.

— Without consent, the flow of information is alled through the more sensitive
records only.

— In order to keep privacy, data collection frommpgatients should be avoided.

¥ Human Immunodeficiency Virus



— A stand alone healthcare system should providetimciples above.

In addition, a well designed health informatiosteyn provides:
—Computer security for authentication and accessrob
—Communication security of a local area network;

—Statistical security for sharing records withota\pding identification;

—Availability mechanisms against loss of any infatran.

According to United States government's Office etcfinology Assessment main
insider threats to healthcare systems are listeovpé7]:

— Messages between clinicians could be corruptedltered because of system
failures.

— Unstructured communication methods may resultiagnoses.

— An attacker might change the clinical informatmmmanipulate reports.

— The physicians might modify the record after aioijj malpractice.

— Clinicians may consult each other for precisegdases and share reliable

information.

For these reasons, protection and security of lnealated information gained
popularity. In order to ensure verification, acbdgy or integrity for the clinical

records, there should be an alternative proof aficept. Electronic signature
provides additional security for this purpose. Otloe security policy is provided,

other accesibility issues can be handled easily [5]

[I.1 Electronic Signature

The rapid development of communication technologied easy-to-use applications
made approximately 2 billion people online[46]. Téfere, users who connect to the
virtual world have created a virtual personalityhieh is represented by electronic
signature. Now all known methods for distinguisiween people can be considered

as a kind of electronic signature.



Due to widespread use of electronic commerce, ledgéhitions are accepted as
standard descriptions and are included in the natenal commercial law.
Electronic Signature is defined in PIPERASIGN, GPEA, UETA’, by Federal
Reserv® Commodity Futures Trading Commission, Food andgDkdministration,

etc. Here we are including a single definition thelongs to PIPEDA:

An electronic signature is "a signature that caa$ one or more letters, characters,
numbers or other symbols in digital form incorpethin, attached to or associated

with an electronic document".
[1.2 Electronic Signature Categories

The term electronic signature which stands forkaldds of digital identifiers is a
generic expression. There are two main categories:
—Digital signatures

—Biometrics
[1.3 Digital Signature

Digital signature is a special kind of electronigmature based on worldwide
accepted standards[6]. It can be used to both atithée the identity of the creator
of a document and to assure the integrity of theudent[7]. Additionally digital

signatures provide accountability and non-repuoimtbf electronic documents[8].
Digital signatures are embedded into electronicudmmnts through public key

infrastructure[45].

Digital signatures are fundamentally based on thananetric key algorithm also

known as public key cryptography. There are twoskeged by a mathematical

2 ThePersonal Information Protection and Electronic Doents Act

3 ELECTRONIC SIGNATURES IN GLOBAL AND NATIONAL COMMIRCE

4 Government Paperwork Elimination Act

5 Uniform Electronic Transactions Act
6The Federal Reserve is the central bankiygtem of the United States

6



algorithm, one for creation of the signature nampegate key and the other for
verification named public key. RS49] and DSA? [10] are well-known algorithms
which are standardized for digital signatures. Samgortant terms related to these
algorithms are as follows:

Private key: used to create the signature and known only towreer

Public key (PK): used to verify the signature

Hash function: a mathematical function which is used for diggiginatures

Main areas within which digital signatures can bediare as follows:

Owner authentication: Through a dedicated digital signature with puldicd
private keys that always refer to the document owtiee owner of the document
could be identified.

Document authentication: By means of the private and the public keys, lashlts
are compared thus the document can be validated.

Affirmative act: By using a private key, digital signature warne thwner about
consequences of the confirmation.

Efficient assurance: Digital signature provides more qualified assueaatthough

creation, verification and acception processes agielnsame extra time.

File

imessage,
docunent,
executable, etc.)

Compute
digest {hash)
from contents.

digest

SIGH THE FILE by
u=sing sender's private
key to encrypt digest.

aligital
STt e

Figure 1.1 An Encrypted Digest [11]

In order to clarify the processes associated wigitad signature, we present some
figures. In Figurell.1 above, summary of a docundgrived by a hash function and

° Rivest, Shamir and Adleman

19 pigital Signature Algorithm



the encrypted result is shown. In Figure 1.2, vadidation process of a document
encrypted with a hash function and public key isvah In Figure 11.3, privacy has
been added to the previous method with the redigipablic key.

The Sender
Signs the sl
Message

Compute
digest (hash)

from message
contents.

digest

SIGN THE MESSAGE by

using sender's private
key to encrypt digest.

Signed message
—

digital
signature
TRANSMIT

The Receiver
V_erlﬁes the Signed message
Signature e

digital

Signature

VERIFY SIGNATURE by

using sender's public key

to decrypt signature in
message back imto the digest
and comparing it to the

newhy computed digesi.

2 Compute
digest (hash}

from message
/ contents.,
Compare to :

verify message -

INTEGRITY. -
Figure 11.2 Integrity, But No Privacy [11]
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1.4 Biometrics
11.4.1 Definition:

Biometric signatures are second main class of releict signatures. People naturally

have been the beneficiaries of voice and faciaiufea to identify others since the
beginning of humanity, because biometric attribw@es unique characteristics. Thus
biometrics stand for calculated measures of thedaraly owned characteristics.
Computer science methods derive numerous kindsoafidiric measures to be used
for identification. Biometric authentication is abtished to distinguish a possessor
from a forger by using scientific measurements astad from physiological or
behavioral characteristics. The universe of a setebiometric characteristic should
have a sufficient variety of features [12]. In dotdh, if there is a healthy and well
managed method of sending and receiving data; chtplg, cheating, sharing or
distributing of a biometric can not oc¢lg]. Here, we would like to present a brief
history of biometrics at our times[15].

—1823: Czech Professor Johannes Evangelista Purkinje nisxerprint
classification

—1858: Sir William Herschel from England used palm anigérprints on the
contracts in India

—1890s: French anthropologist Alphonse Bertillon developeettillonagé®
method using some body measurements

—1890s: Sir Francis Galton declared fingerprints studyivae from 10 fingers
named as Galton’s Details

—1901: Sir Edward Richard Henry established fingerpriésf in England.
‘Henry Classification System’ is used since then

—1903: First fingerprints system in the U.S. was impletednin New York
State Prison for criminals

—1904: The use of fingerprints in Kansas and Missouri

2 A method used in the late nineteenth centuryittettifies people with multiple body
measurements such as finger length, width, heigéd ftircumference. All the measures are recorded
and compared for identification. [14]

10



—1905 and1907:The use of fingerprints in the U.S. Army and Navy
—1960s: Woody Bledsoe from California developed a techeigalled “man-
machine facial recognition” by using feature exti@t process

—1981:The term “biometrics” is first used in an artialeThe New York Times
—1980s Dr. John Daugman developed iris recognition tetdgy in Cambridge
University

—1984 Hand geometry in The University of Georgia (U.89rmitory food
service areas and signature recognition systenagestin the Stanford Research
Institute (U.S.) and the National Physical Laboraitnited Kingdom)

—1985: Deployment of access control with retinal scanrspgtems at the Naval
Postgraduate School

-Mid-1980s Fingerprints are collected for driver license laggtions in the State
of California

—1986/1987The International Biometrics Association (IBA) wiasinded
—1998: The International Biometric Industry AssociatidBIA) was founded in
Washington, DC

—2001: The National Biometric Security Project (NBSP) vimsnded

While devising a system based on biometric meassose preliminary criteria that

should be satisfied according to the individual: &aiversality (Everyone should

have it, Distinctiveness(No two should be the samé)ermanence It should be

invariant over a given period of timé&}pllectability (Should be collectable through

digital technology). In addition,performance, circumvention andacceptability

are preliminary conditions that are important frahe system perspective for a

biometric measure.

Systems that incorporate a biometric signature mmr@sm should consist of the

following process modules(Figure 11.4):

—Sensor module
—Feature extraction module
—NMatching module

—Decision-making module

11



Drata i .
A cousition » Compression #| Decompression
Decision Mateh Feature
b atcher ot .
Maker Extraction

l J.

Biomettics
Database

Figure 11.4. Biometric Authentication Systems [16]

In order to use biometric identification, some fwas are extracted from
physiological or behavioral characteristics. Toniifg an individual, the system
needs a dedicated template “an individual biomeémoplate” for the subject which
is gathered in the enrollment phase, as a paheo$¢énsor modul@7]. Access to the
system is allowed only if the comparison betweee thstant features and the

template is satisfactofy6].

Given the above operational principles, there exigto main distinct use cases of
biometrics[18] (Figure 11.5);

—Identification or recognition: One-to-many comparison of a gathered biometric

feature and the database consisting of biometmpl&tes for every individual.

—Verification: One-to-one comparison of a new captured biomednd the

database consists of the templates for the indaidu

12



NAME (PIN) @ > ftemplate —
User interface System DB
Enrollment
claimed identity
NAME (PIN)®
one
template
User interface & System DB
True/False
Verification
N
templates
User interface System DB
User’s identity or
o . “user non identified”
Identification

Figure 11.5. Modular Representation of the Main Tasks for Biometrics [18]

Considering the requirements and basic compongr@diometric methods are to be

divided into two main classes(Table 11.1):
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1. Physiological Characteristicsuse static biometric feature vectors which are
always present independent of any action. Theshadstare considered to S&atic

methods.

2. Behavioral Characteristics use dynamic feature vectors which are acquired by

efforts made by the person. These methods ar&katsen asDynamic methods

In table 11.1, some physiological and behaviorarettteristics are summarized.

Table Il.1. Physiological and Behavioral Characterstics Used by Biometric$17]

Method Description
Face Uses a camera fo take a snapshot of the users face. Key measurements
recognition | are extracted from the image and are compared to the stored “faceprint’.
Facial Uses the varying temperatures emanating from different regions of the
thermogram | face fo provide the basis for characterizing individuals.
Fingerprint | Uses optical, capacitive or thermal techniques to assess the
recognition | characteristic patterns of forks and ridges in the print that can
distinguish one person from another.
Hand Measures the physical dimensions of the hand (e.g. span, length of
geometry fingers) when spread on a flat surface.
Tris A snapshot of the user’s iris, taken by a camera, is compared with a
= | scanning previously stored image.
fn Retinal Uses a laser to scan the distinctive patterns on the retina at the back of
% scanning the eye.
2 | Vain Uses infra-red light to enhance the visibility of characteristic vein
=~ | checking patterns in the back of the hand.
Gait Characterises individuals be the way in which they walk.
recognition
Keystroke | Monitors typing activity in order to determine characteristic rhythms.
analysis Can be performed on the basis of know text (e.g. in conjunction with a
username and password) or upon keyboard inputs in general
Mouse Moenitors mouse-related activity, and attempts to characterise users on
dynamics the basis of measures such as speed and accuracy.
Signature Assesses a handwritten signature capfured using a special pen and/or
_ | analysis pad. Static analysis simply assesses the resulting pattern, whereas
£ dynamic systems also measure the pressure and speed of the signature.
.2 | Voice A user’s voice compared with a previously stored ‘voiceprint’. Can be
2 | verification | performed on a text-dependent basis. when speaking a known word or
R phrase, or text-independently.

11.4.2 Physiological Characteristics

There is no need of individual effort or individuattion to have physiological

characteristics. On the contrary, the person iblen@ change the reference feature.

Below is a summary of these characteristics.
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—Fingerprint : It is the oldest method of all biometrics. Fingent can be used for

both verification and identification processes.
—Facial Features Uses the shape and/or location of facial feafurescomparison
of an image and gathered combination of numeroussfas measured to verify

identitiy.

—Hand Geometry. Relative locations and measurements of hand restare used.

There is a special method named orthographic segrar hand geometry.

—Iris Feature: The iris is genetic independent and it has numer@atures to

gather unique measurements.

—Retina Identification: Retina Identification has genetic independencs;itbocan

be captured via infrared light.

—Vein Recognitionn Veins have prominent patterns that can be obdeovedoor
handles, biowatches, etc.

—Palmprint: Palmprint recognition may be more reliable bugtsanuch more than

fingerprints.

—Voice: Similar algorithms are used with face recognitmaiterns. The voice has

effective features for authentication.

11.4.3 Behavioral Characteristics

Behavioral Characteristics are determined via $iga@sponse of the individual and
as a result of this they include an enroliment psscinvolving repeated activity for
each personality. Below is a summary of the typed definitions of behavioral

characteristics.
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—Speaker Recognition Speaker recognition is a cost efficient and redtorethod
which is both convenient for recognition and idicdition. Speaker recognition

implementation is easy to settle and it is moreytepthan other methods.

—Signature Dynamics Dynamic signature analysis measures the changes i
pressure, position and velocity of the pen, obt#iiesmanner and stylus used by the

owner of the signature and also tracks hand moveséithe signatory.

—Keystroke Dynamics Keystroke Dynamics examines specific time interva
spent on the keyboard that makes typing pattermpuanKeystroke Dynamics is a
practical and economical method. It is a very navd lof user authentication method

but it may be easily implemented by many applicegio

Overall, there are several advantegeous and distetyeous parts for each biometric

method as listed in tables 1.2 and 11.3.

Table I1.2 Comparison of Biometric Methods Regardirg General Biometric
Requirementg19] (H:High, M:Medium, L:Low)

. b4 i . @ 5 g
] L S b - 5
- g g = - = 5
Biometric & Z £ = E = Z
characteristic 2 2 = g ] = £
5 Z o = s g 2
- = = (@) B - 8]
Facial thermogram H H L H M H L
Hand vein M M M M M M L
Gait M Iy L H L H M
Keystroke E, L E M L M M
Odor H H H L L M e
Ear M M H M M H M
Hand geometry M M M H M M M
Fingerprint M H H M H M M
Face H L M H L H H
Retina H H M L H L 1,
Iris H H H M H L L
Palmprint M H . M H M M
Voice M L L M L H H
Signature L L L H L H H
DNA H H H I, H L I,
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Table 11.3 Biometric Methods and Featureq19]

Fingerprint | physiological |Scan personal fingerprint | »  Easytouse. |~  Easy to copy.
Recogmition and transform to Fingerprintis |~  Ifhand is dirty
template. unchanged and or injured. the
unique. accuracy will
»  Cheap. low.
Voice behavioral |Record the sound of the |~  Easytouse. |-  Theresultis
Recognition user then extract the affected easily
vocalization feafure. by the
environment,
r  Authentication
speed s slow,
Tris physiological |Iris recognition uses »  Thehighest |»  Expensive.
Recognition camera technology. and accuracy. »  Noteasyto
subtle IR illummationto |~ It 1s not easy to use.
reduce specular reflection affectbythe |»  User excludes
from the convex cornea outside this method.
to create images of the environment,
detail-rich. intricate
structures of the 11s.
Facial | physiological |Use webcamorother  |»  Easytouse. |»  Theresultis
Recognition devices to gethuman ~ |»  Fast. affected easily
face. by the change
of the face. eg.
Glasses.
Keystroke | behavioral |Use keyboard key in »  Cheap. r  Affected by the
Dynamic keystroke pattern, » Don' t need user state, eg.
other device. Drunkenness.
r  Easytouse.
»  Implement fast.

both
physiological and behavioral characteristics. Traeea number of publications and

Discrimination sensitivity also varies between batnt methods for

studies that indicate the percentages of positiveegative results depending on the

constraints or variable conditions (Figure 11.6).
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Error |
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biometric | Piometric
feature g feature
accepted rejected
eeEr+ ALl
EER |
faise | false
Acceptance g Rejections >
Tolerance
Figure 11.6. Determining Decision Point (EER?) with FAR'* and FRR* Curves
[19]

As seen from the below table 1.4, FAR or FRR ohdééoral biometric methods are
higher than the physiological biometric methods.

Table 1.4 Evaluation of Biometric Techniqueg$20]

Biometric EER | FAR FRR Subject Comments
Face NA 1% 10% 37437 Varied light, indoor/outdoor
Finger print 2% 2% 2% 25000 Rotation z:\jnd exaggerated skin
istortion
Hand geometry 1% 2% 2% 129 With rings and imprqgi@cement
Iris .01% | .94% .99% 1224 Indoor environment
Keystrokes 1.8% 7% 1% 15 During 6 months period
Voice 6% 2% 10% 30 Text dependent and multilingual

12 EER- Equal Error Rate: The value indicates thatptoportion of false acceptances is equal to the
proportion of false rejections according to thedefened treshold.

13 FAR- False Acceptance Rate: The measure of tieéiibod that the biometric security system will
incorrectly accept an access attempt by an unaatitbuser.

“ FRR- False Rejection Rate: The measure of théiHiked that the biometric security system will
incorrectly reject an access attempt by an autbdriser.
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An overall account of keystroke dynamics, in teohadvantages and disadvantages

can be summarized as follows[21]:

1. Accuracy. Keystroke Dynamics based solutions are more geetian some other
biometrics. But error types and error rates may @aacording to the principles of the

management.

2. Access Speedlhe authentication procedure for the user sfaots logging into

the system. The user is physically and logicallwatk throughout the time.

3. Fraud Detection Although Keystroke Dynamics application is inkdél
additionally, password or ciphers should also bedusr authentication every time.

By this way Keystroke Dynamics will prevent frautkeetively.

4. Reliability: The only enrollment is through keyboard. Errdesamay increase if

the keyboard is older, or mechanically challenged.

5. Storage RequirementsA significant advantage is not present in using tdata

storage. Probably Keystroke Dynamics use less gpacevisual methods.

6. Enrollment time: The enrollment process does not need a sepamdtoo, or
particular time, or administration, or any intertien. In fact there is no additional

enrollment time either.
7. Interference detection: Keystroke Dynamics based systems do not use any
additional equipment repellently and personal imfation is not stored by the

administration.

8. Adoption: There is no obstacle for user adoption, Keystr@gamics is

naturally available.
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9. Cost: Keystroke Dynamics is unrivaled in terms of impértation costs. Any

keyboard is enough for instantiating Keystroke Dyits based authentication.

11.4.4 Keystroke Dynamics

There are many hypotheses on the characteristinlistaof keystrokes for each
person. Keystroke characteristics provide enoufgrnmation for establishing feature
extraction methods.

Some people may exhibit great differences in thenmam of typing. As a
countermeasure for this situation, “continuous fieation” of an individual in

certain periods is possiji2].

Keystroke Biometrics can be a source of attradionhe following reasons:

— A person's keystrokes may be monitored unobtelgifor long periods, allowing
for a continuous user identification.

— Obtaining Keystroke Biometrics is not tediousgdigse computer users often type
with the keyboard.

— Hardware necessity is only the computer itsakye is no additional expenditure.
— Internet applications using keystroke biometimegease the ratio of e-commerce

by creating a balance between security and eassdas].

Characteristic of a person's typing rhytm providksntity verification with FAR of
0.01% and a FRR of 3,0% approximately. A comparisiotinese error rates between
some other biometrics is shown below (Table lliB)table 1.4 FARIs presented as
%7 for 15 subjects according to a 6 months timeystutin table 1.5 the rate is %0.01.
This is because the second measure represeishaticated commercial product[25]
that claims to provide identitiy verification acdarg to Keystroke DynamicBecause
FRR go beyond the acceptable limit, Keystroke Dyicaralone can not establish the
identification task but may be assigned to thefieation mission of multi-layer

authentication systems[24].
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Table 11.5 Error Rate Comparisons[21]

Biometrics FAR FRR
Fingerprint ~0% ~1%
Voiceprint ~1.6% ~1.8%
Typeprint ~0.01% ~3.0

History

Keystroke Dynamics technique goes back to the eadars of telegram.
Anecdotally, the operators were able to recognah ether while taking messages.
There was even a spacial name of this techniquedcdFrist of the Sender”. In the
second world war, it was used effectively for idignvterification. Below figure 1.7

shows how this technology has improved over time.

Brief History of echnology found Technology

T .
Keysiroke Blometrics SRl Intemational  tg comply with embedded into
developsfirst — NIST Computer consumer products

hardware-based  Security Act of from ceil phones to
implementation 15?.3?

home secumiy

WW-II 1979 1984 1988 2000 2001
Milita?/ Intelligence National Bureau of FSTC/ABG
identifies the "Fist Standards study Comparative

of the Sender" finds technology to  testing program
method be 98% effective verifies keystroke
technology

Figure I1.7. Keystroke Dynamics Timeling25]

Innovation and achievement in t@aines[3]study in 1980 is the biggest cause of the
interest in keystroke dynamics at our times. Thsulte of this study was not
astonishing but the method was a complete novdlhe difference between a
reference vector and an instant vector is calcdlatgh a new algorithm which is
established byloyce & Gupta in 19906]. After thatGokcay (Unlu)implemented
keystroke rhythm analysis by using two neural nekvwadgorithms, back propogation
and self organizing feature maps in 1992], later this is replicated b@baidat an

Maccairolo [31]. In 1997 Euclidean Distance and probabilistic gl@ttons for the
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latency times for one-digraph were used Mgnrose and Rubirf27]. They also
studied on identification algorithms in 20Q®8] and the following year they used
polynomials and vectors for the keystroke patteins order to hardening

passwordg9].

Table 1.6 represents the summary of previous work&eystroke Dynamics.

Tablell.6. Analyses of Previus Work$30]

Author Year | Measure | Evaluation Method Test Data Sut;ject
Gainesetal3] |1980| DG statistics (T-test) | ©Xtwordsand | g
' phrases
Joyce, Gupt§26] | 1990 DT vs.FT statistics L,P, two well 33

known strings

Gokcay (Unlu)[12] | 1991| DT vs.FT neural networks well known phrage 17

Obaidat, Macchairold

[31] 1993 FT neural networks phrases 6
Brown, Rogerg32] | 1993 FT neural networks names N/A
Obaidat, Sadouf83] | 1997 DT neural networks P 15

L,P and first name|

Monrose, Rubif27] | 1997| DG statistics and surname 63
. text, words and
Berganado et a[34] | 2002| TG statistics phrases 44
Mroczkowski[35] | 2004| DT statistics LP 20

DG - di-gram, DT - dwell time, FT - filght time, T&tri-gram, L - login, P — password

These studies have used various methods for exiyadlid patterns. The vast
variety of methods revealed a large number of differesults for comparison, as
shown in Table 11.7.
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Tablell.7. Several Methods Use[$6]

90)

Evaluation Method Measure | Subjects| FRR FAR Author (Year)
Duration
Statistical Method Latency 10 1.45% | 1.89% Araujet al.(2005)
Down-down
Statistical model Duration o 0 .
HMM-Gaussian Model Latency 20 2.54% | 2.54% Jiang (2006)
Statistical method o 0 .
ANN-Fuzzy Logic Latency 15 2.00%| 6.00% Haider al. (2000)
Monte Carlo Method Duration 0 o
Decision Tree Latency 9 9.62% [ 0.88% Shergg al.(2005)
E;{gzgn 20 - - Chen and Chang (200
Hidden Markov Model Duratio)rll
Latency 20 - - Chang (2005)
Fuzzy Logic Latency varies 7.409 2.80p6 de Ru amdfE1997)
Fuzzv C-means Duration i i i Mandujano and Soto
y Latency (2004)
Neural Network o o
K-Nearest algorithm Latency - 15.37% 1.03 Worgg al. (2001)
Neural Network, K- Duration i i i Obaidat and Sadoun
Means Latency (1997)
Duration i o 0
Genetic Algorithm Latency 150-400 | 3.54% 0% Yu and Cho (2003)
SVM Duration | 454 400 | 3.60%| 0% Yu and Cho (2004)
Latency
SVM - - 0.1% 0.02% Sang et at. (2004)
Duration i 7 6% i Monrose and Rubin
Similarity Measure Latency (2000)
Latency 10 13.30% 0.17% Joyce and Gupta (19
Vector Analysis - 15 5% - Ibrahim (2003)
Minimum distance - : 8.10% | 2.80%|  Blehat al.(1990)

Bayesian

In the last decade several contemporary methods thenl combination was

introduced. (Table

[1.8) By applying fuzzy logic gakithms[39],

Keystroke

Dynamics is investigated in this domain. Moreovdeuronal Networks based on

backpropogation algorithm [12] or support vectorchiaes (SVM) have been tried

[40]. This situation indicates that the researghdas appealing and will continue to
be developed further[41].
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Table 11.8. Authors, Methods, Estimated EER Orderedby Years[37]

Article Method Estimated EER
Umphress and Williams (1985) statistical 9.00%
Bleha et al (1990) Bayes 5.45%
Obaidat and Sadoun (1997) Neuronal Networks 5.8%
Robinson et al (1998) Statistical 10.00%
Coltell et al (1999) Statistical 17.5%
Berganado et al (2002) Disorder measure 2.00%
Kaholia and Pandit (2003) Cauchy distribution 2.9%
Guven and Sogukpinar (2003) Cosine 6.35%
Yu and Cho (2004) SVM 3.14%
Rodrigues et al (2006) HMM 3.6%
Clarke and Furnell (2006) Neuronal Networks 5.0%
Filho and Freire (2006) HMM and Statistical 6.0%
Hwang et al (2006) SVM 0.25%
Hoquet et al (2007) Statistical and fusion 5.0%
Revett et al (2007) bioinformatic 0.175%

Our study proposes that Keystroke Dynamics can $ed udor report medical
authentication (1:1 tests) and user identificatibrN tests) [38]. The concept may

not be customary for behavioral biometrics, buthviltis proposal, the information

security of health records will reach more secotat®ns.

!> Support Vector Machines

Hidden Markov Model

24




CHAPTER Il

IMPLEMENTATION OF A KEYSTROKE BASED MEDICAL
REPORT GENERATION SYSTEM

Several text-based forms are produced as a rekaltnaultitude of transactions in
health informatics. General medical texts, dischasymmaries, adverse event
detection, gene and drug data, clinic-specific siof@baratory results, medical
curriculum, pathology reports, and medical imagiegorts can be mentioned among
these. Physicians, nurses, technicians, secretandmplemented hardware create
the text documents according to the situation erway of handling mechanism.
Some of the reports contain mostly numerical datdlensome reports consist of

mostly text. These reports can be categorisedaststed or pattern based.

Keystroke dynamics can be extracted from persgometiBc reports which are text-
based, containing less numeric, fluently expredssglistic features as well as
medical terminology. Medical imaging reports are teading types of text-based

information that come to mind at this point.

Medical imaging examines the human body for diagootherapeutic or scientific
research purposes. Medical imaging reports are lynagnerated by nuclear
medicine or radiology through magnetic resonancaging (MRI), photoacoustic
imaging, breast thermography, tomography or ultagdo These report types are all

included in our study.

In order to evaluate the keystroke dynamics fromiven report, a new software
application is developed with Delphi Programmingngaage. The system is
developed for Windows based platforms. In addititime key feature for the

hardware is that the microprocessor must suppdrigh resolution performance
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counter which means the installed hardware has -sacond precision. To
accomplish this constraint, the sofware includeysiem check feature. The ‘system
check’ (SISTEM KONTROL) button must be clicked firdf a “yes” (EVET) is
returned, that means the processor satisfies the-second precision. If a result of
“no” (HAYIR) is encountered, that means the hardsar not compatible (Figure

I11.1).

o ol
Sistem Kontiol | EVET #[31926403679584 31927173419160 --» 7697 39576--» 2664 720000--> ~0,28886321 1144135 =)

1927173419160, 31927926538704 > 7531 79544 2664720000--> 0, 282648662523642
[31327926538704 313288181 20080 ---»B31521 376> 2664 720000-->~0,3345647 48266234
- 2561 377696--» 26647 20000--» ~0,957 465505677631
-3 £a0153984--»2664720000~-> ~0,27 4007 763671 86
--»H30548408--> 2664720000-->~0,31 4685373322525
~» 791559232 26647200003 ~0,297051 559638536
-~ BREBRO3RE—» 2664720000 ~0, 3253480800924 72
—» 314265128 2664720000 0,34 3099885316719
- 737804528 2664720000 0, 276897583235762

—»7 23483480 2664720000 ~0,2715067549311
~> 793351 376> 2664720000-->~0,2333757 48236256
»BIEGEE71 2> 2664720000->~0,3027 21003332433

YAZIMNIDENETLE' DUZENLEl SIMIFLA |E><EELEGDNDEF!

test test best test test test test test test test test test test e test test test test test test test test test test test test test test test test test test test test test test test test test test test test test lest tesl

nil3ram Count Time Ottalama  |StdSp

<Mo data to displays

4 | i
Figure II1.1 Initial GUI Screen for the Hardware an d Heystroke Test

The medical report is entered by the operator gogjace provided in the middle.
This space works just as any text-editor, featyriftglete’, ‘backspace’, and
‘carriage return’. Turkish characters are suppolgaur application as well. In the
meantime, transparent to the user, a ‘keystrokieaolr’ works on the background.
Keystroke collector function is written in delphiogramming language. Calling this
function runs Microsoft Windows QueryPerformancefa@ncy APl which returns

the timing in seconds that corresponds to the rdiffee between the key transactions
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values on QueryPerformanceCounter over the micogssor frequency. Since
windows is a multitask operating system, if backm processes are not turned off,
these processes will introduce variance into thegstkeke timings. Related

description of the microsoft code is as follows[42]

QueryPerformanceFrequency Function
Retrieves the frequency of the high-resolutionqgrerénce counter, if one
exists. The frequency cannot change while theryisteunning.

Syntax

Copy

BOOL WINAPI QueryPerformanceFrequency(
__out LARGE_INTEGER *IpFrequency

);

Parameters

IpFrequency [out]

LARGE_INTEGER

A pointer to a variable that receives the curreatfprmance-counter
frequency, in counts per second. If the installaditvare does not
support a high-resolution performance counter, fhasameter can be
zero.

Return Value

BOOL
If the installed hardware supports a high-resolatjgerformance counter,
the return value is nonzero.

If the function fails, the return value is zero.
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After completion of the medical report, creationtioé related keystroke timings in
terms of n-grams is performed through a 4 stepquoe as illustrated in Figure
1.2.

<_ START >

. Medical Report

et . Generate Kevstroke
STEP1 “.___ Timings
All Kevstrokes
h 4
Calculate 1-

grams&Parsing

1-gram List

H Treshold Check
STEP 2" Letter Check

Stored Letters
k4
N-gram Check
Calculate
Mean&S5td Dev

Show N-grams in
Wirtual Table

SI‘EPB ......................... [ b e § B N D T T i 8 e icu oo A
RS — i L e A
STEDA i Send N-grams to i
"""""""""" MS Excel
N e e s s
END

Figure Il.2 Flowchart for the Application

Step 1 YAZILANI DENETLE: “spell check” is performed. Theharacters which
are not included in the final text are cleared tigto a spell check process running
concurrently with the parsing of the report. Focleeeport, a string list recording the

use of individual keys is created.

Step 2 DUZENLE: In the “editing” process, the resultisgquence of characters are
rearranged as two, three and four grams of keys#ralsee Figure 111.3). The

keystroke list obtained by step 1 is re-parsed, angointer list is maintained

28



according to a predefined threshojas] filter. Currently, this filter removes
keystrokes with a timing higher than 400 ms. Tisibécause any keystroke with
such a high value might actually correspond to ksea pauses in the typing, hence

not reflecting the characteristic typing patterrited operator.

Step 3 SINIFLA: In the process of “classification”, alesulting n-grams are
examined in virtual memory and transferred to titeual table respectively. If the
instant n-gram has already been on virtual table,cbunter, the mean and standard
deviation is updated, otherwise it is inserted. @&h n-gram, the mean and standard
deviation values are calculated and listed indrgeeditor in form of a table as seen
at the bottom of figure 111.3.

Step 4 EXCEL’E GONDER: The data in the n-gram table,|vaié transferred to

Microsoft Excel for permanent storage.

BER
: EC 17765 455953008 775630401 45454 - 3741 52575+ 664740000+~ 0, 404236721 1000 -
el E | £ 7664013312152 7766527920492 1253692840 - 2664740000-+» 1. 472801414021631 =
- ; ; e 7 TEB279204352 7 PE7 275324840 5747406308 -3 2664740000~ 2 A04B0Z6E 292398 I
e b ‘}:;ff;a-_%‘fg%% e . AT7672753274840 7673160771560 -~ 0174367200 2664 740000--> 0.1 5292 75368657
Gt e Cont: 7 Averagn - LA Standat D aion: 017525 7767 3160771550 77673837111 7860 - 730346300--» 28GATAODN0- >0 27407 7801 275447
Gtam  me. Count: 11 Avetage: 035305 . Stancint Devision R056 7767383111760 7767 4322550416 > 431440535 - 286474000050, 1619071 78306762
Gt e Count 4. uetace 03777, Shanlal Devidion - 001558 o 774322558418 7675030576215 > 71601 TA00--> ZE64TAO000- 0, 2570081 1 961
NGt on Court & divoopn: L4495 Standut bovation: 0,06753 7767508576216 7767620259600 31161683584 2664740000 43554531521 2741
o e Count 1 Aacee: 146738 Standat Doviaion 0 7787620025980 776753541 0503 > B B0B08--> ZBEA4TA0000-->~0 245401 65479334
v L0 Coint 1 Aormse  L4HIES, Stadat Davatin: 0 T 7B7EEE4TI0608 7767763052728 > 836902120 E6ATAD000- 50 314B15743378525
AGtam  an Count 2. Avoraga 04545 . Standat Davaion: 002761 7767763804272 776761391 90928 5446100200+ 286474000050, 1E7406527561235
NGim. o Comt: 1 Aveme 535 Sindat et 776741391 92020 775787057 45040 - BAGSEA000- 26547400003 ~0, 4250302235668
ol B : 776 7ETEGT 46648 7674715585985 —> 36091 2968--» 26644000001 3951 7EGETER45
775791 55659816 775801 47655800 > 9521 95784-> 26647400000, 3724243641 1308
YAZILANI DENETLE |  DIIZENLE | swirLs | excete GDNDEHl 4 f
BILATERAL MAMMOGRAF A

Her iki memerin MLO ve CC mammogramlan elde olunmugtur
Her iki merne sanitral kesimi dens gorntmde olup diger kesimlern yad infilrasyonu ile upumly gorinimdedi. Her iki memede kitle, nodul ya da patolojk olarak degerlendinlebilecek mikrokalsifilkasyon kiimesi izlenmedi
' apizal distorsipan veya asimetrik. meme dakusuna ait gariiniim izlenmedi. Sol on aksiller foldda bir kag adst lenf nadu izlenmigtir

SONUIC:
-Ders meme parankimi. USG korelasyonu dherlr

7|
7

filaram Count Tirne Ontalama  |Std5p

1a 5)4,76077902! 08806 OL04877

de G6l7.87222187 041385 008418

& 7|5.227804441 044945 011526

le 81476420945 039689 007357

e 111212020931 [3R9A [LANGR E

Figure .3 Keystroke N-gram Test and Classificaton Sample
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In order to test the prototype version of this keplee based report system, these

steps have been adequate (Figure 1l1.3).

All the characters written to the editor excepteet will be removed in order to

create n-grams of the keystroke rhythms. For eatter|] the time spent from

previous key release to that letter's key releaseaiculated and appointed as 1-
gram. In other words latency between two conseeudétters and the duration of the
current letter provides the time recorded as thre degram. Since 1-grams may not
be informative, our software also collects 2-gramf3sgrams and 4-grams as
illustrated in Figure 111.4.

1-Gram__for B 2-Gram for BC 3-Grarr] for BCD

P "y
B D

~y
_ C

latency duration

Figure 1l11.4 N-gram Representation

The application’s editor allows the user to pausbkreak for a while. To ensure that
the pauses do not disrupt the keystroke measursmreettireshold (400 miliseconds)
is defined inside the editor and the measuremextgeeling this threshold are
discarded. While creating the text, keystrokes Wwtace deleted with backspace or
delete keys are not included in resulting n-graresabise of two reasons: First,
deleted keystrokes do not exist in the final forfntle written report; second,

consecutive keystrokes are interrupted due to ideket hence disrupting the

operator’s characteristic keystroke pattern.
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Each operator has his/her own characteristic typiaern because getting used to
the location of each key varies among individuatsaddition, duration (the time
between key-press and key-release) and latencytittiee between key-release and
following key-press) are different for each persalso right-handed and left-handed
writers may have different typing patterns. Besitihes, data produced by each finger
is not similar due to the anatomy and mechanicolied in pressing keys.
According to the characteristics of the languagedugeyboard layout will lead to
different results. Frequently used syllables oriegsl may be written faster. It may
even be possible to identify the author regardiédbe language used, by examining
only the spelling errors and corrections. If theemgpors are trained through a
touchtyping course, or have been using text edioryears, their characteristic

typing pattern become more stable.

In our prototype editor, we have collected many iceddeport samples. One sample

medical report is as presented in Figure 111.5 belo

BILATERAL MAMMOGRAFT

Her iki memenin MLO ve CC mammogramlari elde olutonu

Her iki meme santral kesimi dens goérinimde olgprckesimleri yg
infiltrasyonu ile uyumlu gorinimdedir. her iki metaekitle, nodul ya da
patolojik olarak dgerlendirilebilecek mikrokalsifikasyon kiimesi izlestn
Yapisal distorsiyon veya asimetrik meme dokusungoaiinim izlenmedi.
Sol 6n aksiller foldda birka¢ adet lenf nodu iztestir.

SONUC :Dens meme parankimi. USG korelasyonu onerilir.

Figure II1.5. Sample Report

For the medical report in Figure 111.5, there ex@86 n-grams, composed of 97 2-

grams, 91 3-grams and 68 4-grams as shown in Tihldldelow.
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Table III.1 All Keystrokes with Average and Standard Deviation

N-GRAM Count Average Std_Dev
ME 11 0,369250 0,080560
LE 8 0,396890 0,073570
ER 7 0,449450 0,115260
DE 6 0,419850 0,088180
EN 5 0,449640 0,087530
RA 5 0,550500 0,048770
EM 4 0,277700 0,019590
UM 4 0,317530 0,126960

EME 4 0,392320 0,042320
ML 3 0,468720 0,095600
oL 3 0,362650 0,018170
LU 3 0,496590 0,110330
NM 3 0,507190 0,070760
AL 3 0,413060 0,049350
ES 3 0,420800 0,022390
SM 3 0,536440 0,027500
AS 3 0,423030 0,046120
ON 3 0,331010 0,038930
ED 3 0,399120 0,022870
KA 3 0,411080 0,060110
MEM 3 0,569760 0,033510
MEME 3 0,693820 0,052130
RA 2 0,508620 0,002960
HE 2 0,381370 0,020090
AM 2 0,454610 0,027610
LA 2 0,339450 0,042000
AR 2 0,460680 0,050480
UN 2 0,375070 0,040410
SA 2 0,476790 0,083840
TR 2 0,508020 0,014540
KE 2 0,391270 0,065250
OR 2 0,487820 0,037640
MD 2 0,446260 0,033180
GE 2 0,405330 0,105600
YA 2 0,424360 0,066240
RL 2 0,606220 0,000000
OK 2 0,363770 0,083780
ET 2 0,353440 0,013000
HER 2 0,583380 0,017090
LAR 2 0,662730 0,091070
OLU 2 0,597500 0,011770
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Table I11.1 Continued

KES 2 0,657310 0,062340
ESM 2 0,662840 0,039010
UMD 2 0,592050 0,026000
MDE 2 0,632110 0,037480
GER 2 0,607340 0,111320
LER 2 0,528270 0,037470
MED 2 0,588830 0,026030
RLE 2 0,772100 0,007320
LEN 2 0,746150 0,018710
ENM 2 0,734660 0,010190
NME 2 0,702770 0,024600
KESM 2 0,912800 0,086890
UMDE 2 0,777900 0,030300
ENME 2 0,880240 0,011510
iL 1 0,326110 0,000000
LA 1 0,387140 0,000000
AT 1 0,494160 0,000000
TE 1 0,548690 0,000000
ER 1 0,424340 0,000000
AL 1 0,474030 0,000000
MA 1 0,375680 0,000000
AM 1 0,436160 0,000000
MM 1 0,462090 0,000000
MO 1 0,415990 0,000000
oG 1 0,505390 0,000000
GR 1 0,467820 0,000000
iH 1 0,161860 0,000000
NN 1 0,487390 0,000000
LO 1 0,434050 0,000000
MM 1 0,435990 0,000000
MO 1 0,430610 0,000000
RI 1 0,658290 0,000000
LD 1 0,253870 0,000000
MU 1 0,390000 0,000000
UR 1 0,253900 0,000000
RH 1 0,156010 0,000000
AN 1 0,358290 0,000000
NT 1 0,444510 0,000000
NS 1 0,366770 0,000000
RU 1 0,531370 0,000000
AG 1 0,436140 0,000000
NU 1 0,317510 0,000000
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Table I11.1 Continued

DR 1 0,441990 0,000000
TL 1 0,462150 0,000000
UL 1 0,360730 0,000000
LO 1 0,369210 0,000000
AK 1 0,410140 0,000000
EG 1 0,528080 0,000000
EC 1 0,337430 0,000000
CE 1 0,412510 0,000000
EK 1 0,352080 0,000000
LS 1 0,528720 0,000000
SF 1 0,771070 0,000000
FK 1 0,632050 0,000000
KU 1 0,487530 0,000000
IS 1 0,684500 0,000000
DS 1 0,523030 0,000000
OR 1 0,311730 0,000000
YO 1 0,331900 0,000000
RK 1 0,560150 0,000000
KU 1 0,358100 0,000000
us 1 0,401650 0,000000
SuU 1 0,332010 0,000000
NA 1 0,401790 0,000000
ZL 1 0,407390 0,000000
LL 1 0,456020 0,000000
DD 1 0,398160 0,000000
DA 1 0,488130 0,000000
AD 1 0,545680 0,000000
NU 1 0,606690 0,000000
iLA 1 0,514120 0,000000
LAT 1 0,693290 0,000000
ATE 1 0,736710 0,000000
TER 1 0,730490 0,000000
ERA 1 0,748200 0,000000
RAL 1 0,655830 0,000000
MAM 1 0,678850 0,000000
AMM 1 0,595090 0,000000
MMO 1 0,719160 0,000000
MOG 1 0,664310 0,000000
OGR 1 0,724880 0,000000
GRA 1 0,759900 0,000000
IHE 1 0,557420 0,000000
MEN 1 0,724750 0,000000
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Table I11.1 Continued

ENN 1 0,628910 0,000000
AMM 1 0,588910 0,000000

MMO 1 0,704690 0,000000
RAM 1 0,727630 0,000000
AML 1 0,724860 0,000000

MLA 1 0,548860 0,000000

ARI 1 0,797100 0,000000
LDE 1 0,441430 0,000000
LUN 1 0,603160 0,000000
UNM 1 0,635070 0,000000
NMU 1 0,577600 0,000000
URH 1 0,262730 0,000000
RHE 1 0,508460 0,000000
SAN 1 0,545990 0,000000
ANT 1 0,649770 0,000000
NTR 1 0,646520 0,000000
TRA 1 0,779680 0,000000
RAL 1 0,655560 0,000000
ENS 1 0,557150 0,000000
ORU 1 0,716140 0,000000
SML 1 0,661520 0,000000
MLE 1 0,588860 0,000000
RAS 1 0,708040 0,000000
ONU 1 0,490640 0,000000
MLU 1 0,990390 0,000000

DED 1 0,741890 0,000000
EDR 1 0,623540 0,000000
EDE 1 0,548230 0,000000
TLE 1 0,629610 0,000000
OLO 1 0,516250 0,000000
ARA 1 0,704890 0,000000
RAK 1 0,684350 0,000000
DEG 1 0,721440 0,000000
EGE 1 0,686780 0,000000
ERL 1 0,764930 0,000000
LEC 1 0,556640 0,000000
ECE 1 0,522050 0,000000
CEK 1 0,579970 0,000000
OKA 1 0,641020 0,000000

KAL 1 0,632280 0,000000

ALS 1 0,722190 0,000000
LSF 1 0,921190 0,000000
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Table I11.1 Continued

SFK 1 1,010650 0,000000
FKA 1 0,808380 0,000000
KAS 1 0,603950 0,000000
KUM 1 0,883350 0,000000
UME 1 0,704420 0,000000
MES 1 0,843510 0,000000
ISA 1 0,924400 0,000000
SAL 1 0,762770 0,000000
YON 1 0,493580 0,000000
ASM 1 0,745300 0,000000
SME 1 0,687330 0,000000
MET 1 0,658070 0,000000
ETR 1 0,643640 0,000000
TRK 1 0,779500 0,000000
OKU 1 0,456200 0,000000
KUS 1 0,583530 0,000000
usu 1 0,508220 0,000000
SUN 1 0,560100 0,000000
UNA 1 0,508360 0,000000
ZLE 1 0,597950 0,000000
LLE 1 0,600290 0,000000
DDA 1 0,649610 0,000000
ADE 1 0,715900 0,000000
DET 1 0,585730 0,000000
ILAT 1 0,820270 0,000000
LATE 1 0,935840 0,000000
ATER 1 0,918500 0,000000
TERA 1 1,054350 0,000000
ERAL 1 0,898370 0,000000
MAMM 1 0,837770 0,000000
AMMO 1 0,852150 0,000000
MMOG 1 0,967480 0,000000
MOGR 1 0,883810 0,000000
OGRA 1 1,016960 0,000000
IHER 1 0,756420 0,000000
EMEN 1 0,837090 0,000000
MENN 1 0,822540 0,000000
AMMO 1 0,857610 0,000000
RAML 1 0,970260 0,000000
AMLA 1 0,863670 0,000000
MLAR 1 0,921200 0,000000
LARI 1 1,039740 0,000000
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Table I11.1 Continued

OLUN 1 0,773330 0,000000
LUNM 1 0,822740 0,000000
UNMU 1 0,805480 0,000000
URHE 1 0,615180 0,000000
RHER 1 0,713470 0,000000
SANT 1 0,837470 0,000000
ANTR 1 0,851780 0,000000
NTRA 1 0,932710 0,000000
TRAL 1 0,947040 0,000000
ESML 1 0,785460 0,000000
SMLE 1 0,857810 0,000000
MLER 1 0,796690 0,000000
MDED 1 0,842960 0,000000
DEDR 1 0,935560 0,000000
EMED 1 0,660720 0,000000
MEDE 1 0,735920 0,000000
LARA 1 0,866350 0,000000
ARAK 1 0,820340 0,000000
DEGE 1 0,880140 0,000000
EGER 1 0,894500 0,000000
GERL 1 1,117170 0,000000
ERLE 1 0,923480 0,000000
RLEN 1 0,935160 0,000000
LECE 1 0,741260 0,000000
ECEK 1 0,689500 0,000000
OKAL 1 0,791130 0,000000
KALS 1 1,010890 0,000000
ALSF 1 1,114660 0,000000
LSFK 1 1,160770 0,000000
SFKA 1 1,186990 0,000000
FKAS 1 0,996420 0,000000
KUME 1 1,050690 0,000000
UMES 1 0,984770 0,000000
ISAL 1 1,126550 0,000000
ASME 1 0,866390 0,000000
SMET 1 0,906680 0,000000
METR 1 0,961280 0,000000
ETRK 1 0,900590 0,000000
OKUS 1 0,681630 0,000000
KUSU 1 0,690110 0,000000
USUN 1 0,736310 0,000000
SUNA 1 0,733800 0,000000
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Table I11.1 Continued

ZLEN 1 0,929770 0,000000
LENM 1 0,987340 0,000000
NMED 1 0,946680 0,000000
LLER 1 0,782160 0,000000
ADET 1 0,912130 0,000000

This concludes our implementation of a keystrokeeblamedical report generation

prototype. Results obtained from this system isudised in the next section.
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CHAPTER IV

RESULTS and DISCUSSION

In order to evaluate the consequences of the peopsgstem usage, a three-stage
study is conducted. In the preparation phase mapgramental texts are used. Some
of them have medical content, and some are plain By this way the operators are

accustomed to the editor. In the data collectiomsphthe operators begin to write the
medical reports in the prototype editor. In theleaton phase, the operators are

classified according to their keystroke typing eats.

All studies are performed in the native environmehthe users, where they are
accustomed to work. In addition to this, the meldiegorts are typed in our editor,
and transferred to the information system afteraiygroval of the radiologist. Hence

using our system does not generate additional buadéhe reporters.

Table IV.1 Properties of Operators Involved in theExperiment

. Job
Education Experience
(years, P Layout and | Number
. Preferred L for .
Subject| Age univ: 15, . Gender Typing of
Hand B Medical
college: 13, Style Reports
high school: 11)| REPOMS
’ (Years)
sa | 35| Right 13 11 Female 1 WKIsh F- 15
Touchtyping
. Turkish F-
sy 36 Right 13 12 Female Touchtyping 12
ec | 31| Right 13 9 Female JUrKish F- 145
Touchtyping
be | 33| Right 15 8 Female JUrKish F- 145
Touchtyping
nc | 48| Right 13 16 Female JUrKish F- 145
Touchtyping
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The expertise of operators admitted to our stu@yemjuivalent to each other. This
situation facilitates the validation of our systefBecause the users are all
experienced in this domain and familiar to the roaldditerminology used in the
reports. All the medical report writers are fematel right handed. On the other hand
they all learned touchtyping in the college andythee using the keyboard type of
“Turkish F” for years. (Table IV.1)

We collect sixty randomly selected medical reposish the assistance of five
experienced medical report writers. The selectedlicaé reports mainly contain
textual interpretation and categorized as: compmédr tomography, breast

thermography, ultrasound and interventional radjpleports. (Table 1V.2)

Table IV.2 Types and Distribution of Medical Repors and the Operators

Number of Reports Enrolled for each operatoy,
be, ec, nc, sa, sy
Medical Report Type be ec nc sa sy total
breast thermography 3 3 3 3 3 15
ultrasound 3 3 3 3 3 15
computerized tomography 3 3 3 3 3 15
interventional radiology 3 3 3 3 3 15
total 12 12 12 12 12 60

Following the accomplishment of second stage, titaeined data is transferred out to
be classified and analysed according to subje2tseperate data files are created for
each subject. Each data file contains a structiaigle consisting of a certain number
of n-grams, obtained from the associated medicpbrte The tables have four
columns; named as “n-gram”, “count”’, “mean” andtafglard deviation”
respectively. The ‘n-gram’ column contains thedettof the n-gram; the ‘count’
column contains the number of repetitions, the mealumn contains the average
of time measurements for the belonging n-gram,stendad deviation’ column also

contains the calculated standard deviation fordpeated n-gram.

In this study, only 2-grams, 3-grams and 4-grams @xamined. This data is
presented in Table Ill.1 above. For further analysi-grams are subjected to an

extraction criteria which is based on the raticstztihdard deviation and time spent
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similar to a criteria used in[34]. According togha two-step procedure is applied: In
the first step, outliers are removed. Outliers oatue to involuntary and unexpected
delays during the typing of the medical report. d@sing of the outlier process is
important for evaluation[23]. In the second stegerage and standard deviation are
re-calculated for each n-gram. Sometimes this mo@an be repeated more than
once, until all outliers are removed. As a reduttin our sample reports, 41 n-grams
(comprising of 35 2-grams and 6 3-grams from witlgoproximately 8000-10000 n-
grams) are extracted as the characteristic featimre$urther analysis. The total
number of 4-grams are not enough to pass this @idiraphase. After that, the n-
grams which are common to all the reports from ipl@tsubjects are identified as
presented in Appendix A. A graphical representabbrextracted n-grams and the
corresponding timing values for each operator iges@nted in Figure IV.1.

Differentiation of the timings between users carséen easily from this chart.

o
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Figure IV.1 Graphical Representation of Featuring ngrams for 5 Operators
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The following chart indicates the limit values farsingle user ‘be’ obtained by
plotting the minimum and maximum timings of extexttn-grams.(Figure 1V.2)
Personal keystroke typing boundaries become claarstiit after a certain amount of
reports enrolled. These charcteristic features loanused in any application to

calculate various similarity measures for users.
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Figure IV.2 Graphical Representation of Featuring Ngrams for ‘be’

IV.1. Analytical methods to classify medical reporers

Several analytical methods can be employed to dstraie the identifiability of
operators according to the extracted n-grams. Wad uke Nearest Neighbour
algorithm to calculate the similarity between authed medical reporters and the
operator typing the current report. Typed mediegbrts are divided into two groups
for each user. The first group consisting of 9 repprovides the reference values of
the average of n-gram timings. These reports aesl s extract typical typing
characteristics of each reporter as shown in thédimiplot in figure 1V.2. The
reports in the second group are used as test sanfyae each one of the 3 reports in

the second group, instantaneous n-grams are gedeesitd compared with the
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reference n-grams of each authorized medical repatcording to the nearest
neighbor calculation. Despite some other closedicktes, each report’'s n-gram
keystroke characteristics identified the origingdist as the nearest neighbour. We

used the followindormula to identify the nearest neighbor:

N

List; = SQRT [Z(mean_n—gram—report_n—grami)z]
i=1

Where mean_n-grams the ith n-gram of the jth medical reporter,aepngramis

the ith n-gram from the given medical report, iais index for n-grams such that
i=1,..,41, j is an index identifying the 5 repogeDist j shows the difference of
typing characteristics of reporter J from that led turrent report. Minimum of this

distance identifies the index of the nearest neaglals follows:
J’ = min; (Dist)) J'is nearest neighbor

In table below(Table IV.3), the identified nearasighbors from the test reports are

shown.

Table IV.3 Calculated Distances of 3 Reports for Ezh Operator According to
Nearest Neighbor Algorithm

users be ec nc sa sy
be 0,21703 0,54561 0,27379 0,35847 0,42407
be 0,19663 0,52978 0,31798 0,43524 0,49999
be 0,19595 0,53150 0,31481 0,43189 0,4965(
ec 0,55666 0,33079 0,66753 0,76289 0,83789
ec 0,50789 0,33100 0,62218 0,71547 0,81295
ec 0,49543 0,38880 0,59942 0,69414 0,76288
nc 0,34871 0,69997 0,14811 0,32504 0,37715
nc 0,30809 0,65557 0,19105 0,29941 0,38892
nc 0,29407 0,62393 0,22523 0,31817 0,36851
sa 0,36031 0,68873 0,23908 0,24311 0,33934
sa 0,34454 0,66993 0,24008 0,21565 0,27963
sa 0,36358 0,71199 0,25000 0,19174 0,25641
sy 0,54085 0,90913 0,42507 0,32314  0,18166
sy 0,49750 0,80572 0,46839 0,40763  0,14762
sy 0,49640 0,87522 0,35431 0,25015 0,21098
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In order to decide whether all extracted n-granesrepresentative for identifying the
medical reporters, we performed Factor Analysis Retiability Statistics over the

41 extracted features using SPSS. However, in eodeerform factor analysis, some
criteria as emasured by KMO measure and Bartlsttsteould be present in the data.
The analysis results of these test are shown Ie tab4. KMO test for convenience

of the sample size is 0,708. The Kaiser-Meyer-Olkieasure (KMO) of sampling

adequacy tests whether the partial correlationsngmariables are small. With a
value of 0,708, our data satisfies the goodnessricm. In addition, Bartlett test must
also be significant. Bartlett's test of spheri¢égts whether the correlation matrix is
an identity matrix, which would indicate that thecfor model is inappropriate. Our
data shows a significant value for this test (p80)0 hence it is appropriate to

perform Factor Analysis.

Table IV.4. KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 0,708

Bartlett's Test of Sphericity Approx. Chi-Square 2.524,711
df 820
Sig. 0,000

Factor analysis shows the prominant componenth®f4tl extracted features for
identifying individual medical reporters. These gmnents might be composed of
multiple features with idividual weighting factorBhe result of the factor analysis on
our extracted n-grams are presented in table I\l6vbin terms of eigenvaluls

before and after factor extraction and after rotatiin addition, in figure 1IV.3, the

scree plot is shown. According to this figure, thare currently 8-9 factors with
eigenvalues greater than (or equal to) 1. Thisnisagreement with table IV.5.
According to this table, the first factor explaimgproximately 48% of the variance.
As seen from here, 9 factors explain approxima8% of the total variance. The
right part of the table, Rotation, shows the re@importance of the factors. Due to

this, factor 1 contribution decreases from 48%l®&o2after rotation.

" Eigenvalues are a special set of scalars assddidtie a linear system of equations, as the vafue o
the eigenvalue increases, the contribution of treespoding factor increases
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Table IV.5. Total Variance Explained (Extraction Method: PCA)

Initial Eigenvalues

Extraction Sums of Square|

d Rotation Sums of Square(

B9

Loadings Loadings
Componen Cmltive Cmltive Cmltive
Total | % Var % Total | % Var % Total % Var %
1 19,643/ 47,910 47,910 | 19,643 47,910 47,910| 8,624 21,039 21,0
2 2,814| 6,864 54,774 2,814 6,864 54,774 4,967 12,1133,154
3 1,950| 4,757 59,531 1,950 4,757 59,531 3,175 9,2062,360
4 1,828| 4,458 63,989 1,828 4,458 63,989 3,633 8,8621,222
5 1,512| 3,687 67,675 1,512 3,687 67,675 2,911 7,1008,329
6 1,360| 3,318 70,993 1,360 3,318 70,993 2,804 6,8405,168
7 1,134| 2,765 73,759 1,134 2,765 73,739 2,470 6,0241,185
8 1,106| 2,699 76,457, 1,106 2,699 76,4%7 1,129 4,2175,402
9 1,052| 2,565 79,023 1,052 2,565 79,023 1,484 3,6219,028
10 0,918 2,239 81,262
11 0,776 1,893 83,155
12 0,712 1,737 84,892
13 0,597 1,457 86,349
14 0,592 1,444 87,793
15 0,555( 1,354 89,147
16 0,463 1,128 90,275
17 0,421 1,027 91,302
18 0,387 0,944 92,245
19 0,372 0,908 93,154
20 0,351 0,855 94,009
21 0,326 0,795 94,804
22 0,283 0,690 95,493
23 0,246 0,600 96,093
24 0,219 0,534 96,627
25 0,210( 0,511 97,138
26 0,190( 0,464 97,602
27 0,169| 0,412 98,015
28 0,146 0,356 98,370
29 0,125( 0,306 98,676
30 0,115( 0,281 98,957
31 0,104 0,253 99,210
32 0,082 0,199 99,409
33 0,052 0,127 99,536
34 0,046 0,113 99,649
35 0,038 0,092 99,741
36 0,033 0,080 99,820
37 0,024 0,058 99,879
38 0,020( 0,048 99,927
39 0,016 0,040 99,967
40 0,011 0,026 99,993
41 0,003( 0,007 100,00
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Scree Plot
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Figure IV.3 Scree Plot

SPSS decided 9 components (Table 1V.6). Princimahnent Analysi$ is used
for extraction. Most variables are related to tinst ffactor in table IV.6, they have
become more balanced after Varimax Rotation witis&aNormalizatiof? (Table
V.7).

18 principal component analysis (PCA)involves a mathematical procedure that transfamamber
of possibly correlated variables into a smaller bemof uncorrelated variables called principal
components.

19 varimax with Kaiser Normalization: a change of coordinates used in principal compbne
analysis and factor analysis that maximizes the siiie variances of the squared loadings.
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Table IV.6 Component Matrix

Component

1 2 3 4 5 6 7 8 9
rl | 0,843 0,109 -0,128B -0,107 -0,129
as | 0,833 0,102 -0,2080,174
sy | 0,830| -0,310-0,187 -0,205| 0,127| 0,154
yon | 0,823 -0,17( -0,110| -0,190| 0,129
le | 0,819( 0,308 0,152 0,224
syo | 0,802 -0,239 -0,240 -0,217| 0,201
ol | 0,798| -0,234 -0,305| 0,188
er | 0,784 -0,28§ 0,203 | -0,144 -0,304
nd | 0,779| -0,122 -0,229| 0,235 -0,173
at | 0,778]| -0,21Q 0,298 -0,10% -0,309| -0,131| -0,188
len | 0,762| -0,235 -0,269 -0,112
st [ 0,754 -0,203 0,101 0,127, 0,122
en | 0,754| -0,129 0,442
ma | 0,749 0,150, 0,319 0,33 -0,1p0
ra | 0,743| 0,174/ -0,308 -0,261( 0,148
yo [ 0,736| 0,276 -0,12[1-0,213| 0,247 0,170
al | 0,734| 0,213 -0,13p0,230| -0,21( -0,355| -0,238
ate | 0,711 -0,244 0,274| -0,319-0,166| -0,118( -0,141| 0,106 | -0,111
da | 0,707| 0,430 0,138 -0,1500,165| -0,224 0,102 -0,134
an | 0,705| -0,17% -0,269| 0,419 0,159 -0,12
ar | 0,704 0,216 -0,10 0,170 -0,177
la | 0,703| 0,320, 0,210 -0,141 -0,185
ter | 0,692 | -0,335 -0,301| -0,301| 0,158 0,123
de | 0,687 | 0,234 -0,184 0,116| -0,23% -0,160| 0,333
tk | 0,684 -0,294 -0,158| -0,313 0,107 -0,30(
or | 0,676 -0,114 -0,376| -0,208 0,320 -0,152 -0,137
el | 0,674| 0,339 0,19% -0,455 0,182
ler | 0,669 0,219 0,191 0,392 -0,248,303
ta | 0,668| 0,183 0,126 0,154 -0,2R1 -0,247(-0,139| 0,150
te | 0,667 0,154 -0,31B-0,379| 0,269 0,116 0,123
et [ 0,641| -0,134 0,108 | 0,247 0,121 -0,545
em | 0,602| 0,322] -0,208 -0,102 -0,115| 0,206| 0,373
so | 0,576| 0,318 0,258 0,341 -0,4p6
ak | 0,572| 0,307 -0,2690,176 0,210, -0,33[L -0,241
ad | 0,565| 0,104/ 0,211 0,187 0,276 0,248 -0,181
me | 0,542 0,353 -0,43} 0,192| 0,213 0,163 0,123
ka | 0,542| 0,334 0,212 0,157 0,4%7 -0,436
on | 0,401 -0,554 0,445 0,164 0,130 0,194 0,134
nm | 0,451| -0,52] 0,465| 0,209 0,314 -0,1320,119
ek | 0,411 0,686 0,210 0,229 0,127
sa | 0,395| 0,353 -0,24110,538| 0,345 0,156 0,106
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Table IV.7 Rotated Component Matrix

Component

1 2 3 4 5 6 7 8 9
tk 0,818 0,224| 0,110 0,115 0,111 -0,141
ol 10,788 | 0,142 0,233 0,128 0,217 0,228
nd |0,761| 0,186 0,161 0,236 0,133 0,2p2
sy |0,722| 0,358| 0,128 0,37l 0,147 0,28
syo | 0,704 | 0,400, 0,161 0,34p 0,225
len | 0,684 | 0,270| 0,267 0,23% 0,172 0,148 0,114
or |[0,624 0,435 0,151 0,39l 0,221
ate | 0,619| 0,147 0,299 0,431 0,311 0,201
rl 0,614 | 0,279| 0,257, 0,30% 0,354 0,151
yon | 0,611| 0,453 0,187 0,15 0,252 0,146 0,116 ,p1
ter [0,592| 0,183 0,116 0,11y 0,164 0,191 0,586
as | 0,575 0,435 0,226 0,232 0,244 0,135 -0,11)289
st 0,571| 0,349 0,249 0,128 0,249 0,203 0,149 0,116
em | 0,133| 0,695 0,169 0,168 0,329 0,209
yo |[0,347| 0,681 0,199 0,344 0,171
de | 0,354| 0,666 0,216 0,213 0,247 -0,112,182
le 10,277 | 0,651| 0,224 0,401 0,289 0,206
ta |[0,177| 0,500 0,374 0,236 0,422 0,118
al 0,319 | 0,266| 0,791 0,196 0,211
el 0,157 | 0,517| 0,623 0,256 0,212 0,2p5
ak |0,115| 0,161| 0,583 0,343 0,446 0,2p7
ra |0,367| 0,394| 0,567 0,111 0,243 0,286
ar |0,401| 0,378 0,405 0,235 0,304
ek 0,810| 0,158 0,123 0,152 0,166
ad | 0,345 0,191 0,560 0,136 0,292
ma | 0,220| 0,318 0,384 0,545 0,276 0,307 -0,12665
la 10,372 | 0,354| 0,352 0,513 -0,16@,145 | 0,112
ler 10,152 | 0,289| 0,313 0,506 0,392 0,187 0,263 0,2@:1286
da | 0,413| 0,432 0,232 0,446 -0,24B3163 | 0,236| -0,2250,181
nm | 0,248 0,143| 0,122 0,841 0,181 -0,139
on |0,210 0,113/ 0,824 0,10F 0,148
an | 0,421| 0,338 0,444 0,507 0,267
et |0,242| 0,222| 0,178 0,308 0,738 0,110 0,110
at 0,570 0,204/ 0,330 0,128 0,635
er |0,552| 0,216 0,228 0,206 0,563 0,306
sa | 0,168| 0,117 0,267 0,817
me | 0,213 0,375 0,276 0,678 0,114
te |[0,402| 0,241 0,166 0,366 0,111 0,6B9
ka 10,199 0,382 0,39( 0,300 0,272 -0,483
so | 0,124 0,448 0,347 0,146 0,329 0,597
en | 0,418| 0,281 0,111 0,125 0,309 0,296 0,245 0,10484

Table IV.9 represents the correlation between ¢neaining features if any feature is

removed. Cronbach AlpAvalue must be at least 0,7. The result must bseclo

? It is commonly used as a measure of the intermasistency or reliability of a psychometric test
score.
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Cronbach's Alpha value of 0,968 (Table IV.8). Trdue increases to 0,969 after
extraction of ‘ek’, and decreases for all the otlwdractions, but it is not remarkable.

Table IV.8. Reliability Statistics

Cronbach's Alpha Based on

Cronbach's Alpha Standardized Items N of Items
0,968 0,971 41

Table IV.9. Item-Total Statistics

Scale Mean Scale Corrected Squared Cr's Alpha
if Item Variance if Item-Total Multiple if Item
Deleted Item Deleted Correlation Correlation Deleted

ad 11.302,018072.929.354,358 0,544 0,866 0,967
ak 11.290,204402.910.345,708 0,546 0,880 0,967
al 11.298,072512.911.063,610 0,708 0,943 0,967
an 11.325,024352.938.582,922 0,687 0,947 0,967
ar 11.326,756272.938.111,239 0,675 0,833 0,967
as 11.290,529942.858.246,555 0,813 0,956 0,966
at 11.292,831642.825.812,077 0,763 0,965 0,966
ate 11.136,194602.808.294,935 0,694 0,900 0,967
da 11.240,140082.919.505,518 0,680 0,916 0,967
de 11.256,354202.937.280,974 0,654 0,926 0,967
ek 11.269,226572.902.790,414 0,392 0,836 0,969
el 11.290,085462.891.688,731 0,641 0,940 0,967
em 11.318,536242.939.600,759 0,566 0,869 0,967
en 11.320,305682.926.606,150 0,744 0,930 0,967
er 11.315,473172.927.660,276 0,774 0,955 0,967
et 11.322,966102.939.361,265 0,620 0,880 0,967
ka 11.246,786902.942.938,652 0,508 0,788 0,967
la 11.267,421012.926.136,613 0,684 0,833 0,967
le 11.265,227352.925.971,367 0,793 0,962 0,967
len 11.162,226632.829.578,189 0,739 0,967 0,966
ler 11.189,757242.925.360,593 0,654 0,882 0,967
ma 11.232,182572.891.594,865 0,730 0,936 0,967
me 11.286,339422.947.667,580 0,513 0,878 0,967
nd 11.297,824852.912.916,127 0,769 0,966 0,967
nm 11.288,403302.933.808,734 0,436 0,914 0,968
ol 11.285,417162.859.247,085 0,793 0,947 0,966
on 11.339,413402.972.454,538 0,396 0,913 0,968
or 11.298,069752.880.397,743 0,666 0,946 0,967
ra 11.253,737602.874.733,208 0,714 0,814 0,967
rl 11.289,729602.843.449,959 0,834 0,948 0,966
sa 11.270,854732.969.089,144 0,380 0,868 0,968
so 11.265,338462.859.137,955 0,553 0,933 0,968
st 11.255,162642.841.496,383 0,733 0,912 0,966
sy 11.261,999102.801.149,117 0,816 0,993 0,966
syo 11.165,131242.791.107,871 0,785 0,988 0,966
ta 11.221,237172.916.635,108 0,636 0,860 0,967
te 11.257,002782.922.607,262 0,659 0,907 0,967
ter 11.177,932602.828.101,635 0,677 0,895 0,967
tk 11.262,668462.832.507,970 0,667 0,911 0,967
yo 11.264,426462.919.543,349 0,708 0,945 0,967
yon 11.179,806402.869.423,158 0,809 0,964 0,966
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Further details regarding the factor analysis a/jaled in correlation matrix which is
attached in Appendix B and in reproduced correteti@nd residuals which is
attached in Appendix C. These measures are bas#éiieamodel, not the observed
data. Residuals indicate the difference betweercdtingelation matix (Appendix B)

and reproduced correlations.

IV.2 A Framework Proposal for Authentication of Medical Reports

Overall, from these results we can infer that, thesen operators produce reliably
distinct keystroke patterns as they type these ntiskiof medical reports. The

operators participating in this study are equivalanexperience and expertise. The
consistency of obtained results are encouragingnéking proposals about a second

level identity verification framework which is ikdrated in figure V.1.

Stored n-grams ebtained from M
documents of user J

Sj:similarity
result for user J
\

Comparison of n-grams for
similarity

r

B

s

n-grams obtained from
new document typed
by user J

Figure IV.1 Proposed Framework for Similarity

In this figure, the first input to the system catsiof stored n-grams obtained from

M documents of user J. These n-grams identify dséecause they are composed
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through computations that involve several keystrdkeings of user J. More
specifically, these computations involve: gatheritige keystroke data bundle,
discarding the excess data, re-calculating n-grger$orming feature extraction and
finally storing the extracted features in the dats The second input to the system
is defined as n-grams obtained from the currentich@nt or medical report typed by
the current operator. This input is generated &fte steps: gathering raw keystroke

timings from the current report, and obtaining amséaneous n-grams.

In order to achieve the proposed second level iyemerification, n-grams from
these two inputs should be compared as illustratelde above figure. At this stage,
stored features of the user J are called from #tabdise and compared to the instant
n-grams coming from the current report with pattercognition algorithms. Finally

a “similarity” value is generated for user J (ieedical operator of the given report).
In the event that user J is not the person typmegréport which is claimed access

into the hospital information system, this similarralue is expected to be low.

Extracted n-grams are combined together accordainpé prominent components,
which are issued as a result of factor analysisnsanzed beforehands. Euclidean
distance measurement can be performed betweenntaseémus and reference
feature§' for obtaining similarity measures. Furthermoree tralculated similarity

value may be stored in the database and embeddie ireport as a protective or

informative measure such as watermark.

IV.3 Limitations of the Study

Keystroke Dynamics is categorized under the bemalvaass of biometrics which is
based on statistical patterns. Behavioral biomgigmot as reliable as physiological
biometrics for authentication or individual measuoeats. Rather than definitive
results such as “TRUE” or “FALSE”, they produce fidance intervals for

comparisons.

2l Instantaneous features come from the current tephile reference features come from the
database
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This work is developed on the Windows operatingtesys without the use of
hardware interrupts or any other low level keystrdkming mechanism. In this
system, the keystroke timings may be subject toes@mors due to unrelated
background processes running simultaneously. Faringg each keystroke, a
mechanism utilizing operating system kernel modifmn might produce more
reliable results and n-grams with less variancewéi@r this approach will be

studied later.

The system has a high percentage of discrimindtiod operators. After increasing
the number of users, or changing users, the sehgsidind specificity of the system

should be tested again.
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CHAPTER V

CONCLUSION

Information security is not only important for tieenfidentiality of the patient but
also for the experts working at the hospital. Matlioperators are among these
experts. Users of the hospital information systeustniirst be authenticated by the
system to create medical reports. When user authéon is performed with a
username and a password, there is a single-leeesaaontrol. In order to provide
legal and personal protection for both partieseeosd level identity verification
framework which is proposed in section 1V.2 is rekdThe proposed framework
within this thesis collects all the information distinguish between users who are

authorized to create medical report through kekstdynamics.

Keystroke Dynamics has the advantage of providiegusty control through
continuous measurements at any time, instead ofgjushe beginning. Therefore
identity can be verified continually. This allowsrfchecking against any personal
information security breach in contravention of granciples summarized in section
[I. Although the confidence interval of Keystrokeamics is low it has a deterrent
effect. For real time applications that involveitygpsuch as remote consultance with
medical staff, the proposed framework can be ussdaacontinual identity
verification application with additional componeiats suggested in [24].

In order to show the feasibility of the proposedtsyn, we implemented a testbed
and used the nearest neighbor measure to idehg&fynedical reporter who is typing
the current report. However, more complicated @ppibns may be developed using
various statistical techniques, artificial inteligce or pattern recognition
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methodology such as neural networks. These appesaghl also succeed with high

accuracy, because the keystrokes are as chartictassignature or handwriting.

In future work, the benefits and user acceptancethef framework based on
keystroke dynamics and its integration into hos$priformation system should be
established and evaluated. Even more efficient oustHor all the free-text editors
could be established by using the most commorr lettabinations in Turkish [44],

but this is currently considered as out of the soofthis thesis.

Applications embodying any kind of electronic sigma will be inevitable for health
records in the near future. Alternatively, we preg a new security enhancement
methodology for improving the reliability of mediceeports generated within the
network of the hospital. This methodology in cog#@nt upon an existing
authentication mechanism, such as username/passa®rshown by our test data,
the proposed second-level reporter verification lecsm based on keystroke

dynamics is feasible.
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APPENDICES

APPENDIX A - N-GRAMS and TIMINGS

n-gram beOl be02 be03 be04 be05 beObe07 be08 be09 bel0 bell bel2 avg

ad
ak
al
an
ar
as
at
ate
da
de
ek
el
em
en
er

syo
ta
te
ter
tk
yo

yon

0,196 0,251 0,205 0,270 0,295 0,322 0,284 0,291 0,298 0,248 0,291 0,291
0,326 0,229 0,288 0,269 0,232 0,267 0,215 0,270 0,245 0,261 0,271 0,270
0,269 0,240 0,282 0,300 0,218 0,283 0,268 0,285 0,303 0,277 0,285 0,285
0,176 0,195 0,211 0,240 0,184 0,222 0,216 0,225 0,242 0,224 0,225 0,224
0,235 0,232 0,203 0,209 0,218 0,242 0,195 0,224 0,205 0,212 0,225 0,224
0,2420,231 0,218 0,324 0,250 0,269 0,315 0,260 0,346 0,237 0,260 0,259
0,347 0,363 0,320 0,279 0,324 0,298 0,297 0,231 0,268 0,227 0,231 0,230
0,4720,532 0,504 0,428 0,531 0,457 0,532 0,425 0,460 0,485 0,426 0,425
0,340 0,307 0,325 0,361 0,310 0,322 0,394 0,356 0,330 0,339 0,356 0,355
0,300 0,303 0,313 0,302 0,268 0,332 0,303 0,333 0,298 0,297 0,333 0,332
0,307 0,307 0,330 0,315 0,377 0,323 0,326 0,321 0,269 0,219 0,321 0,320
0,272 0,272 0,234 0,351 0,275 0,306 0,315 0,363 0,256 0,344 0,364 0,363
0,197 0,225 0,221 0,245 0,241 0,343 0,231 0,250 0,311 0,282 0,251 0,250
0,248 0,183 0,245 0,229 0,215 0,244 0,294 0,248 0,239 0,308 0,248 0,247
0,298 0,274 0,210 0,214 0,259 0,238 0,237 0,238 0,244 0,199 0,239 0,238
0,232 0,229 0,221 0,229 0,230 0,230 0,232 0,220 0,318 0,255 0,220 0,219
0,312 0,281 0,326 0,382 0,324 0,348 0,238 0,330 0,368 0,356 0,330 0,329
0,271 0,301 0,289 0,336 0,272 0,298 0,294 0,305 0,298 0,302 0,305 0,305
0,310 0,273 0,235 0,330 0,314 0,302 0,317 0,333 0,323 0,298 0,334 0,333
0,363 0,344 0,355 0,377 0,380 0,360 0,357 0,366 0,385 0,344 0,366 0,365
0,366 0,403 0,282 0,389 0,343 0,368 0,354 0,394 0,383 0,348 0,394 0,394
0,309 0,343 0,356 0,376 0,312 0,361 0,390 0,356 0,346 0,349 0,356 0,356
0,221 0,208 0,223 0,269 0,218 0,336 0,245 0,282 0,310 0,250 0,283 0,282
0,279 0,280 0,269 0,245 0,215 0,280 0,268 0,195 0,281 0,216 0,195 0,194
0,214 0,203 0,216 0,268 0,232 0,231 0,218 0,171 0,239 0,238 0,171 0,171
0,318 0,334 0,357 0,308 0,290 0,232 0,241 0,248 0,228 0,233 0,249 0,248
0,180 0,200 0,159 0,204 0,210 0,210 0,181 0,195 0,142 0,190 0,195 0,194
0,249 0,232 0,266 0,242 0,197 0,206 0,269 0,265 0,251 0,283 0,265 0,265
0,256 0,286 0,332 0,291 0,281 0,365 0,326 0,374 0,259 0,355 0,375 0,374
0,292 0,265 0,257 0,305 0,280 0,282 0,327 0,264 0,268 0,270 0,265 0,264
0,307 0,244 0,292 0,330 0,236 0,288 0,293 0,279 0,240 0,284 0,280 0,279
0,229 0,306 0,382 0,398 0,232 0,211 0,293 0,319 0,229 0,293 0,319 0,319
0,355 0,306 0,274 0,293 0,269 0,330 0,355 0,290 0,256 0,312 0,291 0,290
0,299 0,275 0,270 0,269 0,302 0,305 0,233 0,250 0,283 0,280 0,250 0,249
0,366 0,353 0,351 0,496 0,382 0,345 0,313 0,356 0,350 0,346 0,357 0,356
0,348 0,382 0,365 0,357 0,418 0,352 0,369 0,383 0,410 0,321 0,383 0,382
0,325 0,381 0,272 0,293 0,343 0,306 0,348 0,347 0,284 0,306 0,347 0,346
0,383 0,440 0,328 0,319 0,440 0,350 0,384 0,420 0,383 0,348 0,420 0,419
0,322 0,276 0,300 0,231 0,285 0,332 0,280 0,209 0,296 0,276 0,273 0,279
0,269 0,287 0,292 0,362 0,318 0,299 0,280 0,356 0,311 0,279 0,357 0,356
0,372 0,395 0,389 0,420 0,439 0,430 0,350 0,365 0,355 0,347 0,365 0,364
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0,270
0,262
0,275
0,215
0,219
0,268
0,284
0,473
0,341
0,309
0,311
0,310
0,254
0,246
0,241
0,236
0,327
0,298
0,308
0,363
0,368
0,351
0,260
0,243
0,214
0,274
0,188
0,249
0,323
0,278
0,279
0,294
0,302
0,272
0,364
0,372
0,325
0,386
0,280
0,314
0,383
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0,308 0,294 0,287 0,276 0,284 0,276 0,281 0,264 0,288 0,232 0,274 0,230
0,401 0,202 0,329 0,291 0,355 0,291 0,322 0,292 0,306 0,384 0,377 0,312
0,387 0,285 0,293 0,275 0,268 0,271 0,271 0,279 0,278 0,274 0,276 0,353
0,262 0,308 0,293 0,329 0,262 0,318 0,272 0,236 0,279 0,268 0,252 0,235
0,266 0,247 0,257 0,275 0,291 0,267 0,219 0,322 0,281 0,259 0,349 0,268
0,3080,393 0,327 0,351 0,451 0,351 0,390 0,309 0,376 0,380 0,397 0,370
0,357 0,383 0,383 0,333 0,387 0,333 0,366 0,320 0,383 0,357 0,322 0,360
0,6280,477 0,550 0,597 0,567 0,480 0,610 0,438 0,564 0,522 0,480 0,503
0,415 0,366 0,357 0,340 0,353 0,353 0,355 0,348 0,347 0,307 0,309 0,332
0,370 0,308 0,294 0,322 0,315 0,340 0,417 0,332 0,334 0,327 0,310 0,358
0,310 0,359 0,342 0,261 0,318 0,261 0,310 0,390 0,287 0,269 0,329 0,257
0,253 0,223 0,266 0,322 0,323 0,299 0,275 0,297 0,281 0,295 0,279 0,271
0,216 0,212 0,232 0,343 0,252 0,343 0,273 0,251 0,243 0,233 0,258 0,270
0,2650,272 0,259 0,325 0,340 0,308 0,285 0,328 0,319 0,234 0,217 0,242
0,365 0,291 0,320 0,338 0,299 0,313 0,250 0,252 0,285 0,274 0,229 0,277
0,389 0,275 0,252 0,272 0,229 0,367 0,213 0,220 0,358 0,237 0,218 0,279
0,433 0,327 0,358 0,310 0,390 0,310 0,294 0,339 0,374 0,267 0,310 0,275
0,345 0,315 0,359 0,286 0,321 0,287 0,306 0,324 0,319 0,333 0,331 0,274
0,343 0,310 0,321 0,316 0,385 0,341 0,301 0,282 0,371 0,290 0,315 0,309
0,451 0,467 0,520 0,461 0,504 0,465 0,480 0,427 0,659 0,700 0,486 0,550
0,436 0,428 0,426 0,381 0,374 0,381 0,403 0,398 0,424 0,403 0,430 0,423
0,5230,372 0,372 0,350 0,363 0,350 0,304 0,389 0,409 0,385 0,412 0,268
0,239 0,283 0,308 0,310 0,358 0,297 0,344 0,210 0,265 0,356 0,282 0,373
0,291 0,361 0,388 0,289 0,313 0,290 0,306 0,324 0,348 0,346 0,277 0,285
0,351 0,387 0,293 0,297 0,314 0,298 0,322 0,347 0,353 0,326 0,413 0,350
0,327 0,402 0,448 0,447 0,420 0,323 0,376 0,293 0,332 0,299 0,281 0,362
0,244 0,278 0,227 0,229 0,232 0,278 0,251 0,315 0,330 0,263 0,218 0,255
0,255 0,326 0,371 0,381 0,260 0,349 0,383 0,356 0,272 0,373 0,366 0,490
0,323 0,378 0,448 0,398 0,295 0,399 0,384 0,280 0,362 0,326 0,460 0,419
0,405 0,365 0,372 0,321 0,369 0,321 0,404 0,333 0,366 0,357 0,349 0,286
0,2700,318 0,339 0,337 0,297 0,303 0,312 0,321 0,252 0,281 0,172 0,359
0,347 0,480 0,357 0,363 0,247 0,349 0,266 0,354 0,357 0,332 0,392 0,340
0,398 0,351 0,443 0,595 0,424 0,444 0,279 0,341 0,378 0,382 0,305 0,336
0,368 0,413 0,373 0,516 0,450 0,516 0,558 0,387 0,433 0,384 0,411 0,294
0,438 0,536 0,467 0,634 0,454 0,634 0,696 0,484 0,569 0,494 0,528 0,399
0,455 0,359 0,271 0,414 0,310 0,445 0,369 0,357 0,353 0,326 0,408 0,403
0,238 0,364 0,361 0,375 0,366 0,341 0,264 0,332 0,345 0,394 0,326 0,318
0,387 0,405 0,535 0,602 0,485 0,495 0,495 0,496 0,524 0,548 0,458 0,450
0,273 0,364 0,569 0,499 0,341 0,386 0,423 0,409 0,388 0,375 0,432 0,444
0,306 0,381 0,292 0,346 0,319 0,336 0,337 0,304 0,327 0,380 0,322 0,263
0,439 0,364 0,436 0,487 0,464 0,487 0,477 0,451 0,509 0,463 0,463 0,414
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average
0,274
0,322
0,292
0,276
0,275
0,367
0,357
0,535
0,349
0,336
0,308
0,282
0,261
0,283
0,291
0,276
0,332
0,317
0,324
0,514
0,409
0,375
0,302
0,318
0,338
0,359
0,260
0,349
0,373
0,354
0,297
0,349
0,390
0,425
0,528
0,372
0,335
0,490
0,408
0,326
0,454



n-gram ncO1 ncO02 ncO3 ncO04 ncO5 ncOGcO7 ncO8 ncO9 ncl0 ncll nclZaverage
ad 0,220 0,216 0,205 0,192 0,228 0,264 0,232 0,248 0,219 0,198 0,256 0,216 0,225
ak 0,322 0,251 0,241 0,216 0,268 0,232 0,247 0,257 0,339 0,232 0,243 0,226 0,256
al 0,244 0,230 0,245 0,198 0,230 0,208 0,224 0,243 0,228 0,246 0,289 0,288 0,239
an 0,226 0,221 0,217 0,188 0,241 0,216 0,220 0,194 0,177 0,188 0,208 0,195 0,207
ar 0,196 0,193 0,211 0,189 0,191 0,199 0,205 0,278 0,231 0,221 0,280 0,195 0,216
as 0,267 0,296 0,200 0,211 0,322 0,232 0,216 0,219 0,311 0,223 0,218 0,214 0,244
at 0,206 0,196 0,200 0,225 0,212 0,200 0,240 0,176 0,237 0,190 0,194 0,225 0,208
ate  0,3470,317 0,323 0,323 0,331 0,344 0,520 0,388 0,370 0,331 0,341 0,379 0,359
da  0,3680,328 0,323 0,321 0,349 0,323 0,302 0,337 0,342 0,306 0,371 0,288 0,330
de  0,3240,291 0,312 0,331 0,298 0,349 0,257 0,288 0,347 0,309 0,320 0,311 0,311
ek 0,254 0,216 0,246 0,357 0,257 0,200 0,224 0,224 0,352 0,224 0,265 0,231 0,254
el 0,176 0,216 0,220 0,216 0,230 0,299 0,226 0,184 0,276 0,226 0,270 0,290 0,236
em 0,1890,199 0,182 0,193 0,260 0,256 0,195 0,208 0,380 0,266 0,200 0,211 0,228
en 0,194 0,221 0,174 0,197 0,196 0,184 0,199 0,178 0,238 0,162 0,185 0,204 0,194
er 0,220 0,196 0,196 0,214 0,203 0,217 0,194 0,218 0,235 0,189 0,193 0,236 0,209
et 0,212 0,256 0,181 0,224 0,190 0,224 0,168 0,153 0,232 0,194 0,200 0,219 0,204
ka 0,348 0,368 0,304 0,352 0,424 0,316 0,262 0,292 0,298 0,312 0,336 0,269 0,323
la 0,303 0,278 0,286 0,235 0,306 0,261 0,261 0,276 0,326 0,278 0,291 0,353 0,288
le 0,262 0,264 0,259 0,323 0,287 0,277 0,291 0,263 0,336 0,304 0,293 0,290 0,287
len 0,339 0,404 0,400 0,406 0,344 0,338 0,369 0,352 0,408 0,332 0,367 0,376 0,370
ler 0,355 0,306 0,287 0,388 0,352 0,328 0,398 0,324 0,428 0,344 0,408 0,372 0,357
ma  0,3550,224 0,291 0,293 0,313 0,331 0,364 0,322 0,334 0,335 0,342 0,261 0,314
me  0,2530,250 0,258 0,246 0,277 0,238 0,213 0,226 0,335 0,254 0,254 0,184 0,249
nd 0,238 0,240 0,248 0,251 0,282 0,248 0,241 0,272 0,274 0,268 0,285 0,261 0,259
nm 0,260 0,248 0,228 0,222 0,238 0,232 0,237 0,261 0,246 0,227 0,252 0,224 0,240
ol 0,254 0,250 0,224 0,281 0,204 0,220 0,212 0,216 0,250 0,236 0,230 0,225 0,234
on 0,1600,171 0,181 0,168 0,172 0,171 0,225 0,183 0,195 0,170 0,176 0,166 0,178
or 0,228 0,212 0,214 0,180 0,233 0,187 0,248 0,195 0,232 0,176 0,180 0,288 0,214
ra 0,285 0,286 0,286 0,214 0,293 0,248 0,307 0,277 0,317 0,326 0,336 0,310 0,290
rl 0,226 0,246 0,261 0,216 0,294 0,240 0,174 0,202 0,278 0,233 0,184 0,277 0,236
sa  0,3360,309 0,285 0,272 0,328 0,326 0,312 0,330 0,287 0,309 0,288 0,272 0,305
S0 0,257 0,192 0,216 0,248 0,308 0,320 0,271 0,192 0,284 0,257 0,284 0,289 0,260
st 0,240 0,272 0,219 0,296 0,389 0,322 0,289 0,256 0,316 0,310 0,309 0,299 0,293
sy 0,288 0,220 0,228 0,256 0,236 0,308 0,261 0,232 0,237 0,208 0,214 0,245 0,244
syo 0,408 0,344 0,340 0,382 0,358 0,460 0,395 0,357 0,347 0,332 0,348 0,365 0,370
ta 0,328 0,352 0,339 0,321 0,325 0,261 0,281 0,301 0,377 0,310 0,355 0,274 0,319
te 0,249 0,265 0,258 0,238 0,251 0,241 0,297 0,313 0,326 0,279 0,233 0,307 0,272
ter  0,2850,312 0,320 0,324 0,300 0,288 0,308 0,329 0,296 0,305 0,304 0,353 0,310
tk 0,256 0,352 0,242 0,352 0,262 0,283 0,208 0,307 0,296 0,291 0,274 0,260 0,282
yo 0,292 0,280 0,299 0,312 0,268 0,272 0,340 0,296 0,323 0,291 0,310 0,307 0,299
yon 0,332 0,312 0,357 0,328 0,307 0,312 0,446 0,373 0,356 0,339 0,366 0,357 0,349
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0,198 0,225 0,205 0,224 0,208 0,168 0,192 0,190 0,296 0,232 0,211 0,253
0,209 0,229 0,240 0,248 0,196 0,228 0,219 0,232 0,232 0,288 0,282 0,224
0,204 0,224 0,216 0,198 0,227 0,189 0,211 0,217 0,212 0,239 0,240 0,204
0,205 0,220 0,232 0,204 0,245 0,200 0,214 0,226 0,224 0,226 0,234 0,212
0,182 0,232 0,192 0,172 0,214 0,188 0,207 0,246 0,216 0,316 0,253 0,201
0,2180,247 0,216 0,240 0,224 0,229 0,229 0,234 0,280 0,231 0,233 0,215
0,240 0,257 0,211 0,219 0,199 0,204 0,192 0,202 0,184 0,202 0,208 0,212
0,3770,320 0,308 0,336 0,312 0,348 0,324 0,348 0,343 0,336 0,356 0,352
0,254 0,269 0,263 0,260 0,272 0,253 0,293 0,260 0,356 0,274 0,276 0,285
0,253 0,253 0,230 0,198 0,288 0,248 0,269 0,279 0,286 0,277 0,285 0,271
0,271 0,232 0,240 0,210 0,256 0,194 0,221 0,203 0,205 0,219 0,205 0,250
0,205 0,193 0,192 0,221 0,231 0,192 0,226 0,203 0,245 0,277 0,220 0,208
0,191 0,223 0,171 0,163 0,193 0,188 0,184 0,258 0,217 0,243 0,196 0,205
0,181 0,226 0,184 0,213 0,219 0,203 0,197 0,224 0,223 0,264 0,230 0,229
0,210 0,213 0,208 0,191 0,200 0,186 0,207 0,210 0,230 0,236 0,210 0,211
0,202 0,199 0,216 0,198 0,184 0,216 0,152 0,248 0,168 0,232 0,200 0,202
0,236 0,264 0,243 0,232 0,266 0,356 0,250 0,219 0,232 0,302 0,296 0,267
0,265 0,253 0,230 0,272 0,270 0,226 0,229 0,250 0,251 0,269 0,259 0,279
0,253 0,257 0,230 0,222 0,266 0,228 0,250 0,254 0,271 0,287 0,275 0,257
0,308 0,390 0,325 0,304 0,328 0,316 0,344 0,392 0,336 0,361 0,408 0,326
0,311 0,344 0,280 0,312 0,346 0,248 0,336 0,315 0,338 0,394 0,294 0,288
0,299 0,318 0,320 0,288 0,295 0,271 0,304 0,289 0,306 0,272 0,276 0,250
0,253 0,276 0,221 0,199 0,233 0,212 0,244 0,242 0,296 0,266 0,280 0,270
0,221 0,231 0,250 0,220 0,219 0,226 0,208 0,234 0,212 0,225 0,236 0,213
0,243 0,336 0,228 0,253 0,232 0,228 0,208 0,260 0,224 0,264 0,259 0,243
0,229 0,264 0,264 0,220 0,217 0,208 0,214 0,224 0,204 0,251 0,271 0,241
0,169 0,197 0,172 0,184 0,264 0,320 0,195 0,204 0,219 0,176 0,196 0,227
0,214 0,229 0,207 0,238 0,190 0,176 0,239 0,183 0,219 0,248 0,195 0,192
0,252 0,256 0,223 0,176 0,255 0,172 0,227 0,271 0,292 0,295 0,299 0,279
0,194 0,200 0,188 0,220 0,210 0,208 0,228 0,236 0,224 0,176 0,200 0,187
0,281 0,266 0,264 0,236 0,171 0,197 0,264 0,352 0,221 0,275 0,246 0,224
0,248 0,175 0,268 0,248 0,240 0,328 0,248 0,232 0,212 0,304 0,336 0,254
0,264 0,302 0,277 0,238 0,280 0,259 0,304 0,239 0,248 0,288 0,261 0,262
0,258 0,278 0,260 0,276 0,263 0,264 0,244 0,267 0,288 0,248 0,252 0,264
0,337 0,371 0,336 0,356 0,348 0,343 0,341 0,347 0,348 0,328 0,322 0,372
0,305 0,284 0,296 0,288 0,365 0,232 0,356 0,283 0,280 0,317 0,286 0,287
0,264 0,249 0,198 0,230 0,243 0,222 0,285 0,241 0,273 0,226 0,286 0,245
0,310 0,289 0,260 0,264 0,276 0,259 0,349 0,301 0,379 0,248 0,386 0,332
0,167 0,289 0,296 0,260 0,200 0,228 0,292 0,200 0,278 0,230 0,200 0,183
0,248 0,246 0,252 0,216 0,280 0,248 0,176 0,238 0,252 0,245 0,240 0,325
0,339 0,349 0,348 0,331 0,324 0,365 0,256 0,341 0,364 0,336 0,346 0,437
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average
0,217
0,236
0,215
0,220
0,218
0,233
0,211
0,338
0,276
0,261
0,225
0,218
0,202
0,216
0,209
0,201
0,264
0,254
0,254
0,345
0,317
0,291
0,249
0,225
0,248
0,234
0,210
0,211
0,250
0,206
0,250
0,258
0,268
0,264
0,346
0,298
0,247
0,304
0,235
0,247
0,345
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0,155 0,194 0,241 0,232 0,246 0,213 0,162 0,164 0,176 0,186 0,160 0,268
0,168 0,179 0,236 0,217 0,197 0,176 0,214 0,239 0,170 0,200 0,191 0,183
0,198 0,210 0,195 0,190 0,178 0,217 0,241 0,197 0,238 0,216 0,184 0,202
0,186 0,171 0,182 0,249 0,200 0,171 0,184 0,170 0,195 0,148 0,202 0,178
0,164 0,165 0,164 0,197 0,186 0,182 0,207 0,154 0,160 0,154 0,185 0,172
0,196 0,183 0,181 0,192 0,194 0,181 0,193 0,234 0,191 0,169 0,195 0,175
0,168 0,225 0,260 0,209 0,203 0,187 0,181 0,203 0,176 0,183 0,219 0,192
0,3080,383 0,442 0,357 0,374 0,316 0,339 0,342 0,300 0,294 0,373 0,329
0,2700,314 0,231 0,179 0,211 0,292 0,231 0,247 0,218 0,197 0,280 0,231
0,244 0,266 0,261 0,255 0,208 0,204 0,266 0,233 0,251 0,220 0,230 0,295
0,192 0,182 0,176 0,184 0,255 0,223 0,234 0,197 0,185 0,221 0,177 0,218
0,198 0,178 0,160 0,163 0,207 0,179 0,225 0,210 0,202 0,202 0,208 0,245
0,194 0,190 0,207 0,187 0,186 0,152 0,204 0,190 0,203 0,177 0,153 0,182
0,1920,177 0,180 0,215 0,223 0,177 0,226 0,178 0,193 0,180 0,207 0,186
0,185 0,203 0,205 0,231 0,257 0,170 0,197 0,167 0,197 0,258 0,224 0,189
0,178 0,176 0,191 0,256 0,182 0,175 0,222 0,239 0,207 0,211 0,182 0,204
0,349 0,241 0,253 0,287 0,274 0,319 0,205 0,226 0,224 0,213 0,233 0,232
0,198 0,227 0,253 0,214 0,205 0,232 0,224 0,235 0,215 0,209 0,242 0,209
0,235 0,230 0,248 0,231 0,225 0,239 0,200 0,231 0,226 0,253 0,221 0,281
0,357 0,315 0,336 0,265 0,321 0,321 0,386 0,324 0,328 0,319 0,351 0,357
0,305 0,304 0,342 0,317 0,339 0,396 0,269 0,297 0,302 0,334 0,265 0,341
0,242 0,218 0,248 0,346 0,275 0,256 0,263 0,276 0,246 0,264 0,234 0,231
0,231 0,225 0,249 0,180 0,207 0,304 0,200 0,209 0,197 0,232 0,216 0,221
0,179 0,230 0,245 0,171 0,192 0,199 0,225 0,192 0,199 0,181 0,200 0,195
0,197 0,229 0,262 0,224 0,240 0,212 0,235 0,219 0,216 0,195 0,207 0,237
0,187 0,243 0,233 0,207 0,205 0,237 0,218 0,156 0,190 0,165 0,181 0,263
0,219 0,169 0,170 0,392 0,169 0,172 0,199 0,205 0,176 0,176 0,178 0,188
0,200 0,237 0,193 0,163 0,178 0,375 0,270 0,173 0,181 0,174 0,222 0,214
0,219 0,214 0,227 0,223 0,260 0,189 0,276 0,294 0,234 0,284 0,231 0,212
0,161 0,190 0,243 0,163 0,181 0,218 0,150 0,254 0,222 0,175 0,234 0,204
0,218 0,260 0,268 0,284 0,258 0,335 0,195 0,167 0,224 0,203 0,199 0,206
0,176 0,155 0,175 0,184 0,172 0,194 0,173 0,171 0,191 0,176 0,182 0,200
0,230 0,257 0,279 0,226 0,269 0,204 0,244 0,162 0,252 0,269 0,256 0,219
0,223 0,224 0,182 0,216 0,252 0,201 0,259 0,238 0,213 0,180 0,195 0,155
0,337 0,319 0,260 0,298 0,262 0,311 0,366 0,341 0,290 0,285 0,299 0,254
0,268 0,256 0,386 0,272 0,247 0,256 0,304 0,274 0,258 0,272 0,273 0,271
0,217 0,272 0,293 0,289 0,267 0,259 0,292 0,276 0,243 0,259 0,284 0,210
0,356 0,411 0,450 0,400 0,341 0,248 0,333 0,364 0,351 0,386 0,368 0,286
0,200 0,259 0,147 0,193 0,115 0,280 0,264 0,227 0,261 0,220 0,199 0,262
0,237 0,262 0,220 0,219 0,227 0,202 0,255 0,190 0,234 0,236 0,205 0,230
0,343 0,337 0,311 0,312 0,309 0,259 0,294 0,267 0,317 0,316 0,311 0,289
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average
0,200
0,197
0,206
0,186
0,174
0,190
0,200
0,346
0,242
0,244
0,204
0,198
0,185
0,194
0,207
0,202
0,255
0,222
0,235
0,332
0,318
0,258
0,223
0,201
0,223
0,207
0,201
0,215
0,239
0,200
0,235
0,179
0,239
0,212
0,302
0,278
0,263
0,358
0,219
0,226
0,305



APPENDIX B - CORRELATION MATRIX

Correlation Matrix (Determinant = 2,29E-025)

ad ak al an ar as at ate da de ek el em
ad 100 0,21 039 028 044 045 044 037 04960234 0,37 0,26
ak 0,21 1,00 056 0,38 040 035 0,38 0,30 0,44 900,06 0,48 0,40
al 039 056 1,00 064 060 057 060 0,38 053408922 0,72 0,44
an 0,28 0,38 064 100 060 0,74 045 0,36 0,37 308,13 0,56 0,37
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0,00
0,00
0,00
0,00
0,00
0,00
0,00

len
0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,24
0,00
0,00
0,00
0,00
0,00
0,01
0,00
0,00

0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,05
0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
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ler
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

ma me nd

0,000 00,00
0,000 0,0,00
0,000 0,0,00
0,000 0/@,00
0,001 0,0,00
0,000 0@OO0
0,005 0,0,00
0,007 00,00
0,000 00,00
0,000 00,00
0,009 0,03
0,0000,0,01
0,000 00,00

nm

0,06
0,02
0,00
0,00
0,00
0,00
0,00
0,04
0,48
0,05
0,03
0,21
0,24

0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

0,000 0,0,00
0,020 0,0,00
0,030 0,0,00
0,000 0,0,12
0,0m00,0,19
0,0®0 0,0,06
0,0M0 0 0,00
0,000 0,00
0,0D0 0,0,00

0,01 00 00,20

0,0000,0

0,000 0,2,00
0,00 00,0,00
0,009 08,02
0,020 0,0,00
0,000 0,0,00
0,00 00,0,00
0,010 0@OO
0,000 0,000
0,000 0,0,00
0,000 0,0,00
0,0@0 0,0,00
0,000 0,0,00
0,001 0,0,00
0,0@1 0,0,00
0,0110,0,00
0,000 0,0,00
0,00 0,0,00

0,00

0,00
0,00
0,01
0,06
0,01
0,12
0,24
0,01
0,00
0,00
0,04
0,03
0,00
0,01
0,17
0,00

ol
0,00
0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

0,00
0,00

0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

on
0,06
0,16
0,17
0,00
0,01
0,01
0,00
0,02
0,47
0,05
0,02
0,17
0,27
0,00
0,00
0,00
0,11
0,28
0,09
0,00
0,00
0,00
0,39
0,02
0,00
0,01

0,03
0,08
0,01
0,37
0,10
0,02
0,00
0,00
0,13
0,03
0,00
0,02
0,06
0,00
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or
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,21
0,00
0,00
0,00
0,00
0,00
0,08
0,00
0,00
0,00
0,00
0,02
0,00
0,00
0,01
0,00
0,03

0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

ra
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,21
0,00
0,00
0,00
0,00
0,00
0,03
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,06
0,00
0,08
0,00

0,00
0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

rl
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,01
0,00
0,01
0,00
0,00

0,03
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

sa

0,00
0,00
0,10
0,19
0,06
0,05
0,08
0,10
0,00
0,00
0,06
0,18
0,00
0,01
0,05
0,12
0,00
0,00
0,00
0,05
0,01
0,01
0,00
0,00
0,12
0,00
0,37

0,00
0,01

0,03

0,00
0,00
0,04
0,02
0,13
0,03
0,08
0,07
0,01
0,07

SO
0,01
0,00
0,00
0,00
0,01
0,00
0,00
0,01
0,00
0,03
0,00
0,00
0,00
0,00
0,00
0,00
0,01
0,00
0,00
0,01
0,00
0,00
0,00
0,00
0,24
0,00
0,10

0,00
0,00

0,00

0,00

0,00
0,00
0,00
0,01
0,00
0,01
0,03
0,00
0,00

st
0,00
0,02
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,02
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,01
0,00
0,02
0,00
0,00
0,00
0,00
0,00

0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

Sy
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,04
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

0,00
0,00
0,00

0,04
0,00
0,00

0,00
0,00
0,00
0,00
0,00
0,00
0,00
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Syo
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,06
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

0,00
0,00
0,00
0,02
0,00
0,00
0,00

0,00
0,00
0,00
0,00
0,00
0,00

te
0,010 00,00
0,001 00,01
0,000 0,0,00
0,001 00,00
0,000 0,0,00
0,000 0@OO0
0,000 0,0,00
0,000 00,00
0,000 00,01
0,001 0,000
0,000 0,0,04
0,000 0,0,00
0,000 00,01
0,000 00,00
0,000 0,0,00
0,001 0,0,00
0,002 0,23
0,000 0,0,00
0,000 0,0,00
0,0@0 0,0,00
0,00 0,0,00
0,000 00,00
0,001 00,01
0,000 0,0,00
0,043 0,0,00
0,00 00,0,00
0,133 0,0,00

ta

ter

tk
0,00
0,02
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,05
0,01
0,01
0,00
0,00
0,00
0,04
0,00
0,00
0,00
0,00
0,01
0,01
0,00
0,01
0,00
0,02

0,00
0,00
0,00
0,13
0,01
0,00
0,00
0,00

0,00

0,0@0 O,

0,0®0 0,0,00
0,0@0 0,0,00
0,00000,0,00
0,088 00,07
0,001 00,03
0,00 0,0,00
0,00 0,0,00
0,00 00,00
0,0@0 0,0,00
00 0,0,00

0,00

0,00 00,0,00
0,0000,0,00 0,00
0,0@0 0,0,00 0,00

yo
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,17
0,00
0,06
0,00

0,00

0,00

0,01

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

0,00

yon
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,01
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,07
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00



APPENDIX C - REPRODUCED CORRELATIONS

ad ak al an ar as at ate da de ek el em
ad 059 0,27 041 0,29 041 043 042 0,34 04830847 0,34 0,23
ak 0,27 0,74 063 045 036 042 042 024 0433008,05 049 0,44
ai 041 063 089 062 063 057 057 039 05440919 0,71 041
an 0,29 045 062 083 063 0,70 046 035 0,3660,6,13 0,59 0,38
ar 041 0,36 063 063 062 062 049 040 04620927 0,58 0,40
as 043 042 057 070 062 080 062 057 064706,32 057 0,47
at 042 042 057 046 049 062 091 0,75 054506,40 0,33 0,28
ate 0,34 0,24 039 03 040 057 0,75 0,83 0,48330,041 0,36 0,31
da 048 043 054 0,36 046 064 054 048 0,8370,9,38 0,52 0,46
de 0,33 043 054 046 052 057 045 0,33 05770008 046 0,63
ek 047 005 0,19 0,13 0,27 0,32 0,40 041 0,3880,0,76 0,30 0,12
el 034 049 0,71 059 058 057 033 036 052604,30 0,87 0,54
em 0,23 044 041 038 040 047 028 0,31 0,4630,6,12 0,54 0,72
en 033 048 040 059 045 067 057 059 04500,60,33 048 0,49
er 038 036 046 043 047 058 081 0,77 04380,4,37 0,34 042
et 0,21 051 047 047 039 050 0,72 051 0,36 608,21 0,27 0,39
ka 040 037 039 032 036 052 048 0,26 0,66 409,32 0,27 0,35
la. 052 039 061 035 050 055 055 051 0,7010,944 058 0,42
le 047 047 059 048 057 067 058 054 0,7090®,44 0,65 0,67
len 036 041 055 060 055 064 059 055 0,42560,0,08 0,42 0,43
ler 057 038 056 040 054 044 049 0,35 0,39500,0,49 0,47 0,43
ma 051 047 066 057 059 065 065 047 06170655 059 0,38
me 0,31 058 040 035 032 041 0,19 0,16 0,44305H,01 0,41 0,59
nd 051 036 052 050 053 067 066 059 06140825 035 0,34
nm 032 0,22 032 054 042 037 042 0,21 -0,0220,0,23 0,12 0,08
oo 050 034 044 048 049 067 070 069 05590430 0,32 0,35
on 021 0,09 0,14 054 0,36 040 0,33 0,26 -0,0430,0,29 0,14 0,11
or 044 050 057 050 047 050 045 0,42 0,37 00,9,06 0,42 0,34
ra 036 059 0,71 055 055 055 045 044 04860812 0,69 0,58
rr 046 045 061 053 056 0,70 0,76 0,72 0,64 30,9,37 0,52 0,43
sa 044 039 0,14 0,07 0,4 0,27 0,18 0,12 04540,8,22 0,12 0,36
so 037 060 051 042 0,34 049 039 0,38 05390039 0,58 0,33
st 043 032 038 043 046 063 061 063 05420934 0,38 047
sy 036 037 049 075 060 080 063 061 0,550408,20 047 0,44
syo 0,37 036 050 0,74 061 0,79 056 054 051570016 0,48 0,45
ta 031 044 062 043 051 050 057 047 04980829 057 0,52
te 042 026 041 030 042 045 048 065 0,3810845 0,54 0,44
ter 0,34 025 039 041 044 049 056 0,70 0,28350,0,28 0,42 0,40
tk 045 0,27 049 046 049 055 058 056 0,42 304,13 0,30 0,24
yo 042 033 052 051 056 068 042 046 0,67 20,6€,37 0,67 0,60
yon 0,38 0,34 054 067 061 0,76 061 0,64 0,53550,030 0,57 0,49

70



ad
ak
al
an
ar
as
at
ate
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de
ek
el
em
en
er
et
ka
la
le
len
ler
ma
me
nd
nm
ol
on
or
ra
rl
sa
SO
st
sy
Syo
ta
te
ter
tk
yo
yon

en
0,33
0,48
0,40
0,59
0,45
0,67
0,57
0,59
0,45
0,40
0,33
0,48
0,49
0,80
0,63
0,58
0,34
0,39
0,58
0,56
0,38
0,53
0,46
0,52
0,38
0,61
0,47
0,49
0,53
0,63
0,34
0,59
0,62
0,73
0,66
0,41
0,53
0,58
0,42
0,51
0,66

er

0,38
0,36
0,46
0,43
0,47
0,58
0,81
0,77
0,43
0,48
0,37
0,34
0,42
0,63
0,86
0,68
0,33
0,49
0,61
0,63
0,54
0,53
0,28
0,62
0,44
0,71
0,40
0,49
0,51
0,72
0,21
0,32
0,67
0,65
0,57
0,57
0,64
0,72
0,58
0,45
0,65

et
0,21
0,51
0,47
0,47
0,39
0,50
0,72
0,51
0,36
0,46
0,21
0,27
0,39
0,58
0,68
0,81
0,44
0,32
0,53
0,48
0,43
0,55
0,29
0,43
0,46
0,47

0,40
0,31
0,40
0,57

0,17
0,35
0,48
0,54
0,47
0,55
0,29
0,39
0,31
0,32
0,49

ka
0,40
0,37
0,39
0,32
0,36
0,52
0,48
0,26
0,66
0,54
0,32
0,27
0,35
0,34
0,33
0,44
0,74
0,48
0,58
0,29
0,39
0,59
0,34
0,47
0,18
0,39
0,11
0,16
0,24
0,46
0,44
0,34
0,41
0,39
0,40
0,41
0,08
0,03
0,22
0,49
0,37

0,52
0,39
0,61
0,35
0,50
0,55
0,55
0,51
0,70
0,51
0,44
0,58
0,42
0,39
0,49
0,32
0,48
0,71
0,68
0,43
0,53
0,61
0,35
0,56
0,08
0,53

0,01
0,42
0,54
0,63

0,33
0,47
0,50
0,42
0,43
0,55
0,53
0,41
0,46

0,62
0,52

le
0,47
0,47
0,59
0,48
0,57
0,67
0,58
0,54
0,70
0,69
0,44
0,65
0,67
0,58
0,61
0,53
0,58
0,68
0,85
0,51
0,63
0,69
0,50
0,55
0,21
0,55
0,21
0,38
0,61
0,67
0,39
0,48
0,63
0,57
0,56
0,68
0,57
0,48
0,39
0,75
0,65

len

0,36
0,41
0,55
0,60
0,55
0,64
0,59
0,55
0,42
0,56
0,08
0,42
0,43
0,56
0,63
0,48
0,29
0,43
0,51
0,73
0,44
0,42
0,44
0,68
0,43
0,69
0,35
0,66
0,61
0,64
0,24
0,28
0,59
0,74
0,72
0,45
0,48
0,62
0,69
0,48
0,67

71

ler

0,57
0,38
0,56
0,40
0,54
0,44
0,49
0,35
0,39
0,50
0,49
0,47
0,43
0,38
0,54
0,43
0,39
0,53
0,63
0,44
0,84
0,62
0,36
0,45
0,55
0,45
0,39
0,44
0,51
0,48
0,37
0,31
0,46
0,37
0,37
0,56
0,53
0,45
0,40
0,47
0,44

ma me nd

0,511 08351
0,478 0,8,36
0,66 00,8,52
0,575 03,50
0,592 08,53
0,651 0@&67
0,659 0,0,66
0,416 00,59
0,614 08,61
0,473 08,54
0,5501-00,25
0,5910,8,35
0,389 06,34
0,536 08,52
0,538 0,2,62
0,559 02,43
0,594 08,47
0,6150,8,56
0,69 00,6,55
0,424 0,0,68
0,626 0,0,45
0,818 02,50
0,285 00,41
0,501 08,78
0,421 0,0,35
0,48 90,8,78
0,374 0,0,25
0,3340,6,63
0,488 06,51
0,63 60,8,70
0,250 0®39
0,565 03,34
0,490 0,8,64
0,53004,71
0,582 0,0,70
0,59106,40
0,412 08,46
0,340 0,0,54
0,3520,8,73
0,5930,8,52

nm
0,32
0,22
0,32
0,54
0,42
0,37
0,42
0,21

ol
0,50
0,34
0,44
0,48
0,49
0,67
0,70
0,69

-0,02 0,55

0,22
0,23
0,12
0,08
0,38
0,44
0,46
0,18
0,08
0,21
0,43
0,55
0,42
0,11
0,35
0,86
0,37
0,74
0,37
0,23
0,30
0,09
0,10
0,30
0,48
0,45
0,24
0,19
0,34
0,36
0,11

0,57 0,3%4 00,38

0,49
0,30
0,32
0,35
0,61
0,71
0,47
0,39
0,53
0,55
0,69
0,45
0,48
0,39
0,78
0,37
0,83
0,32
0,65
0,50
0,73
0,39
0,37
0,70
0,74
0,70
0,39
0,56
0,65
0,74
0,49
0,67

on
0,21
0,09
0,14
0,54
0,36
0,40
0,33
0,26
-0,04
0,13
0,29
0,14
0,11
0,47
0,40
0,40
0,11
0,01
0,21
0,35
0,39
0,37
0,04
0,25
0,74
0,32
0,78
0,23
0,15
0,26
0,00
0,14
0,31
0,53
0,47
0,17
0,22
0,35
0,24
0,18
0,43



ad
ak
al
an
ar
as
at
ate
da
de
ek
el
em
en
er
et
ka
la
le
len
ler
ma
me
nd
nm
ol
on
or
ra
rl
sa
SO
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or
0,44
0,50
0,57
0,50
0,47
0,50
0,45
0,42
0,37
0,40
0,06
0,42
0,34
0,49
0,49
0,31
0,16
0,42
0,38
0,66
0,44
0,33
0,54
0,63
0,37
0,65
0,23
0,80
0,64
0,55
0,39
0,41
0,48
0,58
0,58
0,30
0,51
0,59
0,69
0,35
0,51

ra
0,36
0,59
0,71
0,55
0,55
0,55
0,45
0,44
0,48
0,56
0,12
0,69
0,58
0,53
0,51
0,40
0,24
0,54
0,61
0,61
0,51
0,48
0,58
0,51
0,23
0,50
0,15
0,64
0,77
0,58
0,28
0,49
0,48
0,55
0,55
0,56
0,57
0,57
0,51
0,56
0,58

rl
0,46
0,45
0,61
0,53
0,56
0,70
0,76
0,72
0,64
0,53
0,37
0,52
0,43
0,63
0,72
0,57
0,46
0,63
0,67
0,64
0,48
0,63
0,36
0,70
0,30
0,73
0,26
0,55
0,58
0,78
0,27
0,49
0,66
0,70
0,66
0,57
0,58
0,61
0,62
0,59
0,70

sa
0,44
0,39
0,14
0,07
0,14
0,27
0,18
0,12
0,45
0,34
0,22
0,12
0,36
0,34
0,21
0,17
0,44
0,33
0,39
0,24
0,37
0,25
0,60
0,39
0,09
0,39
0,00
0,39
0,28
0,27
0,79
0,40
0,37
0,22
0,23
0,12
0,23
0,15
0,24
0,28
0,16

SO
0,37
0,60
0,51
0,42
0,34
0,49
0,39
0,38
0,53
0,19
0,39
0,58
0,33
0,59
0,32
0,35
0,34
0,47
0,48
0,28
0,31
0,56
0,45
0,34
0,10
0,37
0,14
0,41
0,49
0,49
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0,36
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0,32
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0,43
0,32
0,38
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0,46
0,63
0,61
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0,54
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0,34
0,38
0,47
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0,67
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0,41
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0,63
0,59
0,46
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0,40
0,64
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0,63
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0,56
0,60
0,55
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0,65

sy
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0,63
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0,20
0,47
0,44
0,73
0,65
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0,39
0,42
0,57
0,74
0,37
0,53
0,40
0,71
0,48
0,74
0,53
0,58
0,55
0,70
0,22
0,39
0,67
0,91
0,88
0,42
0,46
0,61
0,64
0,59
0,81
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Syo
0,37
0,36
0,50
0,74
0,61
0,79
0,56
0,54
0,51
0,57
0,16
0,48
0,45
0,66
0,57
0,47
0,40
0,43
0,56
0,72
0,37
0,51
0,42
0,70
0,45
0,70
0,47
0,58
0,55
0,66
0,23
0,36
0,63
0,88
0,86
0,41
0,42
0,55
0,64
0,60
0,78

ta te ter

0,312 03,34
0,446 0,2,25
0,621 0,8,39
0,430 0341
0,512 04,44
0,505 0@49
0,578 08,56
0,485 00,70
0,498 03,28
0,581 03,35
0,295 04,28
0,5740,6,42
0,524 08,40
0,413 08,58
0,574 06,72
0,559 0,2,39
0,418 0,0,03
0,5530,6,41
0,6870,6,48
0,4%8 0,0,62
0,563 0,0,45
0,591 08,34
0,312 03,30
0,406 08,54
0,249 0,0,34
0,39 60,b,65
0,172 0,2,35
0,301 0,6,59
0,567 08,57
0,57 80,9,61
0,123 0215
0,321 08,29
0,456 08,60
0,426 04,61
0,482 0,0,55
0,685 04,42
0,452 08,75
0,475 0,0,82
0,32 90,8,62
0,5510,6,43

tk
0,45
0,27
0,49
0,46
0,49
0,55
0,58
0,56
0,42
0,43
0,13
0,30
0,24
0,42
0,58
0,31
0,22
0,46
0,39
0,69
0,40
0,35
0,32
0,73
0,36
0,74
0,24
0,69
0,51
0,62
0,24
0,21
0,55
0,64
0,64
0,32
0,49
0,62
0,79
0,38
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0,33
0,52
0,51
0,56
0,68
0,42
0,46
0,67
0,62
0,37
0,67
0,60
0,51
0,45
0,32
0,49
0,62
0,75
0,48
0,47
0,59
0,43
0,52
0,11
0,49
0,18
0,35
0,56
0,59
0,28
0,42
0,56
0,59
0,60
0,55
0,51
0,43
0,38
0,78
0,66
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0,38
0,34
0,54
0,67
0,61
0,76
0,61
0,64
0,53
0,55
0,30
0,57
0,49
0,66
0,65
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0,37
0,52
0,65
0,67
0,44
0,57
0,36
0,64
0,38
0,67
0,43
0,51
0,58
0,70
0,16
0,39
0,65
0,81
0,78
0,52
0,56
0,63
0,59
0,66
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le 0,02
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ler 0,00
ma 0,00
me 0,06
nd -0,11
nm -0,11
ol -0,04
on -0,01
or 0,05
ra 0,01
rl 0,06
sa -0,10
so -0,09
st -0,03
sy 0,04
syo -0,01
ta 0,01
te -0,07
ter 0,00
tk -0,04
yo -0,05
yon 0,03

ak
-0,06

-0,07
-0,07
0,04
-0,07
-0,04
0,06
0,01
0,07
0,01
-0,01
-0,04
-0,04
-0,02
-0,09
0,02
0,07
-0,06
0,03
-0,02
0,05
-0,02
0,01
0,04
-0,03
0,04
-0,07
-0,05
0,00
0,01
-0,06
-0,04
0,02
0,02
-0,04
0,05
0,04
0,01
0,04
0,08

al an
-0,02 -0,01
-0,07 -0,07
0,01
0,01
-0,03-0,03
-0,01 0,03
0,03 -0,01
-0,010,01
-0,01 0,00
0,01 -0,03
0,03 0,00
0,00 -0,03
0,03 0,00
0,01 -0,04
0,02 0,03
0,00 -0,01
0,03
-0,04 0,00
0,00 -0,02
-0,02 -0,06
-0,01 0,00
-0,04 0,01
-0,01 0,01
-0,01 -0,03
0,02 0,02
0,03 0,02
-0,02 -0,08
0,03 0,01
0,00 0,01
-0,02 -0,03
0,03 0,05
0,00 0,00
0,00 0,09

0,00 0,00

-0,02 -0,01
-0,04 0,08
0,00 -0,01

0,00 0,03 0,01

-0,03 -0,02
0,02 -0,01
0,02

0,00 0,02 0,00

-0,070,03

Residual?

ar
0,03
0,04
-0,03
-0,03

as at
-0,07 -0,04 0,06
-0,01 0,03 -0,01
0,03 -0,01 0,01
-0,04 0,00 0,00
-0,01 -0,02

0,02

-0,04
0,00
0,00

-0,01
-0,02 0,02
0,01 0,01 -0,020,02
-0,05 -0,09 0,02 0,02
-0,08 0,00 0,00
-0,01 -0,01 0,02 0,02
0,01 0,04 0,02
0,11 0,04 0,01
0,05 -0,01-0,01 -0,04
-0,05 0,01 -0,04 -0,06
-0,00,02
-0,01 0,00 -0,01 -0,02
0,01 0,05 0,01
-0,02 -0,01 -0,06 0,00
-0,08 0,03 0,01 0,01
0,00 -0,01-0,02 0,04
-0,03 0,08 0,03 0,03
0,02 0,01 -0,03-0,03
0,01
0,03 -0,030,04 -0,04
-0,04 -0,07 0,01 0,00
-0,11 0,00 0,01 0,00
0,01 0,00 0,02
-0,05 0,07 0,00
0,06 -0,060,01
-0,02 -0,04 -0,01
0,05 -0,02-0,02
-0,030,01 0,02
-0,09 -0,03 0,00 0,00
-0,01 0,03 -0,02 -0,04
0,02 0,04 -0,04-0,01
-0,020,03 0,03
-0,02 0,02 -0,04 -0,06
-0,09 -0,08 -0,01 0,00
-0,11 0,04 0,04

0,00

0,04
-0,07
-0,05

0,00

ate
0,02 0,03 0,02 0,01

-0,04 -0,04

-0,030,07
-0,01 0,03

-0,02 0,00

0,04 0,00 003 0,01 0,00 o0,0201-

-0,010,02 0,01

da de ek el
-0,070,13 0,03 0,03
0,01 0,07 0,01 -0,01-0,04
-0,01 0,01 0,03 0,00 0,03
0,00 -0,03 0,00 -0,03 0,00
0,01 -0,05-0,08 -0,01 0,01
0,01 -0,09 0,00 -0,01 0,04
-0,02 0,02 0,00 0,02 0,02
0,02 0,02 -0,040,02 -0,03
0,02 -0,04-0,04 -0,07
0,02 0,08 0,00 -0,04
-0,03 0,06
-0,03 0,00
0,06 0,00
-0,02 0,01 0,01
-0,05 -0,01 -0,02
0,04 0,01 0,05
-0,04 0,06 -0,05
0,04 0,04 -0,04 0,08
-0,05 -0,05 0,06 -0,07
0,00 -0,01 0,01 0,03 -0,09
-0,01-0,02 -0,03 0,02 -0,03
0,03 -0,02-0,07 -0,01 -0,02
-0,01-0,06 0,01 -0,02 -0,07
-0,03 -0,02 -0,01 -0,04 0,06
0,01
-0,06 0,04 0,06 0,01 -0,03
0,03 0,09 -0,01-0,02 -0,03
0,02 0,00 0,04 0,01 0,02
-0,01 -0,05 -0,02
-0,020,00 0,00 0,00 0,03
0,01 0,02 -0,010,01 -0,01
-0,03 0,05 0,02 -0,02 0,01
0,00 -0,10 -0,09 0,03 0,01
-0,020,01 0,02 0,00 0,02
0,01 0,04 0,04 0,00 0,00
0,05 -0,04 0,05 -0,07 -0,04
0,03 -0,02 -0,03 -0,02 -0,03
0,03 0,05 -0,050,00 -0,09
0,00 0,00 0,09 0,02 0,09
0,00 0,04 0,02 -0,060,08
-0,03-0,01 0,00 0,00 -0,01

em

0,08

0,00

-0,04
-0,01
-0,03
-0,04
-0,03

-0,04

0,01

-0,02
-0,03
-0,07

2 Residuals are computed between observed and g@ddorrelations. There are 137 (16,0%)
nonredundant residuals with absolute values greéfader0.05.
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0,11
-0,04
0,01
-0,04
0,11
0,04
0,01
-0,01
0,03
-0,01
-0,02
0,01
0,01
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0,00
0,03
-0,05
0,03
0,00
0,00
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-0,04
-0,04
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-0,02
0,04
-0,01
-0,03
-0,06
-0,06
-0,05
-0,01
-0,06
0,01
-0,02
-0,03
0,01
-0,05
-0,03

er et ka la le len
0,03 0,06 0,02 -0,1D,02 -0,08 0,00
-0,02 -0,09 0,02 0,07 -0,060,03
0,02 0,00 0,03 -0,04,00 -0,02-0,01
0,03 -0,01 0,00 0,00 -0,02-0,06 0,00
0,05 -0,050,02 -0,01 0,01 -0,02-0,08
-0,010,01 0,00 0,00 0,05 -0,010,03
-0,01-0,04 -0,02 -0,01 0,01 -0,06 0,01

ler

-0,02 0,05

ma me nd
0,00 0,06 -0,11-0,11
-0,02 0,01 0,04
-0,04 -0,01 -0,01 0,02
0,01 0,01 -0,030,02
0,00 -0,03 0,02 0,01
-0,01 0,08 0,01 0,04
-0,02 0,03 -0,03 0,00

nm

-0,04 -0,06 0,02 -0,02-0,02 0,00
0,01 -0,02-0,03 -0,07 0,00 0,00
-0,03 -0,04 -0,03 0,04 -0,05-0,01
-0,05 0,04 -0,04 0,04 -0,05 0,01
-0,01 0,01 0,06 -0,040,06 0,03
-0,020,05 -0,05 0,08 -0,07-0,09
0,01 0,00 0,03 -0,0%,03 0,00
-0,02 0,00 -0,03 0,00 -0,05
-0,03 0,02 0,01 0,03
-0,04 0,01 0,02
-0,03 0,02 -0,04 -0,08 0,00
0,00 0,01 0,01 -0,08 0,07
-0,05 0,03 0,02 0,00 0,07
0,03 0,00 -0,020,04 0,05 0,00
0,02 -0,04-0,07v 0,00 -0,02 0,04
-0,02-0,05 0,01 -0,01 0,05 0,03
-0,03 0,03 -0,06 0,08 -0,01 0,08
-0,02 -0,05 -0,02 0,04 0,00 0,00
0,01 0,00 0,00 -0,010,03 -0,03
-0,05 -0,01 0,05 0,06 -0,030,04
-0,02 0,05 0,02 -0,04-0,01 -0,01
0,03 0,02 0,01 -0,01-0,02 -0,06
-0,05 -0,03 0,01 -0,02 0,02 0,03
0,00 -0,02-0,05 0,01 -0,05-0,03
0,02 0,03 -0,040,02 0,02 0,00
0,08 -0,05 0,02 -0,03 0,02 -0,05
0,02 -0,01-0,04 0,00 -0,038-0,07
-0,01 0,03 -0,06 0,00 -0,03-0,05
-0,04-0,02 -0,05 -0,05 -0,03 -0,05
-0,02 0,00 0,07 0,02 -0,010,06
-0,01 -0,05 0,06 0,00 -0,01-0,02
-0,01 0,07 0,00 0,00
0,01 0,04 -0,020,00
0,00 -0,02 0,00 0,02

-0,02
0,00 -0,03

-0,02 0,01
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0,01 0,04 0,03 -0,030,03
-0,01 0,03 -0,01-0,03 0,01
-0,02 -0,02 -0,06 -0,02 0,00
-0,03 -0,07 0,01 -0,01 0,02
0,02 -0,01-0,02 -0,04 -0,01
-0,03 -0,02 -0,07 0,06 0,01
0,00 -0,040,00 -0,04-0,04
0,03 0,02 -0,02-0,03 -0,02
0,00 -0,040,05 0,03 -0,05
-0,02-0,07 0,01 -0,06 -0,02
-0,04 0,00 -0,01 0,08 0,04
0,05 -0,020,05 -0,01 0,00

0,00 0,04 0,08 0,08 O,

-0,020,00 -0,01-0,04
0,02 0,04 0,01
-0,03,00
0,05

-0,02

0,00 0,02
-0,01 0,04 -0,03
-0,040,01 0,00 0,05

0,00 -0,06 0,01 -0,05 0,00
-0,04 -0,01 0,00 0,02
0,02 -0,06 -0,03 -0,09 -0,06
0,01 0,00 -0,030,01 -0,02
-0,01-0,02 0,04 -0,02 0,02
-0,05 0,05 -0,12 0,00 0,06
0,04 -0,050,05 0,08 -0,01
0,03 0,04 -0,040,02 0,00
0,03 0,01 0,01 -0,050,02
0,05 0,00 -0,06-0,04 -0,01
-0,04 -0,02 0,04 -0,05-0,01
-0,06 0,03 -0,01 0,03 0,05
-0,04 0,02 0,01 -0,020,03

-0,02 0,00 0,01 0,00
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-0,04 -0,01
-0,03 0,04
0,03 -0,02
0,02 -0,08
0,03 -0,04
-0,03-0,07
0,04 0,01
-0,04 0,00
-0,06 0,03
0,04 0,09
0,06 -0,01
0,01 -0,02
-0,03-0,03
0,02 -0,02
0,01 -0,05
0,00 -0,01
0,00 0,05
-0,01 0,06
0,03 -0,03
00 -0MmB4
0,00 -0,04
-0,06-0,01
0,01 0,00
-0,05 0,02
0,00 -0,06
-0,03

on

-0,06-0,03

-0,01 0,02
0,02 0,04
-0,05 0,03
-0,01-0,05
0,03 0,03
0,00 -0,05
0,00 -0,05
-0,01 -0,02
0,00 -0,02
-0,03 0,02
-0,03 0,01

0,00 -0,040,00 -0,03-0,02 0,00 -0,03-0,01 0,02
-0,04 0,05 0,01 -0,01-0,03 0,02 0,01 0,03 0,03
-0,010,00 0,04
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-0,07
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-0,02
0,05
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-0,04
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0,02
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-0,01
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ra rl sa SO st sy syo ta te ter tk yo yon

0,01 0,06 -0,100,09 -0,03 0,04 -0,01 0,01 -0,07 0,00
-0,05 0,00 0,01 -0,06-0,04 0,02 0,02 -0,040,05 0,04
0,00 -0,020,03 0,00 0,00 0,00 -0,020,04 0,00 0,00
0,01 -0,030,05 0,00 0,09 0,00 -0,010,08 -0,01 0,03
0,01 -0,05 0,06 -0,02 0,05 -0,03-0,09 -0,01 0,02 0,01

-0,04 -0,05 0,03
0,01 0,04 0,08
-0,030,02 0,02
-0,02 -0,01 -0,07
-0,02-0,09 0,03

0,00 0,07 -0,060,04 -0,02 0,01 -0,03 0,03 0,04 -0,020,02 -0,08-0,11

0,02 0,00 0,01 -0,010,02 0,02 0,00 -0,02-0,04 -0,03
-0,010,00 0,04 -0,07-0,05 0,00 0,00 -0,04-0,01 0,03

-0,04 -0,01 0,04
-0,06 0,00 0,04

0,02 -0,020,012 -0,03 0,00 -0,02 0,01 0,05 0,03 0,03 0,00 0,00 -0,03

0,01 0,00 0,02 0,05 -0,10,01 0,04 -0,04-0,02 0,05
-0,01 0,00 -0,01 0,02 -0,09 0,02 0,04 0,05 -0,030,05
-0,05 0,00 0,01 -0,020,03 0,00 0,00 -0,07-0,02 0,00
-0,020,03 -0,01 0,01 0,01 0,02 0,00 -0,040,03 -0,09
-0,01-0,03 -0,06 -0,06 -0,05 -0,01 -0,06 0,01 -0,02-0,03
0,03 -0,05 0,00 0,02 0,08 0,02 -0,010,04 -0,02 -0,01
0,02 -0,03-0,02 0,03 -0,05-0,01 0,03 -0,02 0,00 -0,05
0,01 0,01 -0,050,04 0,02 -0,04-0,06 -0,05 0,07 0,06
-0,01 -0,02 0,01 0,02 -0,030,00 0,00 -0,050,02 0,00
-0,02 0,02 -0,05 0,02 0,02 -0,03-0,03 -0,03 -0,01 -0,01
-0,06 0,03 -0,03 0,00 -0,05-0,07 -0,05 -0,05 0,06 -0,02
0,01 -0,01-0,05 0,04 0,03 0,03 0,05 -0,040,06 -0,04
0,00 -0,02 0,05 -0,05 0,04 0,01 0,00 -0,020,03 0,02
-0,03 0,04 -0,12-0,05 -0,04 0,01 -0,06 0,04 -0,01 0,01
0,01 -0,02 0,00 0,08 0,02 -0,050,04 -0,05 0,03 -0,02
-0,02 0,02 0,06 -0,010,00 -0,02-0,01 -0,01 0,05 0,03
0,02 -0,05-0,01 0,03 0,00 0,00 -0,010,00 -0,03-0,03
0,04 0,03 -0,0%0,03 -0,05-0,05 -0,02 -0,02 0,02 0,01
-0,05 0,01 -0,03-0,02 -0,03 0,01 0,04 0,09 -0,02-0,06

-0,03 0,01 0,02 0,02 -0,020,01 -0,06 -0,03 -0,01

0,00 0,04 -0,01
0,09 0,02 0,00
0,02 -0,06 0,00
0,09 -0,08-0,01
0,01 -0,05-0,03
-0,01 0,01 0,00
0,07 0,04 -0,02
0,00 -0,020,00
0,00 0,00 0,02
0,00 -0,04-0,02
-0,04 0,05 0,01
0,00 0,01 -0,02
-0,03-0,01 0,00
-0,02 -0,03 0,01
0,00 0,02 0,00
-0,030,01 -0,01
-0,01 0,03 0,00
0,02 0,03 0,04
0,00 0,03 -0,02
-0,01 0,02 0,00

-0,03 -0,02 -0,02 -0,09 0,01 0,01 0,03 0,01 0,02 -0,02,04 -0,04
0,01 -0,02 -0,01 0,00 0,01 0,04 0,03 0,02 0,04 -0,08,02 0,03

0,02 -0,02-0,01 0,07 -0,03 0,02 0,00 -0,050,00
0,02 -0,09 0,00 0,07 -0,04-0,03 0,03 -0,04 0,00
-0,02 0,01 0,01 -0,03-0,04 0,07 0,03 -0,01-0,02
-0,01 0,01 0,04 0,02 -0,030,07 0,05 -0,02-0,01

0,04 0,04 -0,02
0,01 -0,07-0,02
-0,01 -0,02 -0,01
0,02 0,02 -0,02

-0,06 0,03 0,03 0,00 0,038 0,03 0,05 0,00 0,00 0,02 -0,0D6

-0,03 0,01 0,02 -0,05-0,04 -0,01 -0,02 0,00 0,00
-0,01 0,02 0,04 0,00 0,00 -0,020,01 0,00 0,00

-0,01-0,02 -0,05 0,04 0,01 -0,010,02 0,02 -0,01-0,04
0,02 -0,040,02 0,04 -0,07-0,02 0,02 -0,02 0,01 0,00
0,00 -0,04 0,03 -0,02-0,02 -0,01 -0,02 -0,06 -0,05 0,00
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-0,010,01 -0,05
-0,040,00 0,00

-0,05 -0,03
-0,05 0,06
-0,03 0,06



