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ABSTRACT 

 

SURVEILLANCE AND CONTROL IN THE AGE OF INFORMATION: 

A CRITICAL ANALYSIS OF THE TECHNOLOGY-POWER  

RELATIONSHIP 

 

 

Kurt, Evren 

M. Sc., Department of Science and Technology Policy Studies 

Supervisor: Ins. Dr. BarıĢ Çakmur 

 

February 2010, 155 pages 

 

 

This study deals with the notions and practices of surveillance and 

control in the current society. By this means, it aims to discuss the relation 

between technology and power on basis of surveillance technologies witnessed 

in all domains of life. With the extensive use of new technologies as camera 

monitoring, biometrics, and smart cards, power holders get the opportunity and 

tools to monitor all actions and data of individuals. How this is achieved and 

for what purposes and the ideology behind the surveillance practices are the 

main issues of this study. In accordance with this goal, the use of surveillance 

technologies as a tool of power to provide rationalization in which everything 
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is visible, predictable, and controllable, to maintain social control, and to 

ensure the domination of power over the society is discussed through 

examining the applications of surveillance in Turkey and in other countries. 

Besides, the becoming of surveillance and control as natural and usual aspects 

of the current society in the eyes of people and their becoming a culture are 

also pointed out and analyzed in order to comprehend the location of these 

notions in everyday life. All these issues are discussed critically in order to 

analyze the role and ideological function of surveillance, in particular, and the 

relation of technology with power, in general. 

 

Keywords: Surveillance, Society of Control, New Technologies, Power 
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ÖZ 

 

ENFORMASYON ÇAĞINDA GÖZETĠM VE DENETĠM:  

TEKNOLOJĠ-ĠKTĠDAR ĠLĠġKĠSĠNĠN ELEġTĠREL BĠR ANALĠZĠ 

 

 

Kurt, Evren 

Yüksek Lisans, Bilim ve Teknoloji Politikası ÇalıĢmaları Bölümü 

Tez Yöneticisi: Öğr. Gör. Dr. BarıĢ Çakmur 

 

ġubat 2010, 155 sayfa 

 

 

Bu çalıĢma, günümüz toplumunda gözetim ve denetim kavramlarını ve 

uygulamalarını ele alıyor. Bu sayede, yaĢamın her alanında karĢılaĢılan 

gözetim teknolojileri temelinde teknoloji ve iktidar arasındaki iliĢkiyi 

tartıĢmayı amaçlamaktadır. Kameralar, biyometri ve akıllı kartlar gibi yeni 

teknolojilerin kapsamlı kullanımı ile iktidar sahipleri bireylerin tüm eylemlerini 

ve verilerini izleme imkanına ve araçlarına sahip oluyorlar. Bunun nasıl ve 

hangi amaçlar için sağlandığı ve gözetim uygulamalarının ardındaki ideoloji bu 

çalıĢmanın temel konularıdır. Bu amaç doğrultusunda, her Ģeyin görülebilir, 

önceden kestirilebilir ve denetlenebilir olduğu bir rasyonelleĢme sağlamak için, 

toplumsal denetim oluĢturmak için ve iktidarın toplum üzerindeki hakimiyetini 

temin etmek için gözetim teknolojilerinin iktidarın bir aracı olarak 
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kullanılması, Türkiye ve diğer ülkelerdeki gözetim uygulamaları incelenerek 

tartıĢılmaktadır. Ayrıca, gözetim ve denetimin insanların gözünde günümüz 

toplumunun doğal ve olağan unsurları olmaları ve bir kültür haline gelmeleri, 

bu unsurların günlük yaĢamdaki konumunu kavramak için ele alınıyor ve 

inceleniyor. Tüm bu konular, özelde gözetimin rolü ve ideolojik iĢlevini ve 

genelde teknolojinin iktidar ile iliĢkisini incelemek üzere eleĢtirel bir açıdan 

tartıĢılmaktadır. 

 

Anahtar Kelimeler: Gözetim, Denetim Toplumu, Yeni Teknolojiler, Ġktidar 
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CHAPTER 1 

INTRODUCTION 

 

 

This study aims to examine the relation between technology and power 

in the contemporary society. In doing this, rather than a broader and open-

ended discussion, I am going to analyze surveillance and control and their 

technologies which have been witnessed and discussed since the early 

twentieth century and, more extensively, since the development and 

widespread use of information and communication technologies (ICT) in the 

last decades. 

My goal is to deal with the concepts of surveillance and control and 

their practices in the human life and in the social life in order to discuss 

technology and the ideology behind it. How surveillance practices are 

performed by power holders for what purposes is the principal question of this 

study. Why power holders intend to monitor all acts, actions, behaviors, and 

data of people in all aspects of life and how and why they aim to maintain 

continuous control over individuals and over the society are attempted to be 

answered through analyzing examples of surveillance practices carried out in 

Turkey and in other countries. 

Before going into the deep analysis of surveillance and control and the 

relation between technology and power in this context, it is necessary and 
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useful to discuss technology and also the background of technology-society 

and technology-power relations. Thus, here, first of all, I am going to take into 

account the word “technology”, different theoretical perspectives to its role and 

function in the social and political arena, and the place of control in the 

discussion of technology. In addition to the discussion of technology in a 

theoretical manner, economic and social developments regarding technology 

throughout the twentieth century are also going to be mentioned afterwards. A 

short and particular history of this century is going to be presented 

subsequently through mentioning the notions and practices of Fordism, post-

Fordism, and the information society. 

Although technological tools, inventions and developments are almost 

as old as the history of mankind, the word technology does not have such a 

long history. Even primitive human beings used several tools and methods to 

survive. However, those technical equipments were devoid of science. This 

deficiency started to be removed with the emergence of science in ancient 

Greek. Likewise, the word “techne”, accepted as the root of technology, went 

back to the ancient Greek civilization. The word “technique” is also used, 

today, instead of it with similar meaning. It refers to specific tools, skills, and 

methods developed and used by human beings. 

Technology, as we understand today, on the other hand, owed much to 

applied science beginning from the nineteenth century, rather than pure science 

of the past. Important scientific developments, such as electronics, have 

changed the structure and functioning of technology. Accordingly, technology 

has had a great role in the change and development of such as production, 

transportation, and communication. Technology, which was witnessed together 

with the Industrial Revolution, was different from its previous definitions. It 

has a broader meaning than that of technique. It can be defined as art, thinking 

and system of technique, developed by human beings. Similar to technique, it 
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is not a concept peculiar to the nature; that is to say, it is not an inherent 

component of nature. On the contrary, it was and is created and developed by 

human beings in order to survive in the nature and to control the nature; in 

short, it is a human creation. 

Since the Industrial Revolution, the term technology has appeared in 

our social, economical and cultural life not only theoretically but also 

practically. It is obvious that technical developments have bettered our lives. 

That more comfortable houses have been built, that distances between 

locations have been shortened via car, trains and airplanes, and that people in 

different places have got into touch via mobile phones and the Internet are 

some examples of technological developments. However, the deterioration of 

the balance of nature through the hands of human beings via destructive 

applications of technologies is the other side of the coin, but it is not the issue 

of this study. Both human lives and social life have fed from technological 

developments positively and negatively; positively because our lives have been 

bettered through houses, cars, and several equipments, and negatively because 

technologies have resulted in unemployment and helplessness of people against 

huge technological developments. Here, the critical question is that who 

determines the direction of technological changes and that whether technology 

is free of external control. 

There are several thinkers who discuss technology and its relation with 

society, economics, culture and politics from different perspectives. One sees 

technology as an independent actor determining all other fields of life while the 

other considers it as only a tool in the economic and social development. As 

pointed out by Mesthene (1971) while one sees it as “the motor of all progress” 

solving all problems in the social life and liberating the individual from any 

boundary, the other defines it as autonomous and uncontrollable, “robbing 

people for their jobs, their privacy, their participation in democratic 
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government and even, in the end, of their dignity as human beings” (Mesthene, 

1971: 17). 

In the study of technology, technological determinism is the item which 

has been mostly discussed. Technological determinism is an approach 

considering technology as an independent power, which determines social, 

economic and cultural life by itself. According to this, without any external 

control or social/cultural/political/economic determinant, technology itself is 

the driving force of change shaping the way of life in the society and the 

direction of society. As declared by Murphie and Potts (2003: 12),  

“technological determinism tends to consider technology as 

an independent factor, with its own properties, its own 

course of development and its own consequences. 

Technological change is treated as if autonomous: removed 

from social pressures, it follows a logic or imperative of its 

own”. 

At this point, it is necessary to declare that the studies taking 

technology into account as the motor of all charge in the society are not 

analyzed by scholars under a single title called as technological determination. 

Some scholars make a distinction between theories of technology which regard 

technology as an autonomous force and those in which technological 

determination is the approach in the explanation of technology-society 

relationship. The approaches of autonomous technology and technological 

determinism are similar in seeing technology as the driving force of social 

change. 

Street (1992: 23), for example, defines autonomous technology as that 

it “… claims technology acquires an independent momentum, which not only 

puts it beyond human control but also allows it to order all human activity, 

including politics”. Autonomous technology and technological determinism 
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both regard technology as the motor of all change; however, they have 

different perspectives in explaining the process of this determination. The latter 

differs from the former in that it  

“…makes no particular claims about the ideological 

rationale provided by technology or about the extent of its 

impact. It does, however, contend that technology sets the 

conditions for the operation of the political system, 

including the political agenda, even if it does not determine 

the policy output” (Street, 1992: 30).  

While considering suggestions of these approaches, it can be clearly 

declared that, in both theories, there is determinism in explaining the economic 

and social development without reference to society and social dynamics. 

In this context, Feenberg (1991) makes another classification of 

theories of technology. He classifies theories of technology under three 

concepts: instrumental theory of technology, substantive theory of technology 

and critical theory of technology. He mentions the first two theories as two 

established theories of technology in which technological determinism is seen 

and technology is regarded as our destiny. In addition to and different from 

them, he explains the critical theory of technology as the third approach. 

The instrumental theory treats technology as a means in the service of 

its users. Here, technology is defined as neutral; that is to say, technology, as 

pointed out by Feenberg (1991:5-6),  

“…(1) is indifferent to the variety of ends it can be 

employed to achieve …(2) is indifferent with respect to 

politics …(3) embodies the universality of the truth … 

hence, what works in one society can be expected to work 

just as well in another …(4) stands essentially under the 

same norm of efficiency in any and every context”. 
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One example of instrumental theory is of Bell (1976). Bell describes the 

history of society on the basis of technological developments. He discusses 

three different periods of society: these are pre-industrial society, industrial 

society and post-industrial society. He employs agriculture in the analysis of 

pre-industrial societies as the defining factor of society; likewise, manufacture 

industry and factories in the analysis of industrial societies and service sector 

and information in the analysis of post-industrial societies. Like the neutrality 

feature of instrumental theory, “Bell necessarily contends that all societies are 

set on the same developmental journey” (Webster, 2006: 46). Technical and 

social progress, according to this view, follows a unilinear and fixed form of 

development. 

Another scholar setting technology at the core point in the analysis of 

society is Castells (2000). While studying on the Information Age and the 

Network Society, he declares that “…without information technology, the 

Network Society would not exist” (Castells, 2000: 5). According to him, the 

acquisition and use of technology or the lack of it give chance or obstacle to 

societies to transform themselves. Through this approach, the extensive use of 

ICTs shapes one society‟s becoming a Network Society. 

The second theory of technology, for Feenberg, is the substantive 

theory. This theory, Feenberg (1991: 5) mentions, 

“…attributes an autonomous cultural force to technology 

that overrides all traditional and competing values … [It] 

claims that what very employment of technology does to 

humanity and nature is more consequential than its 

ostensible goals”. 

What gives this theory the substantive impact is the claim of this theory 

that “technology is not simply a means but has become an environment and a 

way of life” (Feenberg, 1991: 8).  
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According to substantive theory, technology, as an autonomous factor, 

is a driving force in the development of societies regardless of existing political 

ideologies. Technological developments create a new social structure which 

has its own values different from the past. Ellul (1964), a substantive theorist, 

calls this society as technological society. Ellul uses the term technique in his 

writings and declares that “technique has become autonomous” and has 

become a “reality in itself” independent from any value and control. 

Instrumental and substantive theories assert that we cannot shape or 

change the direction and development of technology. In both theories, 

therefore, technology is considered as destiny. 

As for the third theory of technology, the critical theory, unlike 

instrumentalism, rejects the neutrality of technology since technology has a 

political role in the society. Technology, in the hands of power, has an 

ideological function in the maintenance of domination over the society. Like 

the fact that Critical Theory attacks the forms of rationality of capitalism, 

Feenberg‟s theory, while rejecting neutrality, argues Marcuse‟s (2002: xlvii) 

remark that “technological rationality has become political rationality”. 

According to him, technological rationality no longer merely exists in the field 

of machines and production, but also and more notably in the society through 

providing a visible, calculable, and predictable environment via new 

technologies. This helps power holders to provide domination over the society 

and to ensure their hegemony and dominant ideology. 

Furthermore, critical theory of technology also opposes the fatalism of 

substantive theory through opposing the thought of technology‟s becoming a 

way of life and a “reality in itself”. Likewise, it rejects the idea of autonomous 

technology of substantive theory. Technology, rather, is not an autonomous 

power, in its own, that determines the path of development and change in the 

society independent of any factor. Its dependence is on political structure, 
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culture, and society, in short, on human action. The change, direction and 

choice of society can be affected by human action rather than a single and 

autonomous variable, namely, technology. 

In addition to remarks mentioned so far, it is the fact that when we are 

talking about technology, the word “control”, inevitably, has come into 

consideration. A clear statement about control is done by Bassett (2007: 85): 

“Control is … never an unintended side effect of technology … [T]echnology 

itself is all about control”. Several technologies were developed and used in the 

struggle against nature. Technology was used by human beings, one of the 

weakest living beings on the earth, as the primary means to survive and to 

control the nature. 

Although this feature of technology, the control over nature, is still 

important, it is not the sole dimension of control. Throughout the history of 

humankind, the practice of control has not weakened, but varied and become 

not limited with nature. Today, we witness control in all domains of life. 

Control over workers and employees in the workplace, over children in the 

family, over students in the school, and eventually over all people in the 

everyday life are some forms of control in the current society, which are 

analyzed and discussed throughout the thesis. The principal tool of providing 

such forms of control over individuals and over the society is monitoring 

activities. 

Within this framework, this study, in the following chapters, is going to 

deal with the practice of surveillance and control in order to point out and 

discuss the ideological functioning of technology for the sake and will of 

power. Throughout the study, examples of surveillance practices such as 

closed-circuit television (CCTV) monitoring, biometrics, the Internet, smart 

cards and chip technology, used by state agencies, private corporations and 

even by families and schools, are going to be analyzed to point out how 
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surveillance and control become ordinary and natural notions of our daily lives, 

how they become a culture, and how they serve to power in providing a 

rationality and in ensuring the domination of power over the society. 

In the next chapter, I am going to take into account the theory and 

practice of surveillance in detail. Fordism and post-Fordism are one of the 

points of this chapter due to their close relation with surveillance and control. 

This chapter aims to characterize surveillance through dealing with its previous 

forms, its theoretical framework, and its technologization process. Not only 

historical, but also theoretical framework is going to be drawn in order to 

locate surveillance and control, and, thus, technology, in the contemporary 

society. 

In chapter three, there is an analysis of surveillance and control in their 

fulfillment of the crime and risk prevention. In doing this, I am going to 

analyze visual surveillance and biometrics performed in the name of security. 

State agencies and corporations employ monitoring devices as CCTV systems 

to track acts and behaviors of workers, employees, and ordinary citizens. In 

addition to workplace monitoring, I am also going to take into account street-

based surveillance. At this point, MOBESE system in Turkey, the system of 

street surveillance cameras is the particular issue of this study. 

Beside the surveillance and control in the name of security, that in the 

name of efficiency and consumer satisfaction is the matter of the subsequent 

chapter, the fourth chapter. The particular subject of this chapter is the smart 

cards used by employees in their workplaces and students in their schools and 

is the specific form of smart cards, the loyalty cards of companies, used by 

consumers in their shopping. Through using these cards, data of card users are 

collected, stored, processed, used for capitalist targets. How this process is 

done and how the manipulation of consumers is achieved are the questions of 
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this chapter. The structure and functioning of smart cards in Turkey is going to 

be exemplified through several instances. 

Chapter five is basically a discussion chapter on the basis of the issues 

analyzed in the third and fourth chapters. How surveillance and control become 

embedded notions of the human life and the social life, how they become 

unchallengeable aspects of everyday life, and how they serve to power 

ideologically are the main points of the discussion. Human beings are under 

constant surveillance and control by parents, teachers, managers, state 

agencies, and private corporations. This case starts in the childhood and 

continues during the whole life. Within this framework and through 

considering surveillance practices mentioned until this chapter, how 

surveillance and control become a culture is aimed to be answered here. 

Besides, surveillance and control and their implementations, analyzed 

throughout the study, are going to be discussed in order to point out the 

ideology behind them. How they are used by power and for what purposes are 

within the discussion. Another issue of this chapter is the resistance to 

surveillance. Social movement groups, internet-based organizations, and 

related associations, for instance, question and challenge the widespread and 

intensive functioning of surveillance; besides, they also inform people about 

privacy-eroding feature of surveillance practices. 

Finally, in the conclusion, I am going to try to point out the direction of 

the change of the current society concerning the issues of surveillance and 

control. What kind of a social structure the surveillance-and-control society is 

transformed into and whether we are moving toward a totally-administered and 

-controlled society are going to be emphasized. Furthermore, what is to be 

done to strengthen the privacy of people and to eliminate the helplessness of 

them against the all-seeing and all-knowing eye of power is needed to be dealt 

with. 
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CHAPTER 2 

LOCATING SURVEILLANCE AND CONTROL IN THE 

CURRENT SOCIETY 

 

 

Control over nature had been the primary form of control achieved 

through using technology until the twentieth century. In addition to nature, the 

individual became the subject of control and, thus, of monitoring together with 

the technological developments and with the changes in the production field in 

this period. Workers in factories in the early twentieth century were the initial 

example of control through technology. Control over workers was explicitly 

witnessed with the applications of Fordism and Taylorist Scientific 

Management in the workplace. 

Fordism was based on the assembly line in which every single worker 

had a very simple and specific duty in the production. Workers did not have 

any knowledge about and effect on the whole production process; however, 

they only dealt with particular part of production. Standard goods were 

produced through standard methods and processes by standard tasks of 

workers. Fordism was ruled according to Taylorist principles. 

The aim of Taylorism was declared as to increase the efficiency and to 

eliminate the idle of workers. Time, at this point, was the notable point in 
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Taylorism and in the Fordist mode of production. The production process and 

the tasks of workers had to be finished at a given period; this pre-determined 

time-labor scale was expected to increase efficiency. Therefore, in order to 

maintain this, there was a strict control over workers followed by managers. 

Managers, by means of these Fordist-Taylorist principles, aimed workers and 

their actions and behaviors to be visible, calculable, and controllable. 

Therefore, these principles helped managers to provide a rationality in which 

there was nothing unpredictable under their authority. 

Similarly and additionally, Fraser (2003), according to whom, Fordism 

was not simply a matter of economics, sees it as a governmentality embodied a 

distinctive political rationality which is widely diffused throughout the society 

“on the capillary level”, such as in factories, hospitals, prisons, and schools. 

She discusses the characteristics of this Fordist governmentality similar to that 

Foucault‟s (1977) disciplinary society. Fordism, as mentioned by Fraser (2003: 

163-4), has three defining features like that of Foucauldian discipline: 

“…(1) Fordist discipline was totalizing, aimed at 

rationalizing all major aspects of social life …(2) It was 

socially concentrated within a national frame …(3) This 

mode of social ordering worked largely through individual 

self regulation”. 

Workers were expected to regulate their acts and behaviors or, say, to 

control themselves in accordance with the rules of managers. This self-control 

case, not limited with workers, is also largely seen in Foucault, which is going 

to be discussed in the next chapter.  

Transition from Fordism to post-Fordism has underlain today‟s 

information-based societies. In the post-Fordist mode of production, there are 

differentiated products and flexible specialization, rather than standardization 

of Fordism. While Fordism regarded the worker as the part of the machine, 
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post-Fordism gives much more emphasis to the ability and knowledge of 

worker. Besides, service sector and white-collar workers have become 

important in economics in addition to manufacture industry and blue-collars. 

Market no longer only deals with production, but also consumption through 

advertisements. Another development is the globalization; there are 

transnational corporations, which are very strong economically and 

technologically as states and are very influential in the national and world 

market. The major item related with these changes is information. The 

acquisition and use of information, namely, ICTs, have become significant in 

this period both for institutional structures, as states and firms, and for 

individuals themselves. In addition to concept of post-Fordism, Bell (1976), for 

instance, calls this new society as post-industrial society in which the central 

role is given to information. Most scholars, such as Webster (2006), define it as 

the information society, which I will use throughout this study. 

As for our main issue, the practice of control is also seen but 

extensively and systematically in the information society. The advance of 

control did not stop with the control over nature and the control over workers. 

In the information society, the whole society has become the subject of control 

and its inseparable partner, surveillance. “The power of technical control over 

nature … is extended today directly to society” (Habermas, 1971: 56). What 

happens in the information society different from the past is the increase of 

control and surveillance via new technologies. Control is no longer limited 

with the aim of providing domination over nature and over workers. 

Surveillance and control are not limited within the boundaries of the labor 

process but diffuse to all aspects of life. Therefore, Lyon (2001) sees 

information societies as also surveillance societies. Here, all people in the 

society are potentially subject to surveillance. While there were discipline and 

correction through confinement in Foucault and in Fordism, surveillance 
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societies in the post-Fordist period deals with continuous control without 

confinement through tracking people in all fields of life. 

This process is not performed by a single entity as the nation-state or 

the managers unlike the case of Fordist mode of production, but by several 

entities, such as states, small or large corporations, transnational firms, 

professional associations and even private households. In the current society, 

“rather than being concentrated in the hands of a few, disciplinary power 

appears nearly everywhere, dispersed, and fragmented” (Staples, 2000: 26). 

The dispersion of surveillance and control to every individual and to every 

field of life is achieved by means of information and communication 

technologies as computers, mobile phones, closed-circuit TV (CCTV) cameras, 

smart cards, satellites, GPS-based locational technologies, and the Internet. 

Thus, Marcuse (2002) is right in considering technology as a form of social 

control and domination. In order to strengthen their hegemony over the society 

and to maintain rationality in which everything/everyone is visible and 

controllable, power holders need to track individuals under the names of 

crime/risk prevention and efficiency. 

This issue helps power to maintain rationality, which is one of the 

significant issues discussed in this study. As known, rationalization is not 

based on concepts as tradition, but on efficiency, predictability, calculation, 

and control in order to reach specified goals. It was and also is a principal aim 

of power in order to ensure domination over the society and to strengthen its 

authority vis-à-vis the civil society. Weber, who saw bureaucracy as the 

example of rationalization, considered rationality as the character of modern 

society. He considered the increasing role of predictability and control, which 

led to what he called the “iron cage” of bureaucracy, as the principal elements 

of rationalization. Besides, he “…regarded surveillance as a necessary 

accompaniment to the increased rationalization of the world” (Ball and 
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Webster, 2003: 11) where people are in the “iron cage” of laws, rules, and 

regulations. 

The leading tool of rationalization, that is, of achieving predictability 

and control, is the tracking of such as workers and employees in the workplace, 

students in schools, consumers in shopping, users of the Internet and, 

comprehensively, all individuals in the society. Feenberg (1995: 11) states that 

“rationalization is our modern horizon
1
, and technological design is the key to 

its effectiveness as the basis of modern hegemonies”. Here, technological 

design in this context comprises surveillance and its related technologies and 

practices which serve to ensure hegemonies of such as states and corporations. 

The authority still intends to keep people under control not merely through 

bureaucratization and rules and laws accompanying it, but through 

technological tools. Although means have changed, rationalization is still the 

main character of contemporary life. Thus, surveillance practices have been 

given much importance in order to reach a predictable and controllable 

environment.  

 

 

2.1 CONTROL THROUGH SURVEILLANCE 

 

From now on, upon this basis, I am going to point out and discuss 

surveillance and control, in detail, in the contemporary society. In today‟s 

world, state agencies and private corporations have the capacity to track 

                                                           
1
 This term “…refers to culturally general assumptions that form the unquestioned background 

to every aspect of life” (Feenberg, 1995: 10). 
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individuals and to record their personal data through ICTs, more concretely, 

through surveillance and control technologies, such as CCTV monitoring, 

biometrics, chip-embedded smart cards, and also the Internet. The monitoring 

of individuals is not a new phenomenon although it is considered together with 

the development information and communication technologies in the late 

twentieth and in the twenty-first centuries.  

One of the earliest forms of watching was the neighborhood gaze in 

order to be sure whether neighbors are good people or they are harmful to the 

environment and to the common life. It was, and also is, necessary for the 

security of the community. In addition to such attempts for the safety of the 

social life, there was also the gaze of people in order to maintain and 

strengthen social order. In this case, people watched and controlled -as also 

seen in the current society- themselves and others in order to make everyone 

obey the rules, traditions, and customs. 

Previously, the state agencies kept several records of individuals, and 

also the private companies did. For example, in addition to surveillance and 

control over workers, the voting lists, the tax files, and medical records of 

citizens were written down by related state officials. Besides, the employee 

numbers and their information were also recorded by both state agencies and 

private companies.  

The turning point of keeping records of individuals was the 

computerization in the late twentieth century. The computerization of 

surveillance has given more capacity and power to monitor people. Before the 

computerization and digitization of surveillance and control, the monitoring 

and control activity were realized through face-to-face control. Besides, 

wiretapping, eavesdropping devices and other techniques of monitoring were 

used by espionage agents of the states throughout the history. Whether declared 

or not, the main aim was to prevent risks and to provide social order. 
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Although keeping records of citizens was largely witnessed in the 

nation states in the nineteenth and twentieth centuries, it is not peculiar to that 

period. For example, “recorded counts of population for conscription or for 

taxation occurred in ancient societies such as the Roman Empire” (Lyon, 2007: 

30) in order to get and store information about people. By this way, people 

were categorized according to their wealth, education, social status, and other 

dimensions.  

As for nation states, in addition to such measures of sorting of people, 

the census, registration of births and deaths, taxation records, voting lists, and 

data of criminals have been the forms of systematic surveillance over the 

society. As for the working life, monitoring for capitalist endeavors was such 

as recording workers and employees, and their wages and performances. 

Surveillance as we understand it today emerged with the nation states, modern 

bureaucracies, and the capitalist enterprises. On the other hand, the measures of 

surveillance and control in today‟s world have become technological and 

computerized, and their use has gone beyond the abovementioned means. 

What is different today from the surveillance in the previous times is 

the widespread use of technologies and the systematic and institutional 

structure and functioning of surveillance. Not only in the past but also in 

today‟s world, security and social order are the initial goals of the states. Power 

always needs to know every event and to get information about every potential 

threat in the society. Otherwise, it is thought that struggle against risks and 

uncertainties would be impossible. In order to eliminate uncertainty and 

spontaneity and to be ready against potential threats, power needs an all-seeing 

and all knowing eye. This role is performed by surveillance and control 

technologies through providing a rationality which forms a visible, predictable, 

and controllable environment. 
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While a broad definition of surveillance is the close observation of a 

person or a group of persons, it does not meet the structure and features of 

surveillance in today‟s world. Lyon (2001: 2) defines surveillance as “…any 

collection and processing of personal data, whether identifiable or not, for the 

purposes of influencing or managing those whose data have been garnered”. 

Surveillance, in this wise, involves the systematic monitoring of people in 

every field of life and the collection of data about all their actions and 

communications for the purpose of controlling and managing them by whether 

governmental agencies or private corporations in accordance with specified 

goals. These goals are the goals of capitalism, more broadly, of power, which 

work to cement people to the status quo and to enforce the domination of 

power over individuals and over the society. 

The state has been the most influential figure and has had a 

considerable role in the practice of surveillance. States have used several 

measures to keep their citizens under gaze and control in order to strengthen its 

power and to maintain social order in the society. Other than ideological means 

as the media which are very influential in today‟s world, states, previously, 

mostly benefitted from the coercive functioning of state apparatuses as 

bureaucracy and/or army. These apparatuses of the state have surveilled and 

controlled the citizens according to the will of the state, of power, to ensure the 

hegemony and to augment domination of power over the society. 

Such a case was taken into account by Orwell (1987) as a dystopia. In 

this regard, he portrayed, in his novel 1984, the most conspicuous picture in 

which total surveillance-and-control society was described. He narrated the 

state, the society, the individuals, and their relations in Oceania, one of three 

countries in the world. The State uses several watching and listening devices in 

order to keep people under its gaze and control. For example, there are 

eavesdropping devices hidden behind the pictures on the walls of people‟s 
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houses and hidden inside tree branches. There is also telescreen, a kind of a 

television, through which not only people watch and listen declarations of the 

State, of the so-called Big Brother, but also Big Brother watches every action 

of the person inside the house even if the telescreen is not open. 

In Orwell‟s dystopia, a totalitarian state was described, in which all 

people are subject to coercive means of surveillance by Big Brother whether 

inside or outside their houses and have no chance to question and challenge the 

structure and functioning of power and of these measures. While considering 

the practice of surveillance described by Orwell, it can be claimed that today‟s 

society surrounded by new technologies goes beyond Orwell‟s dystopia in that 

current power holders have more opportunities and a lot of technologies, such 

as cameras, biometrics, smart cards, mobile phones, and satellites, to monitor 

people in all spheres of life. 

Other than the abovementioned issues, the turning point in the 

discussion of surveillance and control is the Panopticon, the architecture of 

prison designed by Bentham (1995). In his design, the building is circular. The 

apartments of the prisoners, called as “the cells”, are divided from each other; 

prisoners are deprived of communication among each other. There is an 

inspector, the guard, at the center of the architecture; the apartment of the 

inspector, called as “the inspector‟s lodge”, is located in such a way that the 

inspector sees all prisoners and never turns back to any prisoner. Prisoners, on 

the contrary, although see the central inspection tower, cannot see the inspector 

and cannot know whether the eye of the inspector is on them at any given time. 

This “the see-being seen dyad” (Foucault, 1977) is an important point of the 

Panopticon in that “…the person to be inspected should always feel themselves 

as if under inspection” (Bentham, 1995: 43). Accordingly, Bentham‟s aim 

“…was to show how the exercise of power within the confines of the prison 
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system could be rationalized, with the intention of improving the reformation 

of the posited deviant natures of the inmates” (Innes, 2003: 115).  

This “seeing-never being seen” feature of the Panopticon is significant 

because it leads to the fact that people under surveillance have to control and 

adjust their actions and behaviors under the constant gaze.  The major effect of 

the Panopticon, thus, is “…to induce in the inmate a state of conscious and 

permanent visibility that assures the automatic functioning of power” 

(Foucault, 1977: 201). Foucault, who saw the Panopticon as a figure of 

political technology, applied the monitoring and disciplinary mechanism of the 

Panopticon to the general functioning of social life, to the society. In other 

words, “what for Bentham was a dream, for Foucault is the social reality par 

excellence of modernity” (Lyon, 2006b: 24). 

According to him, the school, the family, and the workhouse, like the 

prison, are the institutions which aim and attempt to surveil and control their 

inhabitants, in accordance with the will of them, more concretely, of power, 

through enclosure and discipline (Foucault, 1977). The confinement is the 

critical feature of the Panopticon, thus, of the disciplinary societies. The main 

aim is to maintain social order and to reinforce the domination of power 

through disciplinary mechanisms as confinement and through controlling 

people and making them control themselves.  

While Foucault presented a social reality, Orwell narrated a dystopia in 

which a totalitarian state, the Big Brother, monitored, controlled, and 

manipulated actions and even thoughts of people. Thus, “whereas Orwell‟s 

vision could be viewed as a „possible but preventable future‟ … Foucault‟s 

Panopticon often appears as imminent and inevitable” (Lyon, 1994: 204). This 

is because the institutions discussed by Foucault in the case of the Panopticon 

do not function in the same manner as in the case of the Big Brother in Orwell. 

While there is no chance of challenge in Orwell‟s dystopia due to coercive 
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institutions as army and police, there is the chance of objection but also 

paranoia due to the comprehensive existence and functioning of surveillance 

practices in all fields of life. 

On the other hand, disciplinary societies and the sites of confinement of 

Foucault were no longer the case of the twentieth century. The most influential 

criticism to disciplinary societies came from Deleuze (1992), according to 

whom, control societies are taking over from disciplinary societies. He asserts 

that “we are definitely moving toward control societies that are no longer 

exactly disciplinary …. no longer operate by confining people but through 

continuous control and instant communication” (Deleuze, 1990: 174). Paranoia 

of being constantly monitored has much been instilled into the conscious of 

people because there is no longer confinement to train individuals, but all-

seeing eyes everywhere to surveil and control them continuously. 

Confinement has no longer been the leading means of the institutions 

since late the twentieth century, since the development and extensive use of 

information and communication technologies. Rather than centralized 

disciplinary mechanisms which train individuals in order to create good -that 

is, good for the will of power- students, workers, and, finally, loyal and docile 

citizens, control societies have performed several forms of “free-floating 

control” (Deleuze, 1992) in all aspects of life in accordance with the same goal. 

For example, the education is not limited with the school-term period of 

children but expands to every level of human life; the media, for instance, are 

the area in which people are continuously being educated or, say, influenced 

and even manipulated through presenting standardized opinions and 

standardized forms of lifestyles. 
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2.2 THE TECHNOLOGIZATION OF SURVEILLANCE 

 

In the twentieth and mostly in the twenty-first centuries, a major 

technological development has occurred, namely, information and 

communication technologies. The effect of them is not limited with the 

production field, not with the structure and functioning of manufacture. Today, 

computers, telecommunications such as mobile phones, satellites, and chip 

technology largely affect state agencies, private corporations, households, in 

short, our everyday lives. These technologies have permeated into our lives in 

such a manner that people do not envisage a life without technologies they use 

regularly and that they think they cannot live without such as their mobile 

phones and personal computers.  

While technological developments have led to new opportunities for 

individuals and for the society through improving the conditions of human life 

and through improving the services provided by state and private agencies, 

they, on the other hand, have resulted in new problems such as the erosion of 

privacy. Both governmental agencies and private corporations, local or global, 

have got new opportunities to monitor people everywhere, while at work, 

speaking on the phone, using the Internet, shopping, and so on. By this way, 

individuals have faced with several applications through which authorities 

surveil them and their actions, even though concerning their privacy. 

The first effect of the technologization of surveillance was witnessed in 

the workplace together with the introduction of computers. Computers and 

other forms of techniques such as door-opening and building-entering smart 

cards and CCTV cameras within the workplace have become inspectors, rather 

than solely a manager of Taylorism, in the gaze and control of employees. 

Other than Taylorist scientific management, technological management, based 



23 

 

on surveillance, has become the main character of today‟s capitalist enterprises 

(Lyon, 2004b: 165). Surveillance of workers is much more intensive with the 

technological means than that of the past. While “surveillance transcends 

traditional Taylorism” (Lyon, 1994: 126), it has become an important control 

mechanism of capitalism in the workplace. Briefly, the introduction and 

permeation of new technologies into the workplace extends managerial control 

and also the domination of power over workers and employees. 

Due to such technological developments not only in the workplace but, 

more significantly, in all spheres of life, we have moved from physical 

surveillance toward electronic surveillance. By this way, not only certain 

people are tracked for specific purposes, but also even ordinary citizens are 

tracked in order to provide a rational social order in which everything is 

visible, predictable, and controllable and, thus, to provide domination over the 

society. This means new technologies are the accelerator and intensifier of 

surveillance. 

Furthermore, beyond electronic surveillance, there occurs data 

surveillance. Clarke (1988) was the first defining this as “dataveillance”, which 

differs from physical and electronic surveillance in that it deals with the 

monitoring of data of individuals. The governmental agencies and the capitalist 

business enterprises intend to achieve data of people because “risk assessment, 

prediction, prevention, and rational planning require personal information” 

(Marx, 2002: 18). Information and communication technologies give state and 

private agencies the opportunity of collecting, storing, and analyzing data of 

people. For example, as going to be largely analyzed in the following chapters, 

while surveillance cameras in the stores, airports, malls, and even streets are 

watching individuals physically, loyalty cards of supermarkets are monitoring 

their very personal information as names, addresses, incomes, purchases, 

choices, needs and, thus, their consumption and living patterns. 
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Through referring new technologies in the practice of surveillance, 

Gary Marx (2005) points out the notion of “the new surveillance” in the 

contemporary society, which has different features than the previous 

surveillance practices. “The new surveillance transcends distance, darkness, 

and physical barriers” (Marx, 2005: 769). Surveillance technologies no longer 

work in just a particular place for a specified period of time. On the contrary, 

cameras, mobile phones, the Internet, and smart cards, for instance, track 

people and their personal data anywhere and at any time.  

Data of individuals are collected, stored, and retrieved through 

computers, and become reachable by private and public institutions at any 

time. In addition, the new surveillance “…has low visibility or is invisible. It 

becomes ever more difficult to ascertain when and whether we are being 

watched and who is doing the watching” (Marx, 2005: 770). On the other hand, 

although there are no captions saying “Big Brother is Watching You” as seen 

in Orwell‟s dystopia, we know that there are surveillance devices somewhere 

in our lives watching us. Surveillance cameras functioning everywhere, credit 

cards used in shopping, biometric devices in the airports, the Internet, mobile 

phones, recording of phone conversations, the detection of one‟s place via GPS 

technology or the IP address of the computer, etc. instill the feeling of being 

constantly watched everywhere into the conscious of people.  

Although the new surveillance has a potential to function invisibly, 

such as chip technology, CCTV cameras are a visible tracking device. 

Authorities do not tend to perform monitoring completely invisible due to the 

fact that visibility leads to the self-regulation of individuals. Because 

surveillance and its technologies are with them or around them in all aspects of 

life and because they feel that they are potentially under gaze anywhere and 

anytime, individuals are expected to control and regulate themselves and to 

adjust their actions and. Rather than merely one‟s controlling himself/herself, 
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such a self-control is a leading feature of the new surveillance. This form of 

control is also expected to result in the social control. 

Moreover, the new surveillance 

“…triggers a shift from targeting a specific suspect to 

categorical suspicion of everyone … Between the camera, 

the tape recorder, the identity card, the metal detector, the 

tax form, and the computer, everyone becomes a reasonable 

target” (Marx, 2005: 771). 

These and also other tracking devices as credit cards, loyalty cards of 

firms, chip technologies, mobile phones, locational technologies as GPS 

(Global Positioning System), and biometrics as face recognition systems are to 

surveil all individuals, not merely specific ones. Power considers everyone as a 

potential threat or risk in the contemporary society; thus, it aims to get more 

and more information about everything and everyone in the society. 

Because all people are considered potential risks against the social 

order and against the dominant ideology, power holders intend to monitor them 

everywhere and every time in order to eliminate risks and uncertainties. In 

order to rationalize their affairs, states benefit from several measures such as 

surveillance cameras located in various points of cities, biometric devices as in 

airports or in official buildings, and smart cards used for building entrance or 

door opening in order to maintain rationality and to eliminate uncertainties in 

today‟s complex social structure. Together with the state‟s monitoring and 

controlling people, they surveil and control their own actions and behaviors 

due to “the fear of the Panopticon” (Foucault, 1977). That is to say, beside state 

surveillance over people, there is also self-surveillance and self-control pursued 

by people under the constant gaze over them. 
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In addition to this effort of the state, private enterprises also employ 

several surveillance devices in their businesses. Both tracking of employees 

mentioned previously and tracking of consumers are two targets of surveillance 

for capitalist endeavors. Corporations tend to monitor their customers for profit 

maximization and for the increase of their power. Here, they monitor 

expenditures of their customers; they collect, store, and process data of 

customers not merely for their specified commercial goals, but also for 

providing control and hegemony over individuals.  

Measures used by them are surveillance cameras to watch customers, 

credit cards monitoring their overall purchases, and loyalty cards monitoring 

their detailed expenditures, the content of their shopping baskets. With these 

means, capitalism does not just monitor consumers and their personal data, but 

also influences, manipulates, and controls them and their actions, behaviors, 

choices, needs, and buying patterns through instilling them a standardized way 

of consumption and of living. 

Both the government and the capitalist business enterprises serve to the 

same purposes and same end. Through benefitting largely from new 

technologies, they attempt to achieve rationality, to form social control, to 

provide domination over the society, to reinforce the hegemony of capitalism, 

of dominant ideology, and to form loyal customers and docile citizens for the 

well-being of existing social order and of power. 

In accordance with these goals, two main discourses, security and 

efficiency, are used to legitimize the widespread existence and functioning of 

surveillance and control technologies in all fields of life. Whether in the public 

or private places, the existence of surveillance cameras and biometrics, for 

example, as a tool of power, conceals behind the discourse of security. 

Especially, after the terrorist attacks on September 11, the states have given 

much more significance to the security measures in order to fight against 
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crime. Not only the state buildings and airports, but also the shops, houses and 

even the streets are covered by surveillance measures, basically the CCTV 

cameras and recently the biometric-equipped cameras. By this way, the state 

has got the capacity to track every individual in the society and to avert 

potential threats and risks. The basic idea behind the surveillance and control 

technologies is to eliminate spontaneity and uncertainty and to maintain 

rationality. Power also needs obedient citizens in the formation of surveillance 

systems. This is done through putting forward the need of security against 

robbers, muggers, and terrorists. Therefore, people, largely, do not question 

and challenge these all-encompassing surveillance systems around us due to 

the need of security. 

Likewise, institutions as schools, associations, and private corporations 

perform several mechanisms, such as smart cards and the Internet, to surveil, 

control, and manipulate the choices, actions, and behaviors of individuals 

under the name of efficiency and consumer satisfaction. Through using 

surveillance and control technologies, authorities can also track people, and 

collect and profile their personal data. By this means, they can get information 

about who the person actually is via biometrics, where he/she is at a given 

moment via CCTV cameras, and what his/her preferences and living patterns 

are via credit cards and smart cards.  

The information about one‟s lifestyle is analyzed and used by state 

agencies to avert spontaneity and risks in social life and also by private 

companies for commercial purposes. The data of people can be collected, 

stored and analyzed whether in everyday life such as in supermarkets while 

they are shopping or in the Internet while they are just surfing. Databases can 

be formed according to individuals‟ profiles and used for persuasion and 

seduction of them in their shopping. 
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All these surveillance and control practices under the name of security 

or efficiency bring us the issue of achieving rationality and of providing 

domination over the society by the dominant ideology. In this context, in order 

to clarify the goals of power in the current society concerning surveillance, it is 

necessary to point out and analyze the practices of surveillance and control 

carried out by power holders, by whether state agencies or private corporations. 

After discussing surveillance under the name of security and public safety and 

mentioning the case in Turkey in the next chapter, dataveillance of consumers, 

employees, and students under the name of efficiency is going to be analyzed 

subsequently. 
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CHAPTER 3 

SURVEILLANCE UNDER THE NAME OF SECURITY 

 

 

Security is the mostly mentioned and the prominent discourse while 

considering the development of surveillance and control technologies. The 

nation states have carried out various technologies and practices under the 

name of providing more security to their citizens and to the society and of 

providing the security of their borders. This case is not a new phenomenon; the 

goal of security went back to earlier stages of nation states and also to the 

period of empires. Whether in the feudal period, in the empirical times or in the 

nation states, the power holders always had the attempt to maintain securer 

environments for the safety of people under their authority and, more 

considerably, for the well-being of the existing social order.  

In the past, the security via military technologies and armed forces, 

namely, the police department for the social security and the army for the 

border security, were at stake in the discussion of the security discourse. In 

addition, there were also laws and regulations, having a deterrent character, 

regulating the social life, and maintaining the security against existing and 

potential criminals. In today‟s societies, only the armed forces and legislations 

that are the coercive means of power have become inadequate for the security 

and public safety in the eye of power holders.  
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Not only the state agencies, but also the private corporations have the 

tendency and apply policies to use several technologies, such as video 

recording technologies namely the CCTV (closed circuit television) systems, 

biometrics, and chip technology in accordance with the goal of security. The 

principal idea behind the use of such technologies is to detect crimes and 

criminals, to eliminate or at least reduce threats and uncertainties of the 

contemporary society and of the individual behavior, and to maintain a system 

where every potential threat to the existing order is predictable. 

 Before dealing with the functioning and the benefits of such 

technologies in the security discussions in detail and comprehensively, it is 

necessary to point out how and in what conditions we have moved from “risk 

society” (Beck, 1991) to “the law-and-order society” (Hall et al, 1978) in order 

to comprehend the character of contemporary society. 

 

 

3.1 PUBLIC SAFETY AND POLICING 

  

Maintenance of public safety through “reclaiming the streets” 

(Coleman, 2004) is seen as one of the prominent duties of states. The street 

reclamation can be pursued through eliminating such as the street robberies, 

mugging, rape, and vandalism. In short and more concretely, the elimination of 

the fear of crime is the precondition of the public safety. As discussed largely 

by Hall et al (1978), an increasing rate of crime inevitably leads to panic in the 

society; with the words of them, this is the “moral panic about mugging”.  
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 In order to eradicate the panic about crime and the fear of being 

attacked in the streets, there has occurred “pre-emptive policing” (Hall et al, 

1978) as a deterrent power, which works through observing the suspects in a 

particular place by officials and also by the private security. Besides, the 

individuals in the society, due to the fear of crime, are willing to the fulfillment 

of more practices and more extensive measures in the struggle against crimes 

and criminals. 

 This leads to the empowerment of state authorities and of their 

enactment capacity of harsher laws and policies. All of these, at the end, serve 

for the benefit of the existing system, for strengthening the power. In this 

context, rather than questioning and challenging the policies and regulations 

which actually constrain the human life under the name of security, people 

largely consider them useful and necessary. 

 It is the fact that “not only mugging, robbery and rape, but also the 

terrorist activities, political kidnappings and hijacking pave the way for the 

creation of the law-and-order society” (Hall et al, 1978: 300). Besides, it can be 

declared that moral panic about crime, which connotes fear and insecurity, has 

resulted in the creation of “law-and-order society”. 

 Beck (1992) emphasized that the aim of surveillance practices in such a 

society is not merely to prevent crime and danger, but more strategically to 

“avoid even conceivable risks”; here, every citizen is seen as a risk factor. 

Therefore, the surveillance practices and policing measures are or are aimed to 

be implemented over the public at large in order to be on alert against every 

potential threat to the social and political well-being. The law-and-order 

society and considering every individual as a potential risk have become 

globalized especially in the post-9/11 era. The terrorist attacks in the United 

States on September 11, 2001, comprehensively changed the states‟ and the 

private corporations‟ approaches not only to terrorism and to terrorist 
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organizations, but also and more profoundly to the issue of security and to the 

security measures concerning all individuals within a territory and also 

concerning the world. 

 This means that every individual all around the world is regarded as a 

potential threat to the security of states and to the public safety. Therefore, law-

and-order measures are expanded to comprise the entire of countries and the 

whole world through cooperation of the states. In this issue, “the unknown and 

unintended consequences” (Beck, 1992) of the modern life are aimed and 

expected to be removed through tracking the individuals and through getting 

information about them via several practices of technologies. This is done 

under the name of security and of the struggle against terrorism through new 

technologies, which can be labeled as surveillance and control technologies, 

such as CCTV, biometric-based devices, smart cards with embedded chips. 

 

 

3.2 VISUAL SURVEILLANCE: AN ALL-SEEING EYE 

  

It is the fact that many people consider the surveillance through 

cameras, more concretely, the CCTV monitoring system, as useful and 

necessary in the fight against crime, violence and terrorism in the current 

society. Therefore, surveillance cameras have entered to our everyday lives, to 

every aspect of social life, without any comprehensive challenge or criticism. 

Today, everywhere around us is full of surveillance cameras functioning 

constantly and extensively. 
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The first CCTV system was established in 1942 by the Nazi Army in 

Germany in order to watch and control the process and to detect the technical 

faults of V2 rockets. In addition, the first CCTV camera system working in the 

public sphere and monitoring ordinary citizens was used in England with four 

security cameras during the parade of the Queen in 1956.
2
 Furthermore, the 

CCTV cameras have been used in various types and in various purposes largely 

since 1960‟s. In 1961, video surveillance system was installed at a London 

Transport train station.
3
 Furthermore, in New York City, police cameras were 

installed at the Municipal Building in 1969.
4
 In addition, also in the 1970‟s and 

1980‟s, they were largely used in, for example, in workplaces, in stations, in 

banks and in particular state buildings and also in stores afterwards, as a 

deterrent factor against crime and violence. Of course, the cameras and the 

monitoring practices of those times are not as technology-intensive as that of 

current times. These cameras worked in their own; that is to say; the video 

recording was not tied to other cameras, was not managed from a control room, 

or their records were not digitally collected, stored and processed. 

With the great technological developments, basically, the developments 

of information and communication technologies, and with the aftermath of 

9/11 events, the use of monitoring systems has become widespread all around 

world. Initially, the surveillance cameras have been used for the security of, for 

example, official buildings, airports, metro stations, stores, and malls; later, 

they have become a tool of surveillance over the individuals in the streets. 

Today, official and private areas are surrounded by surveillance cameras, some 

of which are equipped with biometric technologies, such as face recognition 

software. Streets of cities in various countries are monitored and recorded by 
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such cameras which are built in places where population density or crime rates 

are high in order to maintain public safety. 

In this issue, new information and communication technologies have a 

big role and function to establish well-functioning monitoring systems. Gary 

Marx (2005) defined this as “the new surveillance” when compared with the 

previous surveillance practices, such as espionage agents and face-to-face 

control of criminals and suspects. “The new surveillance…has low visibility or 

is invisible” (Marx, 2005: 770) due to the fact that the human-effect in the 

monitoring practices has been lessened or removed. In comparison with other 

surveillance technologies, as biometrics or chip-embedded smart cards, CCTV 

is more visible. Thus, CCTV has a different character and structure.  

This different character of the CCTV can be pointed out through 

referring Foucault‟s statement “visibility is a trap” (Foucault, 1977). It is the 

fact that every individual can witness the existence and functioning of 

surveillance cameras whether in a mall or in an airport or even in a street. 

There occurs a feeling on individuals that a hidden eye behind the cameras is 

always looking at them and watching their actions. But they do not have any 

knowledge about when they are being watched. The cameras around them may 

record their activities at any time and there occurs a feeling of being surveilled 

constantly; thus, people feel themselves compulsory to control their actions and 

to adjust their behaviors in order to get rid of these all-seeing eyes. 

Individuals‟ tendency of controlling their activities is the result of the 

“fear of the Panopticon” (Foucault, 1977). A fear because people are subject to 

a constant gaze by an eye which is not seen by them, or, say, by an eye behind 

these cameras which is not seen. The surveillance technologies have the 

capacity to see without being seen, like the inspector of the Panopticon in the 

lodge. Hence, the feeling of being constantly monitored leads to the constant 

fear of being monitored at any time. Foucault gives importance to this 
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“seeing/being seen dyad” due to the fact that “it automatizes and 

disindividualizes power” (Foucault, 1977: 202). This automatic functioning of 

power has a considerable effect to reclaim prisoners in the prisons, to reclaim 

the robbers, muggers, and potential criminals in the streets, to supervise 

workers and employees, and to make every citizen in the society be docile 

under the domination of power, through using the surveillance-and-control 

capacity of cameras installed everywhere. 

In short, it can be claimed that “CCTV is a general expression of power, 

a new technological tool of the disciplinary network designed to provide 

obedient citizens” (William and Webster, 1999: 125) Thus, everyone in the 

society, whether a criminal or an ordinary citizen, is expected to become 

subject to the all-seeing eye of the power, without any criticism or challenge. 

All-encompassing surveillance cameras have notable effects and function in 

the appearance of “docile bodies”, which are discussed by Foucault (1977) as 

the outcomes of the disciplinary societies. As mentioned above, self-control 

has occurred in relation to the constant gaze of power; therefore, “docile 

bodies” “under surveillance do not need to be regulated since they regulate 

themselves” (Koskela, 2003: 300) due to the fear of being watched at any time. 

In order to deal with this abovementioned automatic functioning of 

power and people‟s becoming passive surveillees and “docile bodies” is going 

to be understood more clearly after taking into account the particular fields and 

forms of surveillance. Out of today‟s largely witnessed monitoring, 

surveillance cameras in malls, in workplaces and in the streets have come into 

consideration. Hence, these three items are going to be analyzed under the 

following headings. 
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3.2.1 WORKPLACE MONITORING 

 

One basic example considered in the practice of visual surveillance is 

the CCTV cameras in the shopping malls. The malls are not only places of 

shopping, but they have also become the points of modern life, which means 

that they are also entertainment areas, meeting points, and community centers. 

A shopping mall is a place for shopping with various stores within it, for 

watching films in its cinema halls, for eating, and for wandering and spending 

time. Therefore, the corporations give much significance to the design and 

services of the mall. Such a big and comprehensive place of social life also 

needs security measures; and this is not ensured merely through employing 

security staff.    

The malls in Turkey, for example, without any exemption, similar to 

that in other countries, are surrounded and protected by CCTV cameras, 

managed from a central control room. Unlike this similarity, the malls in 

Turkey and their monitoring activities are newly developed. The malls of 

developed European countries and of the United States are largely technology-

intensive and even some of them have face recognition software embedded in 

the security-camera applications.  

The cameras of the malls in Turkey are motionless and work without 

face recognition system. These surveillance cameras watch the individuals in 

the mall not only at the entrance, but also in several points of the mall. In brief, 

they are accepted as sine qua non of the modern malls. The cameras, which 

work and collect data continuously, are generally placed at the entrance, the 

intersection points and the crossroads of the malls. Their records are collected, 

stored and analyzed by the employees in the control room regularly.  
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The main reason of using these cameras is declared as the need of 

security; mainly, they are designed to fight against shoplifting, robbery, 

mugging and also other crimes. There is a goal to make the individuals feel 

themselves safe and secure. As mentioned by Helten and Fischer (2004: 332) 

in their work on video surveillance in Berlin malls, according to managers, 

“…the main objectives of the systems are to prevent crime (mostly theft and 

vandalism), to support prosecution and to guarantee the safety of the 

customers”. 

In addition to the malls, CCTV surveillance is also and largely used 

inside the stores. These surveillance and control mechanisms should not only 

be seen as a measure against crime, but also as a managerial control over 

employees in the workplace. Workplace monitoring can be defined as the 

digitization of Taylorism; that is to say, there is not a manager as an inspector 

physically controlling employees in the workplace, but there is a digital eye, 

which is performed and directed by officials in a control room of the given 

corporation‟s main office, and surveils and controls every action of them.  

The Silk&Cashmere Company is one of the firms tracking and 

controlling their employees through surveillance cameras continuously. This 

company has 44 points of sale throughout Turkey, in each of which, all actions 

and activities of about one hundred employees are watched and recorded by at 

least two cameras, installed within each store, during the working period. 

Gonca Turgay
5
, explains that the records are watched and analyzed in the main 

office of the company by four employees every day. By this means, it is stated 

that the faults and errors of employees and also their behaviors and attitudes to 

the customers can be easily monitored. Besides, Turgay also declares that when 

it is needed, one of the employees of the surveillance squad is sent to the 
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related store in order to solve the problem detected by cameras tracking the 

stores.
6
 

In brief, information about every action of workers can be reached by 

the employers through the information and communication technologies, 

basically, the computers. Managers have opportunities to monitor and learn 

what is going on under their authority in the workplace and how the employees 

and workers do their jobs via auditing, monitoring, e-mail checking, and other 

several technically mediated forms of surveillance. Attewell (1987: 88), in this 

issue, declares that the “computer surveillance of clerical workers enables 

managers to consolidate their power over labor and to increase the pressure on 

employees to work fast” and to work with no or at least minimum fault. 

Another field of monitoring employees is the smart cards used by 

corporations. There are several smart cards used by the employees of a 

company while they are entering their workplace or while entering a restricted 

place in the company building. In addition, some biometric measures are also 

employed and used together with these cards in order to control the entrance 

activities of particular places; for example, iris scan, fingerprint, hand 

geometry, and voice detection are some measures witnessed in some 

institutions, most of which are state agencies. 

It can be useful, here, to give a specific example of using smart cards by 

employees in the workplace. At Middle East Technical University (METU), 

the administrative and academic staff and also the students are given ID cards. 

A microchip and an antenna are embedded into these cards to make them smart 

cards. At the start of 2002-2003 academic year, the smart card project was put 

into effect. METU smart card has two applications: While it is an e-wallet for 

the cafeteria, for example, it is also an e-ID at department buildings, PC rooms, 
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and three campus gates (A-1 gate nearby Eskişehir Highway, A-4 gate in the 

direction of 100. Yıl, and A7 gate on the Bilkent way) equipped with entry 

barriers and with 24-hour recording cameras. Elif Maviş
7
 mentioned that the ID 

cards of the personnel are designed to maintain security at the campus and to 

control the entrance to the campus and to particular buildings within the 

campus. There are passing systems that are run by the smart cards of the 

personnel and of the students at METU. There are two campus gate entries 

with barriers which are in operation after working hours and at the weekends; 

all students and personnel with a car sticker are authorized to open the barrier. 

In addition, the smart card system is also in operation in certain department 

buildings; specific personnel and/or students are authorized to enter these 

buildings after working hours, at the weekend, and during the holidays. 

Another passing system is implemented to enter the PC rooms; all the 

academic and administrative staff and the students have entry and exit 

authority to PC rooms at dormitories and department buildings without any 

time restriction. 

As explained by Maviş, the system works as follows: in the central 

office, that is the computer center at METU, it is assigned who is authorized to 

open which gates within and outside the working hours. For instance, no 

student is authorized to enter the computer center building by using his/her ID 

card. In the same manner, the personnel of the civil engineering, for example, 

are not authorized to enter the building of the administrative sciences after the 

working hours. All such settings are determined and arranged by the central 

office of the computer center, and also arranged according to the decisions of 

departments‟ administrative officers. She also clearly states that the student or 

employee entering a building with a smart-card entrance is seen by the staff of 

the central office. By this way, when and how often which personnel or student 

enters which building can be tracked any time or periodically; these 
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information are stored in the database for a period. Maviş emphasized that all 

these arrangements are carried out for the purpose of maintaining security and 

order. Furthermore, students and personnel can also check their activities and 

personal records, such as when they enter which building, how often they use 

PC rooms, etc. through the website.
8
 Furthermore, the smart cards are also used 

as a means of payment. E-wallet application for the cafeteria, the library, the 

sports center, the pool and the social lounge is the other feature of the smart 

card, through which transactions of card holders can be tracked. This feature of 

the METU smart card is going to be analyzed in the next chapter, rather than 

under the subject of security discourse. 

 

 

3.2.2 STREET-BASED SURVEILLANCE AND MOBESE IN 

TURKEY 

 

In addition to surveillance of employees in workplaces, another and 

mostly discussed form of monitoring is the surveillance of individuals in the 

streets, which is also defined as “neo-panopticons” (Mann et al, 2003). There 

are various surveillance cameras installed to monitor the streets and the 

individuals in the streets in various countries. This form of monitoring is a 

recent and also an increasingly developing phenomenon. While street-

surveillance cameras are newly used in Turkey, they have been largely used in 

developed countries, such as, the United States, England, Canada and Japanese 

for years. Recently, biometric features are equipped inside these cameras; they 
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are not merely watching devices, but also detecting tools including biometric 

measures such as face recognition system. For example, the cameras in London 

have the capacity to examine the faces of individuals and to analyze them 

whether there is a matching with databases of criminals. The first use of face 

recognition software was in the London Borough of Newham in 1998.
9
 

 The systematic and institutional use of street-based public surveillance 

cameras traced back to 1990‟s. Sherbooke and Sudbury were the first cities of 

Canada which implemented open-street CCTV cameras monitoring individuals 

in the streets.
10

 Furthermore, England was another country comprehensively 

founding street surveillance cameras in several cities. Newcastle, London, and 

Glasgow, Scotland are three of first cities monitoring their streets.  As for the 

United States, Chicago street surveillance camera debut was in 2003 while 

New York and Los Angeles started to install street surveillance cameras in 

2004.
11

  

The foundation and use of public CCTV cameras are materialized 

according to the policies and decisions of authorities under the name of public 

safety and security, but without the will or informed consent of the citizens. 

The mostly declared purpose of the system is the fight against crime. Street 

surveillance, which is extended to more cities and countries, is demanded and 

built by the authorities as “…a means to control crime and to maintain social 

order” (Lyon, 2003: 16). 

Due to the widespread existence and permanent functioning of street-

based CCTV cameras, individuals tend to feel that they are on constant gaze by 

the hidden eyes behind the cameras. There is one surveillance camera for one 
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hundred-thirty individuals in the world; the record belongs to London, where 

an ordinary English citizen is monitored three hundred times a day by 

surveillance cameras.
12

 This example indicates that the abovementioned feeling 

is not paranoia of the individuals. This feeling makes the individuals control 

their acts and behaviors in the public sphere due to “the fear of the 

Panopticon”. If you are aware of the fact that someone is continuously looking 

at you and watching your actions, you inevitably feel the necessity of adjusting 

your acts and behaviors. Likewise, if you are informed that you are being 

monitored by the surveillance cameras, you, unintentionally or not, check and 

control your behaviors. 

 In order to inform the citizens about the existence of the cameras, the 

public and private authorities make announcements via signs saying that there 

is a CCTV system monitoring and recording the area. “This area is monitored 

by the CCTV” or “You are on CCTV surveillance” signs warn the individuals 

that they are being recorded by cameras. These signs declare that the CCTV 

surveillance helps to “promote public safety and manage and protect your 

property” (Appendix A.1). This security discourse is due to the goal of the 

legitimatization of surveillance; in other words, security is the most successful 

discourse, in the hands of power, in the achievement of widespread existence 

and functioning of monitoring. Under the name of this discourse, people regard 

surveillance as beneficial and necessary in the current so-called risk societies. 

This also leads to the increase in the number of CCTV cameras in countries 

and their cities.  

In this respect, Graham (2006: 147) mentions that “„You are on CCTV 

Surveillance‟ signs are everywhere these days; but these might soon be 

replaced by signs that say „Warning! You are entering an area which is NOT 
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covered by CCTV‟”. This is because of the fact that the authorities have a 

tendency to build more cameras in the streets on the one side, and the citizens 

demand more cameras to be built, on the other side, because they regard that 

these cameras are important tools of crime prevention, of policing, in the 

establishment of public safety and security. Such a social life wholly 

surrounded by cameras under the name of security leads to the individuals‟ 

living harmoniously with the existing social and political order. This is because 

every act of citizens is potentially regarded as dangerous and risky to the order 

by power holders. In accordance with such a possibility, everyone in the 

streets, where there are cameras or, at least, signs saying their existence, 

controls oneself and adjust his/her behaviors. 

The visual surveillance and, thus, control and discipline spread all over 

the society, from guards‟ control over the prisoners to the managerial control 

over the employees, to the parents‟ and authorities‟ control over the students, 

and, finally, to the power holders‟ control over the ordinary citizens. Such a 

“dispersal of discipline” (Norris, 2003) to all domains of social life and to 

human life is the indicator of the society of control. When the CCTV system is 

in question, it is the fact that “the spread of CCTV over city-center represents 

the most visible sign of the „dispersal of discipline‟ from the prison to the 

factory and the school, to encompass all of the urban landscape” (Norris, 2003: 

249). In other words, the CCTV cameras built in the streets are the clear 

symbols of the surveillance-and-control society.  

Under the heading of street surveillance, it can be useful to take into 

account a newly developed tracking technology, called as Street View which is 

developed by Google, in order to understand the current case of surveillance in 

the social life. It is presented via the Internet under the name of entertainment; 

that is to say, it is enounced by Google that people all around the world can see 

different countries, cities, and places while sitting on their chairs via the 
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Internet. The main declared aim of this application is to present various areas 

of cities to the Internet users in different countries. On the other hand, besides 

seeing the places, it also gives all people having internet access the opportunity 

to watch other people, and their houses, cars, and also their activities at a 

particular time. Google declares that Street View contains imagery that is no 

different from what you might see driving or walking down the street.
13

 

Google Street View differs from Google Maps and Google Earth in that 

it monitors the streets at the ground level by cameras built on the cars 

(Appendix A.2). These cars are equipped with cameras recording the 360° 

panoramic street-level views. Through the website of the Street View
14

, the 

individuals all around the world can track the parts of selected cities and their 

surrounding metropolitan areas (Appendix A.3). This system started in the 

cities of United States in May 2007. Until now, the Street View has expanded 

to hundreds of cities and towns of the United States, and to some parts of 

France, Italy, Japanese, Canada, Norway, Sweden, Holland, Portugal, Czech 

Republic, Denmark, Mexico, Australia, and New Zealand.
15

 Just through using 

a computer and an internet access, one can easily monitor the houses, 

buildings, parks, squares, cars, and also individuals in the streets of particular 

cities of these countries. The photo of an area is available in the website with a 

360° panoramic view at the ground level; one can travel the streets as if he/she 

is in the car whether looking forward, backward, upward, right side, or left side 

just through using the mouse of his/her computer. 

As mentioned above, Google Street View does not only take the 

pictures of common places of a city, but also the pictures of ordinary people in 

their daily lives and also such as their houses, without any permission. In this 
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regard, the system is open to be a surveillance tool of corporations for 

commercial purposes and of governmental agencies in monitoring their 

citizens. However, Google asserts that the photos presented through the web do 

not damage the private property and privacy of the individuals. In order to 

enforce this claim, Google, after broadcasting the photos, allows users to flag 

inappropriate or sensitive imagery for Google to review and remove the 

picture. Another application followed by Google to support this claim is that 

the faces of the individuals and whose photos are taken and the license plates 

are blurred by Google automatically so that the individual or the vehicle cannot 

be identified. 

However, it is the fact that the Street View cars may take the photos of 

individuals at anytime and anywhere. For instance, cameras of these cars 

sometimes capture a man trying to enter a house through climbing over the 

garden gate and the viewers do not have any knowing whether he is a burglar 

or just a resident losing his keys (Appendix A.4). Such examples of pictures 

broadcasted by Google via the Internet can be varied. In short, people are 

captured at anytime in their daily lives. Therefore, this service of Google is 

criticized due to its infringements of the privacy of those whose photos are 

taken and due to its capacity of being a mobile Big Brother. 

However, people do not consider Street View as a threat against their 

privacy and they mostly do not interested in its surveillance capacity; they, on 

the other hand, regard and use it as an entertainment item. Internet users watch 

the photos taken in various countries and cities; in addition, they share these 

photos with other people in the cyberspace such as Flickr, Facebook, Twitter, 

messenger applications, and their personal web pages. Rather than opposing 

the existence and the uncontrolled functioning of surveillance cameras or 

discussing their disadvantages against privacy, individuals mostly consider 

them as an ordinary item of the social life. This application of Google is a clear 
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example of street-based visual surveillance and of presenting its place in 

everyday lives of individuals. Not only the CCTV cameras built in various 

parts of the cities, but also the mobile cameras, as in the case of the Google 

Street View, monitor all people and their activities at any time without any 

distinction. 

As for the street surveillance in Turkey, the case of monitoring the 

streets is relatively a new phenomenon. The first surveillance cameras tracking 

the streets were installed in İstanbul in 2005. The CCTV system of İstanbul and 

also of other cities in Turkey is called as MOBESE (Mobil Elektronik Sistem 

Entegrasyonu / Mobile Electronic System Integration), and is a recent system 

when compared with those in the developed countries. As mentioned above, 

the first city in Turkey surveilling the streets via the CCTV cameras was 

İstanbul. Since 2005, several places of İstanbul have been monitored by 570 

MOBESE cameras placed around the city. These cameras are located in areas, 

especially, where the population density and crime rates are high. They also 

have the capacity to record what is monitored. The recordings of the cameras 

are watched and analyzed by the officials at the main office within the İstanbul 

Police Department (Appendix A.5). 

Most of the cameras are monitoring the streets of such as Eminönü, 

Beyoğlu, Kadıköy, Beşiktaş, and Şişli, where there is a high density of 

population. 370 cameras are placed inside the city, that is, in the streets where 

people spend their times. On the other hand, the rest of the cameras are 

watching the bridges and critical points of motorways around İstanbul; the 

main goal of the latter is to monitor the traffic jam and to monitor and control 

the cars in the traffic. These cameras have the capacity, for example, to detect 

the suspicious and stolen cars and to report them to the central office through 

tracking the license plates of cars (Appendix A.6). 
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 In addition to İstanbul, authorities aim to build MOBESE systems in 

other cities as well. As declared by officials of the Ministry of Internal Affairs, 

this system has been built in 49 cities so far; on the other hand, in the rest of 

the cities, the installation processes are going to be finished and these cities are 

going to be surrounded by MOBESE cameras in the year of 2010.
16

 Some of 

the cities currently having the MOBESE system, beside İstanbul, are Ankara, 

Tekirdağ, Antalya, Konya, Muğla, Diyarbakır, Kayseri, Sivas, Elazığ, Çorum, 

Mersin and Rize. According to Beşir Atalay, the Minister of Internal Affairs, 

some cities‟ lack of MOBESE system is a deficiency; therefore, the system is 

aimed to comprise all cities in Turkey.
17

 As seen, the authorities intend to 

cover all around Turkey with surveillance cameras so that the eyes of the Big 

Brother can reach every part of the country and every individual. 

In addition to the officials, the citizens also demand, or, at least, do not 

object to, the cameras built everywhere. In all cities, people regard the camera 

surveillance over the streets as a precondition of public safety and security. 

Former questions dealing with the existence of the CCTV cameras as “Are 

these cameras harmful to our privacy?” are displaced by the questions like 

“Why don‟t we have cameras everywhere?”. One indicator of this case is the 

citizens‟ increasing demands of CCTV cameras. In this issue, a General 

Director of a security systems company mentioned that the sales of cameras 

increased with a rate of 40% in 2007 after the recent crimes which had been 

caught by the surveillance cameras and after the news declaring the abilities of 

these cameras presented via the mass media.
18

 Likewise, the speeches of the 

officials and the news of the television channels and newspapers, concerning 

the fact that the cameras are useful against the criminals, have important effects 

on people‟s increasing demand of cameras. 
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Hereof, a statement of the İstanbul Police Department can be given as 

an example. The officials declared that, in 2007, there was a decrease of 

30,38% in the crime rates in İstanbul; according to them, the biggest role in this 

decrease belongs to the MOBESE system.
19

 In the same manner, it is declared 

that, in Konya, where the MOBESE system started in March 2008, there has 

been a considerable decrease in the crime rates by means of MOBESE cameras 

since 2008
20

; similarly, the Antalya police department announced a decline of 

the crime rates resulting from MOBESE cameras
21

; in Rize, likewise, the 

officials pointed out that thirty crimes have been detected by MOBESE 

cameras in a month after the system was installed
22

. 

Discussions about crime-decreasing feature of street surveillance 

cameras have also been made in London. There are about 10.000 CCTV 

cameras fighting against crimes in 32 London boroughs; however, 80% of 

crime remained unsolved according to the data of 2007.
23

 Another data in this 

issue, which is also admitted by the police department, is that only one crime is 

solved by each 1000 CCTV cameras per year in London
24

; this means that 

street surveillance cameras do not work as effectively as declared by 

authorities. 

Another fact, reinforcing the questioning of the benefits of surveillance 

cameras, is that we regularly witness a crime -not just traffic accidents- 

committed in front of CCTV cameras through the mass media. Almost every 
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day, there are several news concerning CCTV cameras on television channels 

and newspapers. For instance, a crime recorded by a MOBESE camera in the 

street (Appendix A.7) or a capture of arson of a car (Appendix A.8) is 

broadcasted to the masses via TV, newspapers, and the Internet. These are 

signs of the fact that CCTV cameras do not stop crimes and criminals. 

However, the mass media in Turkey present such news in that MOBESE 

cameras function effectively for security and that they are useful to detect 

criminals; this also makes individuals think that surveillance cameras are useful 

and necessary for public safety. 

Such news, presenting crimes and criminals in such a manner, lead to 

the fact that people consider CCTV cameras as essential and useful for 

security. Accordingly, they feel themselves safe when the areas around them 

are covered by cameras. Goldsmith (2006) criticized this feeling as “safety in 

prison”. Similar to the fact that the prisoners feel safe due to the sheltered 

building with security guards and inspection tower as in the Bentham‟s design 

of Panopticon, the citizens are expected to feel themselves more secure with 

the existence of CCTV cameras. Particularly, they think or expect that these 

cameras in the streets prevent the crimes; however, the cameras do not work as 

a pre-emptive policing device but as a detection tool in the post-crime period. 

That is to say, the criminals do not quit, for instance, mugging or robbing; they 

even commit a crime in front of the cameras through such as hiding their faces 

(Appendix A.8). 

The cameras do not merely function as a tool to prevent crime as a pre-

emptive policing tool, but also as a tool of “social ordering strategy” (Coleman, 

2004) or of “social orchestration metaphor” (Lyon, 2001). This feature of 

surveillance cameras means that because people conceive that every action of 

them is tracked and recorded by these cameras, they feel themselves 

compulsory to control and adjust their behaviors and actions in the social life 
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under the constant gaze of eyes behind the cameras. By means of such a self-

control mechanism, social order can be maintained effectively without any 

coercive means of power. In relation to this, Foucault (1980: 155) declared that  

“there is no need for arms, physical violence, material 

constraints. Just a gaze. An inspecting gaze, a gaze which 

each individual under its weight will end by interiorization 

to the point that he is his own overseer”. 

In this issue, the media have a considerable role in accepting the 

cameras as necessary items in the social life and, thus, in maintaining self-

control among individuals and maintaining the legitimization of the extensive 

functioning of street surveillance cameras. The media, through their news and 

programs presenting surveillance devices as a favorable item, have a notable 

effect in this legitimization. As the surveillance system is an increasingly 

developed tool of the power, in accordance with the “social ordering strategy”, 

power holders do not want individuals under their authority to question and 

challenge the system.  

Consequently, the power needs to get the consent of the citizens in this 

attempt of legitimization. Here, the most significant role, again, belongs to the 

media, which work as a consent-obtainer. The mass media, through their 

programs, indoctrinate that surveillance systems are for the maintenance of 

security, public safety and the social order. Rather than questioning the pros 

and cons of monitoring systems, individuals mostly consider them as 

necessary. In this respect, the media have more notable and determinative role 

and function in people‟s giving consent to surveillance cameras than the state 

agencies have. 

Consent given to the CCTV surveillance over the streets means also the 

consent given to the gaze of power over all individuals. This also means that 

authorities do not need coercive means any more in order to ensure the social 
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order, to provide social control and domination over the society. The CCTV 

cameras, particularly, the MOBESE cameras in Turkey that are our concern, 

are the basic tools in this issue. Therefore, the power needs self-control and 

consent of individuals in order for the surveillance system to function more 

properly. 

According to Hall et. al (1978), the consent does not arise 

spontaneously, but is organized through powerful institutions, one of which is 

the media, as mentioned above. That the cameras detect the criminals and that 

some examples of this case are presented by the media present us why people 

do not challenge the existence and widespread functioning of MOBESE 

cameras and why they do not question whether their privacy is eroded. It can 

be useful to give some examples about the role of the media in legitimizing the 

comprehensive use of MOBESE cameras. In addition to traffic accidents 

presented by the media every day, there are several crimes recorded by these 

cameras in various cities of Turkey. For example, the arsonists setting the cars 

on fire in İstanbul were monitored by the MOBESE cameras.
25

 In addition, as 

presented by the media and declared by the authorities, the MOBESE cameras 

recorded the terrorist bombing in Güngören, İstanbul, in 2008.
26

 Such 

examples of various crimes recorded by MOBESE cameras and presented by 

the mass media can be varied. 

Unexceptionally, after every event of crime, the authorities state that 

“the records of the MOBESE cameras are going to be analyzed” and the media 

announce that “the officials are going to make a statement after the 

examination of the records of MOBESE cameras”. These cases result in the 

fact that individuals ask, at first, whether there is a MOBESE camera in the 

area where the crime occurs. 

                                                           
25

 http://www.hurriyet.com.tr/gundem/7921321.asp?gid=48&sz=7646  and   

http://www.milliyet.com.tr/2008/01/01/siyaset/asiy.html 

26
 http://www.ntvhaber.org/haber_detay.asp?haberID=3537 



52 

 

These abovementioned cases that are the broadcastings of the 

statements of the authorities, the programs of TV channels and the 

presentations of the mass media serve to the power holders in the legitimization 

process of surveillance through affecting and manipulating people in their 

giving consent to monitoring and in their formation of self-control. By this 

means, social control can be provided and domination of power over the 

society can be ensured more effectively and comprehensively without any 

coercive means of power. 

 

 

3.3 SURVEILLANCE THROUGH BIOMETRICS 

 

Biometrics has been added to the surveillance technologies, especially, 

to CCTV monitoring systems, in order to make the system more efficient and 

effective. Some forms of biometrics used in the surveillance practices can be 

listed as follows: fingerprint technology, iris scanners, face recognition 

software, voice detection systems, and DNA analysis. With the use of 

biometrics in the field of surveillance, the human body becomes the source of 

the surveillance rather than the site of the surveillance; that is to say, 

“surveillance is turning decisively to the body as a document for identification, 

and as a source of data for prediction” (Lyon, 2001: 72). 

Through using the data obtained from the human body in order to 

monitor and control the activities of individuals, biometrics technology is used, 

for example, in border security, the airport screening, in employee tracking, 

and even in the street-based surveillance. Biometrics, especially, comes into 
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consideration in the detection of criminals and suspects. In order to do this, the 

states establish databases formed through collecting information of their 

citizens and of the individuals entering the country. There is an increasing 

tendency in the collection and storage of information of individuals, whether 

citizens of the given country or foreigners, especially, after the 9/11 terrorist 

attacks. Accordingly, databases are formed through collecting personal 

information of individuals. The name and photograph of an individual are 

already in his/her passport. In addition, these data are digitally stored in 

databases together with person‟s fingerprints in some countries such as 

England and the United States. Biometrics is, today, extensively used in these 

countries as an embedded feature of surveillance and control particularly for 

border security and is used as a measure against crime, mainly, terrorism.  

The countries have used biometrics especially in airports as a tool for 

identification and verification purposes. It helps the state agencies such as in 

the airport tracking to identify who the person is, whether there is a match with 

those stored in the database, and, besides, to verify whether the person is 

actually that he says he is through such as face recognition systems and 

fingerprints. 

This system is largely used in the visa applications while entering a 

country in order to maintain the border security. Such surveillance practices are 

generally seen necessary in the fight against fraud and terrorism, and in the 

control of illegal immigration. When the security discourse is in question 

especially in the post-9/11 period, the privacy has gained a secondary 

importance. Individuals are in a tendency that they do not have any chance to 

oppose so-called security applications while doing check-in in the airports. 

This is because of the fact that whether they consider these applications useful 

in the fight against crime or they see them as a precondition to enter the 

country. 
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While there is such a tendency, biometrics is increasingly becoming 

principal tools of state and private agencies. Unlike other tracking practices, 

biometrics provides much more accurate and correct information about people 

to the power holders. While surveillance cameras monitor a specific place and 

individuals in there, biometrics-added surveillance cameras also identify 

individuals and verify their identities through, for instance, face recognition 

software. Thus, biometrics is much more useful for power to eliminate 

uncertainties or, say, for rationalization. The more rationality permeates into 

social life, the less uncertainty and unpredictability occurs. Although it is also 

valid for other surveillance technologies, biometric applications give the 

authorities much more opportunity to categorize individuals, which is defined 

as “social sorting” by Lyon (2003), whether they are criminals, or suspects, or 

potential threats, or harmless. 

Such a categorization among people is expected by power holders to be 

useful in the elimination of risks and uncertainties in the social life, and, thus, 

in the maintenance of rationality. The motto of such a tendency can be as 

“social sorting for social order”. In order to provide social order, 

“abstract data, now including video, biometrics, and genetic 

as well as computerized administrative files, are 

manipulated to produce profiles and risk categories in a 

liquid, networked system. The point is to plan, predict, and 

prevent by classifying and assessing profiles and risks” 

(Lyon, 2003: 13). 

 Rationality, today, which is promoted by surveillance technologies, 

makes these planning, predicting, and preventing issues more achievable 

through databases in which every sort of information of people can be stored. 

In order to eliminate risks and uncertainties, the states are inclined to 

build more biometrics-equipped surveillance technologies because such 
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systems work more accurately in identifying and verifying the data of 

individuals. Therefore, there has been a huge growth in the biometrics market. 

In year of 2000, expenditures for biometric systems was about 66 million US 

dollars worldwide, which comprised fingerprint scanning, hand geometry, iris 

and retina scanning, face recognition, and voice and signature verification 

technologies.
27

 On the other hand, the size of the market reached to 2 billion 

dollars in 2006
28

, and to 3 billion dollars in 2008
29

; which means that the 

worldwide market grew 3.030% in eight years. 

The US government, as an initial example, gives much significance to 

the security issues, and, thus, the biometrics measures. In the post-9/11 period, 

the US government has built a program, called as US-VISIT (United States 

Visitor and Immigrant Status Indicator Technology), which declares that it 

helps federal, state, and local government decision makers accurately identify 

the individuals they encounter and determine whether they pose a risk to the 

United Sates.
30

 It, for example, involves the collection and analysis of 

biometrics -digital fingerprints and photograph- of travelers in their visa issues. 

This program is expected by authorities to prevent identity fraud, criminals, 

and immigration violators. Since 2004, photographs and fingerprints of the 

international travelers willing to enter the United States have been collected 

and stored due to the security concern (Appendix A.9). Furthermore, in 2007, 

the US government started to use ten-fingerprint scanners collecting ten 

fingerprints from international travelers
31

 (Appendix A.10). 
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 http://www.findbiometrics.com/Pages/feature%20articles/anatomy.html 

28
 http://www.securitypark.co.uk/security-market.asp 

29
 http://www.itpro.co.uk/604920/biometrics-market-to-double 

30
 http://www.dhs.gov/files/programs/usv.shtm 

31
 http://www.hurriyetusa.com/haber/haber_detay.asp?id=15165  and   

http://www.dhs.gov/files/programs/gc_1194553866460.shtm 
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As for the biometrics practices in the European Union, the member 

countries formed a European fingerprint database, called as the Eurodac system 

which entered into force in 2003, for comparing the fingerprints of asylum 

seekers and illegal immigrants. The system functions to control and to identify 

them, and to determine whether the immigrant entered the Union territory 

unlawfully.
32

 Besides, the first integration of biometric features in passports 

and travel documents, also known as e-passport, was implemented in the EU in 

2004; the facial image and fingerprints of the person are stored in a chip inside 

the passport/travel document.
33

 Such e-passports, with an embedded chip and 

antenna in it, are increasingly preferred by other countries due to its ability of 

preventing risks concerning security through identifying and verifying 

individuals. 

In addition to such chip technologies for surveillance purposes, there 

are also several software programs, analyzing the biometric features of 

individuals, which are used in surveillance practices. Several large-scale or 

small-scale companies are developing biometric products, such as, FaceIT, 

TrueFace, I-Scan, SpeakEZ, Cybertouch, NR Identity, Voice Print, etc. (Van 

der Ploeg, 2006). FaceIT ARGUS is one of the most popular face recognition 

systems and is produced by a US-based company, the Identix Corporation.
34

 

When a CCTV camera captures a face of an individual, FaceIT analyzes the 

face and compares it with the database whether there is a match or not. 

The system works as follows: FaceIT creates 3D image out of an 

individual‟s digitized 2D photograph. It generates a faceprint that is unique to 

each individual, and through using a series of different algorithms, the system 

examines whether there is a match between the 3D image created digitally and 
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 http://ec.europa.eu/justice_home/key_issues/eurodac/eurodac_20_09_04_en.pdf 

33
 http://europa.eu/legislation_summaries/justice_freedom_security/free_movement_of_ 

persons_ asylum_immigration/l14154_en.htm 

34
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the image of a person tracked by the CCTV camera (Appendix A.11). The 

developer company of FaceIT declares that “FaceIT can find human faces 

anywhere in the field of view and at any distance, and it can continuously track 

them and crop them out of the scene, matching the face against a watch list” 

(quoted in Graham and Wood, 2003: 236). 

A new technology is also in practice in the surveillance of individuals: 

RFID (Radio Frequency Identification) tags. RFID is, mainly, used for tracking 

the objects, such as manufactured goods, pharmaceuticals, containers, and 

vehicles, during transportation from the point of departure to the point of 

arrival. It gives owners of the objects or the officials the opportunity to monitor 

and to control their objects during the transportation process. RFID tags are 

very tiny chips and can be installed into or onto any object easily and secretly 

so that no one can easily notice the existence of the RFID tag which has a 

surveillance capacity (Appendix A.12). They consist of a chip which stores the 

data of the given object and a tiny radio antenna which can receive and 

transmit a radio signal. Every object having an RFID tag is given a unique 

RFID tag number, which is not similar to any RFID tag number. In addition to 

the hidden placement of tags, there are also hidden readers, receiving the 

information stored in the RFID tag. The tags can be read from a distance 

through radio signals. By this means, the data stored in the tag are read by the 

readers where they exist. Data read by the reader, then, are sent to the 

computer, with which the RFID reader was attached.  

RFID technology was, previously, only related with commercial issues; 

it, now, goes beyond its initial usage. Recently, RFID tags are placed, for 

example, into ID cards, passports and visas so that the individual having an 

RFID-embedded passport, for instance, can be monitored while does not notice 

he is being tracked (Appendix A.13). RFID tags inside the passports contain 

the information of person‟s name, date of birth, place of birth, digital 
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photograph, and a digital face recognition template; these data are transmitted 

to the operating computer via the RFID reader when RFID tag receives a radio 

signal from an RFID reader (Wilson, 2007: 213). By this way, when a person, 

carrying an RFID-embedded ID card or passport, enters a zone checked by the 

RFID reader, he/she is monitored until he leaves the zone of the reader.  

RFID readers are generally placed in specific areas, such as airports, 

stations, official buildings, and even stores. RFID readers in such places work 

constantly and search RFID tags in order to track those having an RFID tag in 

their pockets. When the reader detects an RFID tag, it informs the main control 

point and transmits the data of the individual, which are received from the tag, 

to that center. By this means, the officials track the individual during the time 

he is in the RFID-reader zone, analyze and profile his/her data. This technology 

is used for security matters by state agencies such as in the identification of 

people through data transmitted by the RFID tag and in the comparison of them 

whether there is a match with the database of criminals and suspects. The 

potential of use of this technology by private corporations for commercial 

purposes is going to be mentioned in the next chapters. 

In addition to considering surveillance and control under the name of 

security, another mostly used discourse is the efficiency, or, say, consumer 

satisfaction and service improvement. In the following chapter, this case is 

going to be discussed through analyzing the surveillance of personal data of 

employees in the workplace, students at the school, and of consumers in their 

shopping. In doing this, smart card technology and loyalty cards of firms and 

their practice in Turkey are going to be analyzed comprehensively. 
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CHAPTER 4 

SURVEILLANCE AND CONTROL THROUGH PERSONAL 

DATA 

 

 

State and private agencies, or, say, power holders, employ not merely 

face-to-face surveillance, visual surveillance, and direct control in order to 

make everything visible, predictable, and controllable, and thus, to maintain 

rationalization and social order, but also chip-technology-based surveillance 

practices gathering personal information of individuals. As discussed by Lyon 

(2007), we have moved from face-to-face surveillance to “file-based 

surveillance”. In such a form of surveillance, beside people‟s actual acts and 

behaviors, their personal data, for instance, their names, occupations, habits, 

consumption patterns, and lifestyles, are also monitored through basically chip-

embedded smart cards. A person‟s using these cards in workplaces, schools, 

and in shopping means that his/her personal data and activities are potentially 

open to the gaze, control, and manipulation of power holders. 

While doing shopping, for example, not only consumers‟ data of 

expenditures, but also their preferences, needs, likes, and dislike are subject to 

the surveillance of firms. The main question, here, is how and for what 

purposes personal data of people are collected and used. The surveillance of 

individuals, mainly, consumers, here, is pursued in order to not only monitor 
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their transactions, choices, needs, and habits, but also control and manipulate 

them. In addition to this specific commercial goal, the overall goals are to 

achieve rationality through reducing uncertainty and spontaneity and to ensure 

domination over the society. 

Several technologies and practices are developed and employed through 

using new technologies by state and private agencies in order to get and collect 

data of people. One technique gathering personal data and working as a 

surveillance mechanism, also emphasized in the previous chapter, is chip-

embedded ID cards. They are a tool which is used by states in the identification 

of individuals, in the verification their identities, and in the track of their 

activities in order to rationalize the state affairs. 

Every action of citizens, such as in banks, ministries, tax agencies, and 

passport applications, can be watched by state authorities and can be stored in 

databases. A similar application started in Turkey in 2002, which is called as 

MERNİS (Merkezi Nüfus İdaresi Sistemi / The Central Population 

Administration System). In this system, ID cards of Turkish citizens are not 

chip-embedded smart cards for now; however, a central population database 

was formed and each citizen was assigned a single and unique citizenship 

number. This number, which is written on ID‟s, is used compulsorily in 

citizens‟ every relation with ministries, municipalities, banks, hospitals, tax 

offices, social security institutions, and courts. Instead of names, these numbers 

are used while paying taxes, opening an account in a bank, getting a credit 

card, registering residences, and being treated in a hospital, for example. In 

short, names are replaced by citizenship numbers in all state affairs concerning 

administrative and economic issues. By this means, institutions can track 

individuals, and their residences, wages, incomes, tax payments, etc. through 

databases established according to these data. Such issues help states in the 
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rationalization of their affairs and of the relationship between citizens and 

administrative and economic institutions. 

 In addition to such ID‟s, and chip-embedded ID‟s and passports, there 

are also other forms of smart cards used by private corporations to surveil their 

employees and by managers of schools to surveil students. Furthermore, there 

are also loyalty cards improved and employed by companies to spy on 

customers and their transactions in the course of shopping. In these cases, data 

of individuals are collected, stored, and processed by means of chip-embedded 

smart cards and also, of course, computers. Beside smart cards, the other area 

of collecting personal data is the Internet. Computer users are sometimes 

surfing the websites, sometimes doing shopping in the cyberspace. Websites 

have technological capacity to get information about the user through tracking 

the IP address of the computer; for instance, how often he visit which websites, 

what he buys, which websites he has a membership, and what movies he 

watches can be monitored in the cyberspace. 

Through using these techniques which monitor people‟s consumptions, 

transactions, habits, and lifestyles, companies get the ability to form databases. 

Firms, whether a store or a website, establish databases so that they not merely 

can learn consumers‟ acts and activities, but also manipulate them. Because of 

such a feature, databases have become a surveillance mechanism. Regarding 

this fact, Poster defines databases as “Superpanopticon”, which is defined as “a 

system of surveillance without walls, windows, towers, or guards” (Poster, 

1990: 93), or as “a system of surveillance that transcends physical and 

institutional structures” (Goss, 2002:180). Unlike the guards and physical 

surroundings in Bentham‟s Panopticon, no surveiller, here, physically watch 

and monitor people; yet, databases do. 

Every day, we, as consumers, are exposed to advertising messages sent 

to our mobiles phones and/or our e-mails. In this regard, the common question 
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asked by most people is “how did they get my name / my phone number / my 

address?”. For example, when a woman gets a message about a campaign of 

cosmetics, she can ask “how did they know I am female?”. The answer to these 

and similar questions is databases, which are established through storing our 

personal information and transactions. The firms, as the actors of 

Superpanopticon, know not only their customers‟ names or phone numbers by 

means of the membership forms of loyalty cards filed out by customers, but 

also whether they have children, whether they have pets, and whether they 

have specific interests and habits through tracking their shopping baskets and 

analyzing their transactions which are gathered via loyalty cards.  

In order to achieve this, data surveillance, or say, dataveillance (Clarke, 

1988) has become a notable tool of capitalism to maximize profits and to 

increase efficiency. Stores and the Internet are the main areas in which people 

submit their personal data and data of transactions to the firms. As an outcome 

of such tools, corporations have regarded consumers not as individuals but as 

“databased selves” (Simon, 2005) or as “digital personae” (Clarke, 1988) from 

which data they need are collected. The individual is considered by firms as a 

digital identity which is composed of numbers and data through isolating from 

the personality. 

In this chapter, hereafter, how surveillance and control work through 

using personal data gathered via smart cards and the Internet is going to be 

mentioned. Basically, surveillance over employees, over students, over 

consumers, and over the Internet users is going to be discussed and analyzed 

through also considering some examples realized, particularly, in Turkey. 

Herein, smart cards monitoring students and employees, loyalty cards 

monitoring consumers in their shopping, and technologies monitoring people in 

the cyberspace are going to be explained and discussed critically. Surveillance 

through personal data is going to be dealt with through mentioning particular 
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examples of smart cards in Turkey. In addition to the examination of the 

working process of smart cards, the goal behind the smart card practice 

pursued by institutions is also going to be analyzed. The purposes of, such as, 

efficiency, profit maximization, and manipulation of consumers are the main 

discussion points of this chapter. Besides and more notably, the overall goal of 

power holders, the ideology behind surveillance practices, and dataveillance‟s 

becoming an ideological tool of power are also mentioned in this chapter and 

largely discussed in the final chapters. 

The examples of dataveillance of students and employees, taken into 

account in this issue, are the METU ID card used by both employees and 

students within the boundaries of the campus and the smart card at METU 

College used by students in the school as a means of payment. I made 

interviews with Elif Maviş
35

 for METU ID card and with Erdem Şahin
36

 for 

METU College smart card. From these interviews, I got information about the 

structure and functioning of smart cards and how and why personal data are 

gathered and stored. 

As for loyalty cards, more concretely, loyalty cards, used by consumers 

in their shopping, I made interviews in-depth with ten officials from six 

different companies. The club cards of firms I researched and am going to 

point out are Migros club card and Koçtaş club card which take place within 

the Paro program
37

, CarrefourSA card, Beğendik club card, Praktiker card, and 

Öğütler card. Furthermore, I examined a recent development in the loyalty card 

system. It is that banks have established joint card programs with firms. In such 

programs, companies share their customers‟ data with banks. There are, so far, 
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 The Smart Card Project Director of METU 

36
 The Smart Card Project Manager of Sofra A.Ş. at METU College 
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 It is a program, in which different companies as Migros, Koçtaş, Ford, Opet, etc. work 

together, provide joint campaigns to their customers and in which a joint customer database is 

formed and shared by these companies. 
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three examples of such cooperation in the Turkish market. One is the Money 

Card in which Garanti Bank, on the one side, and the companies, namely, 

Migros, Tansaş, Şok, and Macrocenter, on the other side, work together and 

process and use the common consumer database. Another joint card program of 

Garanti Bank is Forum Bonus Card. In this program, Garanti Bank and Forum 

malls in Turkey are the partners. The other example of joint program is the 

Carrefour Axess, in which the partners are CarrefourSA with its stores all 

around Turkey and Akbank, the owner of the Axess credit card. In three cases, 

the banks store and process data of customers achieved through these cards. 

I researched the working process of loyalty-card system through 

visiting some branch offices of stores. The firms and their branch offices I have 

visited are Migros in Ankamall, Maltepe and Beşevler; Koçtaş in Ankamall; 

CarrefourSA in Armada and Cepa; Beğendik in Kocatepe; Praktiker in Bilkent; 

and Öğütler in Kolej, Maltepe and Gimat. The interviews about Migros club 

card, Koçtaş card and other club cards in the Paro program were made with 

Kına Demirel
38

, Serenat Çakır
39

, and Teoman Vural
40

. As for Beğendik club 

card, the interviewees were Ata Beğendik
41

 and Şebnem Yıldız
42

.  

In Praktiker, Ülkü Demiroğlu, from the department of Customer 

Relations, is the official who explained me the features and working process of 

Praktiker card. Furthermore, I made interviews about CarrefourSA club card 

with Mine Şenel
43

 and Hasret Akar
44

. Moreover, those I got information about 
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 The Director of Migros Club Card Department 
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 The Customer Relations Manager of Ankamall Migros 
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 The Service Department Manager of Ankamall Koçtaş 
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Öğütler club card are Ömer Öğüt
45

 and Garip Elmalı
46

. According to these 

interviews and researches, dataveillance practice in Turkey is going to be 

analyzed in order to point out how and why corporations attempt to surveil and 

control individuals. 

 

 

4.1 EMPLOYEE AND STUDENT SMART CARDS 

 

 The most common use of smart cards is the identity cards used by 

employees in public and private institutions while entering the workplace. For 

example, some employees can be authorized to enter a particular room in the 

workplace. Managers both in governmental agencies and in private 

corporations intend to know every event in the workplace and every action of 

their subordinates. These door-opening smart cards, through which 

rationalization in the workplace is achieved, serve managers to watch and 

control everything under their authority. Identity cards, which also function as 

smart cards when a chip is placed into or onto them, are used to track and 

control the activities of employees. These cards, which are attached to a 

computer system, have the capacity to inform the managers when employees 

enter the workplace and which employees are where during the working period 

and when and how often they enter different parts of the workplace. 

Smart cards and RFID tags used in the schools are a more recent 

example when compared with smart cards used in the workplace by employees. 
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 The Director of Computer Center of Öğütler 

46
 The Manager of Kolej Öğütler 
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School managers tend to use these technologies in order to monitor the actions 

of students. Other than using physical-surveillance techniques, information 

technologies as chips and computers are mostly applied to get information, for 

example, whether and when the student enter and leave the school building.  

Two examples of monitoring students by school authorities can be 

given from the United States. One is that, in Texas, children wear RFID tags to 

alert school authorities and police when they get on and off the school bus 

(Lyon, 2007: 17). Another example is Enterprise Charter School in Buffalo, 

New York, which started to use RFID tags for their students in 2003. 

Enterprise was the first school in the USA to require compulsory RFID tags to 

attend the school. When the RFID tags are scanned at the entrance of the 

school, the readers record and store the data such as the students‟ photos, dates 

of birth, and enrollment details as they enter the school building (Albrecht and 

McIntyre, 2006: 173). 

An example of smart card in Turkey is seen at Middle East Technical 

University (METU). The identity cards of both students and employees are also 

designed as smart cards in order to be used in various activities in the campus. 

As mentioned by Elif Maviş, the smart card project of METU has two features: 

one is the e-ID to maintain security and the other is e-wallet to use ID card as a 

means of payment. In the previous chapter, the features and functioning of 

METU ID card within the security framework were explained. E-wallet 

application is the subject of this chapter. This application is implemented in 

commercial issues within the campus. The cafeteria, the library, the students 

affairs office, the faculty club the social lounge, the computer center, the pool, 

the sports center, and the Baraka gymnasium are places where academic and 

administrative staff and students use their ID‟s as an e-wallet, instead of 

money. 
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After matching their identity cards with their bank accounts, they can, 

for example, pay the bill at the cafeteria, pay entry fee for the sports center, pay 

the printer fees at the computer labs, and pay fines for overdue books in the 

library with just their ID‟s. The smart card system does not comprise the 

private enterprises in the campus, but only the foundations of the Presidency. 

By this way, as also pointed out by Maviş, data about transactions of students 

and employees and about activities they deal with in the abovementioned 

places are collected and stored in the central office of the smart card project. In 

more detail, what a student or an employee buys, what he/she consumes, which 

sport activities he/she deals with, and when and how often he/she uses these 

services can be easily seen and monitored through databases established 

accordingly. 

Maviş points out that while all data about all students and employees 

are seen in the main office, the relevant units have the opportunity and 

authority to examine and analyze the data concerning their unit. For instance, 

as for the social lounge, the director of this unit can watch who prefers to eat 

which foods and how often students and employees use the lounge. Director of 

one unit cannot see the data related to other units; on the other hand, the central 

office has the power to see every transactional event of each unit. In addition, 

students and personnel themselves have the chance to check their expenditures. 

Through the website of the smart card system
47

, they can see, for example, 

when they eat what in the cafeteria and in the social lounge, what they spend in 

a specific date, and when they go to the sports center or to the pool. All these 

data are also subject to surveillance of managers who analyze databases of card 

holders. As stated by Maviş, data obtained from the commercial activities of 

students and employees in the presidential units are used to better the 

commercial activities of units within the campus, and no data is shared with 

any private company. Through analyzing transactions, preferences, activities, 
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and habits of card holders, the Presidency or one of its units rationalizes its 

activities and its relations with students and personnel through making 

everything under their authority visible and predictable. 

Beside METU ID card, another smart card application which is only 

used by students is the smart card of METU College. At METU College, as 

described by Erdem Şahin, students are given smart cards in their registrations 

to the school in order to be used instead of money in the canteen and cafeteria. 

The initial goal is to use these cards as a device of payment in the expenditures 

of students. Whether the students themselves or their parents load some amount 

of money to their smart cards via the card reader located at the school. And the 

card is scanned by readers in the canteen and in the cafeteria while the student 

is buying foods. Therefore, students do not need to carry money. Şahin 

explains that all transactions of each student made throughout the week, month, 

and year are stored in the database of the school management. By this means, 

officials of the smart card project can monitor expenditures of each student in a 

particular day or periodical, for example, what he/she buys frequently, how 

often he/she uses the cafeteria, and what spending habits he/she has. These data 

about students‟ daily and monthly expenditures are stored in order to form a 

database of students. 

These data of each student can also be shared with the parents of the 

student when demanded by the parents. Parents have the chance to learn all 

consumption habits of their children from the school managers or from an e-

mail. This informing process functions according to the demand of the parents; 

that is to say, there is not an automatic sending of data to the parents. However, 

it is the fact that most parents demand to be informed about expenditures of 

their children
48

; the function of this surveillance system is up to that point. The 

subsequent behaviors of the parents to their children are outside the scope of 
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the system. It can be concluded that such a smart card system, which is 

employed to replace money in expenditures, becomes a surveillance and 

control mechanism of parents over their children. 

By this way, they have become informed about what their children buy 

and what kind of expenditure habits they have. They whether try to discipline 

their children‟s actions and transactions if necessary or just want to be an all-

seeing eye over them without interfering them. Gary Marx (2005) defines such 

monitoring tools which are used to monitor the kids as “electronic leashes”. 

Not only such smart cards, but also RFID tags, cell phones, GPS (Global 

Positioning Systems), and computer guarding programs are also used as 

electronic leashes. These technologies notify the school authorities and/or 

parents where the kid is, what he/she buys, which websites he/she visits, what 

consumption patterns he/she has, and so on. By this way, parents can surveil 

their children and control them even at a distance. 

 

 

4.2 CONSUMER SURVEILLANCE: THE ANALYSIS OF 

LOYALTY CARDS IN TURKEY 

 

Capitalism, or, say, power, in general, wants and aims to know 

everything occurring in the society in order to take policies for the well-being 

of the social order. Therefore, power holders, both state agencies and private 

corporations, perform several tools, as mentioned in the previous chapter, such 

as CCTV monitoring and biometric-based technologies in order to gaze people 

under the name of security. And they use these technologies to maintain social 
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order and strengthen their power at the expense of civil society, beside the goal 

of security. 

By this way, power has got tools to become aware of every event and to 

monitor individuals in order to eliminate uncertainties in the contemporary 

society. However, this is not considered adequate and satisfactory by the 

power. It is the fact that power holders “want to know not only what you are 

doing and saying, but also what you are likely to do or say next” (Lyon, 2001: 

56). For this issue, corporations have employed some other forms of 

surveillance technologies as credit cards and smart cards, collecting people‟s 

personal data in the commercial field, so that they can get information about 

not only physical characteristics and actions of individuals, but also their likes, 

dislikes, needs, preferences, and living patterns.  

As far as such data of individuals are learned, it has become possible to 

control them, to manipulate their needs and choices, and, finally, to make them 

be obedient to the existing order, similar to the “docile bodies” of Foucault 

(1977). Power wants all citizens to be under constant surveillance and control 

and to be in harmony with and not to challenge the existing order. In addition 

to visual surveillance and biometric surveillance, discussed previously, another 

notable field of surveillance is commercial to create docile bodies which are 

under permanent control. Commercial is regarded as a notable field of 

monitoring because it is the field that every individual deal with; everyone is, 

more or less, in the sphere of consumption. 

As mentioned by Goss (2002: 193), “to stand outside the sphere of 

consumption … is to stand nowhere at all in contemporary society”. Thus, 

power gives much significance to commerce in monitoring and controlling 

people. People do not need to do much thing; just their existence in the 

commercial field leads to the surveillance by the power. Their every 

information about their transactions, preferences, lifestyles, etc. are subject to 
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surveillance through whether credit cards or loyalty cards of companies 

employed for the use of their customers. In short, as stated by Fox (2001: 251), 

“simply by participating in modern commerce, individuals are significantly 

eroding their own privacy”. Companies track and watch individuals in the 

modern commerce in order to manipulate and control individuals, their 

behaviors, choices, needs, and so on. 

The first step of controlling individuals is to identify them. Hence, firms 

have introduced techniques to surveil and manage consumers. The most well-

known techniques are credit cards of banks and smart cards performed by 

supermarkets for the use of their customers. Through these cards, firms have 

got the possibility to get information about expenditures, needs, choices, 

consumption patterns, and, thus, lifestyles of consumers so that they produce 

and market their items and advertise them according to the information 

gathered from consumers. 

In the previous title of this chapter, it is mentioned that the 

daily/monthly expenditures of METU College students are monitored and 

collected through using smart cards and that these data are shared with parents. 

However, rather than such a specific case, surveillance over all consumers is 

the point of discussion, here. The first tracking technology applied, which 

monitors the transactions of consumers, was the credit cards of banks. These 

cards reveal some issues such as what the card user buys from where. On the 

other hand, all items of the expenditures, that is, the content of the shopping 

basket, are not seen through credit cards. For example, banks can monitor how 

much the card user pay for the supermarket shopping, but cannot see what 

products he/she buys. 

In order to satisfy this necessity of the firms, loyalty cards are 

introduced for the supermarket customers. Through these cards, all 

expenditures of each customer using loyalty card in their payment and all 



72 

 

goods they buy are monitored. These data are more important for the firms than 

those obtained by credit cards due to the fact that needs and consumption 

patterns are watched via loyalty cards. 

Several firms have employed their loyalty cards for their customers. 

Out of them, club cards of Migros, Koçtaş, Opet and Ford are going to be 

considered and analyzed together because these firms are the members of Paro 

system. This is a system in which different firms share their customer 

databases and follow common policies. A Migros club card user, for example, 

can also take advantage of and benefit from the campaigns of Koçtaş. He/she 

can use his/her existing card in another Paro company as if he/she has a club 

card of that company. The current list of the members of the Paro program is as 

follows
49

: 

- Migros 

- Koçtaş 

- Opet 

- Ford 

- Fiat 

- Arçelik 

- Beko 

- Aygaz 

- Mogaz 

- Koç Allianz 

- Avis 

- Setur 

- Divan 

- Demirdöküm 
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 All members of the system are announced on the website of the program, 

http://www.paro.com.tr. The list of members is updated if there is a new member or if there is a 

leaving from membership. 
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- Nokia 

- Burger King 

- Sarar 

- Arstil Furniture 

In addition to these companies, recently, World Card, the credit card of 

Yapı Kredi Bank, has entered the Paro program. This means that World Card 

user can get benefit from campaigns of the abovementioned stores, 

Furthermore and more importantly, Yapı Kredi Bank can reach and follow 

customer databases of Paro companies, and use them for its commercial 

purposes. Before going into the deep analysis of the loyalty cards, I think it is 

useful and necessary to give some information about loyalty cards.  

According to the information gathered from the interviews and 

researches, it is witnessed that the first and most common loyalty card used in 

Turkey is Migros club card, which has been in the market since 1998. It has 

almost a historical background like that of bank credit cards. In order to get 

information about both Migros club card -the leading loyalty card in the 

market- and credit cards, it can be useful to point out the number of people 

having these cards. Migros started loyalty-card system in 1998; at the end of 

that year, Migros had 900.000 card owners. This amount can be considered 

satisfactory in the first year of the system. In the next year, 1999, the number of 

card owners reached to the amount of 2.500.000 with an increase of 177%. 

Such an enormous increase might be due to the fact that Migros was the first 

firm providing several economic benefits, especially, discounts, to its 

customers having the club card; people, in order to be a special customer 

through getting opportunities the non-card-owner customers do not utilize and 

to economize their purchases through discounts, might become the member of 

Migros club card. In 2008, up to August, the owners of Migros club card have 
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reached to 13.000.000, which means that there is an increase rate of 1.444%, in 

ten years.
50

  

In the same period, between 1998 and August 2008, the total number of 

bank-credit-card owners has reached from 7.118.358 to 41.574.759.
51

 As can 

be seen, while the increase rate of the Migros-club-card owners is 1.444%, that 

of credit-card owners is 584%. The main reason of this difference between 

these cards is that while the cards, in the former case, are given to all customers 

of Migros without any stipulation, the banks do not give all their customers 

credit cards. The only condition of getting a loyalty card is to fill out the 

membership form; the next step is to utilize the benefits of the card. On the 

other hand, the applicant of a credit card has to meet several conditions, such as 

a salary, demanded by the bank in order to get the credit card. 

Migros club card and its long-term use have paved the way for other 

firms to develop their own loyalty cards for their customers. Every year, a lot 

of new customers have been added to the members of loyalty cards of firms in 

order to benefit from the cards‟ opportunities, such as a rebate. Recently, a lot 

of firms, such as almost all supermarkets, gas stations, and large stores, provide 

loyalty cards, or, so-called club cards, to their customers. 

While the number of card users gives us an idea about the use of loyalty 

cards in Turkey, the percentage of customers using a card in their payment on 

the counters is the other significant information pointing out the significance of 

loyalty cards in the commercial field. For example, on the counters of Migros, 
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 The numbers of Migros-club-card owners have been gathered from http://www.migros.com. 

tr/tarihce.asp and from the interview with Demirel, Kına, the Director of Migros Club Card 

Department. 
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 These data have been gathered from the reports of BKM (Bankalararası Kart Merkezi / The 

Interbank Card Center): http://www.bkm.com.tr/istatistik/raporlar1.html and 

http://www.bkm.com.tr/istatistik/pos_atm_kart_sayisi.asp 
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80% of customers use their loyalty cards while shopping
52

; on the other hand, 

this ratio is about 75% in Beğendik
53

 and in CarrefourSA
54

 while it is 70 % in 

Öğütler
55

. These rates explicitly reveal that the using of loyalty cards among 

customers is high. Therefore, it can be claimed that about 70-80% of customers 

of stores are comprehensively under the constant gaze of firms. This means 

that millions of people are under surveillance of companies in the commercial 

field while they are shopping daily or periodically in their stores all around 

Turkey. 

These high amounts of the use of loyalty cards stimulate banks to be 

interested in this field. As mentioned previously, there are three cards, namely, 

Money Card, Forum Bonus Card and Carrefour Axess, in which banks and 

large stores work together. Actually, first two of these three cards are the credit 

cards of Garanti Bank and the third one is of Akbank. On the other hand, they 

function not only as a credit card, but also as a loyalty card. This means that 

owners of these cards benefit both from the advantages of the credit card, its 

monetary exchange value, and from the advantages of the loyalty card, such as 

discounts and campaigns in shopping.  

The holder of Money Card uses his/her card in Migros, Tansaş, 

Makrocenter and Şok while shopping not only as a loyalty card which supplies 

some economic benefits as discounts but also as a credit card of Garanti Bank. 

This means that data of customers, basically, his/her personal information and 

consumption patterns, are subject to surveillance and, thus, manipulation of 

these firms and the bank. Customers of 251 Migros stores, of 281 Tansaş 

stores, of 9 Macrocenter stores, and of 709 Şok stores throughout Turkey 
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 From the interview with Çakır, Serenat 
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 From the interview with Beğendik, Ata and Yıldız, Şebnem 
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 From the interview with Şenel, Mine and Akar, Hasret 
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 From the interview with Elmalı, Garip 
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(which means thousands of people from different ages, sexes, educations, and 

locations) are potentially the surveillees of Garanti Bank.
56

 

The other joint card program of Garanti Bank, Forum Bonus Card, also 

contains a large amount of customers, like Money Card. Here, customers of 

seven Forum malls in Turkey and of firms in these malls use this card and 

become subject to the surveillance of Garanti Bank. These seven malls are 

Forum İstanbul with 130 different firms working in the forum, Forum Ankara 

with 72 firms, Forum Bornova, İzmir, with 81 firms, Forum Aydın with 48 

firms, Forum Mersin with 131 firms, Forum Trabzon with 81 firms, and Forum 

Çamlık, Denizli, with 62 firms.
57

 Through this card, Garanti Bank can learn 

every product in the shopping basket of each customer of these firms. While 

shopping, Forum Bonus Card is read by the counter; thus, the personal 

information embedded in the card and content of the shopping basket of the 

customer are stored in the database via computers. By this way, Garanti Bank 

can track the expenditure habits, likes, and dislikes of customers. 

As for Carrefour Axess, the same abovementioned working process is 

in use for this card in CarrefourSA stores. Customers use their cards in their 

shopping in 25 CarrefourSA stores in 12 cities in Turkey.
58

 CarrefourSA card 

is different from Carrefour Axess in that while the former is only a loyalty card 

that provides such as discounts, the latter, additionally, provides the 

opportunities of a credit card such as hire-purchase.  

Loyalty cards and these three credit cards in the disguise of loyalty 

cards are considered by customers as discount cards, other than as a tracking 
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 More information about campaigns of Money Card and detailed information of stores can be 

reached via the website, http://www.money.com.tr 
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 Whole list of malls and the firms in these malls, name by name, can be seen in 

http://www.forumcard.com.tr/program-ortaklari.aspx 
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 The whole list of CarrefourSA stores in Turkey can be seen in the website of the firm, 

http://www.carrefour.com.tr/magazalar.asp 
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device. This is because, as mentioned by Ata Beğendik, when customers see 

discount rates on certain items only valid with the loyalty card, they want to get 

and use the card to benefit from its economic advantages; they are not 

interested in and do not question the functioning and characteristics of the 

cards they use regularly. On the other hand, in the viewpoint of the firms, 

loyalty cards are put into use in order to maintain loyalty between the customer 

and the firm. Accordingly, firms make promotions, lottery drawings, etc. to 

reward their customers who prefer shopping in their stores and to maintain and 

strengthen that loyalty. 

On the other hand, the basic and foremost reason of using these cards is 

the surveillance of consumers. All transactions of each consumer can be 

watched and processed by firms via loyalty cards. Firms have the chance to 

form databases of their customers, particularly, customers‟ data of identities, 

addresses, expenditures, preferences, and so on. It is the fact that, simply by 

using these cards, ordinary people as consumers have become the subject to 

surveillance. Before explaining how consumers are monitored by cards in 

detail, it is useful to mention the fact that there is not an obligation for people 

to obtain and use loyalty cards. 

As can be witnessed in stores, the use of loyalty cards is not 

compulsory; people voluntarily, according to their will, use these cards in their 

shopping. Firms try to make their cards attractive and inviting through several 

practices such as rebate and promotion. Thus, people, in order to get use of 

such economic opportunities, obtain and use loyalty cards; moreover, they have 

got different cards of different firms because they want to take advantage of 

rebates and promotions of all supermarkets and stores. In all stores having 

loyalty cards, it can be seen that a lot of items have dual prices, one of which is 

the current price for all customers and the other is the lower price for club-card 

users. Hence, in order to get rid of higher prices and to decrease their 
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expenditures, people „voluntarily‟ decide to use the loyalty card of the store in 

their shopping. 

However, such a so-called noncompulsory use of cards is basically 

pseudo-voluntariness. This is because “…even if the consumer knows that 

information is being collected, the choices are either participation or the default 

punishment of a higher price” (Elmer, 2003: 237). The system works as 

follows: whether stay outside of the system and pay higher prices or participate 

to the system and utilize promotions. In this regard, it can be claimed that firms 

implicitly asks their customers making them to be under surveillance for some 

economic benefits. In other words, power includes individuals to the 

functioning of the surveillance system not through coercive means, but through 

such economic rewards. As mentioned by Whitaker (1999: 141), “the 

Panopticon rewards participation”. If you are the part of the system, or say, if 

you just consume and are obedient and faith to the power, you will be 

rewarded. In this manner, “firms reward consumers those in the surveillance 

process through such as rebate” (Elmer, 2003: 232) in order to make them not 

to question and challenge the functioning of the monitoring practice. 

 

 

4.2.1 THE FEATURES AND FUNCTIONING OF LOYALTY 

CARDS: HOW DATA ARE COLLECTED AND USED 

 

As mentioned above, customers get and use the loyalty card of a firm 

willingly in appearance; more concretely, there is not an obligation of being a 

card owner. But, a hidden obligation, thus, pseudo-voluntariness, takes place 
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through providing commercial benefits such as rebate to the customers who 

have and use the loyalty card. In spite of such an “illusion of voluntariness” 

(Davies, 1998: 237) pointing out this incentive to „opt-in‟, consumers do not 

have a complaint about the surveillance of their transactions. Moreover, they 

are pleased and satisfied of achieving several benefits obtained through using 

the card, such as promotions in their shopping, loyalty drawings in certain 

days, gifts sent to them by firms in special days as New Year‟s Day or 

Mother‟s Day.
59

 Such policies pursued by firms conceal the surveillance 

potential of loyalty cards. This potential is more considerable and useful for 

firms other than the aim of satisfying consumers. 

It can be useful to point out clearly how surveillance mechanism works 

in the stores in order to make clear the structure and functioning of loyalty 

cards and the relation between consumers and the firms. The monitoring 

process starts with filling out the membership form of the loyalty card; each 

firm has its own application form and determines the content of it. They want 

their customers to give necessary personal information. There are common 

points in the forms of all firms: Membership forms of Praktiker (Appendix 

B.1), Migros (Appendix B.2), Money Card (Appendix B.4), CarrefourSA 

(Appendix B.5), Beğendik (Appendix B.6), and Öğütler (Appendix B.7) ask 

questions to the customer about his/her name, sex, address, phone number, 

marital status, occupation, and income. Besides, through the form, companies 

also aim to get information about whether the customer has his/her own house 

or car. In addition, hobbies and preferences are aimed to be learned via the 

application form; for instance, Praktiker (Appendix B.1) and CarrefourSA 

(Appendix B.5) ask their customers which fields (bathroom, garden, 

construction materials, electronics, decoration, etc.) they are interested in. 

Here, one can ask why the firms concern on my house or car or my interests. 

The answer lies on the fact that firms aim and want to get all information about 
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their customers in order to form customer databases. By this way, firms can 

classify their customers in various segments, such as those having their own 

houses, those with an income above a certain limit, and those interested in 

electronics. Firms, accordingly, follow differentiated policies, specific 

promotions, and targeted advertisements to various segments of customers. 

This case is going to be discussed and analyzed more in the following pages 

under the heading of the „manipulation of consumers‟. 

All these data filled out by customers are recorded by officials of the 

firms in their computer systems. Every new membership form filled out by 

customers is registered to the database system in a single or in a few days.
60

 By 

this way, all current personal data of every customer who have the club card of 

the firm can be seen in a few seconds. The managers can easily learn how 

many married customers they have, how many customers with children they 

have, how many customers of them have high incomes to buy expensive 

products, and so on. In addition, firms can also get information on the fact that 

which branch offices of the related firm have more customers and that which 

stores sell certain products more; for example, which stores sell mostly 

vegetables, or cosmetics, or electronics, or luxury goods can be learned by 

managers. 

Furthermore, although these data are necessary, they are not enough for 

the firm to monitor and analyze the needs, preferences, and habits of the 

customers. In order to maintain this, firms need to track all daily and periodic 

expenditures of customers. While the first stage of the surveillance of 

consumers is the membership form of loyalty clubs, the second one is the use 

of these cards in counters. In order for firms to monitor consumers, loyalty 

cards have to be scanned by the reader equipped in the counter. When the 
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customer comes to the counter to pay the price of the items he/she buys, first 

he/she gives his/her loyalty card to the cashier, then the products inside the 

shopping basket. 

Abovementioned customer information maintained in the commercial 

field can be classified under four types of data: geographics, demographics, 

psychographics, and consumer behavior (Goss, 2002:174). Geographics 

include region, market area, address, and population density; demographics 

include age, sex, income, occupation, education, and housing status; 

psychographics include social class, and lifestyles; and, finally, consumer 

behavior include usage rate, loyalty, and attitude to specific products. All these 

data take place in databases of the firms. 

Through analyzing these data, managers of the firms can identify the 

customers and track their personal and transactional data. Not only amount of 

their expenditures, but also all products they buy exist in the system. Hence, 

the managers can monitor data of customers, such as name and address of 

customers, their frequency of shopping, their amount of expenditures daily, 

monthly or annual, which stores they frequently do shopping, all the products 

bought by them, certain items and brands preferred by the customer, and so on. 

By this way, each firm has formed its own database in which their customers 

and customers‟ data are stored and processed. Every time the customer uses 

his/her card while shopping, new information related to the customer are added 

to the database. 

During my interviews, I have witnessed and examined roughly the 

customer database of Öğütler.
61

 When a name or membership number of a 

customer is typed up in the system, personal information and all transactional 

data of the customer are watched in every detail. All products he/she has 
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bought in a specific day and during a period can be seen on the computer 

screen of the manager. Another feature of Öğütler card is that not only 

managers but also the customer can also watch his/her transactions via the 

website of the firm
62

 through entering his/her customer number and password 

given by the firm. Other firms do not have such an application; they only see 

data of their customers themselves as a form of centralized data storage and 

processing. In the case of Öğütler, the question of whether the third parties 

such as hackers can get the database of the firm stored in the Internet remains 

unanswered. Firms, whether shared with customers or not, collect and store 

personal and transactional data of their customers only if they use loyalty cards 

while paying the price of the purchase. 

However, what happens if the customer does not use his/her card while 

paying the price of the shopping basket? The answer is simple: no data 

concerning the customer can be gathered. Only data achieved are the amounts 

and types of products sold during the working period. This is a problem for the 

firms because they want more data in order to rationalize their activities. 

Therefore, they intend to make their customers use their cards constantly. To 

achieve this, they seduce customers through providing economic benefits such 

as discounts and promotions. 

The most common tool is the dual-pricing strategy. All firms I 

researched (Migros, Koçtaş, CarrefourSA, Beğendik, Öğütler, Praktiker) have 

dual prices in certain items. Dual pricing is in practice in all stores having 

loyalty clubs without exception. Daily or weekly discounts are applied to 

different products. By this way, people regard loyalty cards as useful and 

profitable for their budget. Because different items are in discount in different 

days, customers are forced psychologically to use the card in their every 
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shopping. In addition, firms give much significance to this policy which results 

in the being a member of the loyalty club and in the use of the cards regularly. 

Unlike other supermarkets, Praktiker carries out differentiated prices 

not only among those who have the card and those who have not, but also 

among existing card users through considering their amounts of spending. A 

new member of the Praktiker card has a Classic card. When his/her annual 

expenditure has reached 4.000 TL, his/her card turns into a Gold card; when 

exceeds 10.000 TL, the card becomes a Platinum card. Every new card has 

more advantages than the previous one. Likewise, Gold-card users obtain more 

discounts than those having Classic card, and higher rate of discount is 

provided to the Platinum-card users than to the Gold-card users.
63

 This means 

that the more you spend, the less you pay than the other customers. 

Furthermore, obtaining points after every shopping is another practice 

pursued by firms. Customers, only if they use their loyalty cards, get points 

determined according to the amount of their purchases. These points are used 

as money stored inside the loyalty cards; when points reach to a certain 

amount, the customer can buy products with their points. Points used by 

customers mean free-of-charge shopping. 

All firms I have researched provide this benefit to their customers. 

Customers of Migros, for example, get points through their expenditures which 

are called as “Paropuan”. The customer can spend his/her Paropuan whether in 

Migros or in other firms of Paro program as Opet, Ford, Burger King, Koçtaş, 

etc. whenever and wherever he/she wants. It is seen that customers regularly 

control the amount of their points and spend them from time to time.
64

 

Although there is a free-of-charge shopping in the eyes of customers, firms do 
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not regard this case as a sale free of charge. Moreover, managers regard points 

as new sales. They think that “giving 5% of the purchase as a point to the 

customer means selling this amount of several products to this customer”
65

. 

Thus, this does not lead to a loss for the firms. In contrast, it results in not only 

the maintenance and enforcement of loyalty between the customer and the 

firm, and but also the selling of more products. There occur more sales because 

whether or not the customer needs to buy anything, he/she does shopping in 

order to spend his/her points rather than spending the money inside his/her 

pocket. 

Another notable feature of the loyalty cards is that consumers give 

written or implicit consent to the surveillance of their transactions. Such a 

statement may be considered incorrect or unbelievable at first sight. One can 

ask why a person gives consent for being the subject to surveillance. However, 

the fact is not simple as such. 

All firms use printed membership form to be filled out by the customers 

in order to get and benefit from the loyalty card. When the customer signs the 

form, he/she accepts all the statements and conditions written on the form. 

Moreover, there is not a possibility to reject the terms of the form. It is a pre-

acceptance without any way of rejection or challenge. It is accepted by the 

customers that firms can monitor and process the transactions of him/her. 

In the membership form of Praktiker card, it is written that “I give 

permission that content of my shopping can be watched by Praktiker” 

(Appendix B.1). And the customer is wanted to sign this form without 

rejection. Likewise, in the membership form of all Paro program companies, 

there is a part with a title of “Declaration of Membership and Consent”. 

According to the terms written under this title, the customer accepts their 
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personal data to be collected, processed, and shared with other firms of the 

Paro program (Appendix B.3). For example, if you have the Migros club card, 

it means that you are also the member of the Paro program; thus, your personal 

data, your transactions, and analysis of your shopping details are shared with 

firms in the Paro program such as Koçtaş, Arçelik, Aygaz, and Sarar.  

Furthermore, CarrefourSA is another firm that gets permission and 

consent of their customers in the collection and storage of their data. According 

to a sentence on the membership form, the customer gives permission that 

CarrefourSA can share all his/her personal information with other people 

and/or companies (Appendix B.5). The similar case is seen in the membership 

forms of Money Card (Appendix B.4) and Praktiker (Appendix B.1). The 

critical point, here, is that the customer has no option to reject the case of being 

monitored. In the abovementioned three forms, the firms do not ask whether 

the customer accept the surveillance or not with a „yes-no‟ question; but they, 

in a manner, force customers to be the subject of the continuous surveillance. 

The rejection of being monitored means the rejection of using the loyalty card 

of the firm. 

The customer has two options while filling out the form: whether he/she 

signs the form and accepts the terms which result in customer‟s being 

monitored or he/she does not sign the form and does not get the card. In this 

case of a choice, in order to achieve economic benefits of the cards and through 

considering their budgets, consumers tend to sign the membership form and 

make their data be monitored, stored, and processed without questioning the 

functioning and characteristics of the loyalty card. 

As mentioned by Van den Hoven and Vermaas (2007: 285), “the main 

moral principle in the area of personal data…is the principle of informed 

consent”. However, we cannot witness informed consent in getting and using 

the loyalty cards. On the contrary, here, there occurs a compulsory consent due 
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to the fact that customers do not have the chance to opt-out of being monitored 

while at the same time using the card and utilizing its benefits. To reject the 

terms and conditions of the loyalty card means to reject using the card and, 

thus, to be devoid of economic benefits as discounts. On the other hand, while 

the abovementioned firms (Migros, Praktiker, and CarrefourSA) get the 

permission of customers (however, this is not an informed consent in which 

customers are well-informed about the whole process) to collect and process 

transactional data of them, other firms (Beğendik and Öğütler) collect data of 

card users without any written information about the existence of surveillance 

capacity of their loyalty cards on their memberships forms. 

Although there is not a statement on their forms about customers‟ 

giving permission to the surveillance of their transactional data, they also 

collect, store, and analyze transactions of their customers. Every single item 

bought by the customer is recorded in database as information about him/her in 

order to be used by firms for commercial purposes as profit maximization and 

administrative purposes as efficiency and rationalization. How firms use these 

data to control and manipulate the choices and needs of consumers requires 

particular interest. 

 

 

4.2.2 MANIPULATION OF CONSUMERS 

 

One of the main processes in dataveillance by firms is the attempt of 

“sorting between customers who are worth pursuing and retaining for their 

business and others who are unprofitable to the corporation” (Lyon, 2007: 
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186). Sorting is one of the basic features of surveillance. Thus, in the 

commercial field of surveillance, firms sort their customers according to their 

several data such as income, frequency of shopping, amount of expenditure, 

and specific products bought. 

Likewise, Gandy (1993) mentions “the panoptic sort”, which points out 

the sorting of people according to their data. As mentioned by him, three stages 

are pursued in the comparison of individuals with others: identification, 

identifying individuals in their personal data; classification, involving the 

assignment of individuals to conceptual groups on the basis identifying 

information; assessment, representing a particular form of comparative 

classification (Gandy, 1993: 15-17). In applying these stages in the process of 

dataveillance, we can point out the working of the system as such: At first, data 

of customers are collected and stored in databases; by this way, personal and 

transactional data can be seen and tracked. After the collection and storage of 

consumers‟ data, firms make classifications and categorizations among 

customers through taking into account their incomes, purchases, choices, and 

so on. Besides, analyzing these data in order to compare customers with others 

is another stage of dataveillance. 

With the classification and analysis of customer data, firms have the 

necessary information to make advertisements in order to influence, persuade, 

and even seduce them. This is basically targeted advertising provided to certain 

segments of customers. In Praktiker, for instance, Classic-card users, Gold-card 

users, and Platinum-card users, which are classified according to the amount of 

their expenditures, are informed about different promotions and campaigns via 

messages and e-mail.
66

 But, the categorization and targeted advertising do not 

go beyond. That is to say, several segments of customers are not formed 

according to their choices, preferences, and consumption habit; and, thus, 
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various campaigns are not provided to such differentiated segments of 

customers. In other firms, as mentioned by the officials in interviews made 

with them, they do not categorize and classify their customers; they present 

same promotions and advertisements to all customers using loyalty cards. 

On the other hand, this surveillance system has such a technological 

structure that it gives the firms the opportunity to sort and categorize each 

customer among others and to pursue targeted advertising in accordance with 

types and content of their transactions.
67

 Some examples can be given as 

follows to clarify targeted advertising: If a customer regularly buys cosmetics, 

the firm can make a promotion on, such as, a certain brand of lipstick or 

perfume only for that customer and notify the customer via communication 

means. Likewise, if a customer generally prefers to buy a certain brand in 

shopping, the firm can notify the customer when a new item of that brand has 

been produced. 

Such examples point out the targeted advertising or promotion for 

specific segments of customers, accompanied by a tempting offer or privilege. 

This case is defined as “categorical seduction” by Lyon (2001). In addition, 

Webster (2006) terms another form of surveillance and control of segmented 

customers as “categorical exposure” in order to mention the comprehensive 

functioning of surveillance technologies and of advertising in that they give no 

chance other than to behave and live according to the conditions submitted to 

them. Thus, companies, as a power holder, provide a consuming and living 

sphere to the individuals, to the consumers, in which they are under the 

constant surveillance and control of power through technologies as loyalty 

cards and several tools as advertisements or promotions functioning to surveil, 

manipulate, and control the individuals. 
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Policies as discounts, promotions, lottery drawings, and advertisements 

clarify the fact that consumer data are increasingly “…valued and sought as a 

means of creating customers for products” (Lyon, 2004a: 140). In order to sell 

their products, firms intend to manipulate and seduce customers concerning 

their choices, preferences, needs, and habits. Generally, people tend to buy a 

product only if they need it; however, their demand and choice of certain 

products and brands can be manipulated through advertisements, promotions, 

and discounts. For example, if a customer regularly buys biscuit rather than 

chocolate, the firm can hardly or never make the customer buy chocolate. But 

the firm can make a targeted promotion to seduce the customer that a packet of 

biscuit and a packet of chocolate can be sold combined with a special 

discounted price. In addition, the firm, through advertising, can aim and try to 

make him/her buy a certain brand of biscuit or buy biscuit more frequently via 

specific advertisements or promotions; for example, if the customer buys two 

packets, the third packet would be half-priced. Therefore, it is true that 

“advertising does not create demand…but molds it and steers it in certain 

directions that work for the benefit of producer” (Jhally, 1990: 15).  

Under the influence, manipulation, and seduction of advertising and 

other forms of persuasions, consumers do not largely make their own choices 

and take their own decisions in shopping. In most cases, real choices of 

consumers do not take place. Dickson (1974) makes a distinction between real 

choices and apparent choices. He discusses that the apparent choices of, for 

example, a car, appears in relatively unimportant items, such as shape, color, or 

texture of car seats whereas the real choices, such as price, mechanical 

reliability or ecological impact are obscured and lie outside the control and 

choice of the consumer (Dickson, 1974: 88-89). 

Similarly, the consumers, today, do not need to or do not have the 

chance to question the price and content of the product, how it is produced, or 
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whether it is ecological friendly, which comprise real choices. However, 

Dickson‟s consideration on apparent choices which are regarded as under the 

control of the consumer has changed with today‟s technological developments. 

That is to say, corporations aim to control and direct all choices and 

preferences of consumers not through, of course, coercive means, but through 

persuasion, influence, and seduction achieved especially via advertising and 

promotions by firms. 

According to these issues, it can be claimed that consumption which is 

dealt with consumer is not determined and shaped by solely the consumer 

himself/herself. But, as stated by Marx (1971), production produces not only 

the object and the manner of consumption, but also the desire for consumption. 

And corporations carry out surveillance technologies and other following 

policies, mentioned above, in order to control, direct, and manipulate their 

choices, needs, and desire for consumption. 

These all abovementioned considerations present us Marcuse‟s (2002) 

“one-dimensional man” in the contemporary society, whose behaviors and 

actions are manipulated, directed, and controlled by power, and who choice 

and consume only that which is given to him/her. In Marcuse, one-dimensional 

man lost the ability to dissent those provided by power and to control his/her 

own decisions and actions. One-dimensional man, within the framework of this 

study, has come into being through effective and comprehensive functioning of 

surveillance and control technologies. 

Regardless of the fact that they really need to buy a certain product, 

consumers are influenced and manipulated to do shopping through several 

advertisements, discounts, and promotions applied by the firms. For example, 

if a certain product or a certain brand of a product in the supermarket is rarely 

bought, the firm has the power and tool to analyze the database of their loyalty-

card users and identify the customers who would potentially be the consumer 
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of that product through monitoring their transactions. Additionally, the firm 

can carry out targeted advertisements to the related customers to make them 

buy the product; or, the firm can make a promotion specific to those customers, 

such as a special discount or another product, which is frequently bought by 

those customers, attached to the given product. 

In the light of these and some other examples, we can clearly declare 

that consumers are manipulated and controlled by corporations through using 

the abovementioned technologies and techniques. Thus, most of the 

corporations, today, utilize surveillance technologies as chip-embedded smart 

cards and perform several techniques influencing and manipulating the choices 

and needs of consumers in order to realize their capitalist endeavors and to 

enhance their power. They aim and try to make consumers desire things which 

they do not really need; these are the false needs due to the fact that they are 

mainly the needs of capitalism rather than consumers (Marcuse, 2002). Unlike 

this reality in capitalism, consumers‟ free choices and real needs do not take 

place because their choices, needs, and living patterns are formed by those 

provided and presented to them by power holders. 

One has to or is forced to define and satisfy his/her needs through the 

products presented on shelves; but, he/she has no power and chance to get full, 

complete, information about products. As discussed by Jhally (1990: 24), other 

than the complete information which involve information about how goods 

were made and who produced them, consumers get information about the uses 

of products. 

Consumers give their decisions on shopping and on buying products 

through taking the information into consideration provided by corporations via 

advertisements. Furthermore, corporations do not see general advertisements 

addressing all consumers sufficient in persuasion of consumers; they also carry 

out targeted advertising and promotions, as mentioned above, to direct specific 
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customers of supermarkets toward specific products and to manipulate their 

needs and choices. 

 

 

4.3 THE COMMODIFICATION OF PERSONAL DATA 

 

Another issue that has to be considered in the discussion of loyalty 

cards of firms and the analysis of dataveillance is the commodification of 

personal data. While talking about commodification, the issue which comes 

into consideration at first is the selling of data from one firm to another firm. 

However, there is not a company only dealing with the storage and processing 

of personal data in the market. This statement is not valid in the cyberspace, on 

the other hand. The Internet gives companies more opportunity to watch 

internet users. This should not be reduced to merely e-commerce. “The growth 

of electronic commerce … introduces cybersurveillance” (Lyon, 2001: 145); 

the increase and comprehensive spread of cybersurveillance over all internet 

users result from computer technologies, such as cookies. While some 

technologies as spyware and phishing work to steal personal information of 

individuals such as credit card numbers, cookies generally function to collect 

surfing habits of the individual though there are also cookies that aim to get 

personal data.  

When the internet user visits a website, a cookie is sent to his/her 

computer‟s hard disk by the website. Cookies located in one‟s computer store 

information about surfing habits, such as which websites he/she visits and how 

often he/she visits, and send these data to the related company; thus, they give 
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extensive tracking capacity to companies in the cyberspace. Through cookies, 

websites can collect data on individual‟s actions, preferences, likes, dislikes, 

and needs. Some websites declare their privacy policies and inform the internet 

users and visitors about cookies and about information they collect. For 

example, Yahoo and Google announce in their web pages under the title of 

“privacy policy” that they transmit cookies to the user‟s computer so they track 

the websites visited by him/her, and that they do not share his/her personal data 

with the third parties or sell to them.
68

 In addition, Yahoo, for instance, gives 

chance to their visitors to opt-out in order to get rid of being tracked. When the 

internet user downloads “opt-out” cookie, located on the page of Yahoo
69

, to 

his/her computer, the tracking activity stops. 

Other than these companies, there are also other companies only 

dealing with the tracking of individuals in cyberspace as a commercial activity. 

zBubbles, for instance, is a program that works for Alexa, a subsidiary of 

Amazon. This program, like other similar programs, “offers shopping advice 

and simultaneously collects data about the computer-user‟s files and surfing 

habits to send back to profiling and marketing companies” (Lyon, 2004b: 179). 

As for other major internet companies, Doubleclick
70

 collects surfing data from 

6400 locations in the Internet; likewise, Engage has detailed surfing profiles on 

more than 30 million individuals in its database (Lyon, 2001: 145). Such 

companies, through using particularly cookies, track individuals in the 

cyberspace, their surfing habits, thus, their hobbies, likes, preferences, and 

needs, in order to make them be under the control and manipulation of 

companies. 
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In regard to the firms having loyalty clubs, which are considered above, 

along with the fact that they establish databases through monitoring their 

customers via loyalty cards, they declare they do not sell or share customers‟ 

personal information with other companies. All personal and transactional data 

of customers are stored and processed in the database of the firm, as mentioned 

by officials of the firms researched
71

. However, Paro program, which comprise 

loyalty cards of Migros, Arçelik, Nokia, Ford, etc. has a different structure. All 

data about a customer of one company, say, Migros, are shared with other Paro 

companies in the system. For example, Ford can get information about and 

monitor those who buy car accessories in Koçtaş or Migros watch data of the 

customers of such as Arçelik, Nokia, and Burger King. In the membership 

form of Migros club card, customers give an automatic permission for their 

personal data to be shared with other Paro companies when they sign the form 

in order to get and utilize loyalty card of Migros. Beside such consent, Migros, 

like other companies in the Paro program, also gets the consent of the card user 

to share his/her data with third parties without disclosing the name of the 

customer, according to the terms of “the declaration of membership and 

consent” (Appendix B.3). 

In addition to such a commodification of personal data, another form of 

commodification takes place when the customers buy something. As 

mentioned by Van den Hoven and Vermaas (2007: 286), “every time they 

come to the counter to buy something, they also sell something, namely, 

information about their purchase or transaction”, which is called as 

transactional data. To exemplify this case, it can be mentioned that loyalty card 

of the firm is the tool through which and the area in which a form of trade 

between the customer as a producer of data and the firm as a consumer takes 

place.  
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In order to talk about a commodity, as Marx (1971) takes into account 

production, consumption, distribution, and exchange as the stages of the 

process, the stages of production, consumption, and exchange can be regarded 

as the stages of the commodification of data. Personal data are produced by the 

individual, which are produced throughout his/her living period and are 

composed of likes, dislikes, needs, choices, habits, consumption patterns, and 

lifestyles of him/her. In addition, his/her data are not stable, but they change or 

become different day by day together with the changes in the life of the 

individual. On the other hand, the consumer of personal data of customers is 

the companies that monitor, collect, and store those data. In the consumption 

process, companies consume these inexhaustible products. They are 

inexhaustible because after every use of customer data, such as reducing the 

price of specific items sold in the supermarket, the data do not lessen or lose its 

value and usage. 

In Marx, commodity fetishism is related to exchange value. He did not 

discuss mystification in the use value, but in the exchange value. This is 

because people do not get complete information behind the commodity; for 

example, who produces it, what rights are given to the workers, under which 

conditions they work, where and how it is produced, and whether there is an 

exploitation in the production process are not largely and completely known by 

consumers. However, in the case of dataveillance via loyalty cards, the use 

value of the commodity becomes mystified; the companies do not declare for 

what purposes the consumer data are used other than the declared purpose of 

efficiency. Here, the meaning of the collection of personal data in the hand and 

in the use of companies is not obvious for consumers to comprehend. 

The use of personal data which comes into consideration at first and 

also mentioned by managers of the companies is the efficiency and the 

satisfaction of consumers. Therefore, customers expect from companies to 
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provide better services, to alter their policies according to the demand of 

customers, to submit more products, and so on. However, behind the discourse 

of efficiency, there occurs monitoring, persuasion, control, and manipulation of 

consumers according to the desire and goal of the companies and, thus, 

according to the will of power. This is not declared by firms as such; on the 

other hand, consumers are expected to believe that the collection of their data is 

for their benefit and is for the betterment of services provided. 

The third stage in the commodity of data, as mentioned above, is the 

exchange process. Customers, while buying any single item, sell information 

on their purchases. Here, the question is what the amount paid for the sale of 

personal data is, or, say, what the price of personal data is. The price is 

sometimes a specific amount of discount in the item bought in the market, 

sometimes a lottery drawing got through the amount of purchase, or sometimes 

a gift attached to the item bought. To be more clear and in short, customers sell 

their personal data to firms in the exchange of some economic benefits such as 

a rebate or some other promotions. They see no harm in selling their 

information via loyalty cards in the payment for a discount in their 

expenditures.  

Most people do not regard these cards as a surveillance mechanism, but 

as a discount card
72

, and do not wonder about and question their inner 

functioning behind the functioning of reducing the price of items. Besides, they 

do not, mostly, need to or waste time to scrutinize and oppose the conditions of 

the membership forms of the loyalty cards, through which they give consent to 

the collection, storage, and process of their personal data. This is because the 

permission is given by the customer whether through a short sentence as in the 

case of Praktiker (Appendix B.1), or through long sentences and items as in the 

forms of Paro club cards (Appendix B.3), or through a sentence in small letters 
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as seen in the forms of Money Card (Appendix B.4) and CarrefourSA 

(Appendix B.5), or through implied consent which is not written down in the 

form signed by the customer as in the case of other firms (Beğendik and 

Öğütler). Two alternative actions of a customer have come into consideration 

whether to use loyalty card in the payment, and to benefit from its advantages, 

and, thus, to sell his/her personal information, or to get rid of using the card 

and of being monitored in order to protect his/her information. 

Through the commodification of data, individuals are included to the 

system of surveillance in that they have become the subject to surveillance just 

through using loyalty cards in their purchases. Companies make them use these 

cards continuously in their every shopping and sell their personal data not 

through coercive means, but through persuasion and seduction via economic 

benefits. This is to reduce uncertainty and maintain rationality, in which 

everything is seen and predictable, in the contemporary society. 

Both visual surveillance under the name of security and dataveillance in 

the commercial field, particularly, are tools in the hands of power for its goals. 

Power holders, through using these means, want all individuals to be under 

their constant gaze and control. In addition, they attempt to make them be 

obedient citizens in accordance with the existing social order and the dominant 

ideology. In order to clarify this issue, structures in the legitimization of 

surveillance and the ideological functioning of surveillance and control are 

going to be discussed in the following chapter on basis of the cases pointed out 

and analyzed in this chapter and in the preceding chapter. 
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CHAPTER 5 

SURVEILLANCE AND CONTROL AS A CULTURE 

 

 

In the light of the cases analyzed in the previous two chapters, it can 

clearly be stated that in all domains of life we are monitored and controlled 

through several surveillance technologies. Tracking of employees, CCTV 

surveillance in stores, malls, buildings, and streets, biometric surveillance, and 

monitoring of consumers in the commercial field are some forms of 

surveillance and control in today‟s society. Managers monitor their employees 

and workers, school authorities their students, parents their children, police 

department the citizens on the streets, corporations their customers, and, to sum 

up, power holders the individuals in the society. These fields of surveillance 

have been achieved whether through visual surveillance as CCTV monitoring 

over the workplaces and streets, or through biometrics, or through chip-

embedded smart cards. 

The answer of why surveillance is carried out by institutions is the goal 

of seeing everything in the society and of controlling people in accordance with 

the well-being and effective functioning of dominant ideology, of capitalism. 

States, in order to increase their power, use the discourse of security, as 

discussed in the chapter three. Besides, private corporations, as analyzed in the 

chapter four, in order to increase their profits and their corporate powers, 
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benefits from the discourse of consumer satisfaction and manipulate 

consumers. It is the fact that security is the most successful discourse in the 

legitimization of surveillance and control. In addition to and more important 

than the discourses of security and consumer satisfaction, the surveillance 

mechanisms are put into effect to surveil and control people for the benefit of 

power. 

That is to say, the aim is to make all people be obedient citizens or be 

“docile bodies”. In particular, the „good‟ worker, the „good‟ student, the loyal 

consumer, and the obedient citizen are the goals of power, which are achieved 

not through coercive means, but through persuasion, seduction and exposure 

via surveillance and control technologies. Thus, these technologies “…are 

employed, not to enrich human life, but to maintain the state‟s surveillance and 

control of its slave citizens” (Staigler quoted in Murphie and Potts, 2003: 106). 

They are slaves not, of course, physically, but through being obedient to the 

dominant ideology and the all-encompassing functioning of power; they 

consume, behave, and live according to the criteria presented to them by power 

holders, whether government agencies or private corporations. 

People live in such a circumstance where there is little or no objection 

to the tracking activities in everyday life; in contrast, they prefer utilizing the 

benefits provided to them rather than challenging and questioning the existence 

and widespread functioning of surveillance and control technologies. It is 

basically the target of power holders that they aim to make surveillance and 

control be regarded as the usual, necessary, and beneficial components of 

contemporary societies. This is because of the fact that people do not challenge 

the conditions and elements which are embedded in their private lives and in 

the social life. 

Accordingly, surveillance is required to be legitimized in order to 

eliminate potential challenges and oppositions. It is possible to achieve this in 
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today‟s society because surveillance and control have seen in the lives of 

people since their childhoods. That is to say, „ideological state apparatuses‟ 

(Althusser, 2002) such as the family and the school are influential in the 

becoming of surveillance and control usual and natural notions in the social 

life. Not only in the childhood, but also in all other spheres of life, people are 

subject to surveillance by several institutions that function ideologically 

according to the will of power. 

Furthermore, popular culture is another field in the legitimization of 

surveillance. Through TV programs, movies, and even computer games, 

surveillance enters into the lives of people as a common issue or as an 

advantageous and necessary notion. These all bring us the fact of ideological 

functioning of surveillance and control. Through monitoring individuals and 

their actions and lifestyles, power aims to reduce uncertainty and eliminate 

risks, thus, to maintain rationality in which everything can be predictable. 

Power needs compliant individuals in order to achieve its goal. However, as 

mentioned by Foucault (1980), there is resistance if there is suppression; thus, 

challenges are always possible where the individual exists. 

According to the abovementioned issues, in this chapter, it is going to 

be analyzed the ideological functioning of surveillance and control after 

discussing the ideological state apparatuses concerning surveillance and control 

and the concept of surveillance in popular culture as sources in the 

legitimization of surveillance. Finally, resistance to, opposing movements 

against, surveillance and control are going to be dealt with in order to point out 

the efforts and attempts of escape from being monitored. 

Under these headings in this chapter, I want to discuss the ideology 

behind the notion and practice of surveillance mentioned in the previous 

chapters. This discussion places on the ground of studies analyzed in the third 

and fourth chapters. Main discussion points are how surveillance and control 
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become embedded notions of the human life and the social life and how 

rationalization, social control, and domination are provided and strengthened 

via technologies and practices of surveillance. 

 

 

5.1 STRUCTURES PROMOTING SURVEILLANCE AND 

CONTROL: LIFE CONTINUOUSLY UNDER GAZE 

 

Althusser (2002) makes a distinction between state apparatuses and 

ideological state apparatuses, both of which work for the well-being of the 

social order and for the sake of power. While goals of both apparatuses are 

similar in that they aim to strengthen the bonds between people and power 

according to the will of power, ideological state apparatuses differ from state 

apparatuses in their functioning. The former function ideologically whereas the 

latter uses coercive means in the practice of controlling and recruiting people. 

State apparatuses which function to monitor and control people are, for 

example, army, police, courts, and prisons. They use several coercive means 

that are based on laws made by the legislative or regulations and instructions 

executed by the government and bureaucracy. People under their authority 

have to obey the rules and regulations of these institutions. Censor and 

sentence are two of the coercive measures pursued by these institutions. 

Besides, as analyzed by Foucault (1977) in his study on Bentham‟s Panopticon, 

confinement is another tool in disciplining and training the individuals and 

masses. Not only the prison, according to Foucault, but also the army, the 

factory, the school, and the mental hospital attempt to discipline and reform the 
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inhabitants of these institutions through confinement. The Panopticon, 

according to him, “…serves to reform prisoners, but also to treat patients, to 

instruct schoolchildren, to confine the insane, to supervise workers, to put 

beggars and idlers to work” (Foucault, 1977: 205). Here, Foucault‟s 

consideration on the Panopticon involves soul-training; that is to say, fields of 

Panopticon instill the feeling of being continuously monitored into the 

conscious of individuals who are subject to confinement, and, accordingly, 

people under constant gaze by the guards or other authorities have to control 

their actions and behaviors due to the eye watching them at any time.  

The turning point in this issue is that Foucault‟s notions of confinement 

and disciplinary measures, which work coercively, have left their places to the 

notion of “continuous control” and “instant communication”, which are 

suggested by Deleuze (1990), in monitoring and training people without any 

physical enclosure. Other than the institutions of confinement in Foucault and 

the state apparatuses in Althusser, there are also institutions, which function 

ideologically and attempt to surveil and control people in all fields of life 

without measures as confinement. 

Althusser‟s ideological state apparatuses are influential and determinant 

in the legitimatized and unchallenged practice of surveillance and control in the 

society. Althusser mentions the family, the school, the workplace, and the 

media as the structures which give priority to ideology in their functioning to 

control and train people in accordance with the will of power.
73

 They work to 

indoctrinate the individual and the masses with the fact that surveillance and 

control are usual issues and are necessary and beneficial in contemporary 

society. They function to make the practice of surveillance and control be 

                                                           
73

 Althusser‟s ideological state apparatuses are not, of course, limited with these institutions. 

He discussed these apparatuses in the fields of religion, education, family, political parties, 

unions, communication as TV, and culture as art (Althusser, 2002: 33-34). Certain structures, 

but not all, are taken into account in this study to analyze surveillance and control in the social 

life. 
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acceptable, desirable, and unchallengeable in the social life. Thus, it can be 

claimed that these institutions are affective in the legitimization of surveillance 

and control. Besides these mentioned institutions, other structures that have to 

be taken into account in this context are in the commercial field, the mall and 

the supermarket; they have a role and an effect in the placement of surveillance 

and control into the daily lives of people. 

In the light of the discourse that people rarely or never challenge or 

oppose the circumstances and the elements in which they grow and live, 

surveillance and control are aimed to exist and function in every part of their 

lives. It has to be stated that the practices of monitoring and control are not 

recent issues and are not peculiar to the current society. Throughout the history, 

children grow under the control of their parents and the school; furthermore, 

people are subject to prohibitions and punishments of legislations, religions, 

traditions under the name of being a good child, good person, and good citizen. 

What is at stake in contemporary society is that surveillance and control are 

technology-laden and are less visible and not coercive. 

Children, today, for example, grow in an environment surrounded by 

surveillance cameras. Thousands of cameras begin to watch them when they 

leave their houses. Not only streets, but also parks, metro stations, airports, 

malls, and inside and outside of buildings and stores are places where children, 

like every person, face with and are subject to cameras and eyes behind these 

cameras. On the other hand, technological surroundings concerning 

surveillance and control around children are not limited with cameras. 

One of the most significant structures benefitting from other 

surveillance technologies in the formation of the culture of surveillance and 

control is the family. “Massive socialization begins at home and arrests the 

development of consciousness and conscience” (Marcuse, 2002: 250). There 

occurs less or no way for children to question the life and conditions in which 
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they grow. Parents, in order to control and train their children, always want 

them to be under their gaze. In this wise, new technologies give them the 

chance to watch their children even at a distance. To put it differently, children 

are subject to parental surveillance via new technologies, which are called as 

“electronic leashes” by Gary Marx (2005). “There are locational technologies 

that use GPS (Global Positioning Systems) and GIS (Geographic Information 

Systems) in conjunction with wireless telephony providing much more 

powerful potential” (Lyon, 2003: 17) for the use of parents. Through such 

electronic leashes, parents have got the means of checking where their children 

are. 

Parents do not only have the tools to monitor physically their kids, but 

also have tools to track transactions, consumer behaviors, and preferences of 

them. This issue can be exemplified through the smart card used at METU 

College. As explained by Şahin, all students at the College use the cards given 

to them by the school in their payments in the canteen and cafeteria. All 

purchases made by them are recorded in databases and shared with their 

parents. In this manner, parents have got the chance to get information on their 

kids‟ expenditures and, thus, consumption patterns. Thus, they can control and 

train their children, according to their own criteria. 

Surveillance that children face with is not limited with the experiences 

of cameras surrounding them and electronic leashes in the hands of their 

parents; the school is another structure in the practice of surveillance and 

control. School is the apparatus which indoctrinates the students with 

functioning of dominant ideology, of power, under the discourse of being good 

student and good citizen. In the light of such an Althusserian consideration, it 

can be mentioned that surveillance and control in schools function both 

materially through compulsory RFID tags and smart cards monitoring students, 



105 

 

and ideologically through the indoctrination of the thought that surveillance 

and control are common and ordinary issues in human life. 

Becoming an adult or graduating from the university or lesser degrees 

leads to another institution‟s entering into the life of the individual. Whether in 

a factory or in an office, he/she cannot escape from managerial control. The 

managers tend to use several measures, such as face-to-face control, which 

decreases due to new technologies, cameras, and software programs tracking 

web surfing and e-mail traffic of the employee. Besides, smart cards are 

another device to monitor his/her actions, activities, as well as his/her 

expenditures, as in the case of smart cards at METU, which are used by all 

employees within the boundaries of the campus. 

Apart from the family, the school, and the workplace, there is another 

structure which exists in every period of human life, similar to surveillance 

cameras in every field of social life: the media. The media function to 

legitimize the widespread existence of surveillance technologies in all spheres 

of life through their news and programs, as stated in the third chapter within 

the context of MOBESE cameras in Turkey. Almost all Turkish TV channels, 

after a terrorist attack, for example, broadcast the records of cameras or declare 

that the criminals are going to be identified after analyzing the MOBESE 

records in order to imply that street-surveillance cameras are very effective and 

notable policing tool in the struggle against crime. 

In this manner, it can be declared that the media are the place of the 

manifestations of power. They function ideologically according to the will of 

power. Surveillance and control technologies are presented as necessary and 

beneficial through the broadcastings of television. After almost every crime, 

such as robbery, mugging, or terrorist attack committed in a store or in a public 

place, images and records of cameras are broadcasted via televisions and also 

the Internet to the masses so that people would think there are all-seeing eyes 
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watching us anywhere and anytime. Such broadcastings function to make 

people think that surveillance devices are everywhere, perform continuously, 

and capture every single item.  Thus, besides their function of monitoring and 

detecting criminals in order to maintain security and promote public safety, 

surveillance cameras‟ “social ordering strategy” (Coleman, 2004) is also 

influential and important. Power, through the abovementioned ideological 

functioning of the media, makes people control their actions and behaviors 

owing to the idea and feeling of potentailly being monitored constantly by all-

seeing eyes located everywhere in order to form compliant individuals in 

harmonious with the will of power. 

The mass media, namely television channels, newspapers, and the 

Internet-based media, present to the public “…the centralized formation of 

opinions and styles of behavior” (Williams, 2005: 4). Television, through its 

broadcastings, has an effect in the adjustment and even in the manipulation of 

behaviors and opinions of the masses and, thus, in the legitimization of 

surveillance technologies. While surveillance is a tool to control individuals 

and the masses in the hands of power according to its will, ideological 

functioning of television inculcates to the viewers the thought that surveillance 

is necessary in the struggle against crime and that surveillance works for our 

security and public safety. 

In addition to abovementioned structures, malls and supermarkets are 

one of the most notable areas which train individuals to accept the existence of 

surveillance as a common issue. This is because malls, especially, are the 

places not only of shopping, but also of entertainment, meeting, and wandering 

of people in the current society. A lot of people spend much of their time -

when they have leisure time or when they need to do shopping or when they 

just want to kill time- in these places. Several surveillance techniques have 

come into being together in these commercial areas. 
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Surveillance mechanism, here, starts with the guards, who are located at 

the entrance and in certain points of the mall and the supermarket and who are 

continuously watching individuals and are also checking their bags. 

Furthermore, cameras installed in various points of the mall are another eye on 

individuals. Moreover, supermarkets, whether inside or outside a mall, have 

another monitoring tool, the loyalty cards, monitoring all transactions of 

individuals using the cards. People do not see any harm in the existence of such 

tools against their private life, personal information, and privacy; on the 

contrary, they continue living under the surveillance of them without any 

challenge or objection, and they get used to these surveillance technologies 

whether under the name of privacy or of consumer satisfaction. 

After abovementioned analysis of the role of structures functioning 

ideologically according to the will and benefit of power, it is useful to discuss 

the role and function of popular culture in the legitimization of surveillance. 

This is because of the fact that it implies the advantages and benefits of 

surveillance and control to the masses and that it has a considerable effect in 

“controlling individual consciousness” (Held, 2007). 

 

 

5.2 SURVEILLANCE IN POPULAR CULTURE 

 

Popular culture, through movies, TV shows, series, and even games, 

leads to the emergence of individuals who are subject to the indoctrinations of 

dominant ideology, of power; this is because popular culture introduces 

standardization and pseudo-individuation to human life (Horkheimer and 
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Adorno, 1996). To clarify, products of popular culture present us standardized 

forms of opinions and lifestyles which are imposed according to the will of 

power. As also pointed out by Marcuse (2002: 52-53), “a rising standard of 

living is the almost unavoidable by-product of the politically manipulated 

industrial [or, say, information] society”. Power wants individuals and the 

masses think, decide, and live in accordance with these standard forms. To 

concretize, in almost all TV series, for example, in Turkey, the existing social 

relations, the existing relations of production, the specified function of woman 

in the society, the superiority of social order over liberties and over challenges 

are broadcasted and presented in the same manner, in the viewpoint of 

dominant ideology. Furthermore, such indoctrinations of popular culture 

“…impede the development of autonomous, independent individuals who 

judge and decide consciously for themselves” (Held, 2007: 106). This case is 

the cause of pseudo-individuation which means that the individual is open to 

the manipulation of the popular culture, thus, of power. Besides, this is the 

individual who does not criticize, challenge, and/or question these 

manifestations of power which function to create obedient people.  

In addition to such outcomes of popular culture, it also has an effect and 

function in the “production of consent” (Hall et al, 1978). In order to get the 

consent of the masses, fields of popular culture function ideologically in the 

legitimization of surveillance technologies. In movies, TV shows, and series, 

several surveillance techniques are used in order to present that these 

techniques are usual issues in the current society and that people can 

potentially be tracked at anytime and anywhere. Mathiesen (2006), in this 

issue, points out another notion in the discussion of panopticism concerning the 

media: synopticism. While panoptical surveillance means that the few watch 

the many, synopticism means that the many watch the few. He mentions that 

the media have this synoptical structure through which manifestations of the 

few, of power, are reached to the many. In this context, reality TV shows are 
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one example where synopticism is witnessed. The masses watch behaviors and 

even personalities of one or more individuals. Thus, as declared by Mathiesen, 

we live in “the viewer society” where the many see the few. Mathiesen takes 

into account the complementary relation between the media and the 

surveillance technologies; he sees the functioning of the synoptical 

surveillance, of the programs via the media as “means or potential means of 

power in society” (Mathiesen, 2006: 48). 

There are reality shows on the TV, the examples of the viewer society, 

which are designed on the basis of the practice of surveillance. Various formats 

of Big Brother in various countries are one of the basic examples concerning 

reality shows in which viewers watch all actions, behaviors, speeches, and, 

thus, personalities presented to them. For instance, TV shows as various Big 

Brother programs in different countries, such as “Biri Bizi Gözetliyor” in 

Turkey, portray, in a way, the relation between the mass media and the concept 

of surveillance. They all imply us that surveillance is a natural and usual 

phenomenon in the human life and in the social life, that it does not erode 

privacy as seen on the screen, and that there is no reason to question the 

existence and functioning of the surveillance practices in our actual lives. 

Similar case is also seen on TV programs, the so-called reality 

programs broadcasted during the daytime, which present private lives and 

personal problems of individuals and families. Such programs and viewers‟ 

excessive interest on them introduce that this form of surveillance is similar to 

neighbor surveillance witnessed in all societies. People, interested in the lives 

of their neighbors, accordingly, show great attention to these programs. In this 

respect, there occurs the notion of “scopophilia” (Lyon, 2006a), or, in 

particular, the voyeur gaze, which means the love of looking. What is the 

difference of today‟s scopophilia in the case of synopticism from that in 

previous times is its technology-intensive feature; the boundaries of 
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neighborhood gaze have extended so much that people can witness private 

lives of other ordinary people via the mass media.  

Besides, surveillance of crimes is another form of TV reality-shows. In 

the USA, as studied by Doyle (2006), TV formats as Crimestopper and reality 

series as Crimewatch, Crime Beat, Eye Spy, and Police! Camera! Action!, have 

considerable and affirmative effects on people‟s approach to the practice of 

such as surveillance cameras. These and other reality-shows mentioned above 

have an effect in the surveillance‟s extensive penetration into our lives in that 

people are ensured to regard surveillance as a usual and unchallengeable 

element of the current society. 

“Reality TV accustoms the audience to perpetual 

surveillance and self-surveillance and contributes to the 

installation of ideological norms within each subject. 

Knowing that everyone is potentially being observed by 

surveillance cameras and therefore taking care to monitor 

behavior so that it conforms to the norms expected in the 

normative culture represented by reality TV program 

discourse amounts to the internalization of surveillance” 

(Bignell, 2005: 136). 

 This internalization paves the way for the consent of the masses to the 

all-encompassing practice of surveillance and for its legitimization. 

People‟s giving consent to and the legitimization of surveillance is also 

tried to be maintained extensively through the movies. Movies, as one of the 

leading areas in popular culture, treat the subject of surveillance tools in the 

fight against the crime and also the subject of the surveillance as a common 

element in the society. Out of Turkish movies, Mustafa Altıoklar‟s Beyza‟nın 

Kadınları is an example using the MOBESE cameras in İstanbul. In the movie, 

the police captain watches the images of MOBESE cameras and analyzes the 

records of them in order to find the suspect. It is shown that MOBESE cameras 
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monitoring the streets of İstanbul is an effective tool against criminals and 

suspects. The presentation of cameras for security is largely seen in Hollywood 

movies. They, in this context, designate that the surveillance cameras are 

essential and beneficial devices working for the benefit, the security, of the 

people. David Fincher‟s Panic Room, for instance, is one of them. The movie 

is about a privately-owned CCTV system in a house, used by the inhabitants 

against potential criminals, such as thieves. Surveillance cameras, in the movie, 

are built in order to see every part of the house. This is a movie declaring the 

place of surveillance tools in our private lives. 

Another movie dealing with not only surveillance cameras but also 

other various surveillance technologies against criminals is Tony Scott‟s 

Enemy of the State. It does not about the private use of surveillance devices, 

but about -as understood from the name of the movie- the use of surveillance 

against a so-called enemy of the state. In the movie, the guilty -according to the 

evaluation of the authorities- are tracked through several technologies, namely, 

CCTV cameras with face recognition software, locational technologies as 

satellite monitoring, and other various tools. In addition, public surveillance 

used for the detection of criminals is also witnessed in Joel Surnow‟s and 

Robert Cochran‟s 24, a TV series. Surveillance technologies from CCTV 

cameras to mobile phone records and to satellites are presented as the tools 

beneficial for the well-being of the society. 

Paul Greengrass‟s The Bourne Ultimatum is another movie in which 

surveillance cameras and other tracking devices are tools against crimes, 

criminals and are tools in the establishment of social order in the hands of 

authorities. In the film, Jason Bourne, the suspect in the eye of watchers, is 

followed through surveillance cameras in several cities and places in these 

cities in order to find out his/her location and to get information about his/her 

actions. More broadly, the film shows that any individual can be followed 
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through surveillance cameras in public places such as train stations and even 

the streets. The current case and use of cameras are described explicitly in the 

film: Their use is mostly defined as the means of struggle against crimes, 

criminals, and suspects. In addition to such a policing measure, these 

surveillance devices also work to enhance social order and to maintain a 

society and individuals in harmonious with the existing order. Authorities 

expect people to control and adjust their acts, behaviors, and even thoughts 

while the eye of power is on them. This expectation results from the 

surveillee‟s “fear of the panopticon” (Foucault, 1977) due to his/her permanent 

visibility driven by Big Brother, that is, by power holders. Such films point out 

that authorities, more concretely, watchers, use surveillance technologies, 

particularly, cameras, to find out and track so-called suspects. Here, there 

occurs a tendency that one should not worry about these technologies unless he 

is guilty. However, the misleading point is that fear society is emerging in 

which individuals are worrying that every action of them are potentially under 

surveillance and control. This is the steps of total surveillance society which is 

depicted by Orwell. 

In regard to this issue, Steven Spielberg‟s Minority Report goes further 

than abovementioned movies. It describes a total surveillance society in which 

all people are under constant surveillance and control. And authorities want to 

control the future in addition to the current time. While potential crimes are 

foreseen by three psychics called as precogs, every current action of 

individuals is seen by authorities through, for example, iris-scanning devices. 

These devices, located everywhere such as on the subway, have the capacity to 

identify all individuals. Iris, thus, has become the ID of the individual, which 

means that one‟s escape from tracking is only possible through removing 

his/her eyes, as witnessed in the movie. In addition, as presented in the movie, 

people continue their daily lives with iris trackers all around the city as if these 

devices are natural parts of their lives; for example, they are iris-scanned for 
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identification not merely in workplaces, public transportations, or official 

buildings by biometrics-equipped cameras, but also in their own houses by 

spider robots at any time. The issues handled in this movie can be regarded as 

the signs of an Orwellian State, in which the Big Brother has a considerable 

and effective technology and power to spy on their citizens everywhere and 

every time, and to control them constantly. Here, it is implied that people feel 

themselves weak and desperate against the surveillance and against the power 

behind the surveillance structure. In the movies, surveillance system which has 

an all-seeing and all-knowing power is not only the fact of the science-fiction, 

but is also presented as the realities of our daily lives. Such and other several 

movies, TV shows, and series imply that surveillance exists in the current 

society for public safety and for the benefit of all people. Live safety through 

surrounded by cameras and live safety under the constant surveillance of 

power, in short, live “safety in prison” (Goldsmith, 2006). Besides, they also 

imply that living with surveillance devices around us is not an exceptional case 

of the human nature, but is a usual condition of the current society. 

Another form of surveillance is that the computer games provide an 

opportunity for individuals to explore and experience surveillance. One of the 

most common games is SimCity, created by Will Wright. Users of various 

formats of the game around the world have the power to design a city, in which 

everything is decided by users. They watch, control, and direct every action of 

Sims (the name of the citizens in the game). Besides, users can also design a 

house and a way of life inside the house, through which everything concerning 

the private life of game characters is watched and determined by the designer.  

In this “simulation of a surveillance-and-control society” (Lyon, 2001), users 

become surveillers rather than surveillees and they experience the fact of being 

an all-seeing eye that watches and controls everything in the society. Related 

with this issue, Lyon (2001: 52) asks a question whether there are really 

godlike operators in our lives who can control the city and people through 
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using a mouse and a keyboard. This question can be answered through 

referring extensive surveillance technologies in our lives from computers, 

surveillance cameras, and telecommunications to satellites, smart cards, and 

biometric methods. The answer, in my opinion, is that there are godlike 

watchers which tend to rationalize the social life through monitoring all our 

actions and data via these technologies in order to ensure social control and 

domination of power over the society. 

What happens finally is that the status quo is reinforced, potential 

objections and challenges are minimized, and self-control of people due to the 

fear of the all-seeing and all-knowing eye is maintained through the effective 

functioning of the products of popular culture. They “…serve to enhance 

political control and to cement mass audience to the status quo” (Held, 2007: 

88) through “controlling individual consciousness”. Through the effective 

functioning of not only popular culture but also other institutions in the social 

life, surveillance and control have introduced our lives as usual, natural, and 

routine elements of human life and of contemporary society; thus, it has 

become a culture in our lives. 

 

 

5.3 POWER AND THE IDEOLOGICAL FUNCTIONING OF 

SURVEILLANCE AND CONTROL 

 

Surveillance is performed whether by government agencies or by 

private corporations under the names of, respectively, security and consumer 

satisfaction or service improvement. While the former uses surveillance 
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cameras and biometric methods, as explained in chapter three, in order to 

maintain security, private corporations, specifically, stores, as exemplified in 

chapter four, employ smart cards to increase the satisfaction of their 

consumers. What lies beneath these goals, that is, the ideological functioning of 

surveillance and control, is the main point of discussion. As also seen in the 

aforementioned chapters, surveillance and control technologies, in the hands 

and in the service of power, have become a tool to control the individual and 

the masses.  

Power holders, in the current society, aim and endeavor to maintain 

rationality in that everything can be predictable and, thus, uncertainties and 

risks in the society can be reduced. Power wants to know “… not only what 

you are doing or saying, but also [and more significantly] what they are likely 

to do or say next” (Lyon, 2001: 56). In order to get rational decisions 

concerning the government of people, power holders need to know what is 

happening in the society, who the citizens are, what they are doing, and what 

they will potentially do. It is an essential feature of rationality for power to 

maintain or strengthen its domination over the society. 

In this sense, through using new technologies extensively in every field 

of life, technological rationality is achieved, which “…reveals its political 

character as it becomes the great vehicle of better domination” (Marcuse, 2002: 

20). Rationality, desired by power holders, ensures the reinforcement of power 

and its domination over the society. “The substance of domination is not 

dissolved by the power of technical control; on the contrary, the former can 

simply hide behind the latter” (Habermas, 1971: 61). Although this control of 

individuals and the masses serves to the increase of domination, its repressive 

character is removed from the conscious of people, especially, through the 

discourse of security. With such discourses, whether of security or of consumer 

satisfaction, comprehensive surveillance and control over society is 
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legitimized; this legitimization of the control of power leads to the 

legitimization of domination, as well. 

Although surveillance technologies in our everyday lives are the 

symbols of domination, people do not regard them as instances of the 

domination of power or as an extension of repressive character of power. 

However, they consider them as tools to live more comfortable; for example, 

surveillance cameras around us are regarded as a means for the improvement 

and the augment of their security and of public safety rather than as a means 

for power to increase its domination. To exemplify, as also discussed in the 

third chapter, TV channels, unexceptionally, broadcast the records of 

MOBESE cameras related to a crime and the speeches of officials on the 

abilities of the cameras in the post-crime period. Such cases result in the fact 

that people would see these cameras as a necessary policing measure against 

the crime. Through these cameras and other tracking tools as biometric 

methods, the state has got the power the monitor what people do, and where 

they are frequently. 

Another surveillance technique monitoring the actions of the individual, 

in the legitimization of domination, is witnessed via smart cards used in 

workplaces by employees. As explained by Elif Maviş, employees and students 

of METU are monitored via their ID cards, which also function as a smart card, 

within the boundaries of the campus; the card is used to enter the buildings 

having an electronic passing system and is used as a payment device in several 

activities within the campus. Which buildings the employee visits outside the 

working hour, how often he/she is in his/her office at weekends, which 

facilities he/she enjoys, what kind of a transactional data he/she has, in short, 

his/her actions, habits, and expenditures are tracked through this system.  
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The system is pursued to maintain the security and to better the services 

provided to the employees.
74

 Behind these discourses, there is the aim to make 

everything visible and predictable through eliminating uncertainties. 

Surveillance practices concerning not only people‟s jobs, but also their very 

personal data are legitimized under the name of security and employee 

satisfaction. What is welcomed and legitimized is not merely the existence and 

functioning of the all-seeing eye, but also its increasing power and domination 

over people. 

The other discourse used in the legitimization of surveillance and 

control and of the domination over the society is the efficiency and consumer 

satisfaction. This case witnessed in the commercial field is that private 

corporations, namely, stores, as discussed in the previous chapter, get use of 

these technologies in order to rationalize the working process and the their 

relation with customers. They do not track individuals physically as in the case 

of cameras, but track their purchases, choices, needs, and lifestyles. These data 

are very influential to learn both what people are actually doing and saying and 

what they will potentially do or say next. They are gathered, stored, and 

analyzed through loyalty cards used by consumers in shopping. 

Customers are compelled to use loyalty cards in their shopping, not 

through coercive means, but through persuasion and seduction of the benefits 

of these smart cards. Companies provide several advantages, such as discounts 

and promotions, to their customers who use these cards. In order to mostly 

benefit from these discounts and, thus, due to economic reasons, customers do 

not hesitate to use loyalty cards and to share their data with the related 

companies. They do not regard them as an infringement to their privacy, but as 

a tool bettering their budgets. However, personal data in the hands and in the 

service of corporations have become a tool of control over people. 

                                                           
74

 From the interview with Maviş, Elif 
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Because they have the information on individuals‟ very personalities, 

companies, as a power holder, can manipulate and direct the consumption 

habits and even lifestyles of them, in accordance with the benefit and will of 

power. A standardized way of consumption and lifestyle is presented to the 

individuals. It is aimed to take the individual and the masses under the control 

of power. This is not maintained through coercive means as in Orwell‟s 

dystopia, but through persuasion, seduction, and exposure, as mentioned 

previously. 

Corporations aim and attempt to use other various measures with RFID 

technology, as dealt with Albrecht and McIntyre (2006), other than loyalty 

cards, in order to rationalize the system in their workplace. One is the 

“Automated Monitoring of Activity of Shoppers in a Market” invented by 

NCR (National Cash Register Company) in December 2003. According to this 

application, 

“when an unsuspecting does lift an item from a shelf, say a 

can of corn, the system kicks into surveillance gear, timing 

precisely how many seconds the shopper holds the item 

before either putting it back on the shelf or placing it in her 

shopping basket…The invention determines whether each 

item is located in one of three positions, namely, in the 

basket, on the shelves or neither in the basket nor on the 

shelves” (Albrecht and McIntyre, 2006: 64). 

Another invention is related with RFID-tagged items used by 

consumers. It is an invented by IBM and called as “Identification and Tracking 

of Persons Using RFID-Tagged Items”. It is used to learn identities and other 

information about consumers in a particular shopping place.  

RFID readers, hidden in certain points of the store, can scan the RFID 

tags placed into or onto the object used by the consumer; accordingly, the 

system is notified about information of this consumer. Then, for example,  
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“if the person is carrying a man‟s wallet, the store 

advertisement system may be configured to advertise razor 

blades and shaving cream while the person is passing 

through a particular display device in the store” (Albrecht 

and McIntyre, 2006: 68). 

These are potential means, in addition to other aforementioned means 

as cameras and smart cards, to monitor and control people in their daily lives 

and, thus, to maintain a rationalized and managed world. The critical point, 

here, is to make these technologies and the notions of surveillance and control 

acceptable, desirable, and welcomed by the society. Due to the fact that they 

are tools in the hands of power to ensure its domination over the society, power 

holders want people to welcome these notions. Both governmental agencies 

and private corporations work hand in hand to emphasize the benefits and 

importance of monitoring and to present surveillance and control as usual and 

natural features of contemporary society, which should not be challenged. 

These result in the penetration of surveillance and control into lives of 

individual with little or no challenge. 

Another item that has to be mentioned in this matter is the attempt of 

self-control, as analyzed by Foucault (1977) in his analysis on Bentham‟s 

Panopticon. In clear, the existence of surveillance and control technologies in 

all fields of life instills the thought into the conscious of people that there might 

be someone at any moment watching over us. This feeling leads to the fact that 

people need to control and adjust their actions and behaviors “due to the fear of 

the panopticon” (Foucault, 1977). It is implied that power sees the individual at 

any time, whether while walking through a street or while doing shopping, so 

that this potentially constant visibility affect self-control of individuals. Thus, 

the major effect of surveillance and control technologies, as stated by Foucault 

(1977: 201) concerning the Panopticon, is “…to induce in the … [individual] 

… a state of conscious and permanent visibility that assures the automatic 

functioning of power”.  
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The functioning of power is strengthened through making people be in 

harmonious with the existing social order and with the dominant ideology. On 

the other hand, the inner structure of power ensuring domination over the 

society does not change. Technology, particularly, surveillance and control 

technologies, in the hands of power, are the tool in the increase and 

deployment of social control and domination over the society. Rationality, on 

the other hand, maintained through these technologies, “…protects rather than 

cancels the legitimacy of domination” (Marcuse, 2002: 162).  

What is at stake, in terms of the will of power, is not a blank 

surveillance and control over the society, but the maintenance of rationality and 

the legitimization of domination. Surveillance is aimed to function effectively 

and efficiently by power to monitor, control, and administer all spheres of life 

and all individuals in the society, in which uncertainties and risks are accepted 

as usual characteristics. Thus, the initial goal is to eliminate or, at least, 

diminish uncertainties and to make actions and behaviors of individuals visible 

and predictable in accordance with the goal of rationality.  

In this issue, all-seeing and all-knowing eye of power via surveillance 

and control technologies, from surveillance cameras to biometric devices and 

satellites to smart cards serve to power in an ideological fashion. These 

technologies and their functioning in such a manner indicate “…a rationalized, 

automated, totally managed world” (Horkheimer quoted in Held, 2007: 73), 

where domination of power is still prevailing over the society. 

The surveillance-and-control society, in which power increases its 

domination over the society via new technologies, is the society where the 

signs of the Orwellian society exist and where there occurs little or no place to 

escape from being monitored. Thus, it can be declared that technologies 

promoting surveillance and control in the current society and their widespread 
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functioning in all domains life are very effective tools of power holders for the 

sake and will of dominant ideology.  

What determines the relation between the society and power, as a 

surveillee and inspector, is not the technology itself, but the power relations 

behind it and its ideological functioning according to the will of power. Behind 

several discourses as security and service improvement, although surveillance 

technologies also function according to these goals declared by the government 

or the private corporations, they, on the other hand, mostly function to keep the 

individual and the society under control, that is, under the domination of 

power. The critical point which needs to be questioned is not the opportunities 

of new technologies improving the living conditions of people, but the 

problems serving to the power through confining people in the disguise of 

freedom. 

 

 

5.4 RESISTANCE TO SURVEILLANCE 

 

As analyzed up to now, it can concluded that surveillance and control 

have so penetrated into our lives and conscious that it is mostly conceived we 

have no choice but to adopt it. Power aims to continue and reinforce its power 

and domination over the society through keeping people under constant 

surveillance and control in all fields of life. Furthermore, it is expected for 

people to live in safe and in comfort without questioning the means leads to 

their so-called security and satisfaction: Just enjoy your life, do not bother 
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about the all-seeing and all-knowing eye on your personal life and on your 

personal information.  

On the other hand, although power aims to minimize and even 

eliminate challenges to surveillance and control, it is the fact that there is 

always resistance where there is power (Foucault, 1980). Removing one‟s 

potential questioning and resistance, wholly, form his/her conscious is hardly 

or no possible. No possible because it is contrary to the nature of human, who 

always wonder and question everything concerning his/her life, throughout the 

history. Hardly possible because people, somehow, are willing to become 

“docile bodies”, in accordance with the will of power, through providing so-

called comfortable and safe world to live in and providing economic benefits. 

Several attitudes of people toward surveillance and control technologies 

are witnessed. Holtzman‟s (2006) analysis on people‟s attitudes toward the 

privacy problem can be applied to their approaches to these technologies. He 

declares that 

“people can employ five strategies to tackle the privacy 

problem. Each requires adopting a role, or combination of 

roles, and playing out the associated attitude. The 

characters are: the ignorer, the avoider, the deceiver, the 

curmudgeon, and the vigilante” (Holtzman, 2006: 254). 

These characters are largely witnessed in the monitoring practices, 

basically, in cyberspace and supermarkets; the latter is one of the main 

concerns of this study. Besides, these characters are also witnessed in other 

fields of surveillance individuals are subject to. Ignorers do not pretend there is 

a problem about the effects of surveillance; they deny negative results of it. 

They regard tracking cameras located everywhere and other technologies as 

useful for the society without any criticism. The avoider, on the other hand, is 

aware of the fact that, for example, credit cards and loyalty cards have a 
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capacity to track his/her transactions; thus, they prefer paying in cash and 

getting rid of the economic benefits of loyalty cards. However, it is not much 

seen in the current society in which individuals consume and live through 

giving priority to their budget. As for the deceiver, he is who pretends 

himself/herself as someone else. Holtzman (2006: 256) exemplifies a deceiver 

in the cyberspace in that “with a few clicks of the mouse, you can digitally 

transform yourself from an educated forty-year-old woman living in suburbia 

to an elderly man living on social services”. 

In addition, in the case of loyalty cards in Turkey, customers can 

potentially give incorrect information about them on the membership form, 

such as wrong phone number or even name; yet, it rarely happens that almost 

all loyalty-card users submit correct information.
75

 Furthermore, “to be a 

curmudgeon, just say no. Refuse every unwarranted request for information 

and begrudgingly acquiesce only if necessary” (Holtzman, 2006: 258). Finally, 

the vigilante is much obsessed in sharing his/her information with other people. 

He considers every attempt of surveillance as an infringement to his/her 

privacy. Other than these different people approaching to the practice of 

tracking whether in a positive or negative manner, there are also anti-

surveillance movements pursued, largely, by civil right activists and consumer 

groups. One of the most common groups is the Surveillance Camera Players
76

. 

It is a group of players, which was formed in November of 1996 in New York. 

They define themselves as “…a small, informal group of people who are 

unconditionally opposed to the installation and use of video surveillance 

cameras in public places”
77

. They frequently perform acts in front of 

surveillance cameras in order to inform and warn people about the surveillance 
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of Öğütler 

76
 http://www.notbored.org/the-scp.html 

77
 http://www.notbored.org/10-year-report.html 



124 

 

cameras which have a function of eroding our private lives. They present and 

also declare that streets, owing to the existence of surveillance cameras 

operating continuously, have become stages (Schienke and Brown, 2003). 

Whether on the street or in a private place, the cameras are tools watching and 

recording private lives of individuals without their consent or persuasion.  

In addition to New York Surveillance Camera Players, there are also 

players in Arizona and California, the US, Italy, Germany, France, Sweden, 

Lithuania, Spain, Holland, and Turkey. They regularly perform acts in front of 

the cameras sometimes coordinately or sometimes autonomously. Surveillance 

Camera Players in İstanbul, Turkey, call themselves as NOBESE, referring 

MOBESE the name of the state-surveillance cameras in Turkey, and define 

themselves as those who are not happy with being monitored and with the fact 

that people‟s every action is attempted to be kept under control.
78

 

As consumer surveillance, the most effective working anti-surveillance 

movement is CASPIAN (Consumers Against Supermarket Privacy Invasion 

and Numbering) which was founded in October 1999 by Katherine Albrecht.
79

 

The advocators and volunteers of CASPIAN are mainly against RFID chips 

and loyalty cards of supermarkets which monitor personal and transactional 

data of consumers. They have nicknamed tiny chips embedded into the loyalty 

cards as “spychips” because of their surveillance potential (Albrecht and 

McIntyre, 2006). These devices, as analyzed previously, carry data as who the 

customer is, what he/she frequently buys, how much he/she spends 

periodically, what his/her preferences are, etc. to the managers of 

supermarkets. CASPIAN also reveals and listed the supermarkets, in the US, 
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according to whether they monitor their shoppers, in order to inform people 

which supermarkets are tracking them and their purchases.
80

 

In addition to these movements, there are also other anti-surveillance 

movements working to defend private lives and personal information of people 

against intrusions of governmental agencies and private corporations. Privacy 

International (IP)
81

 is one of them, which a human rights group, formed in 

1990, as a watchdog on surveillance and privacy invasions by governments and 

corporations. The American Civil Liberties Union (ACLU)
82

 is an 

organization, founded in 1920, which declares to protect the freedom of people, 

freedom from unwarranted government intrusion into people‟s personal and 

private affairs. Furthermore, the Electronic Privacy Information Center 

(EPIC)
83

 is a public interest research center, formed in 1994, which has a goal 

to focus public attention on emerging civil liberties issues and to protect 

privacy of individuals. Such anti-surveillance movements inform the society on 

the intrusion of surveillance technologies into our private lives and on the 

erosion of our privacy. The use of surveillance over people to control them and 

to reinforce the domination of power is aimed to be reduced and even removed. 

In order to achieve this, the individual should be one who wonders and 

questions the surveillance practices around him/her in all domains of life. 
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CHAPTER 6 

CONCLUSION 

 

 

This study takes its position as that technology is neither a neutral nor 

an autonomous factor in the development of society, but is an ideological tool 

of power to provide social control and domination over the society and also to 

provide rationality. However, it has to be declared that this position of the 

study does not refer to a negative approach to technology. It does not exclude 

or ignore the role of technology as a means of economic development and 

betterment of everyday life through the use of such as automobiles, household 

appliances, mobile phones, computers, and the Internet. On the other hand, my 

concern here is not to point out the benefits of technological developments, but 

more notably to discuss the ideology behind the practices of technology, 

particularly, of surveillance and control. 

It is the fact that several technologies have been employed, in the last 

decades, not merely to improve economic and social development, but also and 

more notably to increase surveillance and control over individuals and over the 

society. While, previously, the criminals and suspects were subject to being 

tracked, today, whole society has become the subject of surveillance and 

control practices. Being innocent and harmless does not necessarily lead to the 

escape from being surveilled. 
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Current form of surveillance, which is systematic and institutional and 

carried out by several national, transnational, and local institutions, includes 

every individual and every aspect of life. This dispersed and intensive character 

of surveillance via new technologies has resulted in the decrease of direct 

control and of repressive character of domination. In other words, technology 

has helped power to decrease its coercive character. In addition, it also 

functions to provide rationality where everything is visible, predictable, and 

controllable through constant gaze. 

The idea behind the discussions emphasized throughout the thesis is to 

point out this relationship of technology and power, in general, and to analyze 

how surveillance and control function as an ideological and a rationalizing tool 

of power in today‟s information societies. As mentioned in previous chapters, 

technologies as CCTV monitoring, biometrics, smart cards, and the Internet are 

employed by state and/or private agencies under the name of two discourses: 

one is security and the other is efficiency. 

  The security discourse suggests that tracking devices are applied in the 

struggle against crimes and risks threatening human life and social order. 

Considering monitoring practices as such a policing tool is largely supported 

by authorities and declared to individuals. Visual surveillance, discussed in the 

third chapter, functioning via cameras built in stores, buildings, schools, 

airports, and streets is the most used tracking technology. It works as an all-

seeing eye, as the digital Panopticon, in every field of life. 

The critical point is that not only their functioning and recordings, but 

also just their existence has a function to obtain obedient citizens or, say, 

“docile bodies” for the will of power. That is to say, people are expected to 

control -and they mostly do- their actions and adjust their behaviors due to the 

fear of cameras that are anywhere around them and that may watch them at any 

time; the existence of cameras, whether recording or not, lead to the self-
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control of individuals. On the other hand, as pointed out in the third chapter 

with several examples, an objection, which can be posed at this point, is that 

we are facing with news about crimes, accidents, and other several events, such 

as a detection of a criminal, recorded by a surveillance camera on TV channels 

and newspapers every day. This means that cameras as tracking devices do not 

solve the security and safety problem suggested and expected by authorities. 

However, this case has not decreased the importance of cameras as a policing 

tool in the eye of public at large because their this feature is expected to ease 

security problems in the society. 

The second discourse, efficiency and consumer satisfaction 

accompanying it, largely discussed in the fourth chapter, considers surveillance 

over such as employees, students, and consumers via smart cards as a means to 

improve efficiency and services provided. Visual surveillance becomes not 

sufficient for power; it also aims to get information about individuals‟ personal 

information, such as beside their names, addresses, and jobs, also their habits, 

likes, dislikes, and lifestyles. 

These data are collected and stored through credit cards and, more 

effectively, loyalty cards, which are largely analyzed in the fourth chapter, used 

by consumers in their shopping. By this way, personal information, habits, 

consumption patterns, and, thus, lifestyles have become subject to surveillance 

of several institutions as private corporations, state agencies, associations, 

school authorities, and parents. This monitoring practice is carried out under 

the name of efficiency, consumer satisfaction, and of improvement of services 

that are declared by authorities.  

The significant point in both items, surveillance under the name of 

safety and efficiency, is the unquestioning approach and acceptance of 

individuals. People, for example, do not question the structure, features, and 

working process of loyalty cards they regularly use in their shopping. They 
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regard these cards as discount cards which provide discounts in certain 

products in the store, without knowing or caring their tacking capacity. There is 

not an informed consent in this case given by customers, in which they are 

well-informed about the whole working process of these cards. 

As mentioned in the fourth chapter, the membership forms of these 

cards get the consent of the card user through a short sentence which is 

generally disregarded and not read by the customer. He/she makes, 

unwittingly, all his/her personal data to be subject to surveillance in exchange 

for economic benefits as discounts and campaigns; hence, this can be defined 

as a purchased consent. 

As for surveillance cameras, similarly, people mostly regard them 

necessary and useful for the public safety and for the security of their living. 

On the other hand, they do not have enough information about the functioning 

of such as street-surveillance cameras recording everything in the streets and 

about the use of their records. In both issues, Gramscian sense of consent 

clarifies this case more properly in that individuals give consent to surveillance 

and its institutions through living with them compatibly and in an 

unchallenging manner through accepting them as embedded and usual 

components of their lives and of the society. 

Surveillance and control and their technologies and practices are 

regarded by most people as a necessity and precondition of today‟s so-called 

risk societies due to the increasing demand of security. Together with the 

introduction of these technologies into our lives, we have faced with several 

technologies surveilling us and all our actions. Children grow up with cameras 

around them, students are always under the control of their parents and school 

authorities, employees work with several monitoring measures used as a 

managerial control and, overall, all individuals live surrounded by cameras and 

other forms of surveillance every day and every time. In addition to being 
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monitored by the cameras, their personal data are gathered and stored by others 

while they are using credit cards, mobile phones or loyalty cards of 

supermarkets, or while surfing in the Internet. Personal data of individuals may 

easily be reached by anyone; we do not know who use these data how and for 

what purposes. 

Within this framework, people, mostly, do not challenge the existence 

of these technologies and their extensive and intensive functioning; besides, 

they do not question whether their privacies are eroded. This is because 

concepts of surveillance and control are usual parts and sine qua non of human 

life and of contemporary society in the eyes of people. As discussed in the fifth 

chapter, from childhood to schools, from schools to workplaces and to daily 

lives in the streets and even at home, surveillance and control and their 

technologies are along with us. They have become a culture in the current 

society. 

In addition to people‟s living together with surveillance and control, 

another issue analyzed in the study is the idea and reason behind the practices 

of them. Power holders, both state authorities and private corporations, give 

much importance to the functioning of tracking technologies. In order to 

strengthen their power and to ensure the well-being of capitalism, the 

authorities aim to see, know and predict every potential threat against the social 

order and to maintain efficiency through taking everything under their 

authority under control. 

What threatens power most is the unknown and uncertainty. Therefore, 

the principal target is to reduce and, if possible, eliminate them. If there is 

nothing unknown and unpredictable, there is nothing to worry about. 

Capitalism is supposed to work more efficiently and effectively if uncertainties 

about the market and about consumers decrease. For instance, only if 

preferences and habits of consumers are learned through their data via loyalty 



131 

 

cards, certain commercial acts, such as targeted advertisements, can be 

performed by corporations to manipulate and direct their choices and 

consumption patterns. Thus, power intends to get more and more information 

to strengthen its power vis-à-vis the civil society. As seen, information has 

become the notable notion in the practice of surveillance and control. All 

surveillance and control practices mentioned throughout the thesis serve power 

through providing as much information as possible about individuals. 

This case introduces us rationality where spontaneity and 

unpredictability have no place.  Because new technologies give capacity and 

power to prevent this spontaneity, power holders establish and operate more 

surveillance practices in order to form a rational system and to strengthen this 

rationality and, thus, to ensure domination over the society. Several 

technologies are used sometimes to prevent crimes, to detect and deter 

criminals and suspects, sometimes to persuade or seduce consumers in their 

shopping, but always to strengthen social order and provide social control 

through surveilling individuals. Rationality is achieved in the current society 

more functional and effective than its previous forms through providing 

efficiency, surveillance, predictability, and control via new technologies. 

Such a society reminds Orwellian society in which a total surveillance 

state and a totally-administered society exist. Technical barriers to an 

Orwellian society are being surmounted with every new technological 

development. It can be declared that we are rapidly moving toward a society 

or, actually, we are in such a society in which all information, actions, and 

behaviors are monitored and controlled and in which power is omnipresent and 

omniscient via extensive functioning of surveillance technologies. On the other 

hand, there are also social groups and activists, mentioned in the preceding 

chapter, which challenge existing surveillance practices and which inform 

individuals that these practices function against our privacy. They try to warn 
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people that technologies as smart cards and surveillance cameras are eroding 

our privacy and working as a control mechanism of power holders. 

Beside technology‟s being a tool of power, domination and forms of 

hegemony can also be removed by democratization. In the process of 

democratization of practices and institutions promoting surveillance, control, 

and, thus, domination, the foremost role belongs not primarily to certain laws 

and rules forcing authorities to be transparent and accountable and giving 

individuals several rights, but, more effectively, belongs to awareness, 

initiative, and participation of individuals. These notions and their effective 

practice by individuals and social groups in all aspects of life are determinant 

in the struggle of democracy, in the struggle against undemocratic practices of 

surveillance and control and against domination over them. 

As seen throughout the study, all surveillance practices are developed 

and employed without any participation of individuals and civil society. 

Mostly, they do not have any knowledge about the structure, functioning, and 

outcomes of these practices. They only consider them as beneficial and 

necessary for public safety and for better services; on the other hand, they do 

not worry about their privacy or question how several technologies monitor 

them for what purposes. This means that surveillance and control are 

performed by power holders from above in an undemocratic manner; people do 

not have any right or impact in the working processes of monitoring and in the 

formation and use of databases created through their personal information. 

Only if democracy permeates to all aspects of social life such as 

through participation of individuals in policy-making and in practices of 

surveillance and through control mechanisms of civil society supervising 

applications of state and private agencies, we will, then, talk about democratic 

institutions promoting participation rather than social hierarchy, salvation from 

domination, democratic society, and individuation. The path of 
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democratization starts with wondering and questioning what is going on 

concerning human life and the society. For instance, only if one questions and 

challenges technologies tracking all his/her acts and activities, then, 

questioning the ideology behind surveillance practices, questioning 

rationalization, questioning domination, and questioning hegemony of power 

can be possible. 

Civil society should be more active and effective in forcing public and 

private authorities in order to make them accountable and transparent in their 

acts and activities. This leads to the fact that the processes concerning the 

functioning of surveillance technologies and the collection, storage, and use of 

individuals‟ data will be subject to a control mechanism and will be more 

democratic. In order to achieve this, the attempts of questioning and 

challenging of individuals and social groups are needed. 

Therefore, the principal duty is assigned to individuals themselves and 

to the civil society, more concretely, social groups. The starting point in the 

effort to make the system more democratic and, thus, to remove domination is 

to raise awareness throughout the society. Public awareness should be 

generated, at first, about the structure and functioning of tracking applications. 

For example, while surfing the net, we should be aware of being tracked via 

our IP addresses and cookies; or while shopping with a smart card, we should 

be aware of the fact that our personal data are collected and used by firms. 

Individuals should be aware of the fact that cameras are continuously 

watching and recording them everywhere, that their personal data are collected 

through smart cards and anyone can reach these data, and that the Internet is a 

cyberspace in which their data, such as their preferences and habits, are open to 

tracking of states, corporations, associations, and even any internet user. Only 

then, the individual can question the happenings in his/her life and in the 



134 

 

society. This can also pave the way to question and challenge domination, 

control, and rationality used by power to continue and ensure its hegemony. 

Here, the challenge expected to be pursued by individuals has two 

sides. On the one side, people should question the surveillance technologies 

and their intensive functioning in all fields of life as a tool to obtain data of 

individuals for the use of power holders. On the other side, more notably, they 

should struggle against the ideology and power relations, which intend to 

provide domination and social control in the disguise of security and 

efficiency, behind the practices of surveillance and control. This refers to the 

struggle against a totally-administered society and their institutions promoting 

domination over the society. Because domination, whether coercive or not, 

impedes the development of free and independent individuals, the main 

challenge should be directed to the domination of power. Only by this means, 

democracy can be placed in the social life with its required concepts and 

institutions, and with independent individuals. 

It is the fact that Foucault‟s Great Confinement still exists but without 

physical barriers and without coercive functioning of power. The Panopticon in 

the contemporary society no longer needs to confine people in order to 

discipline them and to instill the dominant ideology into their conscious. 

Today, with several technological means, particularly, those mentioned in this 

study, power is everywhere. It not only monitors individuals and their actions 

and behaviors such as in workplaces, schools, stores, the Internet, etc. to obtain 

every information about them, but also tries to control and manipulate their 

actions, behaviors, choices, and lifestyles in order to make people “docile 

bodies” for the well-being of existing social order and for the sake and will of 

power. 

Large scale technological developments and their widespread 

functioning in the hands of power holders intensely lead to the emergence and 
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strengthen of the thought that there will be no alternative way of living and no 

alternative form of society free of technologically-mediated surveillance and 

control and, thus, free of domination of power over the society. Within this 

framework, whether all-encompassing functioning of technology everywhere 

will lead to the emergence of a society in which people become helpless and 

hopeless individuals who only act, consume, and live according to the 

manipulations and directions of power or will lead to the emergence of a 

society in which everyone lives equally, happily, and comfortably without 

poverty, crimes and wars is an answerless issue. 

In both cases it is seen that technology continues its effective and 

extensive functioning in the hands of power together with people‟s positive or 

neutral approaches to its being an ideological tool of power regardless of its 

privacy-eroding character. Therefore, another alternative should be pursued 

and another form of social structure should be maintained in which technology 

does not serve to power holders in ensuring their domination and hegemony 

over the society, in which individuals and the society are not controlled and 

administered according to the will of power, and in which the use of 

technology does not impede the development of free and independent 

individuals. What is needed in order to achieve this are the efforts and activities 

of people through questioning and challenging the ideological functioning of 

technology as a tool of power and also challenging the domination of power 

ensured by new technologies. 

Every new technology, functionally, becomes a surveillance means in 

the hands of power holders, both state and private agencies and both national 

and transnational organizations. This case leads to the enlargement of the 

boundaries of the Panopticon. Such a confinement and domination in the 

current society cannot be resolved just through being good citizens or loyal 

customers, which are predetermined and expected to occur by power holders. 
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On the contrary, they can be resolved through being sometimes troublesome 

individuals who question and criticize the environment around them, who are 

aware of the ideology behind, and the outcomes of, the surveillance 

applications, and who challenge the practices not merely resulting in the 

impediment of individuals‟ emancipation from control and manipulation but 

also ensuring and promoting the hegemony of power over the society. 

Questioning the all-seeing and all-knowing eye is the starting point of the 

salvation from technically-mediated forms of surveillance and control and, 

thus, from domination. 
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APPENDIX A  

FIGURES ABOUT VISUAL SURVEILLANCE AND 

SURVEILLANCE THROUGH BIOMETRICS 

 

 

 

 

 

 

 

Appendix A.1   A warning sign of CCTV surveillance in London 

(Source: www.lodinews.com/articles/2008/01/30/news/4_sign_080130.txt) 

 

Appendix A.2   A car of Google Street View viewing the streets   

(Source: www.haberturk.com/galeri.aspsrc=1&id=85213) 
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Appendix A.3   A view from San Francisco captured by Google Street View 

(Source: http://maps.google.com/support/bin/answer.py?answer=68476) 

 

 

 

Appendix A.4   Picture of a man trying to enter a house which is captured by 

                          Google Street View cameras 

(Source: http://www.flickr.com/photos/silvery/2516674106) 



145 

 

Appendix A.5   The main control room of the İstanbul MOBESE system 

(Source: http://mobese.iem.gov.tr/images/imagesmbs/45.jpg) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Appendix A.6   MOBESE cameras tracking the cars through license plates 

(Source: http://mobese.iem.gov.tr/images/imagesmbs/plaka2.jpg) 
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Appendix A.7   A crime detected by a MOBESE camera in Bağcılar, İstanbul 

(Source: http://sondakika.milliyet.com.tr/2006/03/23/son/sontur17.asp) 

 

Appendix A.8   A capture of an arson recorded by MOBESE in İstanbul 

(Source: http://www.milliyet.com.tr/2008/01/01/siyaset/asiy.html) 
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Appendix A.9   Two-fingerprint scanners, used in the USA, collecting  

                           photographs and fingerprints of travelers   

(Source: http://en.wikipedia.org/wiki/Image:US-VISIT_(CBP).jpg) 

 

 

 

 

 

 

 

 

 

 

Appendix A.10   Ten-fingerprint scanners recording fingerprints and  

                             photographs of visitors at the US ports of entry 

(Source: http://www.hurriyetusa.com/haber_detay.asp?id=15165) 
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Appendix A.11   The working process of FaceIT ARGUS program 

(Source: http://www.i-secure.sg/Products/FaceITArgus.aspx) 
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Appendix A.12   An example of an RFID tag 

(Source: http://www.themajorlearn.info/SoftwareRFID.html) 

 

 

Appendix A.13   Hidden placement of the RFID tag inside a passport 

(Source: http://webmsi.free.fr/HEC-MSI-0705W-GR9/nouvellepage2.htm) 
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APPENDIX B 

FIGURES ABOUT LOYALTY CARDS IN TURKEY 

 

 

Appendix B.1   The membership form of Praktiker card 
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Appendix B.2   The membership form of Migros club card 
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Appendix B.3   The form of “The Declaration of Membership and Consent” of  

                           Paro club cards 
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Appendix B.4   The membership form of Money Card 
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Appendix B.5   The membership form of CarrefourSA card  
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Appendix B.6   The membership form of Beğendik club card 

 

Appendix B.7   The membership form of Öğütler card 


