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ABSTRACT

A CONFORMANCE AND INTEROPERABILITY TEST SUITE FOR TURKEY'SIHIS
AND AN INTERACTIVE TEST CONTROL AND MONITORING ENVIRONMENT

Sinaci, Ali Anil
M.S., Department of Computer Engineering
Supervisor : Prof. Dr. Asuman Dogda¢

Co-Supervisor : Assoc. Prof. Dr. Ahmet Cosar

June 2009, 118 pages

Conformance to standards and interoperability is a majatlefge of today’s applications
in all domains. Several standards have been developed amea® still under development
to address the various layers in the interoperability st&dnformance and interoperability
testing involves checking whether the applications canftw the standards so that they can
interoperate with other conformant systems. Only throwgtinig, correct information ex-
change among applications can be guaranteed. NationalhHatdrmation System (NHIS)
of Turkey aims to provide a nation-wide infrastructure fbasng Electronic Health Records
(EHRSs). In order to guarantee the interoperability, theidig of Health (MoH), Turkey, de-
veloped an Implementatigintegratioriinteroperability Profile based on HL7 standards. Test-
BATN - Testing Business Process, Application, Transpod ldetwork Layers - is a domain
and standards independent set of tools which can be usedttalltef the layers of the in-
teroperability stack, namely, the Communication Layercioent Content Layer and the

Business Process Layer.
In this thesis, the requirements for conformance and ipemaility testing of the NHIS are

iv



analyzed, a testing approach is designated, test cases/&sabNHIS services are developed
and deployed, and a test execution control and monitoringamment within TestBATN is
designed and implemented through the identified testingirements. The work presented
in this thesis is part of the TestBATN system supported byTti8ITAK TEYDEB Project
No: 7070191 in addition by the Ministry of Health, Turkey.

Keywords: conformance testing, interoperability testiNgtional Health Information System

of Turkey, test suites, automated human-driven testing
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TURKIYE ULUSAL SAGLIK BILGI SISTEMI'N IN UYGUNLUK VE BIRLIKTE
ISLERLIK TESTLERI VE INTERAKTIF TEST KONTROL VEIZLEME ORTAMI

Sinaci, Ali Anil
Yiksek Lisans, Bilgisayar Muhendisligi Bolimi
Tez Yoneticisi : Prof. Dr. Asuman Dogac¢

Ortak Tez Yoneticisi : Dog¢. Dr. Ahmet Cosar

Haziran 2009, 118 sayfa

Standartlara uygunluk ve birlikte islerlik, ginimiyguwlamalari icin buyik dnem tagimakta-
dir. Birlikte islerlik katmanlarinin farkli bolumlericin gelistirilen bircok standart bulunur.
Uygunluk ve birlikte islerlik testleri, standartlara uyigjugun ve standartlara uygun uygula-
malarin birlikte ¢alisip calisamadiklarinin testieicerir. Uygulamalar arasindaki iletisimin
dogrulugu ancak test vasitasiyla garanti edilebiliurkiye'nin Ulusal Saglk Bilgi Sistemi
(USBS), Elektronik Saglik Kayitlar'nin ulusal dl¢cekpaylasiimasini amaglayan bir altyapi
sunar. Bu altyapi cercevesinde gelistiriimekte olaguigmalarin birlikte islerligini saglamak
amaciyla, T.C. Saglik Bakanhgi HL7 standartlarina didyia gelistirmeentegrasyofbirlikte
iglerlik profili olusturmustur. TestBATN, uygulamalartanim kiimelerinden ve kullanilan
standartlardan bagimsiz olarak calisan, birlikterlgt katmanlarinin timini - Haberlesme
Katmani, Dokiimancerik Katmani vels Suireci Katmani - test etme yetisine sahip bir sistem-

ler butinadur.

Bu tez calismasinda, USBS kapsamindaki uygulamalagonlyk ve birlikte islerlik testleri

icin gereksinim analizi yapilarak bir test metodolojigligtirilmistir. Belirlenen metodoloji
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tzerinden birgcok USBS servisi igin test senaryolariggeimis ve TestBATN dahilinde bir
test kontrol ve izleme ortami tasarlanmis ve hayata tejgtir. Sunulan altyapi ve gelistirilen
test senaryolari, USBS’deki uygulamalarin uygunluk vekbe islerlik testlerinde kullaniimis
ve ulusal captaki entegrasyona buyiik katki saglamiBu calisma UBITAK - TEYDEB,
1507 kapsamindaki B.02.1.TBT.0.06.02.162.01 Sayili vidi®e Islerlik Standartlariniin-
ternet Tabanh Test Altyapisi-7070191" baslhkli projéhitlade gelistirilen TestBATN siste-

minin pargasidir.

Anahtar Kelimeler: uygunluk testleri, birlikte islerlitestleri, Turkiye Ulusal Saghk Bilgi

Sistemi, Saglik-Net, etkilesimli test kimeleri
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CHAPTER 1

INTRODUCTION

Today, eBusiness applications are widely adopted by th@saof several industry domains,
governments and the public sector. These intensive rekitips between thefiierent appli-
cations belonging to a wide range of domains require stalimtion in the Communication
Layer, Document Content Layer and the Business Procesgd,ayhich together form the
so-called interoperability stack. In the context of thiéatient implementations of the interop-
erability stack by several fierent applications, it is still cumbersome to reach interapility

of the solutions and to achieve conformance to standardessldg the dierent layers of the
stack. Therefore, the need for advanced testing methoi@sla@nd practices which cover

relevant set of standards and specifications is increasininciously.

Standardized protocols and services, and the applicalievedoped through the protocols can
be formally tested in two related butffirent ways. One way goes through the conformance
testing. Conformance testing depicts whether an appicatbdrrectly implements a particular
standardized protocol or not. In other words, the testinthefconformance shows whether
or not a single implementation of the protocol meets the@wnénce requirements specified

for that protocaol.

When a software instance includes an implementation ofvetsally standardized protocol,
it becomes possible to specify the test criteria and praesdwith a quality comparable to
that of the protocol standards themselves. The protocojssgiasome rules on several layers
of the interoperability stack and these rules are formadifirdd through some formal doc-
umentation. XML Schemas may restrict the structure of theestt, business profiles may
specify the choreography of the exchanged messages anmmparties etc. Therefore, these

formal restrictions form a basis for the testing applidapion that of the softwares which



implemented the protocols.

Interoperability is the ability of two or more systems or qunents to exchange information
and to use the information that has been exchanged [1]. Maefecally, interoperability is

said to exist between two applications when one applicatamaccept data (including data
in the form of a service request) from the other and perforentéisk in an appropriate and
satisfactory manner (as judged by the user of the receiyisg) without the need for extra

operator intervention [2].

The purpose of the interoperability testing is to prove grat-to-end functionality between, at
least, two communicating systems is as by required by timelatd or a number of standards
on which those systems are based. However, one should keamdhthat interoperability

tests are applied at the end-points and on the functionafattes of the applications, that is,

interoperability testing can only specify functional beioa [3].

In the scope of this thesis, we analyzed the conformancerd@bperability testing require-
ments of National Health Information System (NHIS) [4] thgh the Implementatigmtegra-
tion/Interoperability Profile [5] which is published by Ministryf Health (MoH), Turkey.
NHIS provides 25 HL7 [6] based Web services for the use of Bamedicine Information
Systems (FMISs) and Hospital Information Systems (HISk)otighout the thesis, a compre-
hensive testing methodology is designated and severalitsst and testcases are developed
through the methodology and registered to the TestBATN éwark to enable the confor-
mance and interoperability testing of NHIS. Furthermooetdalize the testing process, the

TestBATN Control and Monitoring Environment is designed @amplemented.

Health Level Seven (HL7) [6] is a not-for-profit ANSI [7] aextited Standards Developing
Organization. The main purpose of HL7 is to provide stansidod the exchange of clinical

and administrative data between healthcare systems. Hividas standards for interoper-
ability that improve care delivery, optimize workflow, reguambiguity and enhance knowl-
edge transfer among all stakeholders, including heakthpesviders, government agencies,

the vendor community, fellow SDOs and patients.

HL7 Clinical Document Architecture (CDA) [8], previoushalted Patient Record Architec-
ture (PRA), is a document markup standard that specifiestthetsre and semantics of a

clinical document (such as a discharge summary or progress for the purpose of ex-



change. A clinical document includes clinical observatiand services about care events. A
valid CDA document is encoded in Extensible Markup LangudéL) [9] and conforms to
the CDA Schema which is derived from the CDA Hierarchical &gsion based on the XML

Implementable Technology Specification.

Saglik-NET is an integrated, secure, fast and extengilidernation and communication plat-
form that aims to increase théfieiency and quality of the health services in Turkey by col-
lecting the health care related information from the heedtte institutes through the defined

standards and specifications.

National Health Information System of Turkey (NHIS) [4], iwh is developed under Saglhk-
NET, is based on sharing a functional database which is sibtedy authorized people and
institutions with defined access rights that covers all titieens’ health records from the
birth and throughout hiker life on a spine of communication network with high barahvi

throughout the entire country and using the technologiashiag telemedicine applications

in professional practice [10].

All of the software systems running in the medical instisuite Turkey, the FMISs and HISs,
are obliged to have the ability to transfer EHRs, called fBraission Schema” instances to
the NHIS servers at the Ministry of Health (MoH) premises.otder to guarantee the in-
teroperability, the MoH, published an Implementatlategratioriinteroperability Profile [5]
for FMIS and HIS vendors. The Integration Profile and itsmefiee specifications present all
the restrictions and requirements for vendors to updat@weldp the necessary components
within their FMISs and HISs for a successful integrationwdwger, without an extensive and
effective testing process this is dfitiult job for those vendors. Furthermore, only through
testing, correct information exchange among these eHeailttications can be guaranteed

and the products can be certified.

Conformance and interoperability testing are both impdréand useful to the testing of the
applications within NHIS. Conformance testing of the FMES&l HISs can show that those
implementations comply with the requirements of the prol®and specifications asserted in

the Integration Profile of MoH.

In the scope of this thesis, a testing methodology is dewsleidh adopts a “step-by-step”

approach from the basic and simple testcases to the compésx @Basic testcases include



test steps which require the minimum level of assertionsraeg to the Integration Profile.
That is, the FMISs and HISs can apply the basic conformarsteases successfully if they

meet the minimum set of functionalities dictated by theteglaservice’s specifications.

NHIS Client
System Administrator

NHIS Client

Messaging
Standards

o TTTTTTTEITTI0D

Agiz Dis Saghgi T.S. [ ]
Muayene T.S. ,—TestBATN Infrastructure

Running Test
cenario Instances

Test Execution
Platform — Web

TestBATN based Graphical
Test Scenarlos Server User Interface /

<XML> . TLs
User Account Services
@ View Old Reports
VESER @ Test Scenario Selection m

Database
@ __ TestBATN

Web Services

Firewall

Figure 1.1: TestBATN Architecture within the scope of NHIS

As presented in Figure 1.1, several testcases are develbpmeh the designated testing
methodology and registered to the TestBATN framework. Téetbped testcases are pub-
lished to the FMIS and HIS vendors to enable the online tggifrtheir products. Testcases
are developed in the scripting language, Test Descriptanmglage (TDL), of TestBATN and
published to the online use of the clients through the TestB&ontrol and Monitoring En-

vironment, which is also a part of this thesis.

TestBATN is a software framework which proposes a designaandxecution environment

and applies a specific testing approach for dynamic, cordiderand automated execution of
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conformance and interoperability testing against B2Bddaahs, profiles or specifications.

TestBATN is a comprehensive and integrated system camgisfi several components. The
TestBATN Engine is the system which interprets and exedhtesestcase definitions, which
are scripted in the Test Description Language (TDL), andages the whole process. The
TestBATN Control and Monitoring Environment is the interabetween the engine and the
Human Test Driver to provide real time monitoring on the tegtcution, some control on the
scenario and reporting of the test results. The Human TageDhile monitoring the test

execution with TestBATN Control and Monitoring Environniemanages the SUT according

to the instructions shown on the Graphical User InterfaGasi§).

TestBATN Control and Monitoring Environment is designed @anplemented as Adobe Flex
based Rich Internet Application (RIA) through the scopéh thesis to enable the online and
high speed testing capabilities within the testing of NHISe environment also implements
a Test Driving Protocol on the TCP [11] level to interact wiltle TestBATN Engine enabling

the high speed, instant communication.

Since June, 2008, the developed testcases are in the osérgf the FMIS and HIS vendors,
up to 70 companies with nearly 340 users, on “ftipvw.srdc.com.itestbatn”. Since then,
nearly 20.000 testcase executions are recorded. Aparttfieronline use of the developed
testcases through TestBATN; MoH, Turkey organized two \a##nded integration work-
shops. First one of the workshops is organized in Ceangr during June, 29 - July, 5 2008.
Nearly 130 FMIZHIS developers from 50 vendor companies attended to Cegoneshop
and tested their client applications successfully withdbeeloped testcases registered to the

TestBATN framework.

The testcases within the TestBATN framework are also usédeisecond integration work-
shop, which is held in Ankara during December 19 - 21, 2008. d@tfndees from 64 vendor

companies were there to test their FIYHES implementations.

The work presented in this thesis is supported by {HBITAK TEYDEB Project No: 7070191
in addition by the Ministry of Health, Turkey.

In the rest of the thesis, Chapter 2 gives detailed inforomagibout the background technolo-
gies, standards and specifications. Particular segmem$it8 and TestBATN framework,

the development strategies and enabling technologiesrasemted in Chapter 2. Chapter 3



discusses the testing methodology adopted in the testifgHd®. Developed testcases and
example scenarios with the detailed explanations are gedvalso in Chapter 3. Chapter 4
elaborates the design and implementation issues of TediB2dntrol and Monitoring Envi-
ronment. The chapter also gives detailed description of##¢ Driving Protocol constructs.
Chapter 5 presents the related work in the testing contdrgllfz, Chapter 6 concludes the

thesis and discusses the ideas about the future work.



CHAPTER 2

BACKGROUND ON ENABLING TECHNOLOGIES AND
STANDARDS

2.1 Materials Used In Testing

Testing process that is being introduced in this thesisvdgibenefit from several XML [9]
based materigiechnologies. Since National Health Information SystenTudkey adopts
XML based standards and TestBATN also uses XML based teobiesl and languages, the

testing approach of this thesis also follows the means of Xid&ed technologies.
XML Schema Definition - XSD

An XML schema is a description of a type of XML documents, gy expressed in terms
of constraints on the structure and content of documentsaiftype, above and beyond the
basic syntax constraints imposed by XML itself. There areialmer of diferent languages
available for specifying an XML schema. XML Schema Definit{@3] is one of those XML
schema languages which provides a means for defining thetetey content and semantics
of XML documents. An XSD schema dictates a set of rules tori@scthe structure of the
XML documents. An XML document is said to be ‘valid’ accordito the XSD schema,
when the XML document conforms the rules dictated by that X8bema. Those valid

XML documents are called as instances of the schema.

XSD schemas include a set of components, namely the defisiibelements and attributes
of the elements. The elements can be nested and orderea wihbh other. XSD schema
allows definition of restrictions on the child elements ofle@lement and their attributes.

The data types for elements and attributes are also setgirtine XSD schemas. More-
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over, default and fixed values of the elements and attribcaesbe defined through schema

definitions.

XSD version 1.1 is currently under development by the XML &ol Working Group under
the World Wide Web Consortium (W3C) [14].

XML Path Language - XPATH

XML Path Language, XPath, [15] is a query language for selgqgbarts of an XML docu-
ment. The primary purpose of XPath is to address the nodaeias XML document. In
addition to its primary purpose, it also provides basicliies for manipulation of primitive
data types such as strings, numbers and booleans. XPath ceagpact, non-XML syntax to

facilitate use of XPath within URIs and XML attribute values

The query methodology adopted by XPath, relies on the traetate of the XML documents
as well as atomic values such as integers, strings, and dmleand sequences that may
contain both references to nodes in an XML document and atealues. That is, XPath
operates on the abstract, logical structure of an XML docuprather than its surface syntax.
In this way, the XML document is processed as a tree of nodbereTare dterent types of
nodes such as, element nodes, attribute nodes and text. n&&esh accesses these nodes

with the result of its evaluation.

XPath is based on expressions which can be constructed #rgwiokds, symbols and operands.
XPath enables the nested definition of expressions. Thé oésun XPath expression consists
of a selection of nodes from the input XML documents withdu tluplicates and additional

evaluation specific parameters.

There exist two versions of XPath, XPath 1.0 and XPath 2.0th Bé them are Recom-
mendation by W3C. XPath 2.0 provides more powerful consdrtitan XPath 1.0, however,

currently; XPath 1.0 is more widely accepted in the comnyunit
The Schematron

The Schematron [16] [17] is an XML Schema language which dsfthe structure, content
and semantics of XML documents by making well-defined aissertabout patterns found
in XML documents. The main ffierence of Schematron from the other schema definition

languages is its basis on the tree patterns residing in thé Bdument model instead of



the grammars. From another perspective, Schematron issebaded validation language
over the XML documents. Namely, a Schematron file includestatXPath-based rules,
which correspond to the assertions, to test the presengeraazsence of patterns in XML

tree models.

The Schematron is comparatively stronger in the structtabkdlation of the instance docu-
ments because of its rule-based system. It checks themqméeisting in the XML documents’
tree models against the rules asserted through the Scloenetiguage. This process includes
XSL Transformations [18] one after another. Schematron etgble the error messages ex-
pressed in natural language which will come up during thelatibn phase. This makes error
detection much easier than the cryptic error codes. On tier biand, Schematron has weak-
nesses against the other schema definition languages. Dgeaute-based nature, it can be
very complex to specify the basic structure and content iiefinwith a set of rules. There-
fore, combining the use of the Schematron with another sahasfinition language, such as

XSD, induces a good solution.

The Schematron is an ISO (the International Organizatio®fandardization) [19] standard.
It has been standardized to become part of/IEO ISQIEC 19757 - Document Schema
Definition Languages (DSDL) - Part 3: Rule-based validati®@cthematron.

2.2 Enabling Technologies

Testing process requires use of specific software to tesig@mtions of the client programs
and utilities automatically. TestBATN constitutes a tegtsystem behaving as an application
server. NHIS clients need to communicate with TestBATN eedor the testing of their
application programs. Enabling this through the Interhased on Rich Internet Application

technologies, is the main purpose of the testing approatfisothesis.
Rich Internet Applications (RIAS)

Rich Internet Applications (RIAs) are web applicationscessible through web browsers,
which are carrying characteristics of the regular deskpgieations. To describe the benefits
of Rich Internet Applications, understanding the earlginet applications plays an important

role. As the computers started to be interconnected, WoilteWWeb came up and static
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web pages evolved within the well-known client-server dedtures. In these very early
systems, the clients interact with the server through HTZOP §nd HTML [21]. The primary
technology in creating Internet applications is HTTP, vahisimple, ubiquitous, requires no
special tools. The clients send HTTP requests to the apiplicaervers and the servers return
static HTML pages to the clients in this model. This earlytistmodel is mostly concerned
with the presentation. Since there is no dynamism and ictieits, the only process is the

rendering of the HTML data and to present it to the user logkinthe browser.

Dynamic web pages showed up since the static client-seredehdid not satisfy the chang-
ing user and system requirements. Several server siddisgripnguages and web frame-
works evolved and enabled the dynamic creation of web pagesexamples of server-side
scripting languages are PHP [22], ASP.NET [23], JSP [24]dBasion [25] and other lan-

guages. The dynamism of this model is also based on the HT@MHAML technologies

with synchronous communication over TCP [11]. The applicaserver creates dynamic
HTML pages upon the request coming from the clients. Dynamreation of the web pages
has brought interactivity in the interaction with the ersgers. On the other hand, client-side
scripting has also evolved to enhance the interactivitjhatgresentation level on the user
web browsers. Client-side scripting languages like JawpS[26] or ActionScript [27] are

frequently used to orchestrate media types (sound, amingtichanging text, etc.) of the

presentation.

The Internet age evolves very fast and this evolution putemternet users to demand more
sophisticated and increasingly interactive web sites.cBganous client-server model within
an “ask-response” manner, relies on the server for praugssquires refreshment of content
pages and communication through HTTP - HTML bundle at eaeh negjuest. This, results
in a lot of redundant data being transferred, increasind tiaes for clients, and giving a
start and stop feel within the web pages due to their muljiepaterfaces. With the very
successful increases in the speed of modern computers ened$ing accessibility to broad-
band internet services, users are demanding more from asddkapplications. Therefore, to
meet the today’s Internet users’ requirements, there id fa@ more éicient and &ective
communication methodologies between the user browsersygpittation servers. Further-
more, friendlier and more esthetic graphical interfacesn@eded to satisfy the users than the
HTML whose main purpose is just the presentation of dateeratian the development of

rich interfaces.
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Figure 2.1: Evolution of the Web

The outcomes of the today’s web application developmdiarte through the light of the
limitations of the traditional client-server model are Rieh Internet Applications and several
associated tools and frameworks. Briefly, Rich Internetlspgions provide rich graphical
constructs for friendlier user interfaces and adopts dsymous methods enable real time
data communication and dynamic rendering. As seen in Figurewith the evolution to
richer clients, several communication alternatives hasenbapproached and the graphical
presentation layer induced richer and friendlier intezfato the end-users. Resulting web
applications give the feel of a desktop-like applicationthie user. A desktop application
works with the information sources residing at databasdgslamnfile system at the back-end.
A RIA can be seen as a desktop application working with rerdatabases and file systems,
overcoming the limitations of the Internet communicationhwasynchronous and dynamic
techniques. Consequently, RIAs can be seen at the intensedtDesktop Applications, Web

Applications and Communication Technologies.

RIAs differ in their development and deployment processes. Thids lieaa distinct catego-
rization among the RIA based applications [28]. The firsegaty includes the RIAs served

as embedded solutions or standalone applications laurfobradthe browser. This, the first
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type of RIAs category, is also referred as the “sandbox” epgh. An example of the em-
bedded practice is the Adobe Flex [29] technology. Adob& Eteables the creation of Flash
[30] based RIAs running inside the engines plugged-in tdotimevsers. The resulting Flash
application is embedded inside the HTML documents. Java ®falt [31] constitutes an

example of the stand-alone practice of RIAs with the use wh Metwork Launch Protocol

(INLP) [32]. JavaFX [33] is another example of the sandbgx@gch from the Java side.
The sandbox approach enables a stable and easy developwieonment like the traditional

programming environments, because the execution of theapplication is handled inside a
run-time at the client side and the data communication mayrowithin several alternatives
like in a desktop environment. Presence of such run-timgdugsins to the browsers also
guarantees the multi-platform execution of the applicais long as the plug-in of the web

browser is capable of running the RIA.

RIAs developed with the use of Ajax [34] technologies cdogti to the script based type of
the RIA development and deployment categories. Using Casgastyle Sheet (CSS) [35]
in combination with HTML to enrich the rendering of the pagesthe screen and adoption
of asynchronous communication methods available in Jai@zSdso realized RIA environ-
ments in some manner. This second type, script based Rlgagteainly sdfers from com-
patibility problems since there exist remarkable divemgasnamong the ffierent browsers,
and their diferent versions of the same browser, in the implementatialaedScript, DOM
[36] and CSS processing. Although this type of RIA developtmequires no additional soft-
ware installation and special run-time environment, itsgamlessly more flicult process to
proceed the development while keeping the compatibilgyés in mind throughout the while

process.

The third type of RIA category is browser-based. Mozilla X[R7] is the example of this
type of RIA development category. It provides an XML basetjlaage to create feature-rich,
cross-platform client applications. Even though it extsilai rich functionality options, strict

dependence on the browser type limits this type of RIAs widesd use.

Apart from the categorization of RIAs, all development aggmhes target to the same pur-
pose. The client should be capable of doing more job thanr@mtering pages. It should
able to perform complex computations, send and retrieve idathe background, even at the

TCP level, asynchronously upon the user requests, opanateations of the screen and ben-
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efit from the complex use of the multimedia technologies. @lents in a RIA need to be

independent from the server applications to which they anmected to.
Adobe Flex

Adobe Flex is a cross-platform, open source framework ferdivelopment and deployment
of rich internet applications that run identically in all joabrowsers and operating systems
which are available today. Flex can be seen as an evolutitimecdarlier Flash development
frameworks. Therefore, Flex applications run on the Flashtimes, those are the Flash
Players [38], of the browsers. Flash Player itself is a girtnachine capable of running Flash

files. This is the reason behind the well-known compatipaitivantage of Flex applications.

Flex applications are the compilation of an XML-based usgerface markup language,
called as MXML, and an object oriented language called ASicript directly into Flash
SWF [39] binaries. MXML provides powerful constructs to @te rich graphical user inter-
faces, manage the layout properties and dynamic facibfitise interface components. It can
be seen as a tag library with support of several componernithwn be used in a web user
interface. Apart from the user interfacing and presentatiapabilities, MXML can also be
used to realize complex business logic operations, datagesment and application behav-
iors. However, as presented in Figure 2.2, the tendencyusadXML in combination with

ActionScript to create RIAs.

ActionScript is an object oriented programming languageetdize the application behavior
and logic for those are familiar with object oriented way obgramming. It is primarily
used to develop Flex applications; however it is originalscripting language based on

ECMAScript [40] and has a usage on a number of other developer®ironments.

Flex provides a data binding mechanism which makes easy pteiment the Model-View-

Controller pattern. Flex data binding works as mapping tiaesof one property of an object
to a property of another object. The data needed for theagijn logic is kept in the model
and parts of the data are bonded to the view components atdkentation layer. Upon the
user or business triggers, the controller updates the tlatedsin the model and, throughout
the Flex data binding mechanism; the presentation layeutenaatically updated without

additional programmingftorts.

Flex supports a wide range of technologies at data serviges to enable the various com-
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<mx:VBox width="100%" horizontalAlign="center">
<view:HeaderView width="40%" />
<mx:Spacer height="20" />
<mx:ApplicationControlBar width="50%" paddingBottom="10">
<mx:VBox width="100%">
<mx : ComboBox width="75%" id="cmbOntologies" />
<mx :HBox width="100%">
<mx:TextInput id="txtSearch" width="100%" />
<mx:Button label="Search" click="search()"/>
</mx :HBox>
</mx:VBox>
</mx:ApplicationControlBar>
</mx:VBox>
<mx:Script>
<! [CDATA[
import mx.collections.ArrayCollection;
private function search():void {
}
11>

</mx:Script>

Figure 2.2: MXML & ActionScript sample from a Flex applicati

munication approaches between the clients and the appticaervers. It provides a rich
messaging infrastructure to realize data-rich Flex appbas. It enables communications
through simple HTTP calls, SOAP [41] Web Service calls, lewel socket interactions and
other various fficient built-in supports for the communication with Javadshapplication
servers. Furthermore, Flex framework exposes applicddiesl services, including history
management, layout management, cursor management, iexceahdling, internationaliza-

tion, logging, and other types of services.
The Cairngorm Micro-architecture

Cairngorm [42] is lightweight micro-architecture to eabe tlevelopment and maintenance
of Flex based RIAs. Cairngorm provides a starting point liertechnical architectures of the
applications that will be built through Flex. It can be sesma&ollection of small software de-
sign patterns which contribute to the adoption of the Madeln-Controller model approach

inside the RIAS.

Figure 2.3 presents an explanation of the Cairngorm micchigcture. Basically, it ad-

dresses three important points in the RIA development girdtlex:

e Handling user gestures on the cliehtser gestures are generally represented as events
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Figure 2.3: Cairngorm micro-architecture [43]

specific to the Cairngorm micro-architecture. These evargsarried through a con-
troller to the appropriate commander to realize the desa@tbn. The commander
manages the data residing in the model of the applicationtt#iads the only way to

interact with the model. By this way, the model is kept calesisand stable and only

edited through the special Cairngorm events.

Encapsulating business logic and server interacfidre communication backend of the

RIA with the application server is abstracted and encapstilside a service locator.
By this means, the data service approach is integratedghraell-defined interfaces.
Since, Flex provides several approaches to communicakeapitlication servers; any
change in the data service capsule is done independent oftttemodules and layers

of the RIA.

Managing state on the client and representing this stateetager interfaceBinding -

mechanism that comes built-in within Flex enables the aatanupdates on the presen-

tation views when the corresponding sources residing imtbéel get updated. Thus,
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while keeping the state information in the data model, it lbareasily reflected to the

user interface throughout the application.

2.3 Base Standards and Specifications

National Health Information System (NHIS) of Turkey proe#da nation-wide infrastructure
for efficient sharing of electronic health records. Detailed imfation on NHIS is given in the
following sections. Since NHIS is implemented based on Hiandards and profiles, first,

these standards and specifications are explained.

2.3.1 Health Level Seven (HL7)

Health Level Seven (HL7) [6] is a not-for-profit ANSI [7] aedlited Standards Developing
Organization. The main purpose of HL7 is to provide stansldod the exchange of clinical

and administrative data between healthcare systems. Hivides standards for interoper-
ability that improve care delivery, optimize workflow, regtuambiguity and enhance knowl-
edge transfer among all stakeholders, including heakhpesviders, government agencies,

the vendor community, fellow SDOs and patients.

“Level Seven” refers to the highest level of the Internatiib@rganization for Standardization
(ISO) [19] communications model for Open Systems Intereation (OSI) [44]; the applica-
tion level. At the application level of the reference levela logical sense, the data exchange
between the applications, the timing of the interchange tardcommunication of certain

errors due to the data interchange are addressed.

HL7 defines message structures and trigger events to emabéxthange of the messages. A
trigger event causes the transfer of messages betweenpheatipn systems, that is, when
an event occurs in an HL7 compliant system, an HL7 messagaissother HL7 compliant

systems including the necessary data required by the seusip

Although HL7 Version 2.x is the most widely implemented hieedre informatics standard in
the world, it has several interoperability problems. Thessblems led the HL7 organization

to develop a more definitive version almost from scratch, elgrthe HL7 Version 3.
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Version 3 addresses the issues arising from the optiondsfisl using a well-defined method-
ology [45] based on a reference information model. Usingrags analytic and message
building techniques and incorporating more trigger evemd message formats with very
little optionality, HL7’s primary goal for Version 3 is toffer a standard that is definite and
testable, and provide the ability to certify vendors’ canfance. Version 3 uses an object-
oriented development methodology and a Reference Infawmdtodel (RIM) [46] to create
messages. The RIM is an essential part of the HL7 Version 8ldement methodology, as it
provides an explicit representation of the semantic andadéxonnections that exist between

the information carried in the fields of HL7 messages.
Reference Information Model (RIM)

An information model is a structured specification of th@mifation within a specific domain
of interest. It expresses the classes of information reduand the properties of those classes,

including attributes, relationships, constraints, atadest.

The Reference Information Model (RIM) [46] is the cornerstoof the HL7 Version 3 de-
velopment process. An object model created as part of the&dreB methodology, the RIM
is a large pictorial representation of the clinical data atenhtifies the life cycle of events
that a message or groups of related messages will carryalslimred model between all the

domains and as such is the model from which all domains ctbatemessages.

The RIM is comprised of six "back-bone” classes as shown gufg 2.4. Every happening
documented in the healthcare domain is represented by thelass. Physical things and be-
ings that take part in healthcare are represented by thg/EEfgss. The Role class establishes
the roles that entities play as they participate in heaithaats. The Participation class defines
the context for an Act by defining the relationship betweenaka Role classes. The ActRe-
lationship class defines the relationship between tworiesm of the Act class. Similarly, the

RoleLink defines the relationship between two instanceb®Role class.

The Act, Entity and Role classes are further specializedibolasses. In the HL7 representa-
tion, a new subclass is added to the RIM only when new attrgbat associations are needed

which are not available in the super classes.

A specialized concept which needs no further attributesssp@iations is represented by

assigning a unique code in the controlling vocabulary t@ifigeattributes. Therefore, these
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Figure 2.4: RIM back-bone classes

three classes include the following coded attributes, Wwhkarve to further define the concept

being modeled:

e classCode(in Act, Entity and Role) represents the exact class or qunogended,

whether or not that class is represented as a class in the Ristrthy.

e moodCodgin Act) further delineates the Act instance as an occuggittent, goal,

etc.

e determinerCod€in Entity) distinguishes whether the class representistamnce or a

kind of Entity.

e code(in Act, Entity and Role) provides for further classificatiovithin a particular
classCode value, such as a particular type of observatitinihe Observation class.

It should be noted that code should be consistent with tres€lade.

The other three RIM back-bone classes - Participation, életfonship and RoleLink - are
not represented by generalization-specialization hibias. Nevertheless, these classes rep-

resent a variety of concepts, such afatent forms of participation or fierent kinds of
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relationships between acts. These distinctions are repied by aypeCodeattribute that
is asserted for each of these classes. For example, theotagtimcept which describes the
party that originates the Act can be derived by assigningAbd™ to the Participation class

of the RIM.

An example application of these RIM classes with the roughptation of Pregnant Obser-
vation Minimum Health Data Set from the National Health DRtetionary of Turkey [47] is
represented in Figure 2.5. In this example, the main Ackdmshe “Pregnant Observation”
which has three participations as the subject, performagioaserver. “Pregnant Observation”
may be the cause for a “Procedure”. Moreover, there is actaathority over” relationship

between the performer and observer doctors.

~ ~ s ™
Pregnant Observation Subject Patient Person
[ {Act) {Participation) 4[ (Role) || (Entity)
A ) e A
I Ty ' it
Perfommer Doctor Person
Reason (Participatiorn) (Role) || (Entity)
{ActRelationship) - - < -
. ™y ™) 's ™y
Observer Doctor Person
{Participation) (Role) || (Entity)
" L A

DirectauthorityQver
(RoleLink)

Figure 2.5: RIM classes in action

Message Development Framework (MDF)

HL7 Message Development Framework (MDF) [45] provides aho@blogy for developing
HL7 messages for HL7 Version 3.x. It is a reference manualdescribes each step of mes-
sage construction, how to use the tools that support thisegsy and the concepts involved.

MDF is used by members of HL7 Working Group.

In HL7 Version 3, RIM is the source of all message contentgufé 2.6 shows how message

structures are defined based on the RIM and the MDF.
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Figure 2.6: Message Structure Generation in HL7 Version 3

HL7 also provides an XML Implementable Technology Spedifica[48] to express HMD

in XML Schema Definitions (XSD) [13]. HL7 defines several nmaags structures in various
domains including account and billing, blood bank, clihiganomics, claims and reimburse-
ment, laboratory etc. In addition, HL7 also specifies CihiDbocument Architecture which
describes the structure and semantics of clinical docusmexithanged between healthcare

providers.
Refinement, Constraint and Localization

The HL7 methodology uses the Reference Information Mod8MjRand the HL7-specified
Vocabulary Domains [49], and the Version 3 Data Type Spextifia [50] as its starting point.
It then establishes the rules for refining these base staadaarrive at the information struc-

tures that specify Message Types and equivalent strudiuiéersion 3.

The Refinement, Constraint and Localization [51] specificeaddresses:

e the “rules” and processes for refining the standard as destiin the Message De-
velopment Framework (the process leading from RIM to HMD A respectively)
through constraint and extension, including which stamh@atifacts are subject to con-

straint or extension
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¢ the definition of constraint and localization profiles

o the criteria for establishing a conformance statement

A profile is a set of information which is used to document eystrequirements or capa-
bilities from an information exchange perspective. Theutoentation is expressed in terms
of constraints, extensions, or other alterations to a eeferd standard or base profile. The
categories of profiles in HL7 include annotation, constraimplementable, conformance,
localization and conflicting profiles. All of these profilesquire the documentation of the
formal constraints, extensions and annotations that giedthrough the message develop-

ment process.

To guarantee interoperability, only the authorized HL7hFécal Committees can start the
refinement process from the RIM and apply the mentioned @ingt while the implementers

of HL7 are recommended to start from the HMD although R-MIMliswed as well.
Transport Specifications

Until Version 3, HL7 did never deal with OSI layers under thpplication layer; however
starting with Version 3, HL7 has shown interest in the tramsfayer of the OSI layers. The
HL7 Message Transport Specifications [52] provide detaslsoathe usage of a variety of

communication transports for the exchange of HL7 basedeobninessages and documents.

Currently HL7 v3 recommends three transport mechanismsdioasge HL7 messages:

1. ebXML Messaging Profile [53]
2. Web Services Profile [54]

3. TCRIP based Minimum Lower Layer Profile (MLLP) [55]

These Transport Specifications are not to be confused vatbdhtent of Transmission Infras-
tructure. Transmission infrastructure describes therin&tion model, messages and interac-
tions related to the assembly of an HL7 v3 composite mesSdgeTransport Specifications
address moving the message payload (the HL7 v3 compositeagesngr HL7 v2 com-
posite message) from sender to receiver. These transperédl @apable of moving HL7 v3

composite messages and may also support moving HL7 v2 anddoBfosite messages.
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In NHIS, HL7 Web Services Profile is used for the transpavtati Therefore, this thesis is

strongly related with the HL7 Web Services Profile.
HL7 Web Services Profile

Web Services are a way for applications to expose softwargces using standard inter-
operable protocols, regardless of the platform on whicly e implemented. Advanced
Web Services Protocols (WS-* Protocols) are built on tofheffoundation for Web Services
constituted by XML, SOAP and WSDL [56] to express additiofuadctionalities. These are
specifications that are developed with the intention of r@@option and interoperability and

focus on security, reliability, transactions, descriptidiscovery and other capabilities.

Security BEiae Transactions g
Messaging s
©
; o]
" N =
Messaging
XML and SOAP
Messaging Transports
HTTR, HTTR#S, TGP UDP, SMTE ..

Figure 2.7: Relation between WS-* standards [54]

Figure 2.7 shows the architecture and the relation betweediferent WS-* protocols [57].
At the bottom of the stack, fierent network transports provide connectivity betweeriapp
cations and service consumers and providers. The rest &8 specifications are largely

independent from the specific network transport chosen.

The profile sets some rules about the invocation of the webcssr deployed by the profile
roles, the usage patterns of the WS-* standards on theseyteg@hts and other specifications
to support an interoperable communication. One of the mulgsh is set by the profile is as

follows:
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“HL7 documents are transported in the SOAP Body, under alsietement, which is the
top-level element of the original HL7 XML message. Both SQAPand SOAP 1.2 [41]
are allowed as format for the Envelope. The top-level elérabthe HL7 message must be

embedded as the only child of the soap:Body element.”

One of the most important aspects of the Web Services Prsfileeiuse of WS-Security re-
lated patterns over the messages. This profile say§'thaess otherwise noted, the guidance
provided in this profile, and the individual WS-* securityesffications must be followed in
addition to the HL7-specific guidance” . However, this pefiloes not provide complete
guidance on every aspect of Web services security. For draiibploes not address how to
find and use a certificate authority, manage X.509 certifigab@nage trust relationships, deal

with delegation scenarios, or use transport-level sgcurit

The first requirement of the profile dictates the autheribbahnd authorization processes.
According to the profile all parties must be authenticatea $ecure message exchange. WS-
Security set provides a humber of mechanisms for autheimgcand authorizing the mes-
sage senders based on the security tokens attached to essagee There are a variety of
different security token types including Username Tokensrpsecurity tokens (e.g., X.509
certificates, Kerberos tickets, etc.), XML-based secudkens (e.g., SAML, REL, etc.), and
generated security context tokens. All of these token typag be used for authentication
and authorization purposes. Messages that do not conta@feyence at least one security

token cannot be authenticated, authorized, or securedsigitiatures and encryption. [54]

Since NHIS services adopt the HL7 Web Services profile, itaiat for the FMISs and HISs
to use the WS-UsernameToken Profile, which is the selectiétiatication and authorization
framework within NHIS. The testing approach of this theampliements mechanisms to test
the convenient usage of WS-UsernameToke constructs itis&léTransmission Schema”

instances.

2.3.2 HLY Clinical Document Architecture (CDA)

HL7 Clinical Document Architecture (CDA), previously oadl Patient Record Architecture
(PRA), is a document markup standard that specifies thetsteuand semantics of a clin-

ical document (such as a discharge summary or progress footid)e purpose of exchange
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[8]. A clinical document includes clinical observationsdagervices about care events. A
valid CDA document is encoded in Extensible Markup LanguadéL) and conforms to the
CDA Schema which is derived from the CDA Hierarchical Dgstioh based on the XML
Implementable Technology Specification. The CDA HierazahDescription is derived from
the CDA R-MIM through the process shown in Figure 2.6. In otlierds, HL7 RIM is the

source of the structure and semantics of a CDA document.

So far, HL7 has released two versions of CDA. The CDA Release (CDA R1) is the first
specification derived from the HL7 RIM. It became an ANSI agwed HL7 Standard in 2000.
The CDA Release Two (CDA R2) became an ANSI-approved HL7d&ahin 2005 [58]. In

this thesis, CDA R2 is referred whenever the term CDA is used.

A CDA document has two main parts, the header and the bodyhelfCDA R1, only the
header part is derived from the RIM. In the CDA R2, in additionthe header part, the
clinical content in the document body is also derived from ®RIM. Therefore the CDA R2

model enables the formal representation of clinical statemthrough CDA Entry classes.

A CDA header defines the context of the document by providifigrination on authentica-
tion, the encounter, the patient, and the involved progidenereas the CDA body includes
the clinical report. The body part can be either an unstradtiblob or a structured hierarchy
which involves one or more section components. Within a@echarrative blocks and CDA
entries are defined. Machine-processable clinical statesrage represented by these CDA
entries whereas the narrative blocks are human readates fof these clinical statements.

Figure 2.8 [8] depicts the major components of a CDA document

The “ClinicalDocument” is the root element of the documérite header is located between
the <ClinicalDocument and the<structuredBody tags. There exist sections in the "struc-
turedBody” element. Each section can contain a single tiagrblock located in the “text”

element. A narrative block is the human readable portiomefsection when rendered with
an appropriate stylesheet. Sections also contain CDAesnwhich are used to represent

structured content. CDA entries are machine-processatt@ps of the sections.
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<ClinicalDocument>
. CDA Header ...
<structuredBody>
<section>
<text>...</text>
<observation>...</observation>
<substanceAdministration>
<supply>...</supply>
</substanceAdministration>
<observation>
<externalObservation>...
</externalObservation>
</observation>
</section>
<section>
<section>...</section>
</section>
</structuredBody>
</ClinicalDocument>

Figure 2.8: Major components of a CDA document

2.4 National Health Information System of Turkey (NHIS)

Turkey’s National Health Information System (NHIS) Prdjgt was initiated on January 30,
2003 with the participation of representatives from goweental institutions, non-government-
al organizations, universities and the private sector ulde coordination of Ministry of
Health in order to establish cooperation among the sectmsnational health information

system’s infrastructure.

NHIS is based on sharing a functional database which is sitdedy authorized people and
institutions with defined access rights that covers all flizens’ records from the birth and
throughout higher life on a spine of communication network with high bardtvithroughout

the entire country and using the technologies reachingntediécine applications in profes-

sional practice.

Based on the pre-defined goals of NHIS, several achieveniewes been done which are
summarized in the following sections. More informationvaitable in our publications [59]
and [58].

Sajlik-Net: The National Health Network

Saglik-Net is the conversion of the existing LAN-WAN intdrae health network platform

providing linkages, services and data repositories (e.gninmim data sets of Electronic
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Healthcare Records) to all authorized parties in the healttor. This National Health Plat-
form should be recognized, respected and trusted as thesseational platform for every-

thing that is Health Information, either systems or sewwigeboth.

Saglik-Net is operational now and it is still being devedldp The NHIS is built upon Saglik-
Net and as of May 2009, the progress is as presented in Figure 2

State
Hospitals e Telemedicine
Family
Physicians \/ /"/ Legacy System
. \ . Digital Security e-
Clines f———— | Signature
University S _C_ﬁz\-\ | National Health
Hospitals v ag I Data Dictionary

: N
\\—/Er Decision Support

Private | | | e

Hospitals SR
Health Code
Pharmacies \ Reference Server
MoH Network
Management

Laboratories

Figure 2.9: Saglik-Net as of May 2009

As shown in Figure 2.9, the National Health Data Dictiondyuéal Saghk Veri Sozluga,
USVS) [47], the Health Coding Reference Server (Sagliklma Referans Sunucusu, SKRS)
[60], legacy systems (e.g. Personnel, Financing, HeadttisBts) and some network manage-
ment components are already connected to the Saglik-MEmedicine applications and the
more comprehensive digital security mechanisms on topeoétinrent Web Services Security

module are under development to be connected.

On November 17, 2008, the organizations that are ready i iséormation to the servers
located at the Ministry of Health premises have started mal see HL7 CDA messages. The
software companies, developing Family Medicine Informatsystems (FMIS) and Hospi-
tal Information Systems (HIS) in Turkey have to comply witte tstandards developed by

the Ministry of Health. In this way, interoperability amoiNHIS servers and various Hos-

26



pital/LaboratoryClinic/etc. information systems are provided. The Electronic theate
Records are based on HL7 Clinical Document Architecture ALBnd use the National
Health Data Dictionary, and the relevant coding systems.ofA%anuary 15, 2009, that is
the dficial date published by the Ministry of Health of Turkey, ttere organizations have
started to send the real data to the servers. CurrentlyJynathrof the state hospitals of
Turkey are successfully sending the daily messages to tH& Bétvers. University hospitals
and primary care institutions are continuously boostinghgir integration capabilities with
Saglik-Net. Electronic Health Records of Turkish citigeare now being populated on the
NHIS servers. As statistical information, on March, 2009 tlee average 100.000 - 150.000
messages arrived to the NHIS servers, on the daily basis, ditbthe connected institutions.

80 percent of this incoming data is formed of examinatiora dat.

In the following sections, the major components of the &al§et, some of which are above-

mentioned, are described.
The Health Coding Reference Server (HCRS)

In order to provide common codifiassification systems that are available to all healthcare
players, MoH Department of Information Processing devatdioiine Health Coding Reference
Server (HCRS) [60] which encapsulates all the internatiand national coding systems used

in Turkey within a publicly accessible server.

Some of the coding systems available from HCRS are ICD-1{) [Brugs, ATC (Anatomic,
Therapeutic, and Chemical Classification System), Astioas, Clinics, Specializations, Ca-
reers, Health Application Instructions, Supplies, VaesinBaby Monitoring Calendar, Preg-

nant Monitoring Calendar, Child Monitoring Schedule andaRzeters.

The concept of Health Coding Reference Server (HCRS) idagitai the “vocabulary domain
/ value set” mechanism of HL7 v3. All the software companiemgldusiness for Turkish
health market are obliged to use the HCRS in their softwadetanlesign their products for
fast adaptation to the latest updates in the HCRS, latestiayg from the date of update.

The National Health Data Dictionary (NHDD)

The National Health Data Dictionary (NHDD) [47] is develaj® enable the parties to share

the same meaning of data, and use them for the same purposedaldwhose definition
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and format determined within the NHDD establishes a refardar the information systems
used at health institutions. Thus, the content interopiésabmong diferent applications is

provided through the NHDD.

NHDD is composed of data sets and data elements conformiCiEC 11179-4 Standard
[62]. Currently, there are 46 Minimum Health Data Sets antl @&ta elements.

The data groups used for data collection are called Minim@alth Data Set (MHDS) and are
formed from the NHDD as shown in Figure 2.10. In other words{D&s define the data sets
which emerge at the time of presenting a certain serviceeXample, Infant Monitoring Data
Set or Pregnant Monitoring Data Set. Some example MHDS aitez&@/Foreigner Registra-
tion MHDS”, “Medical Examination MHDS”, “Prescription MHB", “Pregnant Monitoring
MHDS”, “Cancer MHDS"” and “Inpatient MHDS".

 Patient Admission MHDS
Citizen/Forelgner Registration MHDS E < ; l:ﬂtm M::S
Newbom Regisitation MHDS | 1.REGISTRATION GROUP 6. EXAMINATION GROUP | Examindfion
“ [ \ Mouth And Teeth Examination MHDS
Slateless Registration MHDS | \
= \ | Resull of Test MHDS
| |, Prescription MHDS_
Birth Nolification MHDS ‘| \ Palient Discharge MHDS
Pacﬂh Nofification MHDS | | 2 BASEGROUP |
_Palient Demographic Nofification MHDS __-3‘ O\ ‘ | Inpatient Admission MHDS
Handicapped MHDS J \ : w( _Patient MHDS
Handicapped MHDS VI _Patient MHD
| |_Inpatient Discharge MHDS
nln_lﬂniObs!wulAOLMHD! . INEANT GROUP .I ‘ | [ CUHCQ_I MHDS_‘
Infant Nulilion MHDS ——————————— |
e W A _ B.CHRONICLE DISEASE GROUP | | Diabefes MHDS
15-49 Age Female Observation MHDS MINIMUM HEALTH DATASEIS § Dialysis Patient Nofification MHDS |
‘Pregnant Observation MHDS | T T . Dialysis Patient Observation MHDS_
s SRR 4 WOMEN HEALTH GROUP
Result of Pregnant MHDS _ ‘% ‘ E: tani of Organ Trar fion MHDS
Puerperal Observation MHDS | | ;’ Naification of Organ Trar on MHDS _
i g of Crgan T plantation MHDS
i \ 7. TRANSPLANTATION GROUP | o
plaicN R A | _ Expectant of Stem Cell Trar on MHDS
S0 behie G ats NohficcHion MHES: | | | Notification of Stem Cell Transplantation MHDS _

CD efiniely Case Nofification MHDS | |
) |

Infection Agent Notification MHDS "-ls COMMUNICABLE DISEASE GROUP |
N = 4 P int Psychi ial Observation MHDS
Tuberculosis Observation MHDS { | ~agnontTaycher e eTvaRon

ing of Stem Cell Transplantation MHDS

Malaria Observaiion MHDS | [ | Infant Psychesocial Observation MHDS_

Atempled Suicide & Crisis Noffication MHDS
_HIV Nofificafion MHDS | | 10. MENTAL HEALTH 2 mmcnoncmup{ g ERE SO gRon

N GRS | Aftempted Suicide & Crisis Observation M.HDS
= = _Addiclion Nofificafion MHDS
|_Addiction Observalion MHDS

Figure 2.10: Minimum Health Data Sets in the NHDD

The data elements within the Minimum Health Data Sets aretlynosded with coding
systems and all these coding systems are available at tHehH&ading Reference Server
(HCRS). If a data element is defined in the National HealtraXittionary as coded or clas-
sified, then the related codifagssification system is given both within the definition lod t
data element and in the “HCRS System Code” field. There argtsibilities for a coded

element: either the value is gathered from a coding systetm asi ICD-10, healthcare insti-
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tutions, specialties, etc. or the value is of parametridlsnch as gender, or marital status.
The Healthcare Professional Registry

Ministry of Health is authorized to provide the work licesge the physicians in Turkey. The
diplomaspecialty information of the medical professionals is rded together with their

Turkish citizenship numbers in the Doctor Data Bank (DDEJ][6

The Doctor Data Bank, that is, the Healthcare Professiongld®y serves two purposes: The
first one is that most of the payment providers control théthearvice and the prescriptions
according to the physicians’ specialty. For example, wheneindicates that only the physi-
cians with a certain specialty can prescribe certain meesiit becomes possible to check

whether the doctor who has signed the prescription has theresl specialty.
Data Collection and Sharing in the National Health Information System

The National Health Data Dictionary, the Minimum Health ®&ets and the Health Cod-
ing Reference Server provide the information space usedemtessages to be exchanged
between the peripheral systems and National Health Infiom&ystem. It should be noted
that these data sets do not have a wire format and the mosttampalecision to be taken
at such nation-wide projects is whether to use a standardafor Most of the time, stan-
dards do not cover all of the identified information requiests in a project; therefore, the
implementers choose to develop their own proprietary forimstead of a standard format.
However, this decreases interoperability. In the Natidhedlth Information System, HL7 v3

is selected because of the following reasons:

e HL7 is the most widely used electronic healthcare standaltiough, National Health
Information System is to be used locally in Turkey, when ines to communicate with

other countries, the systems should be ready.

o After the completion of the NHIS, all of the medical inforrimat systems used in the
nation-wide healthcare institutes should be adapted tonuamtate with the NHIS.
Being based on a widely-used standard will facilitate therimperability to a large

extent.

e HL7 v3 provides mechanisms to extend the messages accdadihg requirements of

a project.
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e Specifically, the version 3 of the HL7 standard is selectéitbrahan HL7 v2.x because
of optionality problems of v2.x. Additionally, HL7 v3 is asstdard whose conformance
can be tested. In other words, it becomes possible to testoftvware clients running
on the peripheral medical institutes that provide data €oNKIS servers. This is not

possible in the 2.x versions of HL7.

Development of the Transmission Schemas

In the current version of the NHIS, the Transmission Scheratances are regarded as HL7

v3 messages and localized according to the Turkey’s HL7 IB{&fj.

A “Transmission Schema” contains a main Minimum Health C&ga(from which the trans-
mission schema is named after) and a set of auxiliary MHDS8sliblps the interpretation
of the main MHDS. An example transmission schema for “Exatiim” defined in the Na-
tional Health Data Dictionary is shown in Figure 2.11 where tExamination” data set is
sent together with the “Newborn Registration” or “CitiZEareigner Registration” data sets.
Furthermore, “Patient Admission” and “Patient Dischardata sets are also required. If there
are any “Test Result” data sets or “Prescription” data sbty are also sent along with the

“Examination” data set.

Mewbom Patient Fatient
Registration Admission + + Discharge
Data Set Data Set Data Set

o
OR
E o . Test Result
If available =+ Data Set (%)
Citizen/Foreigner \
Registration

Data Set ( A

3 Prescription

Ifavailable =+ Data Set (%)

{*) Can be repeated in case of multiple instances

Figure 2.11: The Examination Transmission Schema from tHON

It should be noted that there is no specific HL7 v3 Domain fdroélthe Transmission
Schemas. For example, there is no HL7 Domain that is suitabléPregnant Psychoso-
cial Observation” or “Communicable Disease Probable Cas#fibation”. Therefore, the

CDA, which provides a generic mechanism to identify the eotg of electronic healthcare
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documents, is selected as the document format.

<examination classCode="DOCCLIN" moodCode="EVN">
<id root="2.16.840.1.113883.3.129.2.1.3" extension="11333439-08ab-42c5-ec2d-17064c153456" />
<code code="MUAYENE" codeSystem="2.16.840.1.113883.3.129.2.2.1" codeSystemName="Dokiiman Tipi"
codeSystemVersion="1.0" displayName="Muayene MSVS (Vatandas/Yabanci)" />

Figure 2.12: The Beginning of the Examination Transmis§chema

Each “Transmission Schema” is wrapped with a root elememteabafter the main data set
in the transmission. For example, as shown in Figure 2.E2rdbt tag of the “Examination
Transmission Schema” isexaminatior. In this example, the document type (“Dokiiman
Tipi” in Turkish) is “Examination” (“MUAYENE” in Turkish) and this code is obtained from
the DocumentType-CS Code System whose object identifidd){31“2.16.840.1.113883.3.-
129.2.2.1".

<examinationDataset classCode="DOCSECT" moodCode="EVN">
<id root="2.16.840.1.113883.3.129.2.1.4" extension="4e7e0004-8e9e-44d2-9a9%9e-099d071e646a" />
<code code="MUAYENE" codeSystem="2.16.840.1.113883.3.129.2.2.2" codeSystemName="Veriseti"
codeSystemVersion="1.0" displayName="Muayene Veriseti" />

Figure 2.13: An Example First-level Section for the Exartiora TS

The “Data Sets” in the “Transmission Schemas” correspotadirst-level “Sections” in the
CDA. The name of the opening tag of the “Data Set” is obtaingddncatenating the name
of the dataset with the “Dataset” keyword. The “code” of a t®&et” is retrieved from the
DataSet-CS Code System. For instance, in the example giveigure 2.13, the opening tag
is <examinationDatasetand the code is specified as “Examination” (‘“MUAYENE”). This
code is obtained from the DataSet-CS (“Veriseti”) Code &ysivhose object identifier (OID)
is “2.16.840.1.113883.3.129.2.2.2".

The data sections that wrap the NHDD data elements are egyiegsby nesting new “section”
elements in the data set’s “section” elements. The operiggt a data section is obtained
by concatenating the data element’s name with the “secti@yivord. For example, the
diagnosis (“TANI” in Turkish) data element is introducedth@ examination data set with the

<diagnosisSection XML element as shown in Figure 2.14.
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<examinationDataset classCode="DOCSECT" moodCode="EVN">
<id root="2.16.840.1.113883.3.129.2.1.4" extension="4e7e0004-8e9e-44d2-9a9%9e-099d071e646a" />
<code code="MUAYENE" codeSystem="2.16.840.1.113883.3.129.2.2.2" codeSystemName="Veriseti"
codeSystemVersion="1.0" displayName="Muayene Veriseti" />

<diagnosisSection classCode="DOCSECT" moodCode="EVN">

<id root="2.16.840.1.113883.3.129.2.1.5"
extension="6c4ble87-c4f4-42b0-aaeb-05e23a77ed5a" />

<code code="TANI" codeSystem="2.16.840.1.113883.3.129.2.2.3" codeSystemName="Veri Kismi"
codeSystemVersion="1.0" displayName="Tani Versinin Oldugu Bolum" />

<text>Hastada vaskuler bagirsak bozuklugu teshis edilmistir.</text>

<component typeCode="COMP" contextConductionInd="true">

<diagnosis moodCode="EVN" classCode="0BS">

<value code="K55" codeSystem="2.16.840.1.113883.6.3" codeSystemName="ICD-10"
codeSystemVersion="1.0" displayName="BARSAGIN VASKULER BOZUKLUKLARI" />
</diagnosis>
</component>
</diagnosisSection>

Figure 2.14: An Example Second-level Section for the Exation TS

As shown in Figure 2.14, the values for the data elementsiees gvith CDA Entry classes
such as Observation or Procedure and they are associathd telated “section” element

through the “component” element.

Figure 2.15 summarizes the relationships between theaedifof NHDD, the “Transmis-
sion Schemas” and the HL7 CDA R2. Once this mapping is defitiesl constraints im-
plied through these mappings are reflected to the schemastifying the CDA Level One

schema.

This mapping also briefly summarizes the changes that ateedfip the original HL7 CDA

R2 schema.
Development of the Communication Infrastructure

A “Transmission Schema” instance constitutes a messagglegd. In other words, “Trans-
mission Schema” instances should be encapsulated in nesss&mr this purpose, “HL7
Transmission and Control Act Wrapper” is used. Example 3imr@ission Wrapper and Con-

trol Act Wrapper can be found in Figure 2.16.

HL7 Version 3 provides three transport specifications - elXM/eb Services and MLLP -
for the exchange of HL7 based content, messages and docinfemiong them, Web Ser-

vices Profile is the most promising, as it is based on widslyduWeb Services Technology.
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NHDD Concept CDA based HL7 v3 CDA R2

Tranmission Schemas
Transmission Tl
ClinicalDocument
structuredBody

Data Set -

Data Set --=-L
~| Data Set |——————-—— == T

Data Element
Data
Element

Wrapper (section) -, ————-
Data Element's

Transmission
Schema

- = ————

= — -
-

Data
Element I

Data Element's
Value

CDA Entry
Class

Data Element
Wrapper (section) |

CDA Entry

Figure 2.15: Mapping NHDD Concepts to HL7 v3 CDA R2

<MCCI_INOOOOO1TRO1 xmlns="urn:hl7-org:v3">
<id root="2.16.840.1.113883.3.129.2.1.2" extension="5b50d046-b567-4fba-a365-60c220c9fael" />
<creationTime value="20080402102643" />
<responseModeCode code="Q" />
<interactionId root="2.16.840.1.113883.3.129.2.1.1" extension="MCCI_INOOOOOITRO1" />
<processingCode code="P" />
<processingModeCode code="T" />
<acceptAckCode code="AL" />
<receiver typeCode="RCV">
<device classCode="DEV" determinerCode="INSTANCE">
<id root="2.16.840.1.113883.3.129.1.1.5" extension="USBS" />
</device>
</receiver>
<sender typeCode="SND">
<device classCode="DEV" determinerCode="INSTANCE">
<id root="2.16.840.1.113883.3.129.1.1.5" extension="SRDC-Deneme" />
</device>
</sender>
<controlActEvent classCode="CACT" moodCode="EVN">
<subject typeCode="SUBJ">
<!-- CDA based Transmission Schema instance -->
<examination classCode="DOCCLIN" moodCode="EVN">

Figure 2.16: Example Transmission Wrapper and Control Aciper from the NHIS
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Therefore, in the National Health Information System inmpdmtation, Web Services Profile
is used for the communication infrastructure. The Basidilerand the Security Profile of
Web Service Profile have been implemented. For security, S&&#rity Username Token

Profile [64] over Secure Sockets Layer (SSL) is used.
Details of NHIS Web Services

In the current version of the NHIS implementation there &&127 Web Services. These are:
“15-49 Age Female Observation”, “Mouth and Teeth Examaorati “Vaccine Notification”,
“Infant Nutrition”, “Infant Observation”, “Infant Psyctsmcial Observation”, “Communicable
Disease Definite Case Notification”, “Communicable Diselasabable Case Notification”,
“Diabetes”, “Dialysis Notification”, “Dialysis Observatn”, “Birth Notification”, “Pregnant
Observation”, “Pregnancy Termination”, “Pregnant Ps\aduial Observation”, “Patient De-
mographics Notification”, “Cancer”, “Puerperal Obsergati, “Examination”, “Death No-
tification”, “Test Result”, “CitizeriForeigner Registration”, “Stateless Person Registration

“Newborn Registration” and “Inpatient”.

Almost for each HL7 Web Service there are four operationmetg “Insertion”, “Update”,
“Deletion” and “Query” operations. All of these individuaperations are synchronous but
overall, the NHIS behaves asynchronously. The clientsclwvlre the vendor applications
deployed at healthcare organizations’ premises, send‘ffreinsmission Schema” instances
through the insertion operation. This operation performly gyntax validation against the
related schema and responds with an acknowledgement ditgorédult of the validation. If
the invocation of the first operation is successful, thenrtessage is stored at the NHIS
servers for detailed processing. This detailed procesairgves the semantic validation of
the content of the message, which is briefly described in dHeviing “Validation of the
Transmission Schema Instances” section. Then, at any timeclient invokes the query
operation to query the semantic validation result by ushmy fireviously sent document’s
Universally Unique Identifier (UUID) [65]. If the detailedatent processing of the document
is successful, a positive acknowledgement is received fr@query operation; otherwise, the
errors encountered in the semantic validation phase aogtegpto the user. The clients are
also able to update and delete the previously inserted dextsnvith the help of update and
delete operations. The UML Interaction Diagram of NHIS HLéMWServices in Figure 2.17

shows these interactions and the application roles usedrkey.
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- Query Responze
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Figure 2.17: Interaction Diagram of NHIS HL7 Web Services

Apart from the HL7 Web Services, there are 16 more Web Ses\itat neither the services
nor their content conform to HL7 or any other eHealth stadd@hese are native synchronous
Web Services usually developed for some risky communicdisieases. “Malaria Notifica-
tion” and “Tuberculosis Notification” are two such exampl@hey have Web-based forms
on the MoH central servers as well and it is expected thatleake professionals will send
these comparably rare observations through these formser@ily, these 16 non-HL7 Web
Services are not in use because they are not deployed on the $¢ivers. These services
have faced with significant semantic and syntactic chanfestefore, new implementations
and deployments of these services are in progress. In aueae fthese services are being

planned to be deployed on the NHIS servers.
Validation of the Transmission Schema Instances

A two phase validation technique is applied for the valiolatof the incoming messages to
the NHIS. In the first phase, which is called syntax validafpinase, an incoming document
instance is validated against the related XML Schema D&fim{XSD) of the “Transmission

Schema” by the greeting operations; namely the insertichupadate operations. If success-
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ful, the message is conveyed to the second phase which eddhlé semantic validation

phase.

The semantic validation phase checks the values in the titgests and the relationships

between them. The semantic constraints are categorizefivatclasses:

1. MERNIS Central Demographics Management SystémTurkey, every citizen has a

unique identifier and these identifiers are maintained irstegy called MERNIS (Cen-
tral Demographics Management System) [66]. The patiemttifiers in the messages

should be validated against this system.

2. Doctor Data Bank (DDB)The identifiers of the healthcare professionals that appea

the messages should be validated against this DDB.

3. Value formatsValues of some data elements should obey some specific farfgan

example, HL7 date can be of the form YYYYMMDD.

4. Coded elementshe coded elements should have values from the Health GdRif

erence Server (HCRS).

5. Business rulesThere are some rules among the message elements such earttiese
tion end date should be later than the examination begin @agre are more complex
clinical business rules as well. These rules are defined aadndented [67] in collab-
oration with the healthcare professionals and the admatiige stdf of the healthcare

organizations.

2.5 TestBATN

TestBATN is a software framework which proposes a designaandxecution environment
and applies a specific testing approach for dynamic, cordierand automated execution
of conformance and interoperability testing against B2mdards, profiles or specifications.
TestBATN is an abbreviation for “Testing Business Procégmlication, Transport and Net-
work Layers”. That is, it enables an interoperability telsttfiorm to test all the layers of the

interoperability stack.
The work of this thesis is done under the TestBATN projecisTinesis engages an important
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role within the TestBATN framework by realizing a Test Exaon and Monitoring Environ-

ment. TestBATN project is supported by the Scientific andhhetogical Research Council
of Turkey (TUBITAK) [68]. In this section of the thesis, introductory infoation about the

TestBATN framework is presented. The part of TestBATN whidiectly corresponds to this
thesis is described in detail in Chapter 4, as TestBATN COQLRAND MONITORING

ENVIRONMENT.

This work has also enabled the testing of the National Heaftirmation System (NHIS) of

Turkey by providing the Test Execution and Monitoring Eoviment to the software produc-
ers in the health arena of Turkey. Therefore, first, the requénts of the testing process of
NHIS are identified and the test scenarios are developednita Test Description Language
of TestBATN. According to the requirements of the developest scenarios, the Test Con-
trol and Monitoring Environment within TestBATN oriented the expected implementation.
In Chapter 3, as NHIS TEST SCENARIOS, the testing approachtlam test scenarios are

presented in detalil.

ik Load Test Constructs
SUT Administrator Test Framework Test Design GUI
% Database Store Test Case
Load TestCases n
| | | Test Engine
control
control l Test Mgrbalgement ( Test Case )
Configuration
Send Message Messagmg Ilnterface Preliminary Test Data
Transport i Packaging m
Receive Message| 1. HTTP Adaptori 1. SOAP Adaptor m
Send Message 2. TCP Adaptor | 2. ebMS adaptor When True When False
3. i3 (" Sendh e ) Exit )
Tisten Message - RequestTestData
Evaluation Interface ( LisenMessage )
1. XML Schema Validator  m—
2. Schematron Verifier TestAssertion
SUT 4. HL7 v2 Validation Service | Reports Reporting
Party 2 5. ..

Figure 2.18: Overall Architecture of the TestBATN Framek[&9]

Figure 2.18 presents the overall architecture of the TeEMB&amework. In the following

subsections, some details of the overall picture are destri

TestBATN framework consists of the following features:

e An XML based computer interpretable test language (TestBA&st Description Lan-

guage) allowing dynamic set up and automated executiorsbtéses.

37



e A Test Execution Model defining the meaning of the behaviaral operational seman-

tics of each Test Description Language (TDL) instructiominunambiguous way.

e A set of interfaces (TestBATN Module Interfaces) which dealnlevelopment and inte-
gration of pluggable modules supportingtdrent protocols, formats or methodologies
and dynamic capabilities to make these modules utilizedk@tgtion of the specific

TestBATN TDL instructions.

e A Web-based Test Control and Monitoring Environment whiclaldes the users to

monitor and drive the execution of test cases. (Chapter 4)

e A Test Design and Framework Management Environment ergidisponsible orga-
nizations to develop, deploy and maintain test cases, samgitary materials for any

B2B (Business-to-Business) standard, specification dil@ro

With the above features, TestBATN framework can be used as

i a conformance test platform where vendors can test theiesys’ conformity remotely

over the Web

i an interoperability test platform where vendors can tést interoperability of their
products against each other remotely over the Web, or intengesvent (e.g. ETSI

Plugtests [70], IHE Connectathons [71])

iii a means of testing for the certification of products agamB2B standard or profile.

2.5.1 Main Concepts and Testing Approach

TestBATN framework aims at integrated testing coverindalers of interoperability stack;

business process layer, document layer and communicatyen IRather than partial testing,
that is testing each layer independently with specific taold integrating the results, Test-
BATN has an integrated testing approach which tests thaagshs on these three layers of

interoperability stack jointly within a test scenario.

Figure 2.19 illustrates the main concepts of the framewatksetup for conformance testing.

A Test Scenario is the abstraction for the complete description of the pigditing entities
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and the steps required to achieve a specific test purposiegtéise systems against the con-
formance or interoperability requirements of a part of ad#éad or a profile. The TestBATN
framework follows the business process terminology and ttaé participating systems of the

test scenario as parties.

TestBATN Framework

/est Scenario Test|Case

J

TestBATN Control&Monitoring Test Reports TestBATN

. Engine
Environment
_____ Playing the Roles
| ! by the test scripts in
SyStem Under Test , SA IH the test case
SUT —-—ll AUT Ir— Means of Communication ! SA IH
Test Driver ActorUnderTest | 77777
laying the Rol
(SUT Controller) Playngthefole &
1 1
SA +—

Simulated Actors

Figure 2.19: TestBATN Conformance Testing Setup

Generally, Test Parties are the corresponding abstraction of the framework for titera
specified in the business process in the base standard. FettBATN framework, Test
Parties can be in two types; simulated or Actor Under TestT)AU he parties, which are
specified as AUT, are the entry points for Systems Under B4T§) to participate to the test
execution. The simulated parties are the actors that rasithe business process or message
choreography specified in base specification, but that drentemded to be tested in the test
scenario. They are simulated by the framework by means bktepts to achieve the test

purpose.

The Test Steps mentioned in the Test Scenario description are the abistnaftir actions or
instructions that will be performed on the Test Framewor80f side to execute the test case.
The backbone for these steps is the message choreograptifjespeithin the Test Scenario
(or derived from the base specification conformance oraprability criteria). Other steps

are the instructions for the Human Test Drivers controltimg SUTs and validation steps that
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will contribute to the test verdict.

As previously mentioned, Test Scenario is the abstractimhiteshould be interpreted as the
sequence or flow of actions in Test Designer's mind to achileedest purpose. In order to
automate the test execution, this description is define@&BATN machine processable lan-
guage; TestBATN TDL. By following the conformance and iofgerability testing literature

terminology, this definition which corresponds to a teshac® is called a Test Case.

2.5.2 Conformance Testing

Standardized protocols and services, and the applicalievedoped through the protocols can
be formally tested in two related butftérent ways. One way goes through the conformance
testing. Conformance testing depicts whether an appdicatbdrrectly implements a particular
standardized protocol or not. In other words, the testinthefconformance shows whether
or not a single implementation of the protocol meets the@wnénce requirements specified

for that protocaol.

When a software instance includes an implementation of\etsally standardized protocol,
it becomes possible to specify the test criteria and praesdwith a quality comparable to
that of the protocol standards themselves. The protocojssgiasome rules on several layers
of the interoperability stack and these rules are formadfiretd through some formal doc-
umentation. XML Schemas may restrict the structure of theestt, business profiles may
rule on the choreography of the exchanged messages amopgrttes etc. Therefore, these
formal restrictions form a basis for the testing applidgapbibn that of the softwares which

implemented the protocols.

Figure 2.19 shows basic details and setup for conformarstiage During the test execution,
two entities; TestBATN Engine and TestBATN Execution andnilaring Environment take
role in the framework side. THEestBATN Engineis the system which interprets and executes
the Test Case definition, which is scripted in the Test Dpton Language, and manages
the whole process. The TestBATN Control and Monitoring Emwinent (Chapter 4) is the
interface between the engine and the Human Test Driver wdeaeal time monitoring on
the test execution, some control on the scenario and ragasfithe test results. THeéuman

Test Driver, while monitoring the test execution with TestBATN Contaotd Monitoring
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Environment, manages the SUT according to the instructstiosvn on the Graphical User

Interfaces (GUIs).

The purpose of conformance testing is to determine confoceaf a single implementation
against a particular standard. Therefore, in the setup showigure 2.19, there is only one
SUT playing the role of the Actor Under Test (AUT) specifiedtie conformance test case.
The TestBATN Engine on the other hand can simulate severég¢paccording to the business
process specified in the base standard or testing purpose tést scenario. The Means of
Communication is the physical setting that enables comaation among systems, can be

internet, local network or any other instrument.

In any given instance of testing, there will be a test repdricivincludes the final test verdict,
intermediate test verdicts for each step, and detailedrt®gbowing the logs and errors for
each step. In fact, the reports and the verdicts for eachasteghown to the Human Test
Driver in run time without waiting the end of the test case.eTiterface between the Test-
BATN engine and the TestBATN Control and Monitoring Envineent realizes this run-time

monitoring facility. In addition, a presentation model isfided in the framework and used
to present the test scenario to the Human Test Drivers intarbgay. Detailed descriptions
on the reports will be discussed in Chapter 3 while concéngraon the application of the

developed test scenarios in real-life.

2.5.3 Interoperability Testing

Interoperability is the ability of two or more systems or gmments to exchange information
and to use the information that has been exchanged [1]. Maefecally, interoperability is

said to exist between two applications when one applicateamaccept data (including data
in the form of a service request) from the other and perforentéisk in an appropriate and
satisfactory manner (as judged by the user of the receivyisg) without the need for extra

operator intervention [2].

The purpose of the interoperability testing is to prove #rat-to-end functionality between, at
least, two communicating systems is as by required by timelatd or a number of standards
on which those systems are based. However, one should kemjndrthat interoprerability

tests are applied at the end-points and on the functionaifattes of the applications which,

41



that is, interoperability testing can only specify funatid behavior. It cannot explicitly cause

or test protocol error behavior [3].

TestBATN Framework

ﬁ
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Figure 2.20: TestBATN Interoperability Testing Setup

Figure 2.20 illustrates the interoperability testing pedfithe TestBATN when there are two
Systems Under Test (SUTSs). The situation is similar whenetlage more than two SUTS.
There is not too much fference between the conformance and interoperabilityntpsti
the testing process. Since the purpose of interoperalidgting is to check the end-to-end
functionality between two or more communicating systensjally there is no simulated
actor. However, interoperability test scenarios inclgdsimulated actors can be designed for
more complex test purposes. Generally, in interoperghigist scenarios, the aim is to listen
to the messaging between SUTs. The TestBATN framework eehithis by its specific
instructions for listening by setting up itself as a proxjreTmonitoring and reporting process

is the same as in the conformance testing setup.

2.5.4 Scenario Based Testing

It is already mentioned that TestBATN framework approaatbfath conformance and inter-
operability testing is integrated testing based on a saeaad the backbone for this scenario
is the identified actors and messaging choreography amemg. tdn this scenario skeleton,
test designers set further test steps to check conformarioéeooperability requirements of

the base standard regarding the business documents, etiaéds @n business process, and
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communication protocols. However, more information onlihsiness collaboration will be
needed in order to execute the test scenario. Current agmegrovide this information in
the narrative test case descriptions before test casetex@tuThen the test cases are con-
figured in design time accordingly to check these furthenade requirements. TestBATN
framework proposes a new approach, scenario based testiat) pwrovides mechanisms to

set and check these scenario restrictions in the test céinégides.

In the scenario based testing approach, a real life sceregarding the backbone business
process is presented to the Human Test Drivers and they peetexi to operate the SUTs
according to this scenario. For instance, assume that yed teetest a standard which de-
fines the rules for the messaging interaction between tweathinstitutions for the sharing

of an EHR record for the examination data. The following e be a part of the scenario

requirements:

“A patient whose name #hn Doevisits doctor Maryin 2008-10-13 The main diagnosis

identified after the examination is Liver Cancet

In this scenario fragment, the underlined words should berétlues of some element in the
message if this scenario happens in real life. Since the diassfication and standard tells
where these values should be located in the message (fompéxavith an XSD Schema),
for real conformance and interoperability, the applicatshould have the ability to use the
information given in real life and generate the messagesuitiag document correctly with
this information. Therefore, in addition to syntactic tegt the semantics of the message

should also be tested by scenario based testing.

Scenario based testing is useful but ndéetive much when all the scenario requirements are
provided in design time where the test scripts are configacedrding to these requirements.
In order to make the test scenarios dynamic, configurableasglto maintain, the TestBATN
framework provides a mechanism to present the scenariguntsted way like a template.

In this way, designation of actual scenario requirementshei delayed until run-time. In
TestBATN framework, this phase is integrated in automagstidase execution as preliminary
phase. When the requirements are specified in test exedirien the test scripts in the
test case definition are also configured automatically. TémtBATN framework provides

following three mechanisms for the completion of the scien@mplate:
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e An element in the template can be specified in design time &yt designer

e An element in the template can be specified by one of the HureahOrivers in run-

time

e An element in the template can be specified by a special &pilicwhich can generate

randomized values

The Scenario Based Testing approach of the TestBATN framiefaoilitates test cases which
not only guarantee that the application can send some gcoafdrmessages, but also guaran-
tee that in any real life scenario the application sendsaehécmant and semantically correct
message. Scenario based testing approach is more impfotaetrtification, better interop-
erability (semantic interoperability) and to ensure aateidata. In other words, by using this
approach, it is possible to test if the information in theeyatted content, that is messages or

documents, accurately represents the intentional secsasftihe users of the application.

2.5.5 Modular Approach

One of the objectives for TestBATN framework is being a geneesting framework and
supporting any B2B standard, specification or protocol tmformance and interoperability
tests. Current B2B standards specify a variety of commtinitgrotocols, content format
or choreographies. In order to support all of those and parfautomated conformance or
interoperability tests against them, the TestBATN framéwse designed as an adaptable and
modular software framework. The aim is to leave the dirtyretpuired for testing process to
adaptors coded by some programming language. Such adaptobe developed more easily
to perform those jobs. Utilizing specific adaptors to supm@at the automated testing process
is not new and followed by other test beds or approaches H@kever, in those approaches,
testing adaptors are prepared for specific testing evergpamific test cases, and there is no

standard methodology to integrate them into the test fraomesy

The TestBATN framework defines interfaces and a standartiodetogy for the integration
of different adaptors into the framework to enhance the reusabilthe adaptors among test
cases designed forftitrent domains or standards. The approach of TestBATN frameis

defining a common standard interface for specific functitiralthat need to supportféer-
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ent protocols, formats, or technologies in testing processhich may facilitate reusability

among diferent test cases fromftirent B2B standards or profiles.
The TestBATN framework defines the following interfaces evhwill be used in the testing

of NHIS.

e Messaging Interface

— TransportCommunication Adaptor Interfacelhe interface facilitates pluggable

adaptors which will be used to receive, send or listen to ageEss by dierent

protocols like TCP [11], HTTP [20], SMTP [73], etc.

— Packaging Adaptor Interfacel he interface facilitates pluggable adaptors which

will be used to pack or unpack messages according to higlyer laessaging
protocols like SOAP [41], ebMS [74], etc.

e Test Adaptor Interface

— Validation Adaptor InterfaceThe interface facilitates pluggable adaptors which

will be used to validate a content according a schema andhwjeoerate a ver-
dict and structured test report for the performed validatie.g. XML Schema

Validator, Schematron Validator

— Verification Adaptor InterfaceThe interface facilitates pluggable adaptors which

are used to perform complex tests on any content and whidrgtena verdict and
structured test report for the performed tests. e.g. XPATI%] Verifier, Regular

Expression Verifier, other special purpose test tools

¢ Value Initiator Adaptor Interface : The interface facilitates pluggable adaptors which
will be used to generate or choose random values from a gpealfie list. These initi-

ated values are used in run-time message content and sceguirement generation.

e Function Library Interface : The interface facilitates definition and implementation
of functions which will be used in TestBATN TDL expressiors auxiliary data pro-
cessing entities. These functions are similar to XPATH fiams used in XPATH ex-

pressions.

e Data Model Interface: This is the interface to define specific data models for the

content formats that are not XML based. TestBATN framewaotkrinally transforms
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them into Object model and enables expressions and otheriffi€uction to run over

this data.
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Figure 2.22: Plug-in an Adaptor to a Modular TDL Instruction

Figure 2.21 illustrates the approach of TestBATN framewtorlkenhance reusability for test
components or tools. According to the needs for a standadhbimain, adaptor developers

develop adaptors implementing the corresponding intesfaefined in the framework. They
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also write descriptors for their adaptors which descritgerttain functionality, its input, out-
put and configuration parameters in a structured XML fornvehen the descriptor and the
implementation for the adaptor are deployed into the fraartkwthe adaptor is ready to be

used in test case definition process and execution of thesedses.

The Figure 2.22 shows how the Test Designer plugs in a spedfaptor for a TestBATN
Test Description Language (TDL) instruction. By considgrthe test scenario, he chooses
the suitable adaptor from the registry of adaptors of thpetgnd mention the ID of the
adaptor in the instruction to make the TestBATN engine tothseadaptor while executing
the instruction. Then he provides values for input, outpud eonfiguration parameters for

the adaptor.
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CHAPTER 3

NHIS TEST SCENARIOS

Two important inputs to this thesis are introduced in the@ding chapter as National Health
Information System (NHIS) of Turkey and the TestBATN Framekv The target outcome of
this work is enabling the conformance and interoperabibisting of the applications devel-
oped within NHIS through TestBATN framework. This chaptectses on the test scenarios
which are developed in the scope of this thesis. The tesasiosnare registered to the Test-
BATN through test suite definitions and published to the FaMiedicine Information Sys-
tem (FMIS) and Hospital Information System (HIS) vendolsrtg part in the health sector
of Turkey.

The current version of the NHIS provides 25 HL7 based webisesy each of which is
specialized to a specific Minimum Health Data Set Transmisas described in [58]. NHIS
also published 16 native web services which are not HL7 baskd testing process of this
thesis does not deal with those non-HL7 Web services. Thécssrin question are the 25

HL7 Web services.

All of the software systems running in the medical instiuite Turkey, the FMISs and HISs,
are obliged to have the ability to transfer EHRs, called tiBraission Schema” instances
to the NHIS servers at the Ministry of Health (MoH) premisds. order to guarantee the
interoperability, the MoH, published an Implementatlategratioriinteroperability Profile
[5] for FMIS and HIS vendors. This profile holds a very impatteole in the development of
the NHIS test scenarios because the standars to be useditettoperability stack, the code
values to be used and several semantic rules are definedythtiois profile. The profile is
based on the following standards and specifications whieldascribed in detail in Chapter
2:
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For transport protocol, HL7 Web Services Profile [54] is usdebr security WS-

Security Username Token [64] over SSL is required for canforce.

The “Transmission Schemas” are HL7 CDA R2 [8] conformant EHIRd each HL7
CDA section is a Minimum Health Data Set (MHDS) [75] which @&rhed from the
data elements specified in National Health Data Dictionbiif[DD) [47].

Health Coding Reference Server (HCRS) [60] serves all gpdiystems in use in
Turkey which is used in the data elements within the Minimuealth Data Sets. For
some specific data elements, some other coding systemdClikel0 coding system

[61], are specified for use.

For each Transmission Schema and Minimum Health Data Setadesemantic Busi-
ness Rules are defined to provide consistency among thesvasgs in the data ele-

ments.

In Turkey, every citizen has a unique identifier and thesetiflers are maintained in a
system called MERNIS (Central Demographics ManagemerieByg66]. The patient

id numbers in the messages are required to exist and be wrsisth this system.

In Turkey, every physician is registered to a system calledtdr Data Bank [63]. The

id numbers of the doctors in the messages should exist isystem.

The Integration Profile and its reference specificationsgareall the restrictions and require-

ments for vendors to update or develop the necessary comisowithin their FMISs and

HISs for a successful integration. However, without anesites and &ective testing process

this is a dfficult job for those vendors. Furthermore, only through testcorrect informa-

tion exchange among these eHealth applications can bergaadaand the products can be

certified. Conformance and interoperability testing arthlimportant and useful to the test-

ing of the applications whithin NHIS. Conformance testirigh® FMISs and HISs can show

that those implementations comply with the requirementheforotocols and specifications

asserted in the Integration Profile of MoH. However, onhtitesthe conformance of the

applications does not guarantee that those implemensatidhinteroperate with each other.
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3.1 Testing Requirements

After analyzing the Integration Profile and the eHealth reaik Turkey in terms of FMIS and

HIS products, the requirements to enable the testing ofytsiems have been settled [12].
Basic Conformance Testing

The first step in the testing process is to test the abilithefHIS and FMIS systems to send
valid “Transmission Schemas” in terms of syntactic andcstmal constraints. Only after pro-
cessing a structurally valid message, the applicationggodurther analysis and processing
of the message. Furthermore, since the integration pradte @ number of protocols to be
used within each other, the syntactic validation should aks done in a logically consistent

order.

The following tests are required to assure the syntactiectress of the messages:

i Checking the ability of the systems to send HL7 Web Servieesfile conformant
SOAP (Web Service) messages

i Checking the ability of the systems to send WS-Securitgitdame Token Profile con-

formant SOAP (Web Service) message

iii Checking the ability of the systems to use the usernanaktlag password assigned to it
correctly in the corresponding SOAP header, as specifidtiliS-Security Username

Token Profile.

iv Syntactic validation of “Transmission Schema” instamsent by the systems against

their corresponding XML schemas

v Checking if the code systems and the codes used in the ‘fiias®n Schema” in-
stances are valid. That is, checking whether the code syistene of the code systems
specified in the integration profile and whether the codeevadwalid according to the

corresponding code system

Functionality/Semantic Testing

Basic conformance testing guarantees the conformanceedflfansmission Schema” in-

stances sent by a FMIS or HIS to the specified standards amifisptions, and hence it
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partially guarantees the MoH NHIS servers to accept thestnggsion and store its content
to their database. However, it does not ensure that thenrdon in the transmissions ac-
curately represent the intentional semantics of the FMISI& users (e.g. doctors, family

practitioners).

For example, a data element in the “Medical Examination MHBSalled “Incident Type”
which should contain values such as “Normal”, “Emergenoy”;Industrial Accident”. For
this data element, the following tests should be performeatdler to guarantee the semanti-

cally valid transmissions:

i Checking whether the system (FMHES) is capable of sendingfiiérent values for the
related field. This constitutes to testing whether the sygieovides all possible code

values to its user for selection

i Checking whether the system (FMIBS) accurately packs the value selected by the

user into the transmission

iii Checking whether the system (FMIGIS) has the ability to render this value to its users

The testing requirements identified up to this point netagsscenario based testing where
vendors are given with a set of test scenarios and are regusiuse their products’ user

interfaces to construct a transmission which is conformaifit the given scenarios.
Interoperability Testing

Testing the conformance of applications to produce andwuoashe correct “Transmission
Schemas” is necessary but nofistient in deciding whether a FMIS or a HIS can properly
be integrated into Turkey’s NHIS. It is necessary to ensbhiat the selected options, bindings,

and deployment settings of the implementations are colvpadtcross partners [76].

Interoperability testing also enables the testing of thelémentation of the NHIS server ap-
plications in the terms of the standards and specificatiettfed in the Integration Profile.

However, in this case, testing of the NHIS server applicetioan only be done through the
syntactic checks of the responses generated by the NHI&rsefthat is, semantic and func-
tionality checks of the NHIS server applications fall begdhe scope of the interoperability

testing in the context of this thesis.

51



3.2 Testing Approach

The development and application of the test cases adoptiep-By-step” approach from
the basic and simple test cases to the complex ones. Acgomitne National Health Data
Dictionary (NHDD) [47] published by the Ministry of Healtifurkey, by means of the Inte-
gration Profile, a “Transmission Schema” contains a mainifdiim Health Data Set and a
set of auxiliary MHDSs that helps the interpretation of thremMHDS. Furthermore, as pre-
viously presented in Figure 2.11 which provides an examgiematic representation of the
Examination Transmission Schema, inside the “TransmisSichema” some of the MHDSs
are required while some of them are optional. These arefggubthrough the corresponding
XSD Schemas.

Considering the mentioned facts, several test cases agtoged through the adopted testing
approach of this thesis to realize the testing of FMISs ar8sHFigure 3.1 shows the graph-
ical representation of the testing methodology used infttiésis. The testing tool, which

is actually the set of tools within TestBATN, simulates tlwresponding NHIS service ac-

cording to the definition stated inside the developed testta The clients configure their

applications to send the service messages; those are #estiirssion Schema” instances, to
the assigned proxy ports of TestBATN. According to the addgesting approach, the test-
cases developed for the use of NHIS clients, start with trséch@onformance tests which

include the minimum requirements to send a valid “TransimisSchema” message. And

the testcases proceed to more complicated semantic anibfualcscenarios to test fierent

abilities of the FMISs and HISs.

According to a “Tranmission Schema”, one application cardssructurally valid messages
while meeting the minimum requirements set by the “Transiois Schema”. For example,

in the examination “Transmission Schema”, Test Result €dtaand Prescription Datasets
are represented as with “if available” tag at Figure 2.1lonfthis definition, a “Tranmis-

sion Schema” instance message including only the requiséal skts forms a valid message
with the minimum requirements. Therefore, basic test casesleveloped to verdict on the
messages without considering the additional constraithtsrahan the ones specified in the

schemas.
The additional constraints can be asserted to test thecatiphis’ abilities on sending mes-
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sages with non-required, optional MHDSs. For example, @we of a Prescription Dataset
can be enforced through the test case definitions. Aftesydidsiness and semantic rules
can be applied through that optional MHDS inside the “Traissian Schema” instance. This

approach constitutes the development of customized bestistenarios.

Up to now, a FMIS or HIS can be tested through the syntacticsemidtural checks in addition
with the customized basic test scenarios. However, oneasgmains missing. How can we
be sure about the interpretation of the data sent within teesage? That is, we also need to
be sure about the meaning of the data sent at the correcsplattee message. An application
may send structurally valid messages with meaninglesdiktie. For example, examination
information of the patients from a hospital may be sent toNkBS servers always with the
same diagnosis elements or patient admission elemenfshetoefore, semantically enriched

test cases are developed to ensure the semantic correcfribed=MISs and HISs.

As mentioned earlier, NHIS provides 25 HL7 web services lfar transfer of EHRs from

the healthcare institutions to the MoH servers. All of thesevices include insert operations
which is the main subject to be tested. Apart from the insgerations most of the Web ser-
vices also include update delete and query operations. t&geeration is used to update a

previously sent “Transmission Schema” instance and treteleperation is used to remove it
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from the main server's databases. The query operation tstosguery the processing status
of the previously sent message. As mention earlier in se@id, NHIS exhibits an asyn-
chronous behavior in total. For each message sent to the Z5klvices, a query operation
is needed to check whether the message is accepted (if lidsvayntax and semantics) by
the server or not. Furthermore, when a message is acceptibe bgrver, the client applica-

tions (FMISs and HISs) have only one chance to query the safidestatus of the message.

Within the scope of this thesis, testcases for the queryatepdnd delete operations of the

available services are also developed.

3.3 Test Case Development

TestBATN provides a well-defined mechanism to register ¢isetase scripts developed with
Test Description Language (TDL). Test cases, which spehitest steps through TDL, are
each defined in a separate file with an assigned unique i@eritifits context and put into a
test suite by providing its identifier inside the test sugeshown in Figure 3.2. A single test

case definition can only be registered into only one tes¢suit

Test Case 1

. Scenario flow
Test Suite defined with TDL
constructs

Test Case 1
Test Case 2

Test Case 3 Test Case 2

Scenario Flow

Test Case 3

Scenario Flow

Figure 3.2: Test Suite - Test Case structure in TestBATN

Test suites are the containers for the test case definitibigaire 3.3 presents the test suite
definition of the Examination “Transmission Schema”. It hanetadata field to indicate the
title, version, maintainer, location and data of publisatist and a short description about

the test suite. Then, the definition of global variables skhipwvhich are accessible globally
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from all test cases registered into the test suite. Afteligjaihe test cases in that test suite are
defined in order between the “TestCaseRefID” tags. Theiiikenst of the test case definitions
are put inside these tags. The identifiers of the test casesdshe unique in the context of

the testsuite.

Within the scope of this thesis, all required testcases elatbed development such as Schema-
tron [16] rules and XPATH [15] expressions to check the mgssagainst the business rules
are developed for several NHIS services, such as the Ex#orirservice which constitutes
the Examination Test Suite. To enable the testing of the i@ntaHL7 services, these test-
cases and related definitions are extended and registetfel ToestBATN framework as shown

in Figure 1.1.

In the context of Examination test suite the following tesse&s are developed:

e MuayeneTemelTestSenaryosu: The basic conformance testcase tesichthe mini-

mal set of requirements to send a valid examination “Trassiomn Schema” instance.

¢ MuayeneTemelTestSenaryosBecete, Muayen@emelTestSenaryostetkikSonuc: -
The customized basic conformance testcases which tesptiwal Prescription and
Test Result Dataset fields, in addition to the tests donaugiirahe basic conformance
testcase, inside an examination message respectivelge 8irough the basic confor-
mance testcases, it is possible to send valid messagesuwitiese optional fields;
customized versions of basic conformance testcases &y m&pguired to enable the

testing of the optional fields.

¢ MuayeneHastaCikisMSVSAnlamsalTestSenaryosu, MuayelastaKabulMSVSAnIa-
msalTestSenaryosu, MuayeMuayeneMSVSAnlamsalTestSenaryosu, MuayBee
ceteMSVSAnlamsalTestSenaryosu, MuaydietkikSonucuMSVSAnlamsalTestSenar-
yosu: The functional and semantic testcases which testittetiobnal capabilities of the
client applications. Each sematrjfinctional testcase definition is specialized for the
MHDSs which together form the examination “Transmissioheoa”. By this means,
semantic functionality detections are done for each MHD&s#ely inside a “Trans-

mission Schema” instance.
e MuayeneTemelBirliktelslerlikTestSenaryosu: The interoper@pitestcase which re-
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<TestSuite xmlns="model.testsuite.testframework.srdc.com"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
id="Muayene_TestSuite">

<MetaData>
<Title>Saglik Bakanligi - Muayene Veri Akisi Testleri</Title>
<Version>0.1</Version>
<Maintainer>SRDC Team</Maintainer>
<Location>Ankara, Turkey</Location>
<PublishDate>24/03/2008</PublishDate>
<Status>DRAFT</Status>
<Description>Muayene MSVS Bildirimi Uyumluluk Testleri</Description>
</MetaData>

<Variables>
</Variables>

<TestCaseRefID>
Muayene_HastaCikisMSVSAnlamsalTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_HastaKabulMSVSAnlamsalTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_MuayeneMSVSAnlamsalTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_ReceteMSVSAnlamsalTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_TetkikSonucuMSVSAnlamsalTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_SorgulamaServisiTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_TemelBirlikteIslerlikTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_TemelTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_TemelTestSenaryosu_Recete

</TestCaseRefID>

<TestCaseRefID>
Muayene_TemelTestSenaryosu_TetkikSonuc

</TestCaseRefID>

<TestCaseRefID>
Muayene_IptalServisiTestSenaryosu

</TestCaseRefID>

<TestCaseRefID>
Muayene_GuncellemeServisiTestSenaryosu

</TestCaseRefID>

</TestSuite>

Figure 3.3: Test Suite definition of Examination

quires the participation of the NHIS server and a FMIS application. The interop-

eration capabilities of the two systems are tested in theegomf the choreography

of the messages exchanged between the parties. The davétdpmperability test-

case makes TestBATN behave as a proxy between the comningipatties, listen the
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exchanged messages and apply the necessary tests on them.

e MuayeneGuncellemeServisiTestSenaryosu: The update method oéxamination

service is simulated and the messages are tested againstitbégponding update rules.

e MuayenelptalServisiTestSenaryosu: The delete method of the enation service is

simulated and the messages are tested against the conlggpdeletion rules.

e MuayeneSorgulamaServisiTestSenaryosu: The query method of thmieation ser-

vice is simulated.

The developed testcases formed a basis for the developristcases for all Web services

published by NHIS.

In the following, descriptions of the test steps in each $egihario category are analyzed
in detail by going over example testcase definitions. Cotepiestcase definitions with the
corresponding Schematron definitions are presented ip:/ftvw.srdc.metu.edu tranil/-

MOH_Muayene.zip”.
Basic Conformance Testcases

For each “Transmission Schema”, a basic conformance sestsawritten to test the con-
formance of FMISs and HISs to the requirements defined inntegtation Profile for the
corresponding transmission. The following test stepsrilesthese scenarios and the corre-

sponding TestBATN framework functionalities used to extedchem.
SOAP Message Conformance

The first step is the messaging step where the Systems Unde(SIgTs), the FMISs and
HISs, are requested to send a transmission to the specif@BAEN Engine ports (Test-
BATN proxy ports as shown in Figure 1.1). By using the TestBAMessaging capability
to receive the message from the client application with fReceiveMessage” and choosing
the “SOAP Message Adaptor” (the adaptor approach in thdBRg$t is describen in section
2.5) for this messaging step the scenario is configured tepaamnly valid SOAP messages.
To handle the transportation, HTTP adaptor is used in thespart level to indicate the ac-
ception of the SOAP messages transported through HTTP. FSKdéssage Adaptor” and the
“HTTP Message Adaptor” exist in the TestBATN framework adithin adaptors, named as

“SOAPReceiver” and “HTTPReceiver” respectively.
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<ReceiveMessage cpalD="Etkilesim1" fromActor="USBSIstemci" id="RO1"
description="Bu Test Senaryosu siirecinde olusan Muayene Bildirimini,
UsBSSimulator'iiniin konfigiirasyon kisminda belirtilen ag adresine gonderiniz.
transactionID="TO1"=
<Transport transportHandler =
<Packaging packagingHandler{ SOAPReceiver” )=
<VariableRef>soapHeader</\VariableRef>
<VariableRef>soapBody</VariableRef=

</ReceiveMessage >

Figure 3.4: ReceiveMessage portion of the basic testcasx&mination

Figure 3.4 shows the “ReceiveMessage” part from the exaimmaasic testcase definition.
After the arrival of the message to the TetBATN proxy pottgytare processed through the

indicated adaptors and kept in the pointed variables.
Syntactic Validation of “Transmission Schemas”

This step is configured to use the built-in validation adgpSD Validation Adaptor”. Re-
quired inputs for this adaptor are the XML Schema of the gpoeding transmission and the
“Tranmission Schema” instance, that is the EHR messageivezgtfrom the SUT (FMIS or

HIS) in the SOAP Body.

<ValidateContent validationAdapter="xsdadapter"
schemalocation="testsuites/MOH_Muayene/MoHServer/X5DSchemas/muayene/MCCI_INDOOOO1TRO1.xsd"
description="Gonderilen Muayene Bildirimi sézdizimsel yapisinin belirlenen Muayene XML
Semasina gore test edilmesi'>
«Expression =$MSVSbildirimi</Expression

=/ValidateContent=

Figure 3.5: Usage of XSD Adaptor

Figure 3.5 illustrates the usage of the “XSD Validation Abepinside the “ValidateCon-
tent” construct. It gets the XML Schema of the examinatiorvise by the “schemaloca-
tion” attribute and the other input, the message sent by thEiS passed inside the variable
“$MSVShildirimi”. The adaptor checks the syntax of the naggs according to the provided

XSD schema and outputs the result and the report of the talidprocess.
WS-Security Username - Token Profile Conformance
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The “SOAP Message Adaptor” partitions the message intetfregments; HTTP Headers,
the SOAP header and the SOAP body, and TestBATN framewaskslthe test designer to

use these fragments independently in the proceding tgst Byekeeping them in the variables.

WS-Security Username - Token Profile and further restmgtidefined in the Integration Pro-
file regulate the usage of “UsernameToken” header in the Sidédler. In order to test these
restrictions, semantic validation steps of the TestBATahfework are used. Each semantic
validation step is actually the evaluation of an XPATH exsien (corresponding to a single
restriction) over TestBATN built-in “XPATH Validation Adator”. For example, an XPATH
expression is written to test whether the message includésgée “Username” element in
“UsernameToken” header element. Figure 3.6 illustratealidation step with XPATH ex-
pressions to check the existence of wsse:Password elemestse:UsernameToken security

header.

- <VerifyContent verificationAdapter="xpathadapter"
descripbion=""wsse:UsernameToken' elemam bir tane wsse:Password
eleman icermelidir, ve bu elemanin 'Type' alam "http:/ /docs.oasis-
open.org/wss /2004 /01 /oasis- 200401-wss-username-token-
profile-1.0#PasswordText' olmahdir.">
<Expression=$soapHeader</Expressions

[ <Expression namespacesindings="1S0ap = k.

http:/ /schemas.xmlsoap.org/soap/envelope/, wsse =

http:/ /docs.oasis-open.org/wss /2004 /01 /oasis- 200401-wss-
wssecurity-secext-1.0.xsd, wsu = http:/ /docs.oasis-
open.org/wss/2004/01 foasis-200401-wss-wssecurity-utility-
1.0.xsd}" >count

{/soap:Header/wsse:Security f wsse:UsernameToken /wsse:Password
[@Type = 'http://docs.oasis-open.org/wss /2004 /01 /oasis-
200401-wss-username-token-profile- 1.0#PasswordText']) =

L 1</Exprassion>

<fVenfyContent>

Figure 3.6: Verification Step for Username - Token Conforogan

Testing the conformance of a SOAP message to the WS-Sgrtigérname - Token Profile
includes the checking of the wsse:Username and wsse:Pakslements inside the header
of the SOAP message. The test checks whether these elemisttgrethe right place of the
SOAP header or not.

Username and Password Validation

The TestBATN user-interaction ability through TestBATNr@wl and Monitoring Environ-

ment (Chapter 4) enables the test designer to obtain sorfimimery information from the
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SUT administrator before test execution. Preliminary dataquested from the SUT admin-

istrator by defining the appropriate “PreliminaryData"tarsces through TDL.

<PreliminaryData toActor="USBSIstemci" description="Sisteminizin bu test igin
kullanaca@ kullanicr adi bilgisini giriniz." type="ask"=
<\ariableRef=KullaniciAdi=/VariableRaf=

</PreliminaryData>

<PreliminaryData toActor="USBSIstemci" description="Sisteminizin bu test igin
kullanaca sifre bilgisini giriniz." type="ask">
<WariableRef=Sifre</VariableRef=

</PreliminaryData>

Figure 3.7: Preliminary Data Definition within TDL

Figure 3.7 illustrates the definitions of two preliminartaléor the use in the Username and
Password Validation. By means of this construct, beforetélsecase execution starts, the
system will request two pieces of information as prelimyndata from the user. This data
will be kept in the variables “KullaniciAdi” and “Sifre” inidating username and password
infomation which will be used in the SOAP Header through th&-8kcurity Username-
Token Profile. That is, the SUT administrator tells the systehich username and password
information he or she will embed into the examination mesghgt his or her system will
send to the TestBATN framework in the proceding test stedserAbtaining the username
and password information by processing the SOAP headesdwantic validation steps with
XPATH Validation, the username and password provided ifirpheary steps are compared
with the values given in the “UsernameToken” field of the nages This test is used for
checking the ability of the SUT to use the username and padsiwfiormation correctly by

means of the marshalling of the message.
Validation of Coding Schemes and Codes

Health Coding Reference Server (HCRS) maintains all codirgjems and codes in use in
Turkey. As mentioned in section 2.4 and also at the beginointis chapter, this coding
information is available to the field through several Welviees published within HCRS.
All messages coming from the FMISs and HISs include partsetoepresented with these
well-defined coding systems and the code values. Figureh®8ssthe diagnosis section of
an Examination transmission. There is a “code” and a “valfigdtl inside the “diagnosis”

element. In the figure, these values together indicate teapatient in the subject of this
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transmission has “K55” as “ANATANI". The software systemsed a mechanism to extract
the semantics from these indications. Coding schemes arebponding values exist for this
reason. Inside the code system pointed with “2.16.8403B83.3.129.2.2.6", "ANATANI"
has a meaning and HCRS provides this meaning to all its sligmbugh the Web services.
Similarly, the value of “ANATANI" is indicated with “K55”. This value also has a meaning
in the coding scheme pointed with “2.16.840.1.113883.6l{F&ctually means “BARSGIN
VASKULER BOZUKLUKLARI".

<diagnosis moodCode="EV¥N" classCode="0BS">
<codefcode="ANATANI"
cdeSystem=2.16.840.1.113883.3.129.2.2.6
codeSystemMName="Tam Tipi" codeSystemVersion="1.0"
displayMame="Ana Tam" /=
“valu odeSystem="2.16.840.1.113883.6.3"
codeSystemName="ICD-10" codeSystemVersion="1.0"
displayMame="BARSAGIN VASKIULER BOZUKLUKLARI" />
=/diagnosis>

Figure 3.8: Diagnosis section inside an Examination trassion

In order to validate the codes and code systems used in arisgien, the SKRS Validator
adaptor is used. The SKRS Validator examines all data elesmwéth coded value type from
the transmission and calls the HCRS services to validateetioede values and the corre-

sponding code systems.

Figure 3.9 illustrates the usage of the SKRS validation @hashe definition of examination
basic conformance testcase. “Assign” construct enabéepribressing of the XPATH expres-
sion to extract all “code” and “codeSystem” values from asraission instance and assign
these values to a variable, named “hI7CodeElementList’testing steps are dictated inside
the “TestAssertion” construct of Test Description Langaid@DL). Since SKRS adaptor is
registered as a verification adaptor to the TestBATN adaptstem, it is executed through

“VerifyContent” constructs.

SKRS adaptor has two versions, namely “SKRSALLValidator 8SSKRSValidator”. “SKRS-
Validator” examines all the code values and correspondode8ystems passed inside the
variable “hl7CodeElementList”. On the other side, thersterther restrictions on the trans-

missions defined in the Integration Profile. For instandenassages arriving to the HL7 Web
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<Assign id="ASGN_02" variableRef="hl7CodeElementList’ append="no_append">
<Expression namespaceBindings="{hl7 = urn:hl7-org:v3}">$M5VSsbildirimi/ /*[@code]
[@codeSystem]</Expression
</Assign=
<TestAssertion id="TA3" description="Gonderilen Muayene Bildiriminde gecen tiim HL? code
referanslarinin SaghkNET SKRS sistemine uygunlugunun test edilmesi."=
- <VerfyContent verificationAdapter="SKRSALLValidator" description="Gonderilen Muayene
Bildiriminde gecen tiim HL7 code referanslarinin USBS SKRS sistemine uygunlujunun test
edilmesi."=
«<Expression=$hl7CodeElementList</Expression=
</VerifyContent
- <VerfyContent verificationAdapter="SKRSValidator' description="Bildirimde gecen 'Kurum'
kodunun SKRS sistemine uygunlugunun test edilmesi.">
<Expression namespaceBindings="{hl7 = urn:hl7-
org:v3}'>'2.16.840.1.113883.3.129.1.1.6"</Expression>
<Expression namespaceBindings="{hl7 = urn:hI7-
org:v3}'=$MSVSbildirimi/ /h17:representedHealthcareOrganization/hl7:id/ @extension</Expression=
</VerifyContent>

Figure 3.9: Usage of SKRS Validator in TDL

services must have a field to identify the organization th#ié owner of that message. Each
healthcare organization in Turkey has a unique identified, these identifiers are embedded
inside the messages. The validity of these identifiers shalgb be tested. “SKRSValidator”
version of the adaptor takes a coding scheme and a code valopuds and checks whether
the value is valid within the scope of the provided codingesel by communicating with the

HCRS Web services.
Validation Against Business Rules

As mentioned earlier, for each transmission schema and MKB&ral business rules are
defined to provide consistency among the values used in thestikaments. An example of a

Business Rule defined for the examination transmissionnsahe as follows:

“The ending time of the examination must be earlier than arétp the discharge time of the

patient indicated inside the discharge dataset”

Schematron definitions are used in specifying the busingdss defined for the local con-
straints. For each transmission and for each MHDS in thesimné&sion, the schematron rules
of the corresponding business rules for that transmissidHDS are defined. Figure 3.10
presents a scehmatron rule used in the testing of the basinlesgiven above. The reporting
mechanism of the schematron rules realize a good comhmattb the reporting mechanism

of TestBATN framework. Through the TestBATN Control and Ntoring Environment these
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reports are presented to the SUT users.

<sch:pattern name="rule 2 validation">
- <sch:rule context="hl7:examinationSection/ /hl7:encounter/hl7:effectiveTime">
- =sch:assert test="srdciisBeforeOrequal(string(hl7:high/@value), string(root
()/ /hi7:dischargeSection/ /hl7:discharge/hl7:effectiveTime /@value))">
Kural 2 gecerli degil (Muayene bitis zamani alani, hasta cikis msvs'deki cikig
zaman alanindan kiiciik ya da o tarihe egit olmahdir): Muayene Bitis Zamani:
<value-of select="string(hl7:high/@value)" />
- Cikis Zamann:
<value-of select="string(root
()/ /hi7:dischargeSection/ /hl7:discharge /hl7:effectiveTime /@value)" />
</sch:assert>
<sch:report test="srdciisBeforeOrEqual(string(hl7:high/@value), string(root
()/ /hi7:dischargeSection/ /hl7:discharge/hl7:effectiveTime /f@value))">Kural 2
gecerli (Muayene bitis zamam alani, hasta cikis msvs'deki cikis zamani alanindan
kiiciik ya da o tarihe esit olmahdir)</sch:report>
</schirule>
</sch:pattern>

Figure 3.10: A Schematron Rule to test a Business Rule

To execute the developed schematron rules for each trasismischema and each MHDS
inside the transmissions, “schematronadaptor” is usech€matronadaptor” is another ver-
ification adaptor that comes built-in with TestBATN. Figu8ell illustrates the portion of
the examination basic conformance testcase definition.h Bat of schematron rules, cor-
responding to the business rules provided for the trangmnisnd for each MHDS inside
the transmission locally, are embedded inside the testbefieitions with “VerifyContent”

construct of TDL inside a “TestAssertion”.
Interoperability Testcases

Basic conformance test scenarios cover the most of thedgesteps. However, only testing
the FMISs’ and HISs' conformances to the Integration Prafdes not guarantee that these
applications will successfully interoperate with the NHi&ver. For this reason, interop-
erability test scenarios are also needed to enable the etpsive testing. The developed
interoperability testcase for the examination transroisss presented inside the bundle in

“http://www.srdc.metu.edutani/MOH_Muayene.zip”.

The approach of the interoperability testcases are asifsilo

e According to the testcase definition, TestBATN functionag@soxy between the SUTs

(FMISs and HISs) and the MoH NHIS Server. The “Transmissiohe®ha” instances
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<TestAssertion id="TA4" description="Gdnderilen Muayene Bildiriminin, bu bildirim icin belirlenen is kurallar g6z
dniine alinarak test edilmesi">
- <VerifyContent verificationAdapter="schematronadapter” description="Gdénderilen Muayene Bildiriminin, bu
bildirim icin belirlenen i kurallari g6z &niine alinarak test edilmesi">
<Expression >$MSVSbildirimi</Expression>

<Expression >'testsuites/MOH_Muayene/MoHServer/Schematrons/MuayeneSchematronNs.xml'</Expression>
</VerifyContent>
- <VerifyContent verificationAdapter="schematronadapter” description="Gdnderilen Muayene Bildiriminin Muayene
kisminin, bu bildirim icin belirlenen is kurallar g6z oniine alinarak test edilmesi">
<Expression >$MSVSbildirimi</Expression:
<Expression>'testsuites/MOH_Muayene/MoHServer/Schematrons/MuayeneMSVS.xml'</Expression >
</VerifyContent>
- <VerifyContent verificationAdapter="schematronadapter” description="Génderilen Muayene Bildiriminin Hasta
Kabul kistmimin, bu bildirim icin belirlenen is kurallari goz dniine alinarak test edilmesi">
<Expression >$MSVSbildirimi</Expression>
<Expression>'testsuites /MOH_Muayene/MoHServer/Schematrons/HastaKabulMSVS.xml'</Expression >
</VerifyContent>
- <VerifyContent verificationAdapter="schematronadapter” description="G6énderilen Muayene Bildiriminin Hasta
Cikig kismimin, bu bildirim icin belirlenen is kurallari gz 6niine alinarak test edilmesi">
<Expression >$MSVSbildirimi</Expression>
<Expression>'testsuites/MOH_Muayene/MoHServer/Schematrons/HastaCikisMSVS.xml'</Expression
</VerifyContent>
- <VerifyContent verificationAdapter="schematronadapter” description="Génderilen Muayene Bildiriminin varsa
Recete kisminin, bu bildirim icin belirlenen is kurallar gz 6niine alinarak test edilmesi">
<Expression >$MSVSbildirimi</Expression>
<Expression >'testsuites /MOH_Muayene/MoHServer/Schematrons/ReceteMSVS.xml'</Expression>
</VerifyContent>

Figure 3.11: Schematron Adaptor used in TDL

produced by the sender application are forwarded direotlh¢ MoH Server by the
TestBATN framework. Similarly, the transmission respangeoduced by the MoH

Server are intercepted and then forwarded to the SUTSs.

e The framework internally stores all intercepted messagefufther testing. Syntactic
and semantic validations of Communication, Document ansiri®ss Process layers

are performed as done in the basic conformance testcases.

e According to the developed testcase, TestBATN frameworlegges its own transmis-
sion response based on the profile constraints describbd MKDS. TDL enables the

usage of the constructs [69] necessary to emulate the degipication behaviour.

e Asthe final step, the transmission responses of the MoH Sargevalidated against the
ones generated internally by the TestBATN framework. Ad #tage, any inconsistency
is an indication of the MoH Server’s noncompliance with thefiles and in such a case,

convenient test reports are generated.

Semantic Testcases
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The TestBATN framework enables run-time customizatiorhefscenario templates by means
of its interaction capabilities with the SUT administratgadministrators of the FMISs, HISs
and the MoH Servers). The TestBATN Test Description Langu@igbL) supports user-
interaction schemes to be defined either by its Prelimiresidata or RequestTestData el-
ement constructs [69]. In this manner, threalent user-interaction schemes have been

developed and used in the NHIS tests.

i Prior to scenario execution, the user is requested to fixdhees for various test para-

meters
Some of the testcases involve certain parameters to be fefedebthe execution of
the testcase by the SUT user. The TestBATN framework usesdhstructs called
preliminary test variables for this purpose. For exampie,tealthcare institution and
the author of the CDA document engaged in the “Transmissae®a” instance may
need to be fixed in advance so that later on, the framework sanhis information to

perform various semantic tests such as

e the interface’s ability to properly place this informatiorio the related parts of
the “Transmission Schema” instance,

e the FMIS’s or HIS’s compliance with the NHIS business rulEsere is no limita-
tion as to how preliminary test variables can be used with@sascenario, thanks

to the capabilities of the TestBATN Test Description Larggi§69].

i Proir to testcase execution, the scenario designer fieggarameter values to test S-

UTs ability to work in a certain mode of operation and with gieen control paramet-

ers
In contrast to the approach followed in (i), this time, thst téesigner imposes certain
restrictions on how the SUT user should control its applicabehavior. The main
objective behind this user-interaction scheme is to vdtigt the developed FMIS or
the HIS is able to run in dierent modes of operation and that the application fulfills
the requirements specific to that mode of operation. As ampba consider the case
where the doctor fills out a detailed report regarding therraf of a patient to another
healthcare institute. In this case, checking that the theplication processes the user
input and it places the correct ICD-10 code [61] is one sushakernative for such a

scenario.
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iii During the execution of the testcases, the user is regdes provide feedback on the

observed application behaviour

It is required to obtain feedback from the user during théctese execution for the
purpose of assessing the SUT’s rendering capabilitiesreTdre, the semantic testcases
include the “ask” operation to ask a question to the SUT utstireetime of the testcase
execution. For example, the test semantic testcases mhidéna step; asking the
admittance dagéme of the patient in subject of the message that the SUTdwsved

from the TestBATN proxy ports as a response of its activity.

Any HIS or FMIS can send valid messages to the NHIS servicdsrgsas the message is
valid according to the syntactic and business rules detlar¢éhe Integration Profile. How-
ever, an important issue remains unchecked; the senfanttonal capabilities of the client
applications are not tested. The quality of the messagenboannot be assured only through
the conformance and interoperability tests. For examplélSamay create an instance of a
valid message and send that message by only changing smiidingoof it. That is, we can
never be sure whether the client application is capable rding the correct values which
are indicated by the users of it. A physician may want to senexamination “Transmission
Schema” instance after examining the patient by writing sqrescription. The physician
may set several parameters about the prescription suchsasai@ntitiy, the name of the
medication, period value and etc. We want to be sure thatrierlying client application is
capable of correctly setting the values of these paramitside the message instance to be

sent to the NHIS servers.

Figure 3.12 illustrates the mechanism of a semantic testé¢asghe given portion, the testcase
definition requests some fixed values from the SUT. Thistii®n constitutes an example
of the semantic testcase capabilities of TestBATN desdréd@ove as “Prior to testcase ex-
ecution, the scenario designer fixes some parameter valuesttSUTs ability to work in a
certain mode of operation and with the given control paransét According to the scenario
requirements presented in Figure 3.12, the SUT must sendssage which includes a pre-
scription part and inside that part the medication must Beifa” with some additional fixed
constraints. The corresponding fields are representedkitise message in Figure 3.12. As a
result, by changing these fixed requirements with this ma&sh® or adopting other seman-

tic mechanisms available inside TestBATN, the client aggtions can be tested in a more
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Figure 3.12: Semantic Test Scenario Example

comprehensive way.

Semantic and functional testing capabilities make TestBATgood platform for the certifi-
cation of applications developed within NHIS. Indeed, thkmd of tests form the basis of
the testing of the applications for certification purposwsainy standard or standard group in

any domain.
Testcases for QuerjUpdate/Delete

NHIS published 25 HL7-based Web services. In the previoctseses, the developed testcases
target to the “Transmission Schema” instances for the fthsmperation of these services.
However, the published Web services also contain “querypdate” and “delete” operations.
In the scope of this thesis, the testcases for “query”, “tgfdand “delete” methods of the

Web services in question are also developed and registetbe TestBATN framework.

Each “Transmission Schema” instance to be sent to any seofiéNHIS must include a
unique Clinical Document Identifier. “Insert” method actethe messages and registers
to the NHIS databases with the assigned identifier by the BMI®I HISs. The uniqueness

of these identifiers comes from the “Universal Unique Ind&fi@ncept that guarantees to

67



generate unique identifiers at the time of generation indeége from the hosting machine,
operating system etc. The remaining three methods of théceeuse the previously sent

identifiers for the corresponding messages.

<replacementOf>
- <parentDocument>
<id root:"2.16.340.1.113333.3.129.2.I.S'Extension:“21302433-083[)-42(5-9(5&-]
{1?064(133456“ f‘;l
<code code="MUAYENE" codeSystem="2.16.840.1.113883.3.129.2.2.1"
codeSystemName="Dékiiman Tipi" codeSystemVersion="1.0" displayName="Muayene
MSVS (Vatandas/Yabanc)" />
<versionNumber value="1" />
</parentDocument:>
</replacementOf>

Figure 3.13: A Portion of an Update Message

For example, Figure 3.13 shows the related part of an updessage to be sent to the exam-
ination service of NHIS. The update messages include a paned with “replacementOf”
indicating that the message in question is going to updaertessage which is previously

sent with the identifier which is indicated with the highligh part in Figure 3.13.

Testcases for “query”, “update” and “delete” operatiorgpuiee an “insert” message which is
sent previously. Since TestBATN only simulates the NHISises, it does not maintain any
database for the previously sent messages by the clienesefbine, the developed testcases
for these methods first request a valid message from the Sb@have it as a message inser-
tion prior to the intended operation, afterwards, requestquery, update or delete message

according to the executed testcase.
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CHAPTER 4

TestBATN CONTROL AND MONITORING ENVIRONMENT

TestBATN is a set of tools enabling the comprehensive tggiirall layers in the interoper-
ability stack. To enable the testing of National Health tnfation System (NHIS) of Turkey,
several testcases are developed in the scope of this tisedéseribed in the previous chapter.
TestBATN Control and Monitoring Environment realizes a Witsed graphical user inter-
face and associated tools to enable the testing of the Fawaiticine Information Systems

(FMISs) and Hospital Information Systems (HISs), online.

Being Web based holds importance at this point from twiedént perspectives. First, a
System Under Test (SUT) administrator does not desire talirsoftware programs to test
the conformance of the implementation. That is, for eachdsted angbr protocol available
in the interoperability stack, the application develop®esy need to install dierent software

tools, and compatibility issues arise with these severtbas.

On the other hand, interoperability tests imply a step-fathimportance than on the comfor-
mance tests as described in Chapter 2. And, interoperatiamomber of systems requires
those systems to get together and gmmbive messages/tamm each other. Today, there are
organizations in several sectors to bring these systengtheg“physically” within a series

of workshops and test the interoperability capabilitieghafse systems. IHE [77] Connec-
tathon [71] is a testing event to enable the healthcare lUistigl’s large-scale interoperability
testing. In these events, vendors come together with tlgstess and test their abilities to

interoperate with other vendor systems exist in the worgghe@nt.

TestBATN framework overcomes this physical restrictiongogviding the TestBATN Con-
trol and Monitoring Environment as a Rich Internet Applioat(RIA). Software vendors can

easily go online through TestBATN and test their interapratapabilities through the inter-
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operability testcases deployed under the TestBATN framlewbhe environment provides a
Flex [29] based RIA that can run in any major browser with askIRlayer [38] plugin. The
RIA makes use of the SOAP Web services technology to comrateieith the TestBATN
database for retrieval of the testsuite and testcase defigiin addition to the user account,
test reports and statistical processing operations. €umibre, in a testing environment to en-
able the online communication, reporting and status in&tion facilities, there is a need for
fast communication architecture between the Systems Urer(SUTSs) and the TestBATN
server, and between the multiple clients in an interopétabéstcase. TestBATN Control and
Monitoring Environment introduces its own XML [9] based fwrool on the TCP [11] level to

realize this high speed communication.

‘ 10 Software Research & Development and Consultancy Ltd.

| Account  Testcazse  Teols  Help  Management Welcome, Ali Anil SINACIT ’ ;ﬁ: |

Party: Unidentified Yet

Ta create a new instance of a testcase, please select a testcase and a party from the lists below. Then you can exacute the testcase by clicking on the "Exacute”
button

Plesse salect your domain ko retrieve the test suites and comespanding test cases

| WLz -

Testsuite Selection: Filtered TestCases: Testcase Parties:

KokHucreNaklilzlem_TestSuite [*|  Testcase Description UsBSIsternci (USBSIstemnci;

Lohusalzlem_TestSuite Muayene T lamsalTs Bu test, Muayene bildi |

MaddeBagirmliligigildirim_Testsy Muayene_ReceteMSVSAnlamsalTestsenaryosu Bu test, Muayene bildi

MaddeBagimliligilzlem_Testsuit Muayene_SorgulamaSerisiTestSenaryosu Muayene Sorgulama v
Musyene_TemelBiliktelslerikTestsenaryosu Muzyene MEVS Bildirim

e T N M e — Recets iceren Muayen:

OrganNakligildirim_Testsuite Musyene_TemelTestSenaryosu_TetkikSonue Tetkik Sonuc iceren My

Organisklilzlem Testsuite || Muayens_TetkikSonucuMsysanlamsalTastsensmos, Bu tast, Musyene bildi 5|

To join a testcase running on the system, please click on the "Join” button of the instance below. On the appearing window please select the party to play and
continue.

Existing Instances of Muayene_TemnelTestSenaryosu

Testcase Description Free/Occupied Parties  Join Testrase

Figure 4.1: TestBATN Control and Monitoring Environment iMaage

Figure 4.1 shows the main page of the RIA interface of theBREN Control and Monitoring

Environment when any SUT administrator goes online.

Through the TestBATN Control and Monitoring Environment Sadministrators can do the
following operations online and in high speed like on a dagktnvironment by deriving

benefit from the capabilities of RIA facilities:
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login to the online framework and manage their account m#dfon.
list the testsuites and corresponding testcases regisaétbe TestBATN database.

filter the testsuites according to the application domaior the testing of NHIS, the
users select “HL7” domain. Then the testsuites registevethe testing of application

in the “HL7” arena related to NHIS are listed on the testsufteld.

filter the testcases according to the parent testsuite. \Wheser selects a testsuite, the

related testcases are listed accordingly.

retrieve the running testcase instances on the TestBATiINegwaork. When a user se-
lects a testcase on the mainpage, the running instancesitofeitcase are listed on
the page. The purpose of this facility is to enable the interability testing of several

systems through the registered interoperability testcase

join to any running testcase instance if the suitable parhot occupied and the joining

is available.

execute a testcase. This creates a new running instancat ¢ésticase definition inside

the TestBATN framework.

enter the required information to handle the configuratiamagement inside the frame-

work for maintaining the required proxy ports etc.

enter and view the preliminary information if defined thraube selected testcase def-

inition.
view the steps of the testcase definition.

start the execution of the testcase and monitor all the svamine at the occurrence

time with the help of the test driving protocol which is dédiin section 4.2.

view and manage the questions asked according to the testefisition with the “Ask-

TestData” construct of the TestBATN Test Description Laamg!
stop the execution of the testcase at any time.

view the reports for each test step separately just aftergperts arrive to the RIA

interface through the test driving protocol.

71



4.1 General Architecture

Figure 4.2 presents the general architecture of the TedtBBdntrol and Monitoring Envi-

ronment through the Test Driving Protocol perspective.tBREN core framework has the
convenient implementation of the protocol. The other enthefprotocol is implemented in
Flex as a Rich Internet Application. The RIA handles the apens which require high speed
communication through the Test Driving Protocol and theaiing ones which are directly
related with the retrieval of data from the TestBATN Datab#zough the TestBATN Web

Services.

—TestBATN — Test Engine—w
m—————=

Messaging
Module

|

|

|

| Goq

) Test Driving
Evaluation I Protocol

Module |

| Interface

|

|

|

|

System Under Test (SUT)
Administrator

e  Testcase information
. Network configuration

Test Reporting
Module

_______ management

\_ e  Preliminary data fields and
values

e  Test execution start/finish
commands

e  Test step starting and
ending information

e  Test step reports

. Final report

Figure 4.2: General Architecture of the Environment

RIA Implementation

The Web interface part of the TestBATN Control and Monitgrignvironment is implemented
in Adobe Flex. Flex provides rich constructs to create fillesn and interactive graphical user
interfaces (GUI). Since the Flex outputs are Flash exetagalmamely SWF [39] files, ev-
ery major browser including a Flash Player plugin can exetue GUI of the environment.
Indeed, since Flash is a run-time environment with sevexaiufes such as exception han-
dling, socket communication facilities; the GUI does thestmaf the processing job. That is,
the processing is mostly done on the browsers of the cliéhtis, the core of the TestBATN

framework does not deal with heavy processing operations.
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Throughout the implementation process, the Cairngormifdi2to-architecture is adopted as
a set of design patterns. For each construct inside the Tash@ Protocol, convenient data
structures are created and maintained separately fromrédsenqtation and controller layers
as the Cairngorm micro-architecture advices. The data hmfdéae whole application is

maintained through the singleton pattern as a singlet@scla

testcase testsuite
PK |tcid PK | tsid
testcase_id > title
description description
reference_uri version
FK1 | tsidref location
A publish_date
status
reference_uri
testsuite_id
users
testcaseparties
PK | userid
PK | partyid
. username
FK1 tm:itref password
party_name name
— testresults
roles surname
PK |resultid country
city
FK1 | useridref > email
FK2 | tcidref skypeid
FK3 | partyidref phone
FK4 | tcinstanceref fax
address
session_id
locked
company
testcasereports tableid
PK |tcinstance networkip
role
completion_time
result
report

Figure 4.3: TestBATN Database ER Diagram

Binding mechanism of Flex is heavily used to realize the i@grm design paths, to bind the
data structures inside the model to the presentation ecatstsuch as text fields, checkboxes
etc. By this means, when any change occurs in any data elegséding inside the model, the

corresponding presentation element is updated autorthaticeough the binding mechanisms
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built in Flex.

The communication operations are handled through anothgleton class as named under
business operations. The operations related with theevatrof the testsuifeestcase data,

user information and previously executed testcase r@g®gtsts are done through the Test-
BATN Web services as described below. On the other side, spations need speed in the
context of the conformance and interoperability testingp@atmonitoring phase mostly. These

operations are also described in detail in the Test Drivirmjdeol section.

TestBATN Database

TestBATN Web services are invoked mainly for direct intéi@cwith the TestBATN Database.
Figure 4.3 shows the Entitiy-Relationship diagram of théadase. The relations of the
database are designed to meet the requirements of theesmictions serving to the Test-

BATN Control and Monitoring Environment.
TestBATN Web Services

The communication with the TestBATN server is done throughTestBATN Web Services

for the following operations as shown in Figure 4.4

[77)
N 0]
9O
@ Test Suites S K
2 o]
(=
TestBATN Test Cases 2 g
Database . [0}
User Information CE> E
C Test Reports - é
~— Test Results §

Figure 4.4: Interaction between the TestBATN Web ServicesRatabase

e registerNewUser Allows the registration of new users to the TestBATN franoekv

Only registered users are allowed to go online through tseéBRI' N Control and Mon-

itoring Environment.

e checkCredentialsThis service is invoked to check the username-passwoodnretion

of the SUT administrators to go online.
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e updateUserInfo The logged in users are able to update their account infimma

through this service.

TestBATN Server TestBATN Web Services TestBATN Database

registerNewlser

storeClientCredentials
iq----reoisterNewlserOutput. "I

checkCredentials

storeSessionlD
q... CheckCredertialsOutout I

iq... updateUserinfoOutout 'I

updateUserinfo
\ storeClientCredentials
|

Figure 4.5: registerNewUser, checkCredentials, updadbfe

e getTestSuites When the SUT administrator goes online, this method is kadoto

retrieve the testsuites registered to the system.

e getTestcasesThis is invoked just after the “getTestSuites” operatiometrieve the all

registered testcases.

e getTestcasePartied\ll testcase definitions include a number of parties to berad

when the testcase is executed. In the NHIS case, the FNBSadministrators select
the “USBSIstemci” actor to indicate that they are the cheof NHIS at the testcase
in execution. This service retrieves the party informationeach testcase to present
to the SUT administrator for enabling the selection of thprapriate role before the

execution of the testcase.

e getTestResultsSUT administrators are able to see their previously exettgst results.

This service provides the required functionality to endbis facility.

e getTestCaseReporSUT administrators are able to retrieve their previousigoated

testcases’ reports through the invocation of this method.
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TestBATN Server TestBATN Weh Services TestBATN Daiahase

F e TestSunes
fetchTestSues -
L ]
fie- getTestSutesOutput
8 getTestCazes
tetehTestC ases
_".._._._._.._._...._..._._._._._._.]
h... .. BetTestCasesCutput -
C— getTestC: a:.PF'def.

fetchTestC aseParties
Lo getTestCasePamesOutput

i gefTesiResults
—(fetchTestResuls
P P S S P R—— ]

hn'-- .............

i _geiTestC asefteport

o oetTEsICassRpoOE

Figure 4.6: getTestSuites, getTestCases, getTestCéissPgetTestResults, getTestCaseRe-
port

e getAllUsers This is an administrative method which is invoked when arestBATN

administrator wants to see the all registered users.

e queryTestStatisticsForComparnihis method is invoked to retrieve statistical informa-

tion on the testcase executions of the registered SUTSs.

e queryTestResultsForTestSuitdnother statistics purposed method to retrieve testre-

sults in the context of successes and failures for eachuttsts
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TesiBATHN Server TesiBATN Weh Services TestBATI Datahase
|

1 __getAllUsers

: fetchAllisers o
. ]

| el sersOutput !
LTS gethllsersOutpet ] !
| |
- queryTestStansucsF orCompany l
! |
fetchTestStatstics :
R i b it et baa i e I

| o uenTestStatisticsForCompanyOutput | !

| |
& queryTestResutsForCompa

fetchTectiResults i

: I
R I——.

\ - queryTestResultsForCompanyOuipue___ |
|

7] queryTestResuRsForTestSute J |

'_. _ queryTestResultsForTestSuteOutput |

Figure 4.7: getAllUsers, queryTestStatisticsForCompagyeryTestResultsForCompany,
gueryTestResultsForTestSuite

4.2 Test Driving Protocol

TestBATN Control and Monitoring Environment implements esfTDriving Protocol at the
TCP level through direct socket communication to enable@i@n and management of test-
cases, monitoring of the test steps through the executidradditional administrative oper-
ations. The protocol is XML based and has an XSD Schema whidescribed in detail in

this section.

The capabilities provided by the Test Driving Protocol cargbouped under three categories

which are described in the following subsections.
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4.2.1 Initiation and Termination of SUT Sessions, and Monibring the Already Run-

ning Testcase Instances

SUT administrator goes online to the main page of the TestB&Dbntrol and Monitoring
RIA through the appropriate web service calls. When thenlagieration is successful, the
Test Driving Protocol starts functioning by initiating essen on the TestBATN server appli-
cation. Figure 4.8 illustrates the sequence of the relategisage chroeography throughout

the session management.

TestBATN Server TestBATN Control and
I Monitoring RIA
i"’ IntiateSession .
[
| ReguestRunning T estC aseinstances .
AddRunningT estCaselnstance -

4 |

* UpdateRunmingTestCaseinstance !

RemoveRunningTestCaseinstance -

e TerminateSession .

Figure 4.8: Management of the Session

Figure 4.9 shows the snapshot from the TestBATN Control andidring Environment.

As seen from the figure, when the user selects the “MuayeséSuite”, the testcases defined
in examination testsuite are listed as “Filtered TestCas$ithe user selects the “Muayerbe-
melBirliktelslerlikTestSenaryosu”, which is the basid¢droperability testcase for the NHIS

examination service, the already running instances otésatase are listed below, at the sec-
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Testsuite Selection: Filterad TestCazas: Testcase Parties:

KokHucratsklilzlem_Testsuite |+| | Testcase Description USBSIstame [LISESIskarmnc)
Lohusalzlem_TestSuite Muayene_GuncellerneServisiTestSenaryosu Muayene Gincellerns |+ USBS (UsBS)
MaddeBagimliligibildirim_Tests. Muayene_HastaGikisMsvsanlamsalTestSenaryosu  Bu test, Muayene bildi
MaddeBagimliligilzlern_TastSuit Muayene_HastaKabulMSVSAnlamsalTestSenaryosy  Bu test, Muayens bildi|

Muayene_IptalServisiTestSenaryasu Muayene tptal Bildirim| g@
OlurmnBildirim_TestSuite Muayene_MuayeneMsVEAnlamsalTestSenaryosu Bu test, Muayene bildi Bt
OrganiskliBekleyen_Testsuits L Musyene_RecsteMSVSAnlsmsalTastSanaryosu Bu test, Muayens bildi
OrganiakliBildivim_TestSuite Musyene_SorgulamaServisiTestSenarposu Muayens Sargulsma
OrganMaklilzlern_TestSuite fa ( Muayene_TemelBirliktalzlerlikTestSenarposu su Muayene MSUS Bildirir

To join a testcase running on the system, please dick on the "Join" button of the instance below, On the appearing window please select the party to play and
continue.

Wishing Instances of Muayene_TemelBil kielslerikTestsenaryos0
Testcase Description

Free/Occupied Parties  Join Testcase i

Musyens_TermslBirliktels Basic Testcase for Examination 1 Freefl Oceupied & Join

Figure 4.9: Already Running Testcase Instances

tion “Existing Instances of Muayen&emelBirliktelslerlikTestSenaryosu”. The interactions

which enable these capabilities, which take part in the extamaphy, are described in detail

in the following subsections.
Interaction: InitiateSession

Description:

Notifies the TestBATN server when a SUT administrator godmenAll remain-
ing interaction is handled over this obtained session. ifigissage is the handshake
portion of the choreography. The Authenticator field indide message is hand-

shaked by the both sides and is sent inside all other messagkanged between

them.

tns:Timestamp

InitiateSession [ —— |7, tns:Authenticator [ —-— 7

tns:UseriD

tns:SessionlD

Figure 4.10: Model of InitiateSession

Sender Responsibilities:

TestBATN Control and Monitoring RIA verifies the credersiaf the user before
sending this message.

Receiver Responsibilities:
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TestBATN server cross-checks the session related infiomaent through this
message with the internal mechanisms for security reasons.

Repeatability:
No; it cannot be repeated until the session is terminated.
Interaction: RequestRunningTestCaselnstances

Description:

Before the execution of any testcase, when a user clicks estease definition all
the running instances of that testcase are listed on the pzgja. This message
indicates the request that the SUT administrator wantsedhserunning instances

of the testcase.

Sender Responsibilities:

TestBATN Control and Monitoring RIA sends this message wghrver upon to
the user’s appropriate action in the testcase selection.

Receiver Responsibilities:

TestBATN server provides the running instances of the aésstcwith “Ad-
dTestCaselnstance” response when it receives this messddetil another
“RequestTestCaselnstances” message arrives to the ,séna@mtinuously up-
dates (with “AddRunningTestCaselnstance”, “UpdateRoghestCaselnstance”
and “RemoveRunningTestCaselnstance” messages) the RéA aiy change oc-
curs about the running instances of the testcase which isested lastly by the

RIA.
Repeatability:

Yes; it can be sent to the TestBATN server at each user request

flns:Times‘tamp

tns:lserlD

[ 1]

xtns:Authenticator [

RequestRunningTestCaselnsta... tns:SessionlD

El

ftns:Tes‘tCaselD

Figure 4.11: Model of RequestRunningTestCaselnstances

Interaction: AddRunningTestCaselnstance
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Description:

This message construct is used after the RIA sends “RequiesifityTestCaseln-
stances” message to the TestBATN server. The server seddikifningTetCase-
Instance” message to the RIA if any instance of the testeaieated by the lastly
sent “RequestRunningTestCaselnstance” message isattsatay other SUT ad-

ministrator online in the TestBATN framework.
Sender Responsibilities:

TestBATN server prepares the content of the message, whittneiinformation
about the running instance of the testcase, and sends tdAhdiént.

Receiver Responsibilities:

The RIA, that is the GUI running in the browser of the SUT adstrmator, updates
the presentation of the related parts when any “AddRunmatfJaselnstance” mes-
sage arrives.

Repeatability:

Yes. This message can be sent from the TestBATN server to hevRen any

testcase instance is started execution.

ftns:Timeglamp

atns:Userld ‘

B
[RadnngtesCasee B

—| |ans:Authenticator [ ==

alns:TestCaselnstanceMetadata -}

Figure 4.12: Model of AddRunningTestCaselnstance

Interaction: UpdateRunningTestCaselnstance

Description:
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After the realization of the interaction, “RequestRunfiegtCaselnstances”, the
TestBATN server sends this message to the RIA when any chacges on the
testcase execution instace which was previously sent tRiAelient by the “Ad-
dRunningTestCaselnstance” message. For example, if a bdvwaends to a run-
ning testcase instance by occupying a testcase party,haige is sent to the RIA
clients who previously sent “RequestRunningTestCasaficsts” to the TestBATN
Server about the testcase in question.

Sender Responsibilities:

TestBATN server sends this message to the correspondingchdAts when any
change occurs on the executing testcase instances.

Receiver Responsibilities:

The RIA updates the corresponding GUI part when receivestigissage.

Repeatability:

Yes; the server sends this message for each change on thdiegdestcase in-

stance.

ns:Timestamp

ins:UserlD ‘

[ atiributes
=
r

atns:Authenticstor £~

,tns:TestcaselnstanceMetadata H

Figure 4.13: Model of UpdateRunningTestCaselnstance

Interaction: RemoveRunningTestCaselnstance

Description:
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This message is sent from the TestBATN server to the RIA digrhen any test-
case execution terminates. The server sends the messdge RdA clients who
previously sent “RequestRunningTetCaselnstances” festadse definition.

Sender Responsibilities:

When a testcase ends up, the server sends this message ttAticéeRts who
previously sent “RequestRunningTestCaselnstances’agedsr that testcase.

Receiver Responsibilities:

The RIA updates the necessary parts of the GUI upon recegtitiris message.

Repeatability:
Yes; when any running testcase instance terminates, theagess sent to the cor-

responding RIA clients. Creation of this message is agnostthe reason behind

the termination of the testcase.

B attritutes
TestCaselnstancell

RemoveRunning TestCaselnstan..

tns:Timestamp
tnsillserid
5 tnsiSessioniD

Figure 4.14: Model of RemoveRunningTestCaselnstance

Interaction: TerminateSession

Description:

This message is sent from the RIA client to the TestBATN sewigen the SUT
administrator wants to logout. It can be seen as the oppofsite “InitiateSession”
message for dropping the handshake between the both sides.

Sender Responsibilities:

Test Control and Monitoring Environment must send the ngsgarough the RIA
client to the TestBATN server for each logout process.

Receiver Responsibilities:

The server clears the session information from the intesysiem and handles the

configuration parameters of the user and the testcasesteddnuthat user.
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Repeatability:

No.

ins:Timestamp

ftns:UserID

tns:SessionlD

TerminateSeszion [ == Ltns:Authenticator -]

E]

Figure 4.15: Model of TerminateSession

4.2.2 Test Execution

SUT administrator selects the testcase party to actor giwdle testcase after selecting the
testcase from the “Filtered Testcases” section as showigurd-4.16. Afterwards, the user

clicks on the “Execute” button to proceed to start the tesi@xecution.

Testsuite Selection: Filtered TestCases: Testcase Parties:
Koktusrakinclem Testsute 2] | Testease Descripton T —
Lohusalzlern_TestSuite Muayene_MuayeneMEVSAnlamsalTestienaryosu Bu test, Muayene bildi |
MaddeB agimliligiBildirim_Tasts Muayene_ReceteMSYSAnlamsalTestianaryosu Bu test, Muayene hildi
MaddeBagimliligilzlern_TestSuit Muayene_SorgularmaServisiTestSenaryosu Muayene Sorgulama \.'F w
Muayene_TernelBirliktalslerikTestsenaryosu Musyene M5WS Bildirin| ¢
—_——

CrgantakliBekleyen_TestSuitz Muayene_TemelTestSenarynsu_Recete Recete iceren Muayen:

GrganhakliBildirim_TestSuite Muayene_TemalTestSenaryosu_Tetkikdonuc Tetkik Sanuc iceren Mi

Crgantiaklilzlam_TestSuite Muayene_TetkikSanucuMavsAnlamsalTestienaryas, Bu test, Muayene bildi

Figure 4.16: Testcase Selection and Execution

According to the underlying Test Driving Protocol, when tiser clicks on the “Execute” but-
ton, the RIA sends “LoadTestCase” interaction messagest@aistBATN server. Figure 4.17
presents the messaging choreography between the TestBAhNMdCand Monitoring Envi-
ronment RIA and the TestBATN server starting from loadingstdase and ending with the
start of the execution of the testcase. In the followingisest the steps of this chorepgrahy

are described and the intermediate interactions are evgulan detail.
Interaction: LoadTestCase

Description:
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TestBATN Control

TenBATH Sprver and Monitoring RTA

LoadTestCase

TestCaseDescription

—— - —

HandleConfiguratian

HandleConfigurationResponse

WaitForAll [HandE[nnfguratnnRespnnsa]

J

WaitF ordll[StartTest]

c

-
'Y HandlePreliminaryTestData
T FilledinPreliminaryTestData

) |

WaitForAll [HandlePreliminaryTestData] \

\

f ‘

UpdatePreliminanyTestData |

i 1

|

L SendTestSteps |

| ]

| StartTest &

|

|

\

\

[

\

\

|

Figure 4.17: Execution of a Testcase

This message is sent from the RIA to the TestBATN server td bbéestcase to be
executed.

Sender Responsibilities:

RIA sends this message to the server when the SUT administelects the test-
case and presses the “Execute” button from the GUI.

Receiver Responsibilities:

TestBATN server loads the specified testcase to the memargemds the descrip-
tion of the testcase and the configuration information toRh&.

Repeatability:
No. It cannot be repeated until the RIA sends the “Releas€assPorts” message.

Upon receiving a “LoadTestCase” message, the server sbeddescription of the loaded
testcase, “TestCaseDescription”, to the RIA client. Thé Rbps up a new window and
shows the description of the testcase to the SUT admirostr@his description includes the

testing steps of the loaded testcase and their brief exjpbaisa
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attributes

ftns:Times‘tamp

Jtns:Authenticator H ftns:UserlD
LoadTestCase [H
H atributes
—E:E——{,tns:lnterac‘tinnldentmer [%]— : TestinstancelD |
> tns:TestSuitelD
tns:TestCaselD

tJ

Figure 4.18: Model of LoadTestCase

Interaction: TestCaseDescription
Description:

TestBATN server sends the description of the testcase tadmited to the RIA.

tns:Timestamp

Ed

atnsiAuthenticator [ tn=:UserlD

tns:S5essionlD

TestCaseDescription [%]—E:E——',tns:ln‘teractionldemmer E]— 1 TestinstancelD |

ftns:Tes‘tCaselD

tns:Description

Ed

Figure 4.19: Model of TestCaseDescription

Sender Responsibilities:

TestBATN server should prepare the testcase for the exegutissign a unique
identifier to the execution instance and send this inforomatid the RIA.

Receiver Responsibilities:
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RIA should present the description to the SUT administraidre SUT adminis-

trators not only see the steps of the testcase but also leaudetails and rules that

they must apply into their messages. This process incréhsemwvareness of the

FMIS/HIS developers about the standards and specificationgetictarough the

Integration Profile.

Repeatability:

No.

Right after sending the “TestCaseDescription”, the seseads “HandleConfiguration” to the

RIA to configure the network related details between theigmdf the testcase.

Configuration

cpall =
framParty =
toParty &

cpaType &

Etkilesirnl

USBSIsternci

USBESSimulatar

USES Muayene Weri Akisi

Inibating Party

Hoztname: 144.122.230.88| |

Port: * |

Endpoint Extension: !

Responding Party

Endpoint Extension: !

Hostnarme: 195,142,107, 24

Port: e00s

Figure 4.20: Handling Configuration

TestBATN Control and Monitoring Environment RIA lists thel&ndleConfiguration” infor-

mation defined inside the testcase. RIA presents this irdtom in a user-friendly GUI

window to the SUT administrator as shown in Figure 4.20. Farhecommunication that
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will occur through the testcase execution, there must benfigroation handling part defined
inside the testcase definition. This configuration inclutthtesmanagement of the IP (Internet
Protocol) addresses and the port numbers of the partiesgtasie through the testcase. That
is, in Figure 4.20, the SUT administrator only enters itsdBrass information as the Initiat-
ing Party because, for that case, the SUT administratostay “USBSIstemci” role which
is the NHIS client. The Responding Party is the NHIS simalatiwhich is the TestBATN
server. The port number of the TestBATN is important sineeSkIT administrator must con-
figure its software to send the “Transmission Schema” itgtda the specified port number

on the IP address of the TestBATN server, the Responding.Part
Interaction: HandleConfiguration

Description:

For all communication lines defined in the testcase, therstip& corresponding
configuration information. TestBATN server asks this camfégion information

from the SUT administrator by means of this interaction.

ilns:Timesﬂmp

atns:Authenticator -

HandleConfiguration [}

== ains:ConfigurationForm [} =

Figure 4.21: Model of HandleConfiguration

Sender Responsibilities:
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TestBATN server should manage the configuration data fdr ezstcase party sep-
arately and ask the required data from the SUT adminisgdtoough TestBATN
Control and Monitoring RIA.

Receiver Responsibilities:

RIA should present this information to the SUT administratiod ask for the related
data fields conveniently. Upon user’s answers, RIA showdggre the “HandleCon-
figurationResponse” message to be sent to the TestBATNrserve

Repeatability:
No.

SUT administrator fills in all the configuration related infaation and clicks on the “Send”

button. RIA prepares and sends a “HandleConfigurationResgianessage to the TestBATN

server.
Interaction: HandleConfigurationResponse

Description:

This is the response of “HandleConfiguration” message dictuthe filled in data

by the SUT administrator.

flns:Timeslamp

atns:UseriD ‘

- tns:SessioniD

atns:Authenticator [ ==

HandleConfigurationResponse [

Figure 4.22: Model of HandleConfigurationResponse
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Sender Responsibilities:

RIA must fill the corresponding fields of the message with tthgred information

from the SUT administrator.

Receiver Responsibilities:

TestBATN server finalizes the configuration of the testcdiss eeceiving this mes-

sage from all participating parties of the testcase.

Repeatability:

No.

TestBATN server executes the testcase one step forwarndcaftecting all configuration in-

formation from the related parties of the testcase. Thigistéhe handling of the preliminary

data if defined inside the testcase. If there is no definedhpirery data, the server sends the

“SendTestSteps” message directly and the RIA behavesdingby.

As shown in Figure 4.23, RIA maintains a list of the prelimindata sent within the “Han-

dlePreliminaryTestData” interaction.

Inf. Name

Description Edit/ show

__

Sifre

Sisteminizin bu test igin kullanscad sifre bilgisini giriniz. /- Edit

Preliminary Data: Kullanici Adi

Informmation Mame: Kullaniciadi

Dats Type:  string

Figure 4.23: Handling Preliminary Data

Through the GUI, the user enters or views the preliminary desa information settled in

the testcase definition. After the SUT administrator fillshia requested information through

“HandlePreliminaryTestData” interaction, RIA sends thi®rmation to the TestBATN server

with the “FilledinPreliminaryData” interaction.

Interaction: HandlePreliminaryTestData
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Description:

This interaction exists to enable the semantic and funatitestcases describe in
Chapter 3.

Sender Responsibilities:

TestBATN server processes the preliminary data fields défimside the testcase
and creates the necessary structures.

Receiver Responsibilities:

RIA lists the preliminary data fields to the user and enablegadly GUI to make
the SUT administrator correctly fill the requested inforimat As a response to this
message, RIA should prepare the corresponding “Fille@dlitRinaryData” mes-
sage and send to the server.

Repeatability:

No.

ftns:Times’tamp

HandlePreliminaryTestData [T‘]_@E'_.

Figure 4.24: Model of HandlePreliminaryTestData

Interaction: FilledInPreliminaryData
Description:
This is the response of the “HandlePreliminaryTestDaté&raction.
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Sender Responsibilities:

RIA must correctly prepare and set the corresponding ddtdsfiaside message
upon the SUT administrator inputs.

Receiver Responsibilities:

TestBATN server maintains a pool for the preliminary infation collected from
the parties of the testcase. If any “UpdatePreliminanfDatt” interaction is re-
quired to notify a user, the server should prepare the mesaad send it to the
corresponding partgarties.

Repeatability:

No.

™ ]

tns:Timestamp

]

tns:UseriD

tns:5essionlD

El

FilledinPreliminaryData E]—(EB—: SP—.

)
tns:Value '
[ttt h ol

Figure 4.25: Model of FilledInPreliminaryData

In some testcase definitions, the test designer may creat scenario in which the parties

exchange information at the preliminary test data phaseekample, a one party may need

information throughout the testcase execution which vélbisked from another party. When

the responder sends the information with “FilledInPreliaryData” to the TestBATN server,

the server checks whether any party is waiting for the netdgoreliminary data or not. If there

exist a party, “UpdatePreliminaryTestData” interactisms$ed to notify the SUT administrator
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for the updated value of the preliminary data field.
Interaction: UpdatePreliminaryTestData

Description:

Testcases defined among multiple parties may need exchéapgeliminary infor-
mation between the parties. When a party sends “FilledlmfirearyData” to the
server, it is sent to the waiting party, if exist, with this ssage.

Sender Responsibilities:

TestBATN server must wait for the completion of all “Filled®reliminaryData”
interaction and assignments of all the preliminary datébées.

Receiver Responsibilities:

RIA must present the user any update on the preliminary rimf¢ion upon the
reception of this message.

Repeatability:

No.
L ins:Timestamp
S ins:UserlD
UpdatePrefiminaryTestData [{]—@El—

xtns:PreliminaryData [-]

I=ETTTCTTTTTR =
EF - tns:Value |

AL L T L
i

Figure 4.26: Model of UpdatePreliminaryTestData

As presented in Figure 4.17, after receiving all “FilledielfminaryData” interaction mes-
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sages from the attending parties of the testcase, TestBANIssends “UpdatePreliminary-

TestData” to the parties, if there is any party waiting forftewards, the server sends the

details of the test steps of the testcase to the attenditigpar

Figure 4.27 shows the snapshot of the GUI at after the “Sest8leps” interaction is com-

pleted from the server to the RIA. SUT administrator can seedetails of each test step,

the test assertions which will be processed throughouetitedse execution and other details

about the testcase.

Party: USBSIstemci

Test Step-1D Description

- 25
- 26
- 27

= &5
=
- &8

- 41
- 42
- 43
- 4
- 45
- as

= §i
= 52
- 53
- 54
- 55
- 56
- 57
- 58

armeToken' eleman bir tane ‘wsseiPassword' eleman igermelidir,...

ameToken' igin kullandigimz  kulla adi size atanan kullama a...
smeToken' igin kullandifiniz sifre size stanan sifre dederine esit ...
Gandarilen Muayens Bildiimi sezdizimsal yapisinin belidenen Muayens %ML ...
Ganderilen Musyen= Bildirimi sozdizimsel yapisimn belidensn Muayens KML ..
Génderilen bildirimdeki Muayens Verisetinin iginde bir adet AMATANI veri ele...

Génderilen bildirindeki her bir Regete Werizetinin iginde bir adet ANATANI veri..
Gdnderilen Muayene Bildiriminde gegen tim HLY code referanzlanmn Sadhkn.. .

Ganderilen Musyena Bildiiminde gagen tim HLT code referansianmin USBS 5.,

Bildirimde gegen 'Ku

Bildiimde Muayene Verisetinde bulunabilecek 'Tetkik Istenen Kurum' kodian..,

Bildiimde Yenidagan Kayit Verisetinde bulunabilecek 'Dogum Siras’ kadunun,..

Bildirimde Regete Verisetinde bulunabilecek 'lag Kullanim Perivodu Birimi' ke...

Bildiimde Tetkik So inde bulunabilecek 'Tetkik Yapan Kun

Gonderilen Muayens

Gondarilen Musyene Bil , bu bildirim igin belifenen i kurallan géz én...

Génderilen Musyene Bildiriminin Musyens kisminin, bu bildidm icin belirensn,..

rsa Tetkik Sonug ki
snderilen Muayene Bl rsa Vatandas Yabana Kayit kismimin, bu b,
nderilen Muayene Bil varsa Yenidogan Kayit kismimin, bu bildirim i,..

uges, Uygulama Yanmin déner,

' kodunun SKRS sisternine uygunludunun test edilmesi,

From Party  To Party Typ:

(Y = v ) Y T w) = v T v vy vy v vy v vy vy vy vy vy ey

UgESSimulato USESIstermd

Figure 4.27: Test Steps View

Interaction: SendTestSteps

Description:

Current Status
Walting,,
Waiting..
Waiting..
Waiting..
Waiting.,
Waiting..
Walting..
Walting,.
Waiting.,
Waiting..
Waiting..
Waiting..
Waiting.,
Waiting..
Waiting..
Walting..

Waiting.,

Waiting,,

Waiting..
Waiting..

Waiting..

@ Terminate Test

Result

[ StartTest

After the completion of the configuration management piaothe testcase execu-

tion, TestBATN server becomes ready to execute the sceandasends this mes-

sage to the RIA client to inform the SUT administrators alibatdetails of the test

steps.

Sender Responsibilities:

TestBATN server constructs the test steps through a coemesiructure to be pre-

sented to the SUT administrator by the TestBATN Control arahitbring RIA.
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Receiver Responsibilities:

TestBATN Control and Monitoring RIA processes the receitedt steps and
presents to the user as shown in Figure 4.27.

Repeatability:

No. For each testcase execution, this message is sent t&R&éaciient only once.

tns:Timestamp

£l

Atns:UseriD

SendTestSteps [H == [E attriputes

_________

.............

tns:TestStep 0 | ————
stopType
o)

1.

L tns:Description

Figure 4.28: Model of SendTestSteps

TestBATN server sends the test steps to all parties of theass. Now, everthing is ready
to start the execution of the testcase. To start this protiesparties of the testcase must all
agree on the “StartTest” interaction. That is, all partiasstrsend the “StartTest” message to

the TestBATN server.
Interaction: StartTest

Description:

SUT administrator clicks on the “Start Test” button as shawhRigure 4.27. Test-
BATN Control and Monitoring RIA prepares and sends this ragesto the Test-
BATN server.
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Sender Responsibilities:

RIA must send the message to the server upon user requestkinglon “Start
Test” button.

Receiver Responsibilities:

TestBATN server waits for the “StartTest” message fromtadl parties of the test-
case to start the execution of the testcase.

Repeatability:

No. A testcase can only be started once.

ftns:Timestamp

Jins:Authenticator T} —e=

[Storest (=2

. : - ! TestinstancelD
Jins:nteractionldentifier EI— , !

Figure 4.29: Model of StartTest

TestBATN server starts processing on the teststeps of gieae one by one because all
parties of the testcase agreed on the “StartTest”. Figut@ ghows the message choreog-
raphy between the TestBATN server and TestBATN Control amhikdring RIA just after

the “StartTest” interaction until the testcase terminataally with “ReleaseTestCasePorts”

interaction.

When the server completes the execution of a teststep, disstae result and the report of
that teststep to the SUT administrators through TestBATNt@band Monitoring RIA. This
notification is done through “UpdateTestStatus” inte@ttiRIA presents the changes on the
status and results of the teststeps to the SUT administraigure 4.31 shows the shapshot
of the environment at the time of testcase execution. Thes@rocesses each teststep and
sends the result to the RIA client immediately. Since theeulythg Test Driving Protocol

functions in high speed, SUT administrator sees the chaingemtly on the GUI.
“UpdateTestStatus” interaction not only carries the reantd status information about the
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TEIBATI REEr TestBATN Control and

Monitormng RTA

UpdateTestStatus

AskTestData ‘

AskTestDataResponse

FinishTest

GUlIntzractionErrar

RestartTestCase

ReleaseTestCasePorts

- — e e — — — — i — — Y e T — — — —

Figure 4.30: At the time of test execution

teststep, but informs the SUT administrator about the tegfdhe execution of that teststep.
As presented in Figure 4.32, TestBATN Control and MonitgrRIA presents the test step
reports to the SUT administrator when clicked on the cowrdimg button appearing on the
teststep status view section. For example, the report ifighee says that execution of the
corresponding teststep has ended up with “FAIL” result. Vakdation adaptor which has
created the report is the “xpathadaptor” adaptor. The tegdagrror is about the Username -
Token profile usage inside the SOAP header. The passwordfidhe token does not match

with the previously provided value through preliminaryalaandling.
Interaction: UpdateTestStatus

Description:

After the execution of each teststep, TestBATN server séimdsmessage to the
RIA clients to update the status, result and report of theespionding teststep on

the GUI of SUT administrators.
Sender Responsibilities:
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Current Status Result

Completed! W FPazsed! W | -
Completed! L™ n
Campletad! W Pazzed! W
Campletad! W Passed! w
Completad! W FPazsed! L 4
Completed! W Passed! L4
Cormpleted! W Paszsed! L* &
Completed! W Passzed! o
Cormpleted! W =
Completed! W n
Cornpleted! L* 2L » !
Campletad! W Passed! w
Completed! W FPazsed! L 4
Wi aiting, .
W aiting.. o
W aiting.. e
W siting. . &
—
W aiting.. -
W aiting.. &
Wi aiting.. )
W aiting. . -
W aiting, ., - .
=

Figure 4.31: Teststep Status Changes

TestBATN server must monitor the execution of the testséeyksend this message
to all attending testcase parties when the processing bfteatstep ends.

Receiver Responsibilities:

TestBATN Control and Monitoring RIA is responsible for upidg the correspond-
ing view components to notify the SUT administrator aboett¢hanges.
Repeatability:
Yes. For each update on each teststep, this message iglcaeatsent to the RIA
clients.
Semantic and functional testing capabilities of TestBARBNude a mechanism to ask some
guestions to the SUT administrator at the time of executioihe testcase. These questions
are asked through the “AskTestData” interaction and thevarsof the SUT administrator

are carried back to the server through “AskTestDataRegjonteraction.
Interaction: AskTestData
Description:
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Reports - Test Step-1ID: 2.7

Iteration 1

Status

TestSteplD

Tirne:

Result:

Content:

ipterestsistus B~
[stows ]

Completed!

2.7

Test Results

2009-053-24T12:33: 20,437 4+02:00

FAIL

ok ok ek R R R R R R R R ek e R R sk e

* ANLAMSAL OMAYLAMA RAPCRU *
sk e e S o

Cederlendirme

Adaptéri ixpathadaptar

Dederlendirme

Forkzivonu :

Aciklama V'wsseildsernameToken' igin kullandiginuz sifre
size atanan sifre dederine ezit olmahdir

#PATH ifadesi :
YzoapiHeaden'wsze:Security/wsseiUsernameToken/wsseiPas
sword/textl) = £3ifre' kaynak icin olurmsuz sonug

déndyar!!l

Copy

Figure 4.32: Teststep Report

,lns:ﬁuthentica‘lor

_L' tns:Interactionldentifier

Bl attributes

us

—Ltns:TestStepStatus :

1.

tns:TestSteplD

El

Figure 4.33: Model of UpdateTestStatus - |
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tns:instanceld

(B atribates |
_L' tns:Hierarchy ;]—
,,,,,,,,,,,,,,,,,,,,,,
atrs:TestStepReport [J—{ -1 EineiType
tns:Time
> tns:overallResult

H attributes

fnsiContor B

xtNs:XMLReport

ftns:TextReport

Figure 4.34: Model of UpdateTestStatus - I

If defined in the testcase, this message is created and senttfe TestBATN server
to the RIA to ask the questions indicated in the testcasegt&tHT administrator.

Sender Responsibilities:

TestBATN server must create and send this message to thesporrding user’s
RIA when encounters an “AskTestData” construct of Test Bipson Language.

Receiver Responsibilities:

TestBATN Control and Monitoring RIA pops up a window to ask tjuestions and
gather the responses from the SUT administrator.

Repeatability:

Yes. Throughout the testcase definition, for each “AskTatDconstruct of TDL,
this message is sent to the corresponding RIA client.

Interaction: AskTestDataResponse
Description:
This is the reponse of “AskTestData” returned from the RI#® TestBATN server.

Sender Responsibilities:

TestBATN Control and Monitoring RIA should correctly seetfields inside the

message according to the SUT administrator's answers.
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B attributes

atns:Authenticator

—|,tns:lnterac’tiunldentiﬁer

AszkTestData [

ftns:l]escriptiun

_E)E'_ B a#trivutes

atns:TestQuestion |
A = .

ftns:UalueType

Figure 4.35: Model of AskTestData

Receiver Responsibilities:

TestBATN server runs the asserted operations on the resparfishe SUT admin-
istrator as settled through the testcase definition.

Repeatability:
No. This message can only be sent as a response of “AskTastDédraction.

If “AskTestData” repeats, “AskTestDataResponse” messdge repeats as a re-

sponse.
Bl attrivutes
AskTestDataResponse tns:Authenticator
—Ltns:lnterac‘liunldentiﬁer
B attriputes

;lns:'u‘alu

—Ltns:Tes‘mnswer ::

Figure 4.36: Model of AskTestDataResponse
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SUT administrator has a chance to stop the execution of sheatse and quit to the main page
of the TestBATN Control and Monitoring GUI at any time. Thigarsation is handled through
the “FinishTest” interaction which is sent from the RIA tcetiestBATN server when the

SUT administrator clicks on the “Terminate Test” button.
Interaction: FinishTest

Description:

This message indicates that SUT administrator wants tothjeiexecution of the
testcase.

Sender Responsibilities:

RIA must send this message to the TestBATN server when the é&ldiinistrator
clicks on “Terminate Test” or “Log out” button.

Receiver Responsibilities:

TestBATN server processes this message and informs the phiges of the test-
case about the termination of the execution through thetCleseProcessingFin-
ished” interaction. If any of the parties of the testcasenirates the testcase, it
terminates for all of the parties.

Repeatability:

No.

tns:Timestamp

EJ

atns:Authenticator [ == tns:UseriD

FinishTest [

. . - i TestinstancelD !
2tns:nteractionldentifier EJ— '

Figure 4.37: Model of FinishTest

Interaction: TestCaseProcessingFinished

Description:
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This message is sent from the TestBATN server to the RIA diafo are executing
the testcase in question at that time to to inform them abbmutérmination of the
testcase.

Sender Responsibilities:

TestBATN server sends this message to the testcase pahs the tetscase fin-
ishes normally by executing all teststeps or one of the gmtérminates the execu-
tion of the testcase in the interoperability tests.

Receiver Responsibilities:

RIA notifies the user by popping up an information window atibie termination
and the final report of the testcase.

Repeatability:

No. This message is sent only once to the RIA client to inditla¢ termination of

the execution.

atne:Authenticator

TestCaseProcessingFinished atnsinteractionldentifier

atre:TestStepReport

Figure 4.38: Model of TestCaseProcessingFinished

After the execution of a testcase terminates, the SUT adimaors are informed with this

event and the TestBATN Control and Monitoring RIA behavesoadingly by updating the

views of the user as seen in Figure 4.39. When the user clithkb“Restart” button, RIA

sends the “RestartTestCase” message to the TestBATN dervestart the execution of the

testcase with the already configured parameters. The GUineto the preliminary data

handling state to enable the SUT administrator to changertered values. If the SUT ad-

ministrator wants to go back to main page to select anotlstrase or do any other operation,

“Go Back” button is clicked. With this user event, RIA sentlse t'ReleaseTestCasePorts”

message to the TestBATN server.

Interaction: RestartTestCase

Description:
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Figure 4.39: Restart of a Testcase

With this message, RIA realizes the re-execution of thélasecuted testcase with
the same configuration parameters.

Sender Responsibilities:

TestBATN Control and Monitoring RIA must give the choice ebtarting the test-
case to the SUT administrator as shown in 4.39.

Receiver Responsibilities:

TestBATN server must keep the configuration informationhef testcase even if it

is terminated until the “ReleaseTestCasePorts” messageéas/ed from the RIA.
Repeatability:

Yes. A testcase execution can be repeated with the same waiton parameters

as much as requested by the SUT administrator.

[=] attrivutes

RestarntTestCase [

atnsiAuthenticator

atnsinteractionldentifier

tns:TestSuiteld

A

ftns:TestCasell]

Figure 4.40: Model of RestartTestCase

Interaction: ReleaseTestCasePorts
Description:
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When the SUT administrator does not want to re-execute tease, hishe clicks
on “Go Back” button as shown in Figure 4.39. This messagea, tisesent to the
TestBATN server to reset the configuration parameters ofastty executed test-
case by the user to free the occupied ports and other intéaiteed

Sender Responsibilities:

TestBATN Control and Monitoring RIA must provide the choigfegoing back to
the main page of the environment to the SUT administrator.

Receiver Responsibilities:

TestBATN server deletes the configuration information ef tistcase and releases
the occupied ports.

Repeatability:

No.

atne:Authenticator
ReleazeTestCasePorts
atnsinteractionldentifier

Figure 4.41: Model of ReleaseTestCasePorts

During the interaction between TestBATN server and TestB&ontrol and Monitoring En-
vironment, if any internal error occurs in the TestBATN s&rit is reported to the RIA clients

through the “GUlInteractionError” interaction.
Interaction: GUIInteractionError

Description:

This message is sent from the TestBATN server to RIA cliehtlgarties of the

testcase in case of an internal error.

Sender Responsibilities:

Errors occurred inside the TestBATN server are caught anttseghe RIA clients
with convenient reports.

Receiver Responsibilities:
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H attrivutes

errorType

atns:Authenticator

GUlinteractionError

atnsinteractionldentifier

:tns:ErrurDescriptiun |

Figure 4.42: Model of GUIInteractionError

TestBATN Control and Monitoring RIA is responsible to hamdhe presentation
issues when this message is received. The error reportugnsiocthe user and the
state of the view is arranged according to the terminatisnds.

Repeatability:
Yes. At each time any error occurs, this message is sent fnenserver to the

clients.

106



CHAPTER 5

RELATED WORK

While e-business scenarios are widely adopted by the usé@ndustry, governments and the
public sector, it is still cumbersome for them to reach ioperability of eBusiness solutions
and to achieve conformance with standards specificatioherefore, the need for advanced
testing methodologies and practices which cover relewetnbfsstandards is increasing con-

tinuously.

There are a number of research, development and even siaad@mn dforts on testing

methodologies, test tools, languages and frameworks.

Testing and Test Control Notation (TTCN) [72] is one of thetfitnd most successful work
on test automation published by the European TelecommiionicaStandards Institute (ETSI)
[78]. The latest version, TTCN-3 is a computationally coeteland internationally standard-
ized programming language for expressing test cases fdomoance and interoperability

testing in the telecommunication domain.

Telecommunication networks use many heterogenic pradmilveen multiple system nodes,
with dedicated configuration and application data. Engputiire interoperability of the com-
ponents within such systems, acrosatent vendor platforms and countries require testing

the network components accurately. For this purpose, Eastibveloped methodologies for:

e conformance testing for checking the compliance of isdlatamponents of the telecom-

munication networks, to the protocol standards

e interoperability testing to verify the ability of networlomponents from dierent ven-

dors to operate in real conditions
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ETSI provides a number of publicly available TTCN-3 testtasiisuch as Digital Mobile
Radio (DMR), digital Public Mobile Radio (dDMR), Dynamic dbConfiguration Protocol
(DHCPV6), IPVv6, IP Multimedia Subsystem (IMS), Voice Oventith the Session Initiation

Protocol (SIP), and the upcoming WiMax test suite.

Since the telecommunications domain is concerned withoilvddvel issues by nature, TTCN
test suites and testing methodologies also focuses onwthieve! details of the communica-
tion. As a result, it does not fully represent the businessgsses that mostly the concern of
the high level standards such as the ones used in NHIS. Funtihe, TTCN does not provide
any interactive, human-driven test framework. The tegesuare static and for each test sce-
nario and for each client to be tested, specialized codenfea¢s are needed to be developed

prior to the test scenario executions.

OASIS IIC ebXML Test Framework [79] is a test framework eradplconformance and inter-
operability testing for ebXML specifications. The framewarcludes an architecture design
based on components that can be combined and distributéfiéreit ways, to accommodate
different test harnesses. It also includes an extensible tstirag language for coding test
suites in an executable way. In other words, it describestdéal architecture and its software
components as well as how these can be combined to createhatesss for various types

of testing [69].

OASIS IIC ebXML Test Framework is totally based on ebXML reggisg; therefore, it fo-
cuses on its Message Service Handler (MSH) implementatistsad of application testing.
Although the specification says that the framework has suppoexternal plug-ins, it would
not be possible to test NHIS services through this framewatkonly due to the need of
those external plugins which enable the processing of Hiseéthanessages through the Web
services profile but also the lack of an interactive, humawed test control and monitoring

environment.

OASIS Event Driven Test Scripting Language (eTSL) [80], ethis currently a work in
progress, improves OASIS IIC ebXML Test Framework by adsiresthe diferent layers
of the interoperability stack, namely, the messaging stftecture, the messaging choreogra-
phies and the business document standards. eTSL is a matli&rajuage for eBusinegs
eGovernment test suites, with a particular focus on comaatioin events, versatile usage

for the Quality Assurance testing phase as well as the mimit@f deployed systems, and
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extensible design to leverage specialized validationgssars as well as XML tools such as

XPath [15], XSLT [18] and XQuery [81].

NIST B2B Testbed [82] project includes a sample implemémtadf OASIS IIC ebXML Test

Framework v1.1. NIST B2B Testbed is initiated by the Natldnatitute of Standards and
Technology [83] to develop software tools which can be ueddsgt current B2B standards or
technologies and enhance the capabilities for on-demamaiatstration of conformance and

interoperability [84].

TestBATN is a superior testing framework than the OASIS aii&Erameworks with the
added value of the TestBATN Control and Monitoring Enviramt) presented in Chapter
4, which enables the human-driven test cases. Indeed, iMesBATN framework an ex-
tended version of the event notion of eTSL is provided whielps capture the requirements
of the test scenarios encountered in the testing of NHISs&mequirements include inter-
action with the users of a System Under Test (SUT), usingeatevaluation services, and
allowing human validation during test execution. Furtherey preliminary test steps such
as configuration management and test data initializatioe baen included in the test execu-
tion of TestBATN. This functionality is critical in the sem¢hat it allows the test framework to
adapt itself to the requirements of the applications urekr tather than the opposite. Finally,
the TestBATN framework provides an extensible and layetatfggm for design, execution
and life cycle management of the test scenarios to handldythamically evolving testing

requirements through the TestBATN Control and MonitoringyiEonment.

There are also some eHealth specific tools for the conforentsting. HL7 Message Maker
[85] is an initiative administered by HL7 together with NI$33] to automatically and dy-
namically generate test messages for eHealth applicafidresdata used to populate the mes-
sages is drawn from a number of sources including the NIS€&ldped database of HL7 data
items, HL7 tables, user tables, and external tables. Thiatime focuses on the document
content layer within the interoperability stack. Testifg\HIS requires the test assertions
through the whole layers of the interoperability stack sittee Integration Profile includes

several standards and specifications targeting to tferelint layers of the stack.

IHE provides a detailed implementation and testing protepsomote the adoption of stand-
ards-based interoperability by vendors and users of hemakthinformation systems. The

process is named as Connect-a-thon, a weeklong interdlitgredsting event. Managing
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a Connect-a-thon is a human labor intensive task. Most ofrthssaging is conducted by
the humans such as checking message contents or applibati@viours. Connect-a-thons
require the physical aggregation of the software companant the administrators of those
softwares for a week through a set of workshops. HoweverT&s#BATN framework pro-

vides the TestBATN Control and Monitoring Environment foetautomated execution of the
test cases. Therefore, testing of NHIS would be a very caompieration through several

Connect-a-thon organizations.
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CHAPTER 6

CONCLUSION AND FUTURE WORK

The final outcome of this thesis enabled the conformance ratedoperability testing of the
applications developed within the National Health Infotima System (NHIS) of Turkey.
Nearly all of the Family Medicine Information System (FMI&hd Hospital Information
System (HIS) vendors somehow tested their implementatiorsigh TestBATN with the

testcases developed in the scope of this thesis.

Specifications, standards and the Implementatieegratioriinteroperability Profile of the
Ministry of Health (MoH), Turkey, are analyzed and the regaoients to enable the testing
of the system are put on the map. According to the identifisting requirements, a test-
ing methodology is designated which follows a test procedanging from the basic con-
formance tests to the complex semantic and functional.tdstsespect to the designated
testing methodology, several testcases; such as basiorowarice testcases, customized con-
formance testcases, interoperability testcases, archsest for the query, update and delete
methods of the NHIS services and a number of semantic testéasthe NHIS services in

guestion are developed and registered to the TestBATN framie

Considering the testing requirements of NHIS, TestBATN @arand Monitoring Environ-
ment is designed and implemented within the scope of thsigh&he environment realized
a human-driven testing infrastructure. Developing a Ritkret Application as the Graphi-
cal User Interface to the FMJBIS administrators and implementing a Test Driving Protoco
provided a comprehensive, user-friendly, simple and hjgted control and monitoring envi-

ronment for the TestBATN users.

As mentioned earlier, NHIS servers located at the MoH pregiigs been accepting “Trans-

mission Schema” instances since November, 2008. As of darditka 2009, all healthcare
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institutes have to send the actual, real patient EHR dataHtsNervers with the announce-

ment of governmental regulations.

Currently, nearly all of the state hospitals of Turkey aredb successfully send the daily
EHR messages, which are the “Transmission Schema” ingandbe NHIS servers. Uni-
versity hospitals and primary care institutions are carirsly boosting up their integration

capabilities with Saglik-Net.

Up to 70 companies with nearly 340 users have been testimgsiisems through the devel-
oped testcases through “hiffaww.srdc.com.fitestbatn” since June, 2008 as mentioned ear-
lier in the thesis. Since then, approximately 20.000 tasstexecutions are recorded. Not only
the developed testcases through TestBATN was availbaleeoridut also two well-attended
integration workshops were organized in Turkey. The first s in Cesmezmir during
June, 29 and July, 5, 2008. This workshop has provided vadpportunities to nearly 130
FMIS/HIS developers from 50 vendor companies about testing dipgilications successfully
with the developed testcases. The second workshop wasrhAltkara during December 19

- 21, 2008. 133 attendees from 64 vendor companies werettharst their implementations.

Together with the continuous online use of the developetdsss through TestBATN and
the integration workshops organized by the MoH, in whichdkeeloped testcases through
TestBATN were also used, increased the integration capabibf the FMISs and HISs de-
veloped for NHIS. The feedbacks coming from the vendor corigz the statistics of the
ongoing integration and the representatives of the MinistHealth confirm the contribution
of the TestBATN framework and the comprehensive testcas#setintegration skills of the
client applications. Furthermore, the testcases and theftendly, high speed TestBATN
Control and Monitoring Environment increased the awargéshe software companies, es-
pecially in the health sector of Turkey, in the internatios@andards, their use in real life
etc. This process has also revealed the importance of th@iadmf international standards

within such integration féorts, like NHIS.

The work presented in this thesis is supported by tHBITAK TEYDEB Project No: 7070191
in addition by the Ministry of Health, Turkey.

NHIS is collecting the Electronic Health Records (EHR) te tientral servers located at the

MoH premises, currently. The use of this data is for sta@$tpurposes for now. However,
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the ongoing process is going towards the integration of tspitals within each other. That
is, in the near future, the goal is to enable the sharing ofEH&s among the hospitals
instead of only collecting to the center. This process megufurther profiles and business
models and more intensive interoperability capabilitifsstBATN can easily be used in the
testing of these interoperability capabilities of the FBlI&d HISs. New testcases for the
interoperability scenarios can be developed and onlineotiiee TestBATN framework can
enable the joint test executions without requiring thevgafe applications’ coming together

“physically”.

Furthermore, TestBATN can be used to certify the client igpfibns within NHIS to assure
their conformance and interoperability skills and enablaae intact and accurate integra-

tion.
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