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$SSURYDO�RI�WKH�*UDGXDWH�6FKRRO�RI�1DWXUDO�DQG�$SSOLHG�6FLHQFHV��
�
�

� � � � �
� Prof. Dr. Canan ÖZGEN�
� 'LUHFWRU�

� � � � � �
,� FHUWLI\� WKDW� WKLV� WKHVLV� VDWLVILHV� DOO� WKH� UHTXLUHPHQWV� DV�D� WKHVLV� IRU� WKH�GHJUHH�RI�
'RFWRU�RI�3KLORVRSK\��

� � � � �
� 3URI��'U��$\úH�.ø3(5�

� +HDG�RI�'HSDUWPHQW�
�

7KLV� LV� WR� FHUWLI\� WKDW�ZH� KDYH� UHDG� WKLV� WKHVLV� DQG� WKDW� LQ� RXU� RSLQLRQ� LW� LV� IXOO\�
DGHTXDWH��LQ�VFRSH�DQG�TXDOLW\��DV�D�WKHVLV�IRU�WKH�GHJUHH�RI�'RFWRU�RI�3KLORVRSK\��
�
� � � � �

� $VVLVW��3URI��'U��+DOLW�2ö8=7h=h1�
� 6XSHUYLVRU�
�

([DPLQLQJ�&RPPLWWHH�0HPEHUV�
�
3URI��'U��6HPLK�%ø/*(1� � �
�
$VVRF��3URI��'U��$OL�+��'2ö58� � �
�
$VVLVW��3URI��'U��+DOLW�2ö8=7h=h1� � �
�
$VVLVW��3URI��'U��+�VQ��<(1ø*h1� � �
�
'U��$WLOOD�g=*ø7� � �
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3K�'���'HSDUWPHQW�RI�&RPSXWHU�(QJLQHHULQJ�
�6XSHUYLVRU��$VVLVW��3URI��'U��+DOLW�2ö8=7h=h1�
�
�
�

0DUFK�����������SDJHV�
�
�
�

7KLV� GLVVHUWDWLRQ� DGGUHVVHV� WKH� FRQILGHQWLDOLW\� DVSHFW� RI� WKH� LQIRUPDWLRQ�
VHFXULW\�SUREOHP�IURP�WKH�YLHZSRLQW�RI�WKH�VRIWZDUH�DUFKLWHFWXUH��,W�SUHVHQWV�D�QHZ�
DSSURDFK� WR� VHFXUH� V\VWHP� GHVLJQ� LQ� ZKLFK� WKH� GHVLUHG� VHFXULW\� SURSHUWLHV�� LQ�
SDUWLFXODU�� FRQILGHQWLDOLW\�� RI� WKH� V\VWHP� DUH� SURYHQ� WR� KROG� DW� WKH� DUFKLWHFWXUDO�
OHYHO�� 7KH� DUFKLWHFWXUH� GHVFULSWLRQ� ODQJXDJH� :ULJKW� LV� H[WHQGHG� VR� WKDW�
FRQILGHQWLDOLW\� DXWKRUL]DWLRQV� FDQ� EH� VSHFLILHG�� $Q� DUFKLWHFWXUDO� GHVFULSWLRQ� LQ�
:ULJKW�F��WKH�H[WHQGHG�ODQJXDJH��DVVLJQV�FOHDUDQFH�WR�WKH�SRUWV�RI�WKH�FRPSRQHQWV�
DQG�WUHDWV�VHFXULW\�ODEHOV�DV�D�SDUW�RI�GDWD�W\SH�LQIRUPDWLRQ��7KH�VHFXULW\�ODEHOV�DUH�
GHFODUHG�DORQJ�ZLWK�FOHDUDQFH�DVVLJQPHQWV�LQ�DQ�DFFHVV�FRQWURO�ODWWLFH�PRGHO��DOVR�
H[SUHVVHG� LQ� :ULJKW�F�� 7KLV� HQDEOHV� WKH� VWDWLF� DQDO\VLV� RI� GDWD� IORZ� RYHU� WKH�
DUFKLWHFWXUH� VXEMHFW� WR� FRQILGHQWLDOLW\� UHTXLUHPHQWV� DV� SHU� %HOO�/D3DGXOD�
SULQFLSOHV��$Q� DOJRULWKP� WDNHV� WKH�:ULJKW�F� GHVFULSWLRQ� DQG� WKH� ODWWLFH�PRGHO� DV�
LQSXWV��DQG�FKHFNV�LI�WKHUH�LV�D�SRWHQWLDO�YLRODWLRQ�RI�WKH�%HOO�/D3DGXOD�SULQFLSOHV��
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7KH�DOJRULWKP�DOVR�GHWHFWV� H[FHVV�SULYLOHJHV��$�VRIWZDUH� WRRO��ZKLFK� IHDWXUHV�DQ�
;0/�EDVHG� IURQW�HQG� WR� WKH� DOJRULWKP� LV� FRQVWUXFWHG�� )LQDOO\�� WKH� DOJRULWKP� LV�
DQDO\]HG�IRU�LWV�VRXQGQHVV��FRPSOHWHQHVV�DQG�FRPSXWDWLRQDO�FRPSOH[LW\���
.H\ZRUGV�� /DWWLFH�EDVHG� DFFHVV� FRQWURO�� GDWD� IORZ�� FRQILGHQWLDOLW\�� VRIWZDUH�
DUFKLWHFWXUH��DUFKLWHFWXUH�GHVFULSWLRQ�ODQJXDJH��SULYLOHJH��
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'RNWRUD��%LOJLVD\DU�0�KHQGLVOL÷L�%|O�P��
�7H]�<|QHWLFLVL���<UG��'Ro��'U��+DOLW�2ö8=7h=h1�
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%X� oDOÕúPD� ELOJL� J�YHQOLN� SUREOHPLQLQ� JL]OLOLNOH� LOJLOL� \|Q�QH� \D]ÕOÕP�
PLPDULVL�EDNÕú�DoÕVÕQGDQ�KLWDS�HWPHNWHGLU��*�YHQOL�ELU�VLVWHP�WDVDUÕPÕ�LoLQ�LVWHQHQ�
J�YHQOLN� QLWHOLNOHULQLQ�� |]HOOLNOH� ELOJL� JL]OLOL÷L�� PLPDUL� VHYL\HGH� WDúÕQGÕ÷ÕQÕQ�
NDQÕWODQGÕ÷Õ�\HQL�ELU�\DNODúÕP�|QHULOPHNWHGLU��:ULJKW�0LPDUL�7DQÕP�'LOLQH��$'/�
$UFKLWHFWXUH� 'HVFULSWLRQ� /DQJXDJH�� JL]OLOLN� \HWNLOHULQLQ� EHOLUWLOHELOHFH÷L� úHNLOGH�
JHQLúOHPHOHU� \DSÕOPÕúWÕU�� *HQLúOHWLOPLú� GLO� RODQ�:ULJKW�F¶GHNL� ELU�PLPDUL� WDQÕP��
ELOHúHQOHULQ�DUD\�]�\DSÕODUÕQD�\HWNL�WDKVLVL�\DSPDNWD�YH�J�YHQOLN�HWLNHWOHULQL�YHUL�
tipi bilgisinin bir parçasÕ�RODUDN�HOH�DOPDNWDGÕU��*�YHQOLN�HWLNHWOHUL��\HWNL�WDKVLVOHUL�
LOH� ELUOLNWH�� :ULJKW�F¶GH� LIDGH� HGLOHQ� HULúLP� GHQHWLPL� |UJ�� PRGHOLQGH� GHNODUH�
HGLOPHNWHGLU��%X�\DNODúÕP��%HOO�/D3DGXOD�SUHQVLSOHULQLQ�JL]OLOLN�JHUHNVLQLPOHULQH�
ED÷OÕ� NDODUDN�� YHUL� DNÕúÕQÕQ� ELU� \D]ÕOÕP�PLPDULVL� �]HULQGH� VWDWLN� RODUDN� DQDOL]LQH�
LPNDQ� WDQÕPDNWDGÕU�� :ULJKW�F� WDQÕPÕ� YH� |UJ�� PRGHOLQL� LQSXW� RODUDN� DODQ� ELU�
DOJRULWPD�� %HOO�/D3DGXOD� SUHQVLSOHULQH� NDUúÕ� SRWDQVL\HO� ELU� X\XPVX]OXN� ROXS�
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ROPDGÕ÷ÕQÕ� NRQWURO� HWPHNWHGLU�� $OJRULWPD� D\UÕFD� \HWNL� ID]ODOÕNODUÕQÕ� GD� RUWD\D�
oÕNDUPDNWDGÕU�� (N� RODUDN�� DOJRULWPD� LoLQ� ;0/� WDEDQOÕ� |Q� LúOHPFL� NXOODQDQ� ELU�
\D]ÕOÕP� DUDFÕ� JHOLúWLULOPLúWLU�� dDOÕúPDQÕQ� VRQ� E|O�P�QGH� LVH� DOJRULWPDQÕQ�
GR÷UXOXN��WDPOÕN�YH�|Oo�PVHO�NDUPDúÕNOÕN�DoÕVÕQGDQ�DQDOL]L�\DSÕOPÕúWÕU���
$QDKWDU� Kelimeler: Örgü�WHPHOOL� HULúLP� GHQHWLPL�� YHUL� DNÕúÕ�� JL]OLOLN�� \D]ÕOÕP�
PLPDULVL��PLPDUL�WDQÕPODPD�GLOL��\HWNL��
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7R�P\�GHDU�ZLIH��%DQX��DQG�RXU�ORYHO\�VRQ��0HOLK������
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�$&.12:/('*(0(176�����,�ZRXOG� OLNH� WR�H[SUHVV�P\�GHHSHVW�JUDWLWXGH� WR�P\�VXSHUYLVRU�$VVLVW��3URI��

'U�� +DOLW� 2÷X]W�]�Q� IRU� KLV� JXLGDQFH�� HQFRXUDJHPHQW� DQG� GLUHFWLYH� FRPPDQGV�
WKURXJKRXW� WKH�VWXG\��:LWKRXW�KLV�JUHDW�DGYLFHV�DQG�KHOS��WKLV�ZRUN�ZRXOG�QHYHU�
EHHQ�SRVVLEOH��

,�DOVR�ZLVK�WR�H[SUHVV�D�ORW�RI�WKDQNV�WR�3URI��'U��6HPLK�%LOJHQ�DQG�'U��$WLOOD�
Özgit for their useful suggestions and comments during the progress meetings of 

WKH�WKHVLV�VWXG\��
6SHFLDO�WKDQNV�WR�%XUDN�<RODoDQ��.XUWFHEH�(UR÷OX�DQG�$OL�)HUKDW�7DPXU�IRU�

WKHLU�DFFRPSDQ\�DQG�FRRSHUDWLRQ�IRU�WKH�UHVHDUFK��
,�DOVR�ZRXOG�OLNH�WR�WKDQN�WR�0U��0DKPXW�6HGDW�(UR÷XO��WKH�JHQHUDO�PDQDJHU�

RI�WKH�*HQHUDO�'LUHFWRUDWH�RI�'DWD�3URFHVVLQJ�RI�WKH�&HQWUDO�%DQN�RI�WKH�5HSXEOLF�
RI�7XUNH\�IRU�KLV�VXSSRUW�DQG�HQFRXUDJHPHQW�GXULQJ�P\�3K�'��VWXGLHV��

,� DP�VLQFHUHO\�JUDWHIXO� WR�P\�GHDU�ZLIH��%DQX�� IRU�KHU�FRQWLQXRXV�SDWLHQFH�
DQG�HQFRXUDJHPHQW�GXULQJ�WKH�SUHSDUDWLRQ�RI�WKLV�WKHVLV��DQG�WR�RXU�OLWWOH�DQG�VZHHW�
VRQ�� 0HOLK�� ZKR� FDPH� WR� RXU� ZRUOG� D� IHZ� GD\V� DJR� DQG� KH� ZDV� P\� VWURQJHVW�
PRWLYDWLQJ�IDFWRU�GXULQJ�WKH�SUHSDUDWLRQ�RI�WKLV�PDQXVFULSW����

)LQDOO\�� ,� ZRXOG� OLNH� WR� WKDQN� WR� P\� IDPLO\�� :LWKRXW� WKHLU� VXSSRUW� DQG�
encouragement I wouldn’t be there where I am today.�
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$%675$&7������������������������������������������������������������������������������������������������������� LLL�
ÖZ ���������������������������������������������������������������������������������������������������������������������� Y�
'(',&$7,21�������������������������������������������������������������������������������������������������� YLL�
$&.12:/('*(0(176������������������������������������������������������������������������������ YLLL�
7$%/(�2)�&217(176 ����������������������������������������������������������������������������������� L[�
/,67�2)�7$%/(6 ������������������������������������������������������������������������������������������� [LLL�
/,67�2)�),*85(6������������������������������������������������������������������������������������������ [LY�
&+$37(5�
������������������,1752'8&7,21 ���������������������������������������������������������������������������� ��

��� /,7(5$785(�21�$&&(66�&21752/�$1'��
� &21),'(17,$/,7<������������������������������������������������������������������������ ��

���� 6HFXULW\�5HODWHG�7HUPLQRORJ\ ��������������������������������������������������� ��
����� $FFHVV�&RQWURO�3ROLFLHV ����������������������������������������������������������� ���
����� $FFHVV�&RQWURO�0RGHOV������������������������������������������������������������ ���

������ $FFHVV�0DWUL[�0RGHO��������������������������������������������������� ���
������� 5ROH�EDVHG�$FFHVV�&RQWURO��5%$&��0RGHOV���������������� ���
������� 7DVN�EDVHG�$FFHVV�&RQWURO��7%$&��0RGHOV���������������� ���
������� /DWWLFH�EDVHG�$FFHVV�&RQWURO�0RGHOV �������������������������� ���
������� /RJLF�EDVHG�$FFHVV�&RQWURO�0RGHOV ���������������������������� ���
������� &HUWLILFDWLRQ�EDVHG�$FFHVV�&RQWURO�0RGHOV������������������ ���
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������ /DQJXDJH�EDVHG�,QIRUPDWLRQ�)ORZ�6HFXULW\ ����������������� ���

��� /,7(5$785(�21�62)7:$5(�$5&+,7(&785( ���������������������� ���
���� 6RIWZDUH�$UFKLWHFWXUHV�DQG�$UFKLWHFWXUH�'HVFULSWLRQ��
� /DQJXDJHV ������������������������������������������������������������������������������� ���
���� 6HFXULW\�&RQFHUQV�LQ�$UFKLWHFWXUHV������������������������������������������ ���

�� :5,*+7�&��:5,*+7�:,7+�&21),'(17,$/,7<��
(;7(16,216��������������������������������������������������������������������������������� ���
���� $SSURDFK��������������������������������������������������������������������������������� ���
����� :ULJKW�F ���������������������������������������������������������������������������������� ���
���� 7KH�&OHDUDQFH�6HFWLRQ�LQ�D�:ULJKW�F�&RQILJXUDWLRQ ����������������� ���
���� $FFHVV�&RQWURO�/DWWLFH�0RGHO ������������������������������������������������� ���
���� $FFHVV�&RQWURO�&RQVWUDLQWV������������������������������������������������������ ���
���� $Q�([DPSOH�$SSOLFDWLRQ��6HFXUH�3ULQW�6HUYHU��636� ��������������� ���

�� 9(5,),&$7,21�2)�&21),'(17,$/,7<������������������������������������ ���
���� 7KH�9HULILFDWLRQ�0RGHO ����������������������������������������������������������� ���
����� 6WDWLF�$QDO\VLV�RI�&63�([SUHVVLRQV ����������������������������������������� ����
� ������ &63�$QDO\VLV�)XQFWLRQ ������������������������������������������������ ���
� ������ &63�$QDO\VLV�ZLWK�)'5 ���������������������������������������������� ���
����� 7KH�9HULILFDWLRQ�3URFHVV ��������������������������������������������������������� ���
� ������� 3UHSURFHVVLQJ�DQG�,QLWLDOL]DWLRQ ����������������������������������� ���
� ������ 'DWD�)ORZ�$QDO\VLV ����������������������������������������������������� ���
� ������ 3RVWSURFHVVLQJ ������������������������������������������������������������� ���
� ������ Programmer’s View�RI�WKH�9HULILFDWLRQ�3URFHVV����������� ���
���� ,OOXVWUDWLRQ�RI�WKH�9HULILFDWLRQ�3URFHVV�IRU�636������������������������ ���
���� 7UDFH�0RGHO�RI�WKH�%HKDYLRU�RI�:ULJKW�F�'HVFULSWLRQV������������ ���
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���� 7KH�&RUUHFWQHVV�RI�WKH�9HULILFDWLRQ�3URFHVV����������������������������� ���
���� )L[HG�3RLQW�,QGXFWLRQ �������������������������������������������������������������� ���
���� &RPSXWDWLRQDO�&RPSOH[LW\�$QDO\VLV ��������������������������������������� ���
� ������ 5XQQLQJ�7LPH�&RPSOH[LW\ ������������������������������������������ ���
� ������� 6SDFH�&RPSOH[LW\ ����������������������������������������������������������

�� 7+(�)5217�(1'�2)�7+(�9(5,),(5���������������������������������������������
���� $EVWUDFW�6\QWD[�RI�D�:ULJKW�F�'HVFULSWLRQ����������������������������������
���� 0DSSLQJ�)URP�&RQFUHWH�WR�$EVWUDFW�6\QWD[ �������������������������������

������ 2UGHULQJ �������������������������������������������������������������������������
������ &OHDUDQFH/LVW������������������������������������������������������������������
������� &RPSRQHQWV��������������������������������������������������������������������
������� &RQQHFWRUV����������������������������������������������������������������������
������� ,QVWDQFHV�DQG�&OHDUDQFH ��������������������������������������������������
������� $WWDFKPHQWV��������������������������������������������������������������������

����� 6\QWD[�RI�WKH�&63�$QDO\VLV�)XQFWLRQ �����������������������������������������
����� )URQW�(QG�3URFHVV�RQ�6HFXUH�3ULQW�6HUYHU ����������������������������������

������ 7KH�6W\OH�DQG�WKH�&RQILJXUDWLRQ�'HVFULSWLRQV�RI�636������
������ 7KH�3RUW�$GMDFHQF\�/LVW�RI�636 ��������������������������������������
������ 7KH�/LVWV�RI�5HFHLYHG�6HQW�'DWD�6HFXULW\��

/DEHOV�IRU�636 ����������������������������������������������������������������
�� &$6(�678'<��7+(�352-(&7,7 �����������������������������������������������������
� ���� :ULJKW�F�'HVFULSWLRQ�RI�WKH�3URMHFW,7 ����������������������������������������
� ���� 9HULILFDWLRQ�RI�WKH�3URMHFW,7 ������������������������������������������������������
�� &21&/86,216�$1'�',6&866,21������������������������������������������������

5()(5(1&(6�����������������������������������������������������������������������������������������������������
$33(1',&(6�
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$� &203/(7(�(%1)�'(6&5,37,21�)25�:5,*+7�&����������������������
%� &63��&20081,&$7,1*�6(48(17,$/�352&(66(6��������������

������������������)81'$0(17$/6� ��������������������������������������������������������������������������
&������%(+$9,285�2)�:5,*+7�'(6&5,37,216�����������������������������������
'� ;0/�6&+(0$�'(6&5,37,21�)25�7+(�/$77,&(�02'(/ �������
(� ;0/�6&+(0$�'(6&5,37,21�)25�:5,*+7�& ���������������������������
)� '(6&5,37,21�2)�7+(�352-(&7,7�,1�;0/�127$7,21������������
� )��� $FFHVV�&RQWURO�/DWWLFH�0RGHO�IRU�WKH�3URMHFW,7��
� ����������LQ�;0/�1RWDWLRQ ����������������������������������������������������������������������
� )��� &RQILJXUDWLRQ�RI�WKH�3URMHFW,7�LQ�;0/�1RWDWLRQ �����������������������
*� 7+(�(;7(1'('�$(*,6 ������������������������������������������������������������������
+������6285&(�&2'(6�)25�7+(�9(5,),&$7,21�352&(66��
���������$1'�&63�$1$/<6,6�,1�0/ �����������������������������������������������������������

9,7$��������������������������������������������������������������������������������������������������������������������
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� ����� ,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU������������������������
����� ,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU��

�LPSURSHU�FOHDUDQFH��FDVH���D����������������������������������������������������������������
����� ,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU��

�LPSURSHU�FOHDUDQFH��FDVH���E����������������������������������������������������������������
����� ,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU��

�LPSURSHU�DWWDFKPHQW��FDVH��� ���������������������������������������������������������������
����� ,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU��

�LQYDOLG�JOXHV��FDVH��� ���������������������������������������������������������������������������
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����� *HQHUDO�YLHZ�RI�WKH�VWXG\� ����������������������������������������������������������������� ���
���� &RQVWUXFWLRQ�RI�D�+DVVH�GLDJUDP�����������������������������������������������������������
���� ([DPSOH�3RVHW�GLDJUDPV� ����������������������������������������������������������������������
���� $�VLPSOH�:ULJKW�FRQILJXUDWLRQ��&OLHQW�6HUYHU�6\VWHP ��������������������������
���� 7KH�SLSH�ILOWHU�6W\OH������������������������������������������������������������������������������
���� 'DWD�IORZ�GLDJUDP�IRU�WKH�VSHFLILFDWLRQ�DQG�RQH�LWHUDWLRQ�RI���
���������YHULILFDWLRQ�SURFHVV� ������������������������������������������������������������������������������
���� ,QWHUDFWLRQ�RI�WZR�QHWZRUNV�LQ�D�FRPSDQ\���������������������������������������������
���� 7KH�(%1)�GHILQLWLRQ�RI�WKH�:ULJKW�F�V\QWD[� ����������������������������������������
���� $Q�H[DPSOH�ODWWLFH�PRGHO��FOHDUDQFH�DQG�VHFXULW\�ODEHOV �����������������������
���� (%1)�GHILQLWLRQ�RI�WKH�$FFHVV�&RQWURO�/DWWLFH�0RGHO�V\QWD[ ���������������
���� $�VLPSOH�$FFHVV�&RQWURO�/DWWLFH�0RGHO�H[DPSOH����������������������������������
���� 6WUXFWXUH�RI�D�:ULJKW�F�FRQILJXUDWLRQ����������������������������������������������������
���� $�ER[�DQG�OLQH�GLDJUDP�IRU�6HFXUH�3ULQW�6HUYHU������������������������������������
���� $FFHVV�&RQWURO�/DWWLFH�0RGHO�DQG�:ULJKW�F�GHVFULSWLRQ��
���������RI�6HFXUH�3ULQW�6HUYHU� ��������������������������������������������������������������������������
���� 3RUW�$GMDFHQF\�LQ�D�:ULJKW�F�FRQILJXUDWLRQ� �����������������������������������������
���� 'DWD�IORZ�GLDJUDP�RI�WKH�9HULILFDWLRQ�3URFHVV ��������������������������������������
���� $Q�LWHUDWLRQ�RI�'DWD�)ORZ�$QDO\VLV�UHDOL]LQJ�WKH�1(;7��
���������IXQFWLRQ�������������������������������������������������������������������������������������������������
���� OVD�GHYHORSPHQW�LQ�WKH�9HULILFDWLRQ�3URFHVV� �����������������������������������������
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���� 5HPRYDO�RI�HYHQWV�DIWHU�1(;7�RSHUDWLRQ����������������������������������������������
���� 7RSRORJ\�RI�3URMHFW,7�� �����������������������������������������������������������������������
���� $Q�DFFHVV�FRQWURO�ODWWLFH�PRGHO�IRU�3URMHFW,7���������������������������������������
���� :ULJKW�F�GHVFULSWLRQ�RI�WKH�DFFHVV�FRQWURO�ODWWLFH��
���������PRGHO�IRU�3URMHFW,7� �����������������������������������������������������������������������������
���� :ULJKW�F�GHVFULSWLRQ�RI�3URMHFW,7�FRQILJXUDWLRQ� ����������������������������������
*��� 7KH�([WHQGHG�$(*,6�V\VWHP�WRSRORJ\ �������������������������������������������������
*��� $FFHVV�FRQWURO�ODWWLFH�PRGHO�IRU�WKH�H[WHQGHG�$(*,6 ��������������������������
*��� 7KH�:ULJKW�F�GHVFULSWLRQ�RI�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�

IRU�WKH�([WHQGHG�$(*,6 ����������������������������������������������������������������������
*��� :ULJKW�F�GHVFULSWLRQ�RI�FOLHQW�VHUYHU�VW\OH�RI�WKH�([WHQGHG��
���������$(*,6 �������������������������������������������������������������������������������������������������
*��� :ULJKW�F�GHVFULSWLRQ�RI�WKH�([WHQGHG�$(*,6�FRQILJXUDWLRQ �����������������

�
�
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$V�WHFKQRORJ\�DGYDQFHV�DQG�LQIRUPDWLRQ�PDQDJHPHQW�V\VWHPV�EHFRPH�PRUH�

SRZHUIXO�� WKH� SUREOHP� RI� HQIRUFLQJ� LQIRUPDWLRQ� VHFXULW\� DOVR� EHFRPHV� PRUH�
FULWLFDO��7KXV��WKH�SUREOHP�RI�SURWHFWLQJ�LQIRUPDWLRQ�KDV�EHHQ�DQ�LPSRUWDQW�LVVXH�
VLQFH�WKH�LQFUHDVLQJ�GHYHORSPHQW�RI�LQIRUPDWLRQ�WHFKQRORJ\�LQ�WKH�SDVW�IHZ�\HDUV��
ZKLFK�KDV�OHG�WR�WKH�ZLGHVSUHDG�XVH�RI�FRPSXWHU�V\VWHPV�WR�VWRUH�DQG�PDQLSXODWH�
LQIRUPDWLRQ��$�JUHDW�LQFUHDVH�LQ�WKH�DYDLODELOLW\��SURFHVVLQJ��DQG�VWRUDJH�SRZHU�RI�
LQIRUPDWLRQ� V\VWHPV� KDV� DOVR� SRVHG� VHULRXV� VHFXULW\� WKUHDWV� DQG� LQFUHDVHG� WKH�
potential damage that violations may cause. “...One of the biggest problems faced 

E\� EXVLQHVV�� LQGLYLGXDOV� DQG� RUJDQL]DWLRQV� LV� WKH� SURWHFWLRQ� RI� WKHLU� LQIRUPDWLRQ�
V\VWHPV� IURP�GDPDJH�GXH� WR�PDOLFLRXV� DWWDFNV� ODXQFKHG� HLWKHU� UHPRWHO\� YLD� WKH�
LQWHUQHt or locally by insiders ...”[51]. Recent security compromises to widely 

GLVWULEXWHG� VRIWZDUH� VXFK� DV� YDULRXV� ZHE� EURZVHUV�� RSHUDWLQJ� V\VWHPV�� DQG� WKH�
DSSOLFDWLRQ� VRIWZDUH� KDYH� FDXVHG� ZLGHVSUHDG� HQWHUSULVHZLGH� RXWDJHV� DQG� DUH�
FORVHO\�PRQLWRUHG��7KH�PDMRULW\�RI�WKH�VHFXULW\�FRPSURPLVHV�FDQ�EH�DWWULEXWHG�WR�
RQH�RU�PRUH�ZHDNQHVVHV�ZLWKLQ�WKH�LQWHJUDO�FRPSRQHQWV�WKDW�PDNH�XS�WKH�VRIWZDUH��
7KHUHIRUH�� D� FRPSXWHU� DQG� QHWZRUN� V\VWHP� PXVW� EH� SURWHFWHG� LQ� WHUPV� RI�
DYDLODELOLW\�� FRQILGHQWLDOLW\��DQG� LQWHJULW\�>�����������������������������@��7KHVH�
WKUHH�LQIRUPDWLRQ�VHFXULW\�REMHFWLYHV�DUH�VHSDUDWH�EXW�LQWHUUHODWHG��

�� &RQILGHQWLDOLW\��RU�VHFUHF\��LV�UHODWHG�WR�GLVFORVXUH�RI�LQIRUPDWLRQ���
�� ,QWHJULW\�LV�UHODWHG�WR�PRGLILFDWLRQ�RI�LQIRUPDWLRQ���
�� $YDLODELOLW\�LV�UHODWHG�WR�GHQLDO�RI�DFFHVV�WR�LQIRUPDWLRQ��
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,Q� D� SD\UROO� V\VWHP�� IRU� H[DPSOH�� FRQILGHQWLDOLW\� LV� FRQFHUQHG� ZLWK�
preventing an employee from finding out the boss’s salary, integrity prevents an 

HPSOR\HH� IURP� FKDQJLQJ� KLV� RU� KHU� RZQ� VDODU\�� DQG� DYDLODELOLW\� HQVXUHV� WKDW�
SD\FKHFNV�DUH�SULQWHG�RQ�WLPH�>��@��

6HFXULW\�LVVXHV��DV�PHQWLRQHG�DERYH��KDYH�PDQ\�FRQFHUQV�DW�GLIIHUHQW�VWHSV�LQ�
DQ� LQIRUPDWLRQ�IORZ�DQG�GLIIHUHQW�OHYHOV�RI�DEVWUDFWLRQ�LQ�DQ�LQIRUPDWLRQ�V\VWHP��
+LJKHU� OHYHO� RI� DEVWUDFWLRQ� IRU� D� V\VWHP� OHDGV� WR� SRZHUIXO� H[SUHVVLYHQHVV� LQ�
FRQVWUXFWLQJ� WKH� V\VWHP�� 6RIWZDUH� DUFKLWHFWXUH� LV� HPHUJLQJ� DV� DQ� LPSRUWDQW�
GLVFLSOLQH� IRU� HQJLQHHUV� RI� VRIWZDUH�� ,W� KDV� HPHUJHG� RYHU� WLPH� DV� D� QDWXUDO�
HYROXWLRQ� RI� GHVLJQ� DEVWUDFWLRQV�� DV� HQJLQHHUV� KDYH� VHDUFKHG� IRU� EHWWHU� ZD\V� WR�
XQGHUVWDQG� WKHLU� VRIWZDUH� DQG� QHZ� ZD\V� WR� EXLOG� ODUJHU� DQG� PRUH� FRPSOH[�
VRIWZDUH�V\VWHPV��

,Q� WKLV� GLVVHUWDWLRQ�� ZH� UHODWH� VWXGLHV� LQ� WZR� GLVWLQFW� UHDOPV�� QDPHO\�
GHVFULSWLRQ�RI� VRIWZDUH�DUFKLWHFWXUHV��DQG�DFFHVV�FRQWURO�PRGHOV��SDUWLFXODUO\� WKH�
ODWWLFH�EDVHG� DFFHVV� FRQWURO� PRGHO�� WR� OD\� D� IRXQGDWLRQ� IRU� VHFXUH� VRIWZDUH�
DUFKLWHFWXUHV� �)LJXUH������� 2XU� FRQFHUQ� ZLOO� EH� RQ� WKH� FRQILGHQWLDOLW\� DQG� WKH�
LQIRUPDWLRQ�IORZ�LQ�D�V\VWHP�DW�DUFKLWHFWXUDO�OHYHO��,W�LV�D�QHZ�DSSURDFK�WR�D�VHFXUH�
V\VWHP� GHVLJQ� LQ� ZKLFK� WKH� YDULRXV� UHSUHVHQWDWLRQV� RI� WKH� DUFKLWHFWXUH� RI� D�
VRIWZDUH� V\VWHP� DUH� GHVFULEHG� IRUPDOO\� DQG� WKH� GHVLUHG� VHFXULW\� SURSHUWLHV�� LQ�
SDUWLFXODU� FRQILGHQWLDOLW\�� RI� WKH� V\VWHP� DUH� SURYHQ� WR� KROG� DW� WKH� DUFKLWHFWXUDO�
OHYHO��:H�IRFXV�RQ�D�VWDWLF�DQDO\VLV�RI�D�V\VWHP��VRIWZDUH��DUFKLWHFWXUH�GXULQJ�WKH�
GHVLJQ� SKDVH� WR� DVVXUH� HQG�WR�HQG� VHFXUH� LQIRUPDWLRQ� IORZ�� 7KH� FRQILGHQWLDOLW\�
properties defined by Bell and LaPadula, namely the ‘simple security property’ 

and the ‘* property’, are incorporated into the analysis. �
)RU� WKH� DUFKLWHFWXUDO� GHVFULSWLRQ�� ZH� DGRSW� WKH� :ULJKW� DUFKLWHFWXUH�

GHVFULSWLRQ�ODQJXDJH�LQ�ZKLFK�FRPSRQHQW�DQG�FRQQHFWRU��SRUW�DQG�UROH��VW\OH�DQG�
FRQILJXUDWLRQ� DVSHFWV� DUH� FOHDUO\� LGHQWLILHG�� 2WKHU� DUFKLWHFWXUH� GHVFULSWLRQ�
ODQJXDJHV� VXFK�DV�8QL&RQ� >��@�DQG�SDUWLFXODUO\�5DSLGH� >������@�ZHUH�DOVR�JRRG�
FDQGLGDWHV�� :ULJKW� LV� FKRVHQ� EHFDXVH� LW� VXSSRUWV� WKH� IRUPDO� VSHFLILFDWLRQ� DQG�
DQDO\VLV�RI�LQWHUDFWLRQV�EHWZHHQ�DUFKLWHFWXUDO�FRPSRQHQWV��DQG�LW�KDV�DOUHDG\�EHHQ�
ZHOO� VWXGLHG��:ULJKW� LV� EDVHG�RQ� D� SURFHVV� DOJHEUD�FDOOHG�&63� �&RPPXQLFDWLQJ�
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6HTXHQWLDO�3URFHVVHV�� >�����������@� WR�GHVFULEH� WKH�EHKDYLRXU�RI�HQWLWLHV� VXFK�DV�
SRUW��FRPSRQHQW��UROH��DQG�FRQQHFWRU��7KH�&63�WKHRU\�LV�DQ�DWWUDFWLYH�EDVH�IRU�WKH�
DQDO\VLV�RI�KLJK�OHYHO�V\VWHP�GHVFULSWLRQ�EHFDXVH�WKH�WKHRU\�SURYLGHV�DQ�H[SUHVVLYH�
SURFHVV�DOJHEUDLF� SURJUDPPLQJ� QRWDWLRQ�� D� UDQJH�RI� VHPDQWLF�PRGHOV� RI�YDU\LQJ�
GHJUHHV� RI� DEVWUDFWLRQ�� SRZHUIXO� QRWLRQV� RI� UHILQHPHQW� DQG� DEVWUDFWLRQ�� DQG� D�
XVHIXO�VHW�RI�HTXDOLW\�DQG�UHILQHPHQW�ODZV��VHH�$SSHQGL[�%�IRU�DQ�RYHUYLHZ�RI�WKH�
EDVLFV�RI�&63�WKHRU\����

�
�
�
�
�
�
�
�

�
)LJXUH������*HQHUDO�YLHZ�RI�WKH�VWXG\�

�
,Q� RUGHU� WR� HQKDQFH� WKH� DUFKLWHFWXUDO� GHVFULSWLRQ� RI� D� VRIWZDUH� V\VWHP� WR�

DGGUHVV� HQG�WR�HQG�VHFXULW\� LVVXHV��ZH�H[WHQGHG� WKH�:ULJKW�$'/�E\� ODEHOLQJ� LWV�
FRQVWUXFWV�ZLWK�VHQVLWLYLW\� OHYHOV��7KH�H[WHQGHG�:ULJKW��FDOOHG�:ULJKW�F��HQDEOHV�
VWDWLF� DQDO\VLV� RI� GDWD� IORZ� RYHU� DQ� DUFKLWHFWXUH� VXEMHFW� WR� FRQILGHQWLDOLW\�
UHTXLUHPHQWV�DV�SHU�%HOO�/D3DGXOD�SULQFLSOHV��

)RU� WKH� VWDWLF� DQDO\VLV�� DQ� DOJRULWKP� WKDW� SHUIRUP� GDWD� IORZ� DQDO\VLV� DQG�
SRWHQWLDO� YLRODWLRQ� GHWHFWLRQ� ZLWK� UHVSHFW� WR� %HOO� /D3DGXOD� FRQILGHQWLDOLW\�

�
5HVHDUFK�RQ��

6RIWZDUH�$UFKLWHFWXUH��
�$'/V��

�
�

�
5HVHDUFK�RQ�

'DWDIORZ�EDVHG�
FRQILGHQWLDOLW\�

�
��

&RQVWUXFWLRQ�RI��
6HFXUH�6RIWZDUH�
$UFKLWHFWXUHV�
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SULQFLSOHV� LV� GHYHORSHG�� 7KH� DOJRULWKP� DOVR� UHSRUWV� H[FHVV� DXWKRUL]DWLRQV� LQ� WKH�
FRQILJXUDWLRQ��

7KLV� GLVVHUWDWLRQ� LV� VWUXFWXUHG� DV� IROORZV�� &KDSWHU� �� DQG� &KDSWHU� ��
VXPPDUL]H� WKH� UHOHYDQW� EDFNJURXQG� RQ� VHFXULW\� DQG� VRIWZDUH� DUFKLWHFWXUH��
UHVSHFWLYHO\��$UFKLWHFWXUH�GHVFULSWLRQ�ODQJXDJHV��SDUWLFXODUO\�:ULJKW�$'/��LV�DOVR�
GHVFULEHG�LQ�&KDSWHU����

&KDSWHU� �� SUHVHQWV� WKH� DSSURDFK� WKDW� ZH� SURSRVH� WRJHWKHU� ZLWK� WKH�
VSHFLILFDWLRQ�RI�FRQILGHQWLDOLW\�DXWKRUL]DWLRQV�DW�DUFKLWHFWXUH�OHYHO�XVLQJ�:ULJKW�F��
7KH�FKDSWHU�DOVR�SUHVHQWV�WKH�VWUXFWXUH�RI�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO��ZKLFK�LV�
FRQVWUXFWHG�VHSDUDWHO\�IURP�WKH�DUFKLWHFWXUDO�GHVFULSWLRQ��

,Q� &KDSWHU� ��� WKH� YHULILFDWLRQ� SURFHVV� WKDW� SHUIRUPV� WKH� VWDWLF� GDWD� IORZ�
DQDO\VLV�� WKH�SRWHQWLDO� YLRODWLRQ�GHWHFWLRQ��DQG� WKH�H[FHVV�DXWKRUL]DWLRQ�GHWHFWLRQ�
ZLWK� UHVSHFW� WR�%HOO�/D3DGXOD�FRQILGHQWLDOLW\�SULQFLSOHV�DUH� LQWURGXFHG��7KHQ��DQ�
LOOXVWUDWLRQ� RI� WKH� SURFHVV� RQ� D� VLPSOH� :ULJKW�F� H[DPSOH�� FDOOHG� 6HFXUH� 3ULQW�
6HUYHU�� LV� SUHVHQWHG�� 7KH� DOJRULWKP� WKDW� SHUIRUPV� WKH� YHULILFDWLRQ� SURFHVV� LV�
DQDO\]HG�LQ�WHUPV�RI�LWV�FRPSOHWHQHVV��VRXQGQHVV�DQG�WKH�FRPSXWDWLRQDO��UXQQLQJ�
WLPH�DQG�VSDFH��FRPSOH[LW\���

$�IURQW�HQG�RI�WKH�YHULILFDWLRQ�SURFHVV�LV�GHVFULEHG�LQ�&KDSWHU����7KH�LQSXWV�
RI� WKH� IURQW�HQG��QDPHO\�:ULJKW�F�GHVFULSWLRQ�RI� WKH�VRIWZDUH�V\VWHP�DQG�DFFHVV�
FRQWURO�ODWWLFH�PRGHO��DUH�UHSUHVHQWHG�LQ�;0/�QRWDWLRQ��7KH�IURQW�HQG�PDSV�WKHVH�
LQSXWV��FRQFUHWH�V\QWD[��WR�DQ�DEVWUDFW�V\QWD[��7KH�DEVWUDFW�V\QWD[�LV��WKHQ��XVHG�LQ�
WKH�YHULILFDWLRQ�SURFHVV��

,Q�&KDSWHU����DQ�DSSOLFDWLRQ�RI�WKH�LPSOHPHQWDWLRQ�RI�WKH�YHULILFDWLRQ�SURFHVV�
WR�D�FDVH�VWXG\��QDPHO\�3URMHFW,7�� LV� LOOXVWUDWHG��7KH�:ULJKW�F�GHVFULSWLRQ�RI� WKH�
V\VWHP� DQG� WKH� UHVXOW� RI� WKH� YHULILFDWLRQ� SURFHVV� E\� HODERUDWLQJ� HDFK� VWHS� DUH�
SUHVHQWHG��

&KDSWHU� ��� WKH� FRQFOXVLRQ� FKDSWHU�� DOVR� GLVFXVVHV� WKH� DSSURDFK� ZLWK� LWV�
SRWHQWLDO��
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/DVWO\��LQ�WKH�DSSHQGLFHV�$�WKURXJK�+��WKH�FRPSOHWH�([WHQGHG�%1)��(%1)��
GHVFULSWLRQ� RI� :ULJKW�F�� WKH� &63� IXQGDPHQWDOV�� WKH� EHKDYLRXU� RI� :ULJKW�
GHVFULSWLRQV��WKH�;0/�VFKHPD�GHVFULSWLRQ�RI�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHOV��WKH�
;0/� VFKHPD� GHVFULSWLRQ� RI� :ULJKW�F�� WKH� GHVFULSWLRQ� RI� WKH� 3URMHFW,7� �WKH�
H[DPSOH� JLYHQ� LQ� &KDSWHU� ��� LQ� ;0/� QRWDWLRQ�� WKH�:ULJKW�F� GHVFULSWLRQ� RI� WKH�
([WHQGHG� $(*,6� SUREOHP�� DQG� WKH� VRXUFH� FRGHV� RI� WKH� YHULILFDWLRQ� SURFHVV�
LPSOHPHQWHG�LQ�0/�DUH�SUHVHQWHG��UHVSHFWLYHO\��
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&RQILGHQWLDOLW\� �VHFUHF\��� DV� VWDWHG� EHIRUH�� LV� UHODWHG� WR� GLVFORVXUH� RI�
LQIRUPDWLRQ�� 3URWHFWLQJ� WKH� FRQILGHQWLDOLW\� RI� LQIRUPDWLRQ� PDQLSXODWHG� E\�
FRPSXWHU� V\VWHPV� LV� DQ� LQFUHDVLQJO\� LPSRUWDQW� SUREOHP� >��@�� 7KHUH� LV� D� OLWWOH�
DVVXUDQFH�WKDW�FXUUHQW�V\VWHPV�SURWHFW�GDWD�FRQILGHQWLDOLW\�DQG�LQWHJULW\��&RPSXWHU�
V\VWHPV� FRPPRQO\� LQFRUSRUDWH� XQWUXVWHG�� SRVVLEO\� PDOLFLRXV� KRVWV� RU� FRGH��
PDNLQJ� DVVXUDQFH� RI� FRQILGHQWLDOLW\� GLIILFXOW�� 7KH� VWDQGDUG� ZD\� WR� SURWHFW�
FRQILGHQWLDO� GDWD� LV� DFFHVV� FRQWURO�� VRPH�SULYLOHJH� LV� UHTXLUHG� LQ�RUGHU� WR� DFFHVV�
ILOHV�RU�REMHFWV�FRQWDLQLQJ�WKH�FRQILGHQWLDO�GDWD��&RQWHPSRUDU\�FRPSXWHU�V\VWHPV��
RQ� WKH� RWKHU� KDQG�� FRQVLGHU� HQG�WR�HQG� EHKDYLRXU� RI� WKH� V\VWHP� XVLQJ� WKH�
LQIRUPDWLRQ� IORZ� VSHFLILFDWLRQV�� WKDW� LV�� GLVVHPLQDWLRQ� RI� LQIRUPDWLRQ� DPRQJ�
REMHFWV�WKURXJKRXW�WKH�V\VWHP�>�����������@��

0RUH�UHFHQWO\��LW�KDV�EHFRPH�FRPPRQ�WR�DGG�WZR�PRUH�SURSHUWLHV�>��@��
�� DXWKHQWLFDWLRQ���DVVXULQJ�WKDW�HDFK�SDUWLFLSDQW�LV�ZKR�WKH\�FODLP�WR�EH��

DQG�
�� QRQ�UHSXGLDWLRQ� �� DVVXULQJ� WKDW�D�QHXWUDO� WKLUG�SDUW\�FDQ�EH�FRQYLQFHG�

WKDW�D�SDUWLFXODU��WUDQVDFWLRQ�RU�HYHQW�GLG��RU�GLG�QRW��RFFXU��
,Q� RUGHU� WR� DFKLHYH� WKHVH� DLPV�� D� YDULHW\� RI� WHFKQLTXHV� LV� XVHG�� QDPHO\�

SUHYHQWLRQ��GHWHFWLRQ��DQG�UHDFWLRQ�>��@��
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�$WWDFN�SUHYHQWLRQ� FDQ�EH�HQIRUFHG� WKURXJK� ILUHZDOOV�DQG�JXDUGV��ERXQGDU\�
DQG� DFFHVV� FRQWUROV� ZLWK� VHFXULW\� SROLFLHV�� DXWKHQWLFDWLRQ� DQG� HQFU\SWLRQ�� %\�
UHVWULFWLQJ� DFFHVV� WR� FRPSXWHU� V\VWHPV� WKURXJK� NQRZQ� SRUWV�� ILUHZDOOV� VHUYH� WR�
HOLPLQDWH�PDOLFLRXV�DWWDFNV� WKURXJK�QHWZRUN�VHUYLFHV��$GGLWLRQDOO\�� LQ� W\SLFDO� ,7�
V\VWHPV�� SURWHFWLRQ� DJDLQVW� XQDXWKRULVHG� XVHU� DFWLYLWLHV� LV� XVXDOO\� SURYLGHG� YLD�
ORJLQ�DXWKHQWLFDWLRQ�DQG�DFFHVV�FRQWUROV��7KH�PDMRULW\�RI�DXWKHQWLFDWLRQ�VFKHPHV�
DUH�EDVHG�XSRQ� WUDGLWLRQDO�SDVVZRUG�PHWKRGV��$OWKRXJK� LW� LV� VLPSOH� WR�XVH�� WKH\��
SURYLGH�DQ�DXWKHQWLFDWLRQ�MXGJHPHQW�DW�WKH�EHJLQQLQJ�RI�D�XVHU�VHVVLRQ��)URP�WKDW�
SRLQW��SURWHFWLRQ�DJDLQVW�XQDXWKRULVHG�XVHU�DFWLYLW\�LV�UHOLDQW�XSRQ�DFFHVV�FRQWUROV�
DSSOLHG� WR� VSHFLILF� GDWD� DQG� UHVRXUFHV�� $WWDFN� SUHYHQWLRQ� DOVR� LQFOXGHV�
YXOQHUDELOLWLHV� WHVWLQJ� WKDW� ORRNV� IRU�SRLQWV� �D�ZHDN�SDVVZRUG�� IRU�H[DPSOH��RI�D�
FRPSXWHU�DQG�QHWZRUN�V\VWHP�ZKLFK�PDNH�WKH�V\VWHP�YXOQHUDEOH�WR�F\EHU�DWWDFNV��
0DQ\� VHFXULW\� SUREOHPV� DUH� GLUHFWO\� RU� LQGLUHFWO\� UHODWHG� WR� YXOQHUDELOLWLHV� LQ�
VHFXULW\� FULWLFDO� SURJUDPV� �OLNH� SULYLOHGJHG� SURJUDPV��� ,QWUXGHUV� H[SORLW�
YXOQHUDELOLWLHV� LQ� WKHVH� SURJUDPV� WR� JDLQ� XQDXWKRUL]HG� DFFHVV� RU� WR� H[FHHG� WKHLU�
SULYLOHJHV� LQ�D�V\VWHP��0RUHRYHU�� ,QIRUPDWLRQ�6\VWHPV�VKRXOG�EH�VXUYLYDEOH�DQG�
VKRXOG�FRQWLQXH�WR�SHUIRUP�FULWLFDO�IXQFWLRQV�HYHQ�LQ�WKH�SUHVHQFH�RI�YXOQHUDELOLWLHV�
VXVFHSWLEOH�WR�PDOLFLRXV�DWWDFNV��7R�HQDEOH�YXOQHUDEOH�V\VWHPV�WR�VXUYLYH�DWWDFNV��LW�
LV� QHFHVVDU\� WR� GHWHFW� DWWDFNV� EHIRUH� WKH\� GDPDJH� WKH� V\VWHP� E\� LPSDFWLQJ�
IXQFWLRQDOLW\��SHUIRUPDQFH�RU�VHFXULW\��

$WWDFN� GHWHFWLRQ� LGHQWLILHV� F\EHU� DWWDFNV� SDVVLQJ� WKURXJK� WKH� EDUULHUV� RI�
SUHYHQWLRQ�RQ�D�FRPSXWHU�DQG�QHWZRUN�V\VWHP��'HVSLWH�WKH�EHVW�HIIRUWV�WR�XQFRYHU�
DQG� UHPRYH� VHFXULW\� HUURUV�� YXOQHUDELOLWLHV� LQ� FRPSXWHU� V\VWHPV�PD\� VWLOO� H[LVW��
HQDEOLQJ�RXWVLGH�DWWDFNHUV�WR�JDLQ�HQWU\�WR�V\VWHPV�DQG�LQVLGH�DWWDFNHUV�WR�H[SORLW�
WKHLU� SULYLOHJHV�� 7KDW� LV�� FRPSOHWHO\� SUHYHQWLQJ� EUHDFKHV� RI� VHFXULW\� VHHPV�
XQUHDOLVWLF�� ,QWUXVLRQ� GHWHFWLRQ� LV� DQ� DSSURDFK� WR� FRSLQJ� ZLWK� WKHVH� SUREOHPV�
EHVLGHV�WHVWLQJ�DQG�YHULILFDWLRQ��,QWUXVLRQ�GHWHFWLRQ�DGGUHVVHV�WKH�DWWDFN�GHWHFWLRQ�
SUREOHP� E\� UXQ� WLPH� PRQLWRULQJ� DQG� FRPSDULVRQ� DJDLQVW� HYHQWV� NQRZQ� WR� EH�
XQDFFHSWDEOH��,W�VKRXOG�KDYH�D�VSHFLILF�UHDFWLRQ�SURFHGXUH���

$WWDFN�UHDFWLRQ�WDNHV�FRQWURO�DFWLRQV�WR�JHW�DQ�DWWDFNHU�RXW�RI�D�FRPSXWHU�DQG�
QHWZRUN� V\VWHP�� PDLQWDLQV� WKH� V\VWHP� RSHUDWLRQ� HYHQ� LQ� D� GHJUDGHG� FRQGLWLRQ��
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HYHQWXDOO\�UHFRYHUV�WKH�V\VWHP�EDFN�WR�D�QRUPDO�VWDWH��5HDFWLRQV�DUH�SURJUDPV�WR�
UHVSRQG�WR�DWWDFNV��DQG�WKH\�DUH�XVXDOO\�DXWRPDWHG���

$WWDFN�LVRODWLRQ�UHYHDOV�WKH�VRXUFH�DQG�SDWK��FRXUVH�RI�DFWLRQV�RU�FRUH�HYHQWV��
RI�D�F\EHU�DWWDFN�OHDGLQJ�WR�REVHUYHG�DWWDFN�V\PSWRPV�DV�ZHOO�DV�DIIHFWHG�HQWLWLHV��
LQFOXGLQJ�XVHUV��ILOHV��SURJUDPV��KRVWV��DQG�RU�GRPDLQV��,W�FDQ�EH�FRQVLGHUHG�DV�WKH�
reaction’ s primary goal to isolate compromised components by localizing and/or 

PLQLPL]LQJ�GDPDJH�LQ�D�VHFXUH�HQYLURQPHQW���
$V�LQIRUPDWLRQ�V\VWHPV�DUH�JHWWLQJ�PRUH�FRPSOH[�DQG�KLJKHU�YDOXH�DVVHW�RI�

RUJDQL]DWLRQV�� LQWUXVLRQ� GHWHFWLRQ� VXEV\VWHPV� DUH� EHFRPLQJ� RQH� RI� WKH� PDLQ�
FRQFHUQV� LQ�GHYHORSLQJ�V\VWHPV��7KHUHIRUH��DWWDFN�DVVHVVPHQW��ZKLFK�GHWHUPLQHV�
WKH�GHJUHH�DQG�QDWXUH�RI�GDPDJH�WR�DIIHFWHG�HQWLWLHV�ZLWK�UHVSHFW�WR�RYHUDOO�VHFXULW\�
ULVN�� JHWV� LPSRUWDQFH� DV� D� SDUW� RI� DWWDFN� UHDFWLRQ� DIWHU� D� VXFFHVVIXO� DWWDFN�
�SHQHWUDWLRQ����

,Q� JHQHUDO�� WKHUH� DUH� WKUHH� OD\HUV� RI� VHFXULW\� ULVN� WKUHDGV� WKDW� QHHG� WR� EH�
FRQVLGHUHG�ZLWKLQ�WKH�FRQWH[W�RI�WKH�VRIWZDUH�>��@��RSHUDWLQJ�V\VWHPV��RWKHU�OHJDF\�
V\VWHPV�� DQG� WKH� KLJK� VSHHG�QHWZRUNLQJ� LQIUDVWUXFWXUH�� � )URP�D� VRIWZDUH� GHVLJQ�
SRLQW� RI� YLHZ�� WKH� VRIWZDUH� TXDOLW\� IDFWRUV� DUH� WKUHDWHQHG� E\� VHFXULW\� ULVNV�� %\�
WDNLQJ� VHFXULW\� ULVNV� DQG� WKH� WKUHDWV� LQWR� FRQVLGHUDWLRQ� DQG� WKHLU� LPSDFW� RQ� WKH�
TXDOLW\� RI� WKH� WDUJHW� V\VWHP�� VRIWZDUH� DUFKLWHFWV� DQG� GHVLJQHUV� QHHG� WR� VHOHFW�
SURWHFWLRQ�PHFKDQLVPV� YLD� WKH� DSSOLFDWLRQV� RI� DSSURSULDWH� VHFXULW\� WHFKQRORJLHV�
DQG� DSSURDFKHV� WR� SURYLGH� QHFHVVDU\� VDIHJXDUGV�� 6RIWZDUH� VHFXULW\�� WKHUHIRUH��
QHHGV�WR�EH�FRQVLGHUHG�IURP�WKH�YHU\�EHJLQQLQJ�RI�WKH�VRIWZDUH�GHYHORSPHQW�F\FOH��
&RQWHPSRUDU\�HQWHUSULVHV�FDQ�QR�ORQJHU�DIIRUG�WR�FRQVLGHU�VRIWZDUH�VHFXULW\�RQO\�
DIWHU�WKH�DSSOLFDWLRQ�KDV�EHHQ�FRQVWUXFWHG��LUUHSDUDEOH�VHFXULW\�FRPSURPLVHV�PD\�
KDYH�DOUHDG\�EHHQ�H[SRVHG��DQG�IL[LQJ�VXFK�SUREOHPV�UHTXLUHV�WUHPHQGRXV�HIIRUW�
DQG�UHVRXUFHV��

$FFHVV� FRQWURO�� WRJHWKHU� ZLWK� DXWKHQWLFDWLRQ� DQG� DXGLW� SURYLGHV� WKH�
IRXQGDWLRQ�IRU�LQIRUPDWLRQ�DQG�V\VWHP�VHFXULW\��,W�GHWHUPLQHV�ZKDW�RQH�SDUW\�ZLOO�
DOORZ�DQRWKHU�WR�GR�ZLWK�UHVSHFW�WR�UHVRXUFHV�DQG�REMHFWV��$FFHVV�FRQWUROV�XVXDOO\�
DSSO\�DIWHU�DXWKHQWLFDWLRQ�KDV�EHHQ�HVWDEOLVKHG���
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����6HFXULW\�5HODWHG�7HUPLQRORJ\�
7KH� IROORZLQJ� LV� WKH� GHILQLWLRQ� RI� WHUPV� UHODWHG� WR� WKLV� ZRUN�

>�����������������������@��
�� 6HFXULW\�SROLF\��,W�GHILQHV�WKH�KLJK�OHYHO�UXOHV�DFFRUGLQJ�WR�ZKLFK�DFFHVV�

FRQWURO�PXVW�EH�UHJXODWHG��
�� 6HFXULW\�PRGHO���,W�SURYLGHV�D�IRUPDO�UHSUHVHQWDWLRQ�RI�WKH�DFFHVV�FRQWURO�

VHFXULW\� SROLF\� DQG� LWV� ZRUNLQJ�� 7KH� IRUPDOL]DWLRQ� DOORZV� WKH� SURRI� RI�
SURSHUWLHV� RQ� WKH� VHFXULW\� SURYLGHG� E\� WKH� DFFHVV� FRQWURO� V\VWHP� EHLQJ�
GHVLJQHG��

�� 6HFXULW\� PHFKDQLVP�� ,W� GHILQHV� WKH� ORZ� OHYHO� �VRIWZDUH� DQG� KDUGZDUH��
IXQFWLRQV�WKDW�LPSOHPHQW�WKH�FRQWUROV�LPSRVHG�E\�WKH�SROLF\�DQG�IRUPDOO\�
VWDWHG�LQ�WKH�PRGHO��

�� XVHU��$Q�LQGLYLGXDO�ZKR�LQLWLDWHV�WKH�DFWLRQ�LQ�D�V\VWHP��
�� REMHFW���$�SDVVLYH�HQWLW\�VWRULQJ�LQIRUPDWLRQ����
�� LQDFWLYH�REMHFW��7KH�ILUVW�VWHS�RI�WKH�FUHDWLRQ�RI�DQ�REMHFW�ZKLFK�KDV�QRW�

EHHQ��LQLWLDOL]HG�\HW��
�� DFWLYH�REMHFW���7KH�VHFRQG�VWHS�RI�WKH�FUHDWLRQ�RI�DQ�REMHFW��,W�LV�LQLWLDOL]HG�

DQG�UHDG\�WR�EH�XVHG���
�� VXEMHFW�� �$�XVHU�RU� SURJUDP�H[HFXWLQJ� RQ�EHKDOI�RI� D�XVHU��$�XVHU�PD\�

VLJQ� RQ� WR� WKH� V\VWHP� DV� GLIIHUHQW� VXEMHFWV� RQ� GLIIHUHQW� RFFDVLRQV��
GHSHQGLQJ�RQ�WKH�SULYLOHJHV�WKH�XVHU�ZLVKHV�WR�H[HUFLVH�LQ�D�JLYHQ�VHVVLRQ��
7KHUHIRUH� D� XVHU� PD\� KDYH� PDQ\� VXEMHFWV� ZKLOH� D� VXEMHFW� VKRXOG� RQO\�
EHORQJ� WR� D� VSHFLILF� XVHU�� $Q� REMHFW� FDQ� DOVR� EHKDYH� DV� D� VXEMHFW� LQ� D�
V\VWHP���

�� $FFHVV�ULJKWV��SULYLOHJHV���6HW�RI�DOORZDEOH�RSHUDWLRQV�RQ�REMHFWV�WKDW�FDQ�
EH� UHTXHVWHG� WR� EH� SHUIRUPHG� E\� D� VXEMHFW�� IRU� H[DPSOH�� UHDG�� ZULWH��
H[HFXWH�HWF���
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�� ,QIRUPDWLRQ�IORZ� SROLFLHV�� &RQILGHQWLDOLW\� SROLFLHV� WKDW� FRQWURO�
LQIRUPDWLRQ� WR� SUHYHQW� LW� WR� IORZ� WR� D� ORFDWLRQ� ZKHUH� WKH� SROLFLHV� DUH�
YLRODWHG��

�� ,QIRUPDWLRQ�IORZ� FRQWUROV�� 0HFKDQLVPV� WKDW� HQIRUFHV� LQIRUPDWLRQ�IORZ�
SROLFLHV��

�� ,QIRUPDWLRQ� IORZ� DQDO\VLV� �� 6WDWLFDOO\� GHWHUPLQLQJ� KRZ� D� SURJUDP’ s 

RXWSXWV� DUH� UHODWHG� WR� LWV� LQSXWV�� L�H�� KRZ� WKH� IRUPHU�GHSHQG��GLUHFWO\�RU�
LQGLUHFWO\��RQ�WKH�ODWWHU��

�� &KDQQHOV� ��0HFKDQLVPV� IRU� VLJQDOOLQJ� LQIRUPDWLRQ� WKURXJK�D�FRPSXWLQJ�
V\VWHP��

�� &RYHUW� FKDQQHOV� �� &KDQQHOV� WKDW� H[SORLWV� D� PHFKDQLVP� ZKRVH� SULPDU\�
SXUSRVH� LV� QRW� LQIRUPDWLRQ� WUDQVIHU�� � )RU� H[DPSOH��5HVRXUFH�H[KDXVWLRQ�
FKDQQHOV��VLJQDO�LQIRUPDWLRQ�E\�WKH�SRVVLEOH�H[KDXVWLRQ�RI�D�ILQLWH��VKDUHG�
UHVRXUFH��VXFK�DV�PHPRU\�RU�GLVN�VSDFH��

�� 1RQLQWHUIHUHQFH���6HFXUH�LQIRUPDWLRQ�IORZ��WKDW�LV��QR�XQDXWKRUL]HG�IORZ�
RI�LQIRUPDWLRQ�LV�SRVVLEOH��

����$FFHVV�&RQWURO�3ROLFLHV�
7KHUH� DUH� VHYHUDO� DFFHVV� FRQWURO�PRGHOV� LQ� XVH��7KH\� LQFOXGH� ODWWLFH�EDVHG�

PRGHOV� �%HOO�/D3DGXOD� 0RGHO� >��������@�� WKH� %LED� LQWHJULW\� PRGHO� >��������@��
Denning’ s information flow model [17,71]), the acceVV�PDWUL[�PRGHO�>��@��ORJLF�
EDVHG� PRGHOV� >���@�� FHUWLILFDWH�EDVHG� PRGHOV� >��@� HWF�� 0RVW� RI� WKHVH� PRGHOV�
GHSHQG�RQ�WKH�WUDGLWLRQDO�DFFHVV�FRQWURO�SROLFLHV�JLYHQ�EHORZ�>��������@��

L�� 'LVFUHWLRQDU\�$FFHVV�&RQWURO��'$&��>�����������@�LV�EDVHG�RQ�WKH�LGHD�
WKDW�WKH�RZQHU�RI�GDWD�VKRXOG�GHWHUPLQH�ZKR�KDV�DFFHVV�WR�LW��'$&�DOORZV�GDWD�WR�
EH�IUHHO\�FRSLHG�IURP�DQ�REMHFW�WR�DQRWKHU�REMHFW��VR�HYHQ�LI�DFFHVV�WR�WKH�RULJLQDO�
GDWD�LV�GHQLHG��DFFHVV�WR�D�FRS\�FDQ�EH�REWDLQHG��7KH�FRQWUROV�DUH�GLVFUHWLRQDU\�LQ�
WKH�VHQVH� WKDW�D�VXEMHFW�ZLWK�FHUWDLQ�DFFHVV�SHUPLVVLRQ�LV�FDSDEOH�RI�SDVVLQJ�WKDW�
SHUPLVVLRQ� �SHUKDSV� LQGLUHFWO\�� RQ� WR� DQ\� RWKHU� VXEMHFW�� ,QGLYLGXDO� XVHUV� DUH�
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RZQHUV� RI� REMHFWV� DQG� WKHUHIRUH� KDYH� FRPSOHWH� GLVFUHWLRQ� RYHU� ZKR� VKRXOG� EH�
DXWKRUL]HG�WR�DFFHVV�WKH�REMHFW�DQG�LQ�ZKLFK�PRGH��H�J��UHDG�RU�ZULWH���2ZQHUVKLS�
LV�XVXDOO\�DFTXLUHG�DV�D�FRQVHTXHQFH�RI�FUHDWLQJ�WKH�REMHFW���

'$&��ZKLFK�LV�WKH�PRVW�FRPPRQ�W\SH�RI�FRQWURO�PHFKDQLVP�LPSOHPHQWHG�LQ�
LQIRUPDWLRQ� V\VWHPV� WRGD\�� KDV� DQ� LQKHUHQW� ZHDNQHVV� WKDW� LQIRUPDWLRQ� FDQ� EH�
FRSLHG�IURP�RQH�REMHFW�WR�DQRWKHU��VR�DFFHVV�WR�D�FRS\�LV�SRVVLEOH�HYHQ�LI�WKH�RZQHU�
RI�WKH�RULJLQDO�GRHV�QRW�SURYLGH�DFFHVV�WR�WKH�RULJLQDO��0RUHRYHU��VXFK�FRSLHV�FDQ�
EH�SURSDJDWHG�E\�7URMDQ�+RUVH�VRIWZDUH�ZLWKRXW�H[SOLFLW�FRRSHUDWLRQ�RI�XVHUV�ZKR�
DUH� DOORZHG� WR� DFFHVV� WR� WKH� RULJLQDO�� )RU� H[DPSOH�� DVVXPH� WKDW� $OLFH� RZQV� DQ�
REMHFW� DQG� WKDW� VKH� GHFLGHV� WR� JUDQW�%RE� DFFHVV� WR� LW��/DWHU� RQ� VKH� FKDQJHV� KHU�
decision and revoke Bob’ s access. Now a question that arises is whether or not 

%RE� FDQ� IXUWKHU� JUDQW� DFFHVV� WR� &KDUOLH�� ,Q� WXUQ� WKLV� FDXVHV� WKH� SUREOHPV� RI�
FDVFDGLQJ�UHYRNH��6XSSRVH�DOVR�WKDW�$OLFH�JUDQWV�D�SHUPLVVLRQ�;�WR�%RE�ZLWK�WKH�
JUDQW�RSWLRQ��%RE�WKHQ�JUDQWV�;�WR�&KDUOLH�� IROORZHG�E\�D�JUDQW�;�IURP�$OLFH�WR�
&KDUOLH�� 1RZ�$OLFH� UHYRNHV� ;� IURP�&KDUOLH��Now the question arises: “Should 

Alice’ s revoke override Bob’ s grant or should Bob’ s grant override Alice’ s 

revoke?”. Therefore, discretionary policies do not enforce any control on the flow 

RI� LQIRUPDWLRQ� RQFH� WKLV� LQIRUPDWLRQ� LV� DFTXLUHG� E\� D� SURFHVV�� 7KLV� PDNHV� LW�
SRVVLEOH�IRU�SURFHVVHV�WR�OHDN�LQIRUPDWLRQ�WR�XVHUV�QRW�DOORZHG�WR�UHDG�LW���

LL�� 0DQGDWRU\�$FFHVV�&RQWUROV��0$&��>��������@��FRQILQH�WKH�WUDQVIHU�RI�
LQIRUPDWLRQ�WR�RQH�GLUHFWLRQ�LQ�D�ODWWLFH�RI�VHFXULW\�ODEHOV��IRU�H[DPSOH��ORZ�WR�KLJK�
EXW� QRW� KLJK� WR� ORZ��� 0$&� HPHUJHG� IURP� FRQILGHQWLDOLW\� UHTXLUHPHQWV� RI� WKH�
PLOLWDU\�EXW�KDV�EURDG�DSSOLFDWLRQV�IRU� LQWHJULW\�DQG�VHSDUDWLRQ�REMHFWLYHV��0$&�
SURYLGHV�D�UHVWULFWLRQ�WR�DFFHVV�WR�REMHFWV�EDVHG�RQ�WKH�VHQVLWLYLW\��UHSUHVHQWHG�E\�D�
ODEHO��RI�WKH�LQIRUPDWLRQ�FRQWDLQHG�LQ�WKH�REMHFWV�DQG�WKH�IRUPDO�DXWKRUL]DWLRQ��L�H��
FOHDUDQFH��RI�VXEMHFWV�WR�DFFHVV�LQIRUPDWLRQ�RI�VXFK�VHQVLWLYLW\��)RU�0$&��DOO�WKH�
UHVRXUFHV�LQ�WKH�FRPSXWHU��26�ILOHV��SURFHVVHV��XVHUV��WDEOHV��HWF���DUH�ODEHOHG�ZLWK�
D�WDJ�ZKLFK�LQGLFDWHV�WKH�VHQVLWLYLW\�RI�WKDW�REMHFW�RU�URZ�RI�GDWD��'DWD�LV�PDUNHG�
E\� DW� OHDVW� LWV� FODVVLILFDWLRQ� �H�J�� XQFODVVLILHG�� UHVWULFWHG�� VHFUHW�� WRS� VHFUHW�� DQG�
SRVVLEO\�E\�FRPSDUWPHQWV�WKDW�GHVLJQDWH�VSHFLILF�VXEMHFW�DUHD�DQG�UHVWULFW�WKH�GDWD�
IXUWKHU�WR�FHUWDLQ�JURXSV��H�J��D�FRQILGHQWLDO�SURMHFW���



�
�
�
���

0$&� HQVXUHV� WKDW� D� XVHU� FDQ� RQO\� JDLQ� DFFHVV� WR� DQ� REMHFW� RU� GDWD� LI� WKH�
relationship between the user’ s clearance and the object’ s or data’ s label should 

SHUPLW�WKH�DFFHVV��6R��D�XVHU�ZKR�KDV�ORJJHG�LQWR�D�V\VWHP�DW�WKH�OHYHO ‘secret’  may 

EH�DEOH�WR�UHDG�VHFUHW�DQG�XQFODVVLILHG�GDWD��EXW�KH�FDQQRW�UHDG�WRS�VHFUHW�GDWD�DQG�
KH�FDQ�XSGDWH�RQO\�VHFUHW�GDWD��7KLV�IRUP�RI� �DFFHVV�FRQWURO�LV�FDOOHG�PDQGDWRU\�
EHFDXVH� LW� LV� DOZD\V� HQIRUFHG� E\� WKH� RSHUDWLQJ� V\VWHP� DQG� WKH� GDWDEDVH� VHUYHU�
DXWRPDWLFDOO\�DQG�FDQQRW��LQ�JHQHUDO��EH�FKDQJHG�DW�WKH�GLVFUHWLRQ�RI�WKH�RZQHUV�RI�
the data, unlike discretionary access control provided by ‘ordinary’  operating 

V\VWHP�DQG�GDWDEDVH�VHUYHUV��
)RU�PDQGDWRU\�DFFHVV�FRQWURO��GDWD�KDYH�DVVRFLDWHG�VHQVLWLYLW\�ODEHOV�WKDW�DOVR�

DSSO\�WR�FRSLHV�DQG�GHULYDWLYHV�RI�WKH�GDWD��VR�DV�WR�SURKLELW�GRZQZDUG�LQIRUPDWLRQ�
IORZ��)RU�'$&��GDWD�DUH�QRW�ODEHOHG�DQG�FRSLHV�RI�WKH�VDPH�LQIRUPDWLRQ�FDQ�KDYH�
LQGHSHQGHQW�DFFHVV�FRQWURO�OLVWV���

7KURXJKRXW� WKH� PDQXVFULSW�� VHQVLWLYLW\� ODEHO� DQG� VHFUHF\� ODEHO� DUH� XVHG�
LQWHUFKDQJHDEO\���

+DYLQJ� JLYHQ� WKH� WUDGLWLRQDO� DFFHVV� FRQWURO� SROLFLHV�� LQ� WKH� QH[W� VHFWLRQ�� D�
QXPEHU�RI�DFFHVV�FRQWURO�PRGHOV�DQG�VWXGLHV�EDVHG�RQ�WKHVH�SROLFLHV�DUH�SUHVHQWHG���
����$FFHVV�&RQWURO�0RGHOV�

,Q� WKLV�VHFWLRQ��VHYHUDO�DFFHVV�FRQWURO�PRGHOV�DUH�LQWURGXFHG��7KHVH�PRGHOV�
LQFOXGH�IRUPDO�VHFXULW\�PRGHOV�OLNH�ODWWLFH�PRGHO��%HOO�DQG�/D3DGXOD�PRGHO��%LED�
PRGHO��� DFFHVV�PDWUL[�PRGHO�� ORJLF�EDVHG�PRGHOV� DQG� DOWHUQDWLYH� DFFHVV� FRQWURO�
SROLFLHV� WR� WUDGLWLRQDO� GLVFUHWLRQDU\�DQG�PDQGDWRU\�DFFHVV� FRQWUROV��QDPHO\� UROH�
EDVHG�DFFHVV�FRQWURO� �5%$&��DQG� WDVN�EDVHG�DFFHVV� FRQWURO� �7%$&���0RUHRYHU��
ODQJXDJH�EDVHG�LQIRUPDWLRQ�IORZ�VHFXULW\�WKDW�UHFHQWO\�DSSHDUHG�DV�D�QHZ�DSSURDFK�
IRU�GDWD�FRQILGHQWLDOLW\�LV�SUHVHQWHG����
������$FFHVV�0DWUL[�0RGHO��

7KH�DFFHVV�PDWUL[�PRGHO�SURYLGHV�D�IUDPHZRUN�IRU�GHVFULELQJ�GLVFUHWLRQDU\�
DFFHVV� FRQWURO�� ,W� ZDV� ILUVW� SURSRVHG� E\� /DPSVRQ� >��@� IRU� WKH� SURWHFWLRQ� RI�
UHVRXUFHV� ZLWKLQ� WKH� FRQWH[W� RI� RSHUDWLQJ� V\VWHPV�� ODWHU� UHILQHG� E\�*UDKDP� DQG�
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'HQQLQJ� >��@�� WKH� PRGHO� VXEVHTXHQWO\� IRUPDOL]HG� E\� +DUULVRQ�� 5X]]]R� DQG�
8OOPDQ� �+58� PRGHO�� >��@�� 7KH� PRGHO� LV� FDOOHG� DFFHVV� PDWUL[� VLQFH� WKH�
DXWKRUL]DWLRQ�VWDWH��PHDQLQJ� WKH�DXWKRUL]DWLRQV�KROGLQJ�$FFHVV�0DWUL[�0RGHO�IRU�
LQIRUPDWLRQ�VHFXULW\� LV�EDVHG�PRUH�RQ�DEVWUDFWLRQ�RI�RSHUDWLQJ�V\VWHP�VWUXFWXUHV�
WKDQ�WKRVH�RQ�PLOLWDU\�VHFXULW\�FRQFHSWV�>��@��7KHUH�DUH�WKUHH�SULQFLSDO�FRPSRQHQWV�
LQ� WKH� DFFHVV� PDWUL[� PRGHO�� D� VHW� RI� REMHFWV�� D� VHW� RI� VXEMHFWV� ZKLFK� PD\�
PDQLSXODWH�WKH�REMHFWV���DQG�D�VHW�RI�UXOHV�JRYHUQLQJ�WKH�PDQLSXODWLRQ�RI�REMHFWV�E\�
VXEMHFWV��$�VXEMHFW�FDQ�EH�UHJDUGHG�DV�D�SURFHVV��L�H��D�SURJUDP�LQ�H[HFXWLRQ��(DFK�
VXEMHFW�LV�DVVRFLDWHG�ZLWK�D�VLQJOH�XVHU�RQ�EHKDOI�RI�ZKRP�WKH�VXEMHFW�H[HFXWHV��,Q�
JHQHUDO�� D� XVHU� PD\� KDYH� PXOWLSOH� VXEMHFWV� FRQFXUUHQWO\� UXQQLQJ� RQ� WKe user’ s 

EHKDOI�LQ�WKH�V\VWHP��'LIIHUHQW�VXEMHFWV�DVVRFLDWHG�ZLWK�WKH�VDPH�XVHU�PD\�REWDLQ�
GLIIHUHQW� VHWV� RI� DFFHVV� ULJKWV��2EMHFWV�DUH� W\SLFDOO\� ILOHV�� WHUPLQDOV��GHYLFHV� DQG�
RWKHU� HQWLWLHV� PDQDJHG� E\� WKH� RSHUDWLQJ� V\VWHP�� 7KH� DFFHVV� PDWUL[� LV� D� WZR�
GLPHQVLRQDO�DUUD\�ZLWK�RQH�URZ�SHU�VXEMHFW�DQG�RQH�FROXPQ�SHU�REMHFW��7KH�HQWU\�
IRU� D� SDUWLFXODU� URZ� DQG� FROXPQ� UHIOHFWV� WKH� PRGH� RI� DFFHVV� EHWZHHQ� WKH�
FRUUHVSRQGLQJ�VXEMHFW�DQG�REMHFW���$�VXEMHFW�FDQ�DOVR�EH�DQ�REMHFW�LQ�WKH�V\VWHP��VR�
WKH\� DUH� YLHZHG� DV� D� VXEVHW� RI� WKH� REMHFWV�� 7KH� FHOO� IRU� URZ� V� DQG� FROXPQ�R� LV�
GHQRWHG�E\�>V�R@��DQG�FRQWDLQV�D�VHW�RI�DFFHVV�ULJKWV�VSHFLI\LQJ�WKH�DXWKRUL]DWLRQ�RI�
VXEMHFW�V�WR�SHUIRUP�RSHUDWLRQV�RQ�REMHFW�R��)RU�H[DPSOH��UHDG�∈�>V�R@�DXWKRUL]HV�V�
WR�UHDG�R��2QO\�WKRVH�RSHUDWLRQV�ZKLFK�DUH�DXWKRUL]HG�E\�WKH�DFFHVV�PDWUL[�FDQ�EH�
H[HFXWHG��

$FFHVV�PDWUL[�LV�D�G\QDPLF�HQWLW\��7KH�LQGLYLGXDO�FHOOV�LQ�WKH�PDWUL[�FDQ�EH�
PRGLILHG� E\� VXEMHFWV�� )RU� H[DPSOH�� LI� VXEMHFW� V� LV� WKH� RZQHU� RI� REMHFW� R� �L�H��
RZQ∈>V�R@��WKHQ�V�W\SLFDOO\�FDQ�PRGLI\�WKH�FRQWHQWV�RI�DOO�WKH�FHOOV�LQ�WKH�FROXPQ�
FRUUHVSRQGLQJ�WR�R��7KHUHIRUH��VXFK�NLQG�RI�FRQWUROV�DUH�VDLG�WR�EH�GLVFUHWLRQDU\��
7KH� DFFHVV� PDWUL[� DOVR� FKDQJHV� GXH� WR� DGGLWLRQ� DQG� GHOHWLRQ� RI� VXEMHFWV� DQG�
REMHFWV�� *UDKDP� DQG�'HQQLQJ� SURYLGH� DQ� H[DPSOH� VHW� RI� UXOHV� IRU� FUHDWLQJ� DQG�
GHOHWLQJ� REMHFWV� DQG� JUDQWLQJ� RU� WUDQVIHUULQJ� DFFHVV� SHUPLVVLRQV� WKDW� DOWHU� WKH�
DFFHVV�PDWUL[��7KHVH�UXOHV��WRJHWKHU�ZLWK�WKH�DFFHVV�PDWUL[��DUH�DW�WKH�KHDUW�RI�WKH�
SURWHFWLRQ�V\VWHP��VLQFH�WKH\�GHILQH�WKH�SRVVLEOH�IXWXUH�VWDWHV�RI�WKH�DFFHVV�PDWUL[��
7KH�EDVLF�SUREOHP�ZLWK�WKLV��OLNH�'$&���LV�WKDW�WKHUH�LV�QR�FRQVWUDLQW�RQ�FRS\LQJ�
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LQIRUPDWLRQ�IURP�RQH�REMHFW�WR�DQRWKHU��L�H��FDVFDGLQJ�JUDQWLQJ�DQG�UHYRNLQJ��7KLV�
PD\�DOVR�FDXVH�7URMDQ�+RUVH�NLQG�RI�IODZV��

$OO� DFFHVVHV� WR� REMHFWV� E\� VXEMHFWV� DUH� DVVXPHG� WR� EH� PHGLDWHG� E\� DQ�
HQIRUFHPHQW�PHFKDQLVP�WKDW�UHIHUV�WR�GDWD�LQ�WKH�DFFHVV�PDWUL[��7KLV�PHFKDQLVP��
FDOOHG�UHIHUHQFH�PRQLWRU�>��@��UHMHFWV�DQ\�DFFHVVHV��LQFOXGLQJ�LPSURSHU�DWWHPSWV�WR�
DOWHU� WKH�DFFHVV�PDWUL[�GDWD�� WKDW� DUH�QRW� DOORZHG�E\� WKH�FXUUHQW�SURWHFWLRQ�VWDWH�
DQG�UXOHV��SURWHFWLRQ�VWDWH�LV�WKH�SULYLOHJHV��VXFK�DV�VHFXULW\�OHYHO��W\SH��UROH�HWF���
SRVVHVVHG�E\�WKH�LQGLYLGXDO�VXEMHFWV����

7KH�DFFHVV�FRQWURO�PDWUL[�PHQWLRQHG�DERYH�FDOOHG�DV�+58�LV�ILUVW�IRUPDOL]HG�
E\�+DUULVRQ��5X]]R�DQG�8OOPDQ�>��@��,W�KDV�EURDG�H[SUHVVLYH�SRZHU��2Q�WKH�RWKHU�
KDQG��+58�KDV�ZHDN�VDIHW\�SURSHUWLHV��L�H��WKH�GHWHUPLQDWLRQ�RI�ZKHWKHU�RU�QRW�D�
JLYHQ�VXEMHFW�FDQ�HYHU�DFTXLUH�DFFHVV�WR�D�JLYHQ�REMHFW���6DIHW\�SUREOHP�LV�FORVHO\�
UHODWHG� WR� WKH� IXQGDPHQWDO� IODZ� RI� '$&� ZKLFK� LV� YXOQHUDEOH� WR� 7URMDQ� +RUVH�
VRIWZDUH�� 6DQGKX� >��@� GHPRQVWUDWHG� WKDW� VWURQJ� W\SLQJ� LV� WKH� NH\� FRQFHSW� IRU�
DFKLHYLQJ� VWURQJ� VDIHW\� SURSHUWLHV�� 6WURQJ� W\SLQJ� UHTXLUHV� WKDW� HDFK� VXEMHFW� RU�
REMHFW� LV�FUHDWHG� WR�EH�RI�D�SDUWLFXODU� W\SH�ZKLFK� WKHUHDIWHU�GRHV�QRW�FKDQJH��+H�
GHILQHV� WKH� 7\SHG� $FFHVV� 0DWUL[� �7$0�� PRGHO� E\� LQWURGXFLQJ� WKH� QRWLRQ� RI�
VWURQJ�W\SLQJ�LQWR�+58���

$OWKRXJK�WKH�PDWUL[�UHSUHVHQWV�D�JRRG�FRQFHSWXDOL]DWLRQ�RI�DXWKRUL]DWLRQV��LW�
LV� QRW� DSSURSULDWH� IRU� LPSOHPHQWDWLRQ�� ,W� LV� XVXDOO\� HQRUPRXV� LQ� VL]H� DQG� VSDUVH�
�L�H�� PRVW� FHOOV� DUH� HPSW\��� 6LQFH� VWRULQJ� D� PDWUL[� LQ� WZR� GLPHQVLRQDO� DUUD\� LV�
ZDVWH� RI� PHPRU\� VSDFH�� WKH� IROORZLQJ� DSSURDFKHV� DUH� SUDFWLFDOO\� IROORZHG� IRU�
LPSOHPHQWDWLRQ�>��@��

L����$XWKRUL]DWLRQ�7DEOH�

1RQ�HPSW\�HQWULHV�RI�WKH�PDWUL[�DUH�UHSRUWHG�LQ�D�WDEOH�ZLWK�WKUHH�FROXPQV��
FRUUHVSRQGLQJ�WR�VXEMHFWV��DFWLRQV�DQG�REMHFWV��(DFK�WXSOH�LQ�WKH�WDEOH�FRUUHVSRQGV�
WR�DQ�DXWKRUL]DWLRQ��7KH�DXWKRUL]DWLRQ�WDEOH�DSSURDFK�LV�JHQHUDOO\�XVHG�LQ�'%06�
V\VWHPV�� ZKHUH� DXWKRUL]DWLRQV� DUH� VWRUHG� DV� FDWDORJV� �UHODWLRQDO� WDEOHV�� RI� WKH�
GDWDEDVH��
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LL�� $FFHVV�&RQWURO�/LVW��$&/��

7KH� PDWUL[� LV� VWRUHG� E\� FROXPQ�� (DFK� REMHFW� LV� DVVRFLDWHG� ZLWK� D� OLVW�
LQGLFDWLQJ�IRU�HDFK�VXEMHFW��WKH�DFWLRQV�WKDW�WKH�VXEMHFW�FDQ�H[HUFLVH�RQ�WKH�REMHFW��
+HQFH�� LGHQWLW\�EDVHG�DFFHVV� FRQWURO�SROLFLHV�� LQFOXGLQJ� LQGLYLGXDO�EDVHG��JURXS�
EDVHG� DQG� UROH�EDVHG� SROLFLHV�� FDQ� EH� UHDOL]HG� LQ� D� VWUDLJKWIRUZDUG� ZD\� XVLQJ�
DFFHVV�FRQWURO�OLVWV��$&/�PHFKDQLVPV�DUH�EHVW�VXLWHG�WR�VLWXDWLRQV�ZKHUH�WKHUH�DUH�
UHODWLYHO\�IHZ�XVHUV��LQGLYLGXDOV��JURXSV�� UROHV��HWF���QHHGLQJ�WR�EH�GLVWLQJXLVKHG��
DQG�ZKHUH�WKH�SRSXODWLRQ�RI�VXFK�XVHUV�WHQGV�WR�EH�VWDEOH��

LLL�� &DSDELOLW\�

7KH� PDWUL[� LV� VWRUHG� E\� URZ�� (DFK� XVHU� KDV� DQ� DVVRFLDWHG� OLVW�� FDOOHG�
FDSDELOLW\�OLVW��LQGLFDWLQJ��IRU�HDFK�REMHFW��WKH�DFFHVVHV�WKDW�WKH�XVHU�LV�DOORZHG�WR�
H[HUFLVH�RQ�WKH�REMHFW��$�FDSDELOLW\�LV�HIIHFWLYHO\�D�WLFNHW��SRVVHVVHG�E\�DQ�LQLWLDWRU��
ZKLFK� DXWKRUL]HV� WKH� KROGHU� WR� DFFHVV� D� VSHFLILHG� WDUJHW� LQ� VSHFLILHG� ZD\V��
&DSDELOLWLHV� FDQ� EH� SDVVHG� IURP� RQH� XVHU� WR� DQRWKHU�� KRZHYHU� WKH\� FDQQRW� EH�
DOWHUHG�RU�IDEULFDWHG�E\�DQ\RQH�DSDUW�IURP�WKH�UHVSRQVLEOH�DXWKRULW\���

&DSDELOLWLHV�DQG�$&/V�SUHVHQW�DGYDQWDJHV�DQG�GLVDGYDQWDJHV�ZLWK�UHVSHFW�WR�
DXWKRUL]DWLRQ� FRQWURO� DQG�PDQDJHPHQW��:LWK�$&/V� LW� LV� LPPHGLDWH� WR� FKHFN� WKH�
DXWKRUL]DWLRQV� KROGLQJ� RQ� DQ� REMHFW�� ZKLOH� UHWULHYLQJ� DOO� WKH� DXWKRUL]DWLRQV� RI� D�
VXEMHFW�UHTXLUHV�WKH�H[DPLQDWLRQ�RI�WKH�$&/V�IRU�DOO�WKH�REMHFWV��$QDORJRXVO\��ZLWK�
FDSDELOLWLHV�� LW� LV� LPPHGLDWH� WR� GHWHUPLQH� WKH� SULYLOHJHV� RI� D� VXEMHFW�� ZKLOH�
UHWULHYLQJ�DOO�WKH�DFFHVVHV�H[HFXWDEOH�RQ�DQ�REMHFW�UHTXLUHV�WKH�H[DPLQDWLRQ�RI�DOO�
WKH� GLIIHUHQW� FDSDELOLWLHV�� 7KHVH� DVSHFWV� DIIHFW� WKH� HIILFLHQF\� RI� DXWKRUL]DWLRQ�
UHYRFDWLRQ�XSRQ�GHOHWLRQ�RI�HLWKHU�VXEMHFWV�RU�REMHFWV��

,W�LV�SRVVLEOH�WR�FRPELQH�$&/V�DQG�FDSDELOLWLHV��3RVVHVVLRQ�RI�D�FDSDELOLW\�LV�
VXIILFLHQW� IRU� D� VXEMHFW� WR� REWDLQ� DFFHVV� DXWKRUL]HG� E\� WKDW� FDSDELOLW\�� ,Q� D�
GLVWULEXWHG�V\VWHP��WKLV�DSSURDFK�KDV�WKH�DGYDQWDJH�WKDW�UHSHDWHG�DXWKHQWLFDWLRQ�RI�
WKH�VXEMHFW�LV�QRW�UHTXLUHG��7KLV�DOORZV�D�VXEMHFW�WR�EH�DXWKHQWLFDWHG�RQFH��REWDLQ�
LWV�FDSDELOLWLHV�DQG�WKHQ�SUHVHQW�WKHVH�FDSDELOLWLHV�WR�REWDLQ�VHUYLFHV�IURP�YDULRXV�
VHUYHUV�LQ�WKH�V\VWHP��(DFK�VHUYHU�PD\�IXUWKHU�XVH�$&/V�WR�SURYLGH�ILQHU�JUDLQHG�
DFFHVV�FRQWURO��
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������5ROH�EDVHG�$FFHVV�&RQWURO��5%$&��0RGHOV�
5%$&� UHTXLUHV� WKDW� DFFHVV� ULJKWV� EH� DVVLJQHG� WR� UROHV� UDWKHU� WKDQ� WR�

LQGLYLGXDO�XVHUV��DV�LQ�'$&��>�����������@��,1�5%$&�SHUPLVVLRQV�DUH�DVVRFLDWHG�
ZLWK�UROHV��DQG�XVHUV�DUH�PDGH�PHPEHUV�RI�DSSURSULDWH�UROHV�WKHUHE\�DFTXLULQJ�WKH�
SHUPLVVLRQV� RI� WKH� UROHV�� 7KLV� VLPSOLILHV�PDQDJHPHQW� RI� SHUPLVVLRQV��5ROHV� DUH�
FUHDWHG�IRU�WKH�YDULRXV�MRE�IXQFWLRQV�LQ�DQ�RUJDQL]DWLRQ�DQG�XVHUV�DUH�DVVLJQHG�UROHV�
EDVHG�RQ� WKHLU� UHVSRQVLELOLWLHV� DQG�TXDOLILFDWLRQV��8VHUV�FDQ�EH�HDVLO\� UHDVVLJQHG�
IURP� RQH� UROH� WR� DQRWKHU�� 5ROHV� FDQ� EH� JUDQWHG� QHZ� SHUPLVVLRQV� DV� QHZ�
DSSOLFDWLRQV�DQG�V\VWHPV�DUH� LQFRUSRUDWHG��DQG�SHUPLVVLRQV�FDQ�EH�UHYRNHG�IURP�
UROHV�DV�QHHGHG��
������7DVN�EDVHG�$FFHVV�&RQWURO��7%$&��0RGHOV�

/LNH�5%$&�� WDVN�EDVHG�DFFHVV�FRQWURO� LV� UHODWHG�PDLQO\�DGPLQLVWUDWLYH�DQG�
PDQDJHPHQW� SDUW� RI� WKH� DFFHVV� FRQWURO� LVVXHV��5%$&�DQG�RWKHU�PRGHOV� WKDW� DUH�
SUHVHQWHG� ODWHU� LQ� WKLV� VHFWLRQ�GHDO�ZLWK� WKH� ILQH�JUDLQHG�SURWHFWLRQ�RI� LQGLYLGXDO�
REMHFWV� DQG� VXEMHFWV� LQ� WKH� V\VWHP�� 7KHUHIRUH�� WKH\� ODFN� WKH� FRQFHSWV� DQG�
H[SUHVVLYHQHVV�RI�DQ� LQIRUPDWLRQ�RULHQWHG�PRGHO� WKDW�FDSWXUHV� WKH�RUJDQL]DWLRQDO�
DQG�GLVWULEXWHG�DVSHFWV�RI�LQIRUPDWLRQ�XVDJH��

7%$&��RQ�WKH�RWKHU�KDQG��LV�FRQFHUQHG�ZLWK�PRGHOOLQJ�DQG�PDQDJHPHQW�RI�
WKH� DXWKRUL]DWLRQV� RI� WDVNV� �DFWLYLWLHV�� DQG� ZRUNIORZV� LQ� LQIRUPDWLRQ� V\VWHPV�
>��������@�� �7%$&�PRGHOV�DFFHVV�FRQWUROV�IURP�D� WDVN�RULHQWHG�SHUVSHFWLYH�WKDQ�
WKH� WUDGLWLRQDO� VXEMHFW�REMHFW�RQH� �VHH�$FFHVV�0DWUL[�0RGHOV���$FFHVV�PHGLDWLRQ�
LQYROYHV� DXWKRUL]DWLRQV� DW� YDULRXV� SRLQWV� GXULQJ� WKH� FRPSOHWLRQ� RI� WDVNV� LQ�
DFFRUGDQFH�ZLWK�VRPH�DSSOLFDWLRQ�ORJLF��,Q�7%$&��WKHUH�LV�D�QRWLRQ�RI�SURWHFWLRQ�
VWDWHV� ZKLFK� UHSUHVHQW� DFWLYH� SHUPLVVLRQV� WKDW� DUH� PDLQWDLQHG� IRU� HDFK�
DXWKRUL]DWLRQ� VWHS��7KH� SURWHFWLRQ� VWDWH�RI� HDFK� DXWKRUL]DWLRQ� VWHS� LV�XQLTXH� DQG�
GLVMRLQW� IURP� WKH� SURWHFWLRQ� VWDWHV� RI� RWKHU� VWHSV�� (DFK� DXWKRUL]DWLRQ� VWDWH�
FRUUHVSRQGV� WR� VRPH� DFWLYLW\� RU� WDVN� ZLWKLQ� EURDGHU� FRQWH[W� RI� D� ZRUNIORZ��
7UDGLWLRQDO�VXEMHFW�REMHFW�PRGHOV�KDYH�QR�QRWLRQ�RI�DFFHVV�FRQWURO�IRU�SURFHVVHV�RU�
WDVNV�� $GGLWLRQDOO\�� 7%$&� UHFRJQL]HV� WKH� QRWLRQ� RI� D� OLIH� F\FOH� DQG� DVVRFLDWHG�
SURFHVVLQJ� VWHSV� IRU� DXWKRUL]DWLRQV�� 0RUHRYHU�� LW� G\QDPLFDOO\� PDQDJHV�
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SHUPLVVLRQV�DV�DXWKRUL]DWLRQV�SURJUHVV�WR�FRPSOHWLRQ��$OVR��7%$&�XQGHUVWDQGV�WKH�
notion of “usage” associated with permissions. Thus an active permission resulting 

IURP� DQ� DXWKRUL]DWLRQ� GRHV� QRW� LPSO\� D� OLFHQFH� IRU� DQ� XQOLPLWHG� QXPEHU� RI�
DFFHVVHV�ZLWK� WKDW� SHUPLVVLRQ��5DWKHU�� DXWKRUL]DWLRQV� KDYH� VWULFW� XVDJH�� YDOLGLW\��
DQG�H[SLUDWLRQ�FKDUDFWHULVWLFV�WKDW�PD\�EH�WUDFNHG�DW�UXQ�WLPH��

7KH� PDLQ� REMHFWLYH� LV� WKH� SUHVHUYDWLRQ� RI� LQWHJULW\�� EXW� FRQILGHQWLDOLW\�
DSSOLFDWLRQV�DUH�DOVR�SRVVLEOH����
������/DWWLFH�EDVHG�$FFHVV�&RQWURO�0RGHOV�

,Q� WKLV� VHFWLRQ�� ZH� UHFDOO� EDVLF� QRWLRQV� RQ� RUGHUV� DQG� ODWWLFHV�� 7KH�
UHODWLRQVKLS� RI� WKH� LQIRUPDWLRQ� IORZ� SROLF\� SURSRVHG� E\� 'HQQLQJ� >��@�� DQG� WKH�
ODWWLFHV�DOVR�LV�SUHVHQWHG��1H[W��WKH�%HOO�/D3DGXOD�FRQILGHQWLDOLW\�PRGHO��ZKLFK�LV�
XVHG�LQ�RXU�VWXG\�DQG�EDVHG�RQ�WKH�ODWWLFH�EDVHG�DFFHVV�FRQWURO�PRGHOV��LV�JLYHQ��
'HILQLWLRQ� �3DUWLDO�RUGHU���$�UHODWLRQ�5�RQ�D�VHW� LV�FDOOHG�D�SDUWLDO�RUGHU� LI� LW� LV�
UHIOH[LYH��DQWLV\PPHWULF�DQG�WUDQVLWLYH��$�VHW�6�WRJHWKHU�ZLWK�D�SDUWLDO�RUGHULQJ�5�LV�
FDOOHG�D�SDUWLDOO\�RUGHUHG�VHW��RU�SRVHW��DQG�LW�LV�GHQRWHG�E\��6�5���>��@�

)RU�H[DPSOH��OHW�ρ�$� �� � �;�EH�WKH�SRZHU�VHW�RI�D�VHW�$��7KDW�LV��;�LV�WKH�VHW�
RI� VXEVHWV� RI� $�� 7KH� UHODWLRQ� RI� VHW� LQFOXVLRQ� �⊆�� RQ� ;� LV� D� SDUWLDO� RUGHULQJ��
EHFDXVH��LW�LV��

�� UHIOH[LYH����D�⊆�D�IRU�HYHU\�VXEVHW�D�RI�;��

�� DQWLV\PPHWULF���LI�D�⊆�E�DQG�E�⊆�D��WKHQ�D� �E�IRU�HYHU\�VXEVHWV�D��E�RI�;��

�� WUDQVLWLYH��D�⊆�E�DQG�E�⊆�F�LPSOLHV�D�⊆�F��ZKHUH�D��E�DQG�F�DUH�VXEVHWV�RI�
;��

'HILQLWLRQ� �+DVVH� GLDJUDP��� $Q� XQGLUHFWHG� JUDSK�� ZKLFK� LV� GHULYHG� DIWHU� WKH�
IROORZLQJ�UHGXFWLRQV�DUH�DSSOLHG�WR�D�GLUHFWHG�JUDSK�IRU�D�ILQLWH�SRVHW��LV�FDOOHG�D�
+DVVH�'LDJUDP��
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�� VLQFH� D� ORRS� LV� SUHVHQW� IRU� HDFK� QRGH� �UHIOH[LYLW\��� WKHVH� ORRSV� DUH�
UHPRYHG��

�� DOO�HGJHV�SUHVHQW�EHFDXVH�RI�WUDQVLWLYLW\�DUH�UHPRYHG��
�� DOO�WKH�DUURZV�RQ�WKH�GLUHFWHG�HGJHV�DUH�UHPRYHG���
)RU� H[DPSOH�� )LJXUH� ���� LOOXVWUDWHV� WKH�FRQVWUXFWLRQ�RI� D�KDVVH�GLDJUDP� IRU�

�^�������`�≤��

'HILQLWLRQ��XSSHU�ERXQG��ORZHU�ERXQG��WKH�OHDVW�XSSHU�ERXQG��WKH�JUHDWHVW�ORZHU�
ERXQG���)RU�D�VXEVHW�$�RI�D�SRVHW��6��≤���LI�X�LV�DQ�HOHPHQW�RI�6�VXFK�WKDW�D�≤�X��IRU�
DOO�D∈$��WKHQ�X�LV�FDOOHG�DQ��XSSHU�ERXQG�RI�$��/LNHZLVH��LI�X�≤�D�IRU�DOO�HOHPHQWV�
RI�D∈�$��WKHQ�X�LV�FDOOHG�D�ORZHU�ERXQG�RI�$��$Q�HOHPHQW�[�LV�FDOOHG�WKH�OHDVW�XSSHU�
ERXQG�RI�D�VXEVHW�$� LI�[� LV�DQ�XSSHU�ERXQG�RI�$�DQG�[≤�]�IRU�DOO�]��ZKHUH�]�LV�DQ�
XSSHU�ERXQG�RI�$��6LPLODUO\��DQ�HOHPHQW�\�LV�FDOOHG�WKH�JUHDWHVW�ORZHU�ERXQG�RI�D�
VXEVHW�$�LI�\�LV�D�ORZHU�ERXQG�RI�$�DQG�]�≤�\�ZKHQHYHU�]�LV�D�ORZHU�ERXQG�RI�$��

�
�

�

�

�

�

�
+DVVH�'LDJUDP�

)LJXUH������&RQVWUXFWLRQ�RI�D�+DVVH�GLDJUDP�
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'HILQLWLRQ��'LUHFWHG�VHW���,I��6��≤���LV�D�SDUWLDO�RUGHU��WKHQ�D�VXEVHW�'⊆6�LV�GLUHFWHG�
LI�HYHU\�ILQLWH�6 � ⊆'�KDV�DQ�XSSHU�ERXQG�LQ�'��LQ�RWKHU�ZRUGV��WKHUH�LV�\∈'�VXFK�
WKDW�[≤\�IRU�DOO�[∈6 � �>��@��
'HILQLWLRQ� �ODWWLFH���$�SDUWLDOO\� RUGHUHG� VHW� LQ�ZKLFK� HYHU\�SDLU�RI� HOHPHQWV�KDV�
ERWK� D� OHDVW� XSSHU� ERXQG� DQG� D� JUHDWHVW� ORZHU� ERXQG�� )RU� H[DPSOH�� WKH� SRVHW�
GLDJUDP�LQ�)LJXUH����D�LV�D�ODWWLFH�ZKHUHDV�)LJXUH����E�LV�QRW��

7KH�SRVHW�GHSLFWHG�LQ�)LJXUH����E�IDLOV�WR�EH�D�ODWWLFH�VLQFH�WKH�HOHPHQWV�E�DQG�
F�KDYH�QR�OHDVW�XSSHU�ERXQG��$OWKRXJK�G��H��DQG�I�DUH�XSSHU�ERXQGV��QRQH�RI�WKHP�
SUHFHGH�WKH�RWKHU�WZR�ZLWK�UHVSHFW�WR�WKH�RUGHULQJ�RI�WKH�SRVHW��
'HILQLWLRQ��WKH�SULQFLSOH��RUGHU��LGHDO���/HW�/�EH�D�ODWWLFH��DQG�OHW�D�EH�DQ�HOHPHQW�
RI�WKH�VHW�/��7KH�ODUJHVW�VHW�RI�HOHPHQWV�ZKRVH�OHDVW�XSSHU�ERXQG�LV�D�LV�FDOOHG�WKH�
SULQFLSOH��RUGHU��LGHDO�RI�/�JHQHUDWHG�E\�D��
� � �D@�� �^[�∈�/���[�≤�D�`�

'HILQLWLRQ��WKH�SULQFLSOH��RUGHU��ILOWHU���/HW�/�EH�D�ODWWLFH��DQG�OHW�D�EH�DQ�HOHPHQW�
RI� WKH� VHW�/��7KH� ODUJHVW� VHW� RI� HOHPHQWV�ZKRVH� WKH�JUHDWHVW� ORZHU�ERXQG� LV�D� LV�
FDOOHG�SULQFLSOH��RUGHU��ILOWHU�RI�/�JHQHUDWHG�E\�D��
� � >D��� �^[�∈�/���D�≤�[�`�

�

�

�

�

�
�D�� �E��

)LJXUH������([DPSOH�3RVHW�GLDJUDPV��

H�
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D�

E� F�
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$� ODWWLFH� PRGHO� FDQ� EH� XVHG� WR� UHSUHVHQW� GLIIHUHQW� LQIRUPDWLRQ� IORZ� DQG�
DFFHVV� FRQWURO� SROLFLHV�� 7KH� %HOO� DQG� /D3DGXOD� �%/3�� PRGHO� >��������������@�
ZKLFK� LV� WKH� ILUVW� VHFXULW\�PRGHO�GHYHORSHG�XVLQJ�0$&�SROLF\� LV�D� ODWWLFH�EDVHG�
DFFHVV� FRQWURO� PRGHO� WR� GHDO� ZLWK� LQIRUPDWLRQ� IORZ� LQ� FRPSXWHU� V\VWHPV��
,QIRUPDWLRQ�IORZ�LV�FOHDUO\�FHQWUDO�WR�FRQILGHQWLDOLW\�DQG�DOVR�DSSOLHV�WR�LQWHJULW\�WR�
VRPH�H[WHQW��

,QIRUPDWLRQ� IORZ�SROLFLHV�DUH�FRQFHUQHG�ZLWK� WKH�IORZ�RI� LQIRUPDWLRQ�IURP�
RQH�VHFXULW\�FODVV�WR�DQRWKHU�>����������@��,Q�D�V\VWHP��LQIRUPDWLRQ�DFWXDOO\�IORZV�
IURP� RQH� REMHFW� WR� DQRWKHU�� ,QIRUPDWLRQ� IORZ� LV� XVXDOO\� FRQWUROOHG� E\� VHFXULW\�
FODVVHV�ZKLFK� FRUUHVSRQGV� WR� GLVMRLQW� FODVVHV� RI� LQIRUPDWLRQ�� (DFK� REMHFW� D� LV�
ERXQG� WR� D� VHFXULW\� FODVV�ZKLFK� VSHFLILHV� WKH� VHFXULW\� FODVV� DVVRFLDWHG�ZLWK� WKH�
LQIRUPDWLRQ�VWRUHG�LQ�D��:KHQHYHU�LQIRUPDWLRQ�IORZV�IURP�DQ�REMHFW�[�WR�DQ�REMHFW�
\�� WKHUH� LV�DQ�DFFRPSDQ\LQJ� LQIRUPDWLRQ�IORZ�IURP�WKH�VHFXULW\�FODVV�RI�[� WR� WKH�
VHFXULW\�FODVV�RI�\��7KHUH�DUH�WZR�PHWKRGV�IRU�ELQGLQJ�REMHFWV�WR�VHFXULW\�FODVVHV��
VWDWLF� ELQGLQJ��ZKHUH� WKH� VHFXULW\� FODVV� RI� DQ� REMHFW� LV� FRQVWDQW�� DQG� G\QDPLF�
ELQGLQJ��ZKHUH�WKH�VHFXULW\�FODVV�RI�DQ�REMHFW�YDULHV�ZLWK�LWV�FRQWHQWV��8VHUV�PD\�
EH�ERXQG��XVXDOO\�VWDWLFDOO\��WR�VHFXULW\�FODVVHV�UHIHUUHG�WR�DV�FOHDUDQFH��

'HQQLQJ��GHILQHG�WKH�FRQFHSW�RI�DQ�LQIRUPDWLRQ�IORZ�SROLF\�DV�IROORZV�>��@��
$�WULSOH��6&��→�⊕�!�ZKHUH�6&�LV�D�VHW�RI�VHFXULW\�FODVVHV��→�⊆�6&×�6&�LV�D�

ELQDU\� �FDQ�IORZ�� UHODWLRQ� RQ� 6&� DQG� ⊕� �� 6&� ×� 6&� →� 6&� LV� D� ELQDU\� FODVV�
FRPELQLQJ��RU�MRLQ�RSHUDWRU�RQ�6&��

'HQQLQJ�DOVR�VKRZHG�WKDW�DQ�LQIRUPDWLRQ�IORZ�SROLF\�IRUPV�D� ILQLWH�ODWWLFH��
WKDW� LV��ZLWK� WKH� VHQVLWLYLW\� OHYHOV� DV� QRGHV� RI� D�JUDSK�� WKH�JUDSK� IRUPHG�E\� WKH�
information flow relationship should be acyclic (Denning’ s axioms):�

��� 7KH�VHW�RI�VHFXULW\�FODVVHV�6&�LV�ILQLWH��
��� 7KH� FDQ�IORZ� UHODWLRQ�→� LV� D� SDUWLDO� RUGHU� RQ� 6&�� 7KDW� LV� UHIOH[LYH��

WUDQVLWLYH� DQG� DQWLV\PPHWULF� ELQDU\� UHODWLRQ�� $→%� GHQRWHV� WKDW�
LQIRUPDWLRQ�FDQ�IORZ�IURP�WKH�VHFXULW\�FODVV�$�WR�WKH�VHFXULW\�FODVV�%��
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��� 6&�KDV�D�XQLTXH� ORZHU�ERXQG�ZLWK�UHVSHFW�WR�→� ��7KLV�UHTXLUHV�WKDW�6&�
KDV�D�ORZHU�ERXQG�/��WKDW�LV��/�→�$�IRU�DOO�$∈6&���,W�DFNQRZOHGJHV�WKH�
H[LVWHQFH�RI�SXEOLF�LQIRUPDWLRQ��L�H��WKH�OHDVW�VHQVLWLYH�LQIRUPDWLRQ��LQ�WKH�
V\VWHP��

��� 7KH�MRLQ�RSHUDWRU�⊕�LV�D�WRWDOO\�GHILQHG�OHDVW�XSSHU�ERXQG�RSHUDWRU��-RLQ�
RSHUDWRU� FRPELQHV� WKH� LQIRUPDWLRQ� IURP� DQ\� WZR� VHFXULW\� FODVVHV� DQG�
JLYHV� WKH� UHVXOW� D� ODEHO�� ,W� FDQ� EH� DSSOLHG� WR� DQ\� QXPEHU� RI� VHFXULW\�
FODVVHV��7KXV��OHDVW�XSSHU�ERXQG�RI�^$ � ��$ � , …, A� `�FDQ�EH�FRPSXWHG�E\�
applying the join operator’ s associativity property. �

6LPLODU�WR�FDQ�IORZ�UHODWLRQ��D�GRPLQDQFH�UHODWLRQ�ZDV�GHILQHG�DV��
$�≥�%��UHDG�DV�$�GRPLQDWHV�%��LI�DQG�RQO\�LI�%�→�$��7KH�VWULFWO\�GRPLQDWHV�

UHODWLRQ� !� LV� GHILQHG� E\� �$� !�%� LI� DQG� RQO\� LI�$� ≥�%� DQG�$�≠�%��$� DQG�%� DUH�
FRPSDUDEOH�LI�$�≥�%�RU�%�≥�$��RWKHUZLVH�WKH\�DUH�LQFRPSDUDEOH��

�7KH� NH\� LGHD� LQ� %/3� LV� WR� DXJPHQW� GLVFUHWLRQDU\� DFFHVV� FRQWUROV� ZLWK�
PDQGDWRU\�DFFHVV�FRQWUROV�WR�HQIRUFH�LQIRUPDWLRQ�IORZ�SROLFLHV��(DFK�VXEMHFW�DQG�
REMHFW� KDV� DQ� DWWULEXWH� DVVRFLDWHG� ZLWK� LW� WR� LQGLFDWH� LWV� VHQVLWLYLW\� OHYHO�� 7KH�
LQIRUPDWLRQ�IORZ�DPRQJ�WKHVH�VHQVLWLYLW\�OHYHOV�IRUPV�D�ODWWLFH��$OO�DXWKRUL]DWLRQV�
DUH� FRQWUROOHG� E\� D� UHIHUHQFH�PRQLWRU�ZKLFK� HQIRUFHV� WZR� UXOHV� IRU� LQIRUPDWLRQ�
IORZ��

��� 6LPSO\�VHFXULW\�SURSHUW\��1R�XVHU�PD\�UHDG�LQIRUPDWLRQ�FODVVLILHG�DERYH�
his clearance, a label given to subjects (“No read up”).�

��� 
�� SURSHUW\��No user may lower the classification of information (“No 

write down”), that means, a subject V�FDQ�ZULWH�WR�DQ�REMHFW�R�RQO\�LI�WKH�
FOHDUDQFH�RI�V�LV�GRPLQDWHG�E\�WKH�VHFXULW\�ODEHO�RI�R��

7KHVH�UXOHV�HQVXUH�WKDW�LQIRUPDWLRQ�FDQ�RQO\�IORZ�IURP�ORZ�VHQVLWLYLW\�OHYHO�
WR�KLJK�VHQVLWLYLW\�OHYHO�DQG�SUHYHQW�LQIRUPDWLRQ�IORZV�IURP�KLJK�VHQVLWLYLW\�OHYHO�
WR�ORZ�VHQVLWLYLW\�OHYHO��
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7KHUH�DUH�WKUHH�PRUH�D[LRPV�WKDW�JRYHUQ�WKH�EHKDYLRU�RI�WKH�V\VWHP�>��@��
7UDQTXLOLW\� SULQFLSOH�� � $� VXEMHFW� FDQQRW� FKDQJH� WKH� VHFXULW\� OHYHO� RI� DQ�

REMHFW��
1RQDFFHVVLELOLW\�RI�LQDFWLYH�REMHFWV��$�VXEMHFW�FDQQRW�UHDG�WKH�FRQWHQWV�RI�DQ�

LQDFWLYH�REMHFW��
5HZULWLQJ�RI� LQDFWLYH� REMHFWV�� �$�QHZO\� DFWLYDWHG�REMHFW� LV�JLYHQ�DQ� LQLWLDO�

VWDWH�LQGHSHQGHQW�RI�DQ\�SUHYLRXV�LQFDUQDWLRQ�RI�WKH�REMHFW��
%/3� WDNHV� D� WZR� VWHS� DSSURDFK� WR� DFFHVV� FRQWURO�� )LUVW� LV� D� GLVFUHWLRQD\�

DFFHVV� PDWUL[� '�� ZKRVH� FRQWHQWV� FDQ� EH� PRGLILHG� E\� VXEMHFWV�� +RZHYHU��
DXWKRUL]DWLRQ�LQ�'�LV�QRW�VXIILFLHQW�IRU�DQ�RSHUDWLRQ�WR�EH�FDUULHG�RXW��6HFRQG��WKH�
RSHUDWLRQ�PXVW�EH�DXWKRUL]HG�E\�WKH�PDQGDWRU\�DFFHVV�FRQWURO�SROLF\��RYHU�ZKLFK�
XVHUV�KDYH�QR�FRQWURO��

$Q�LQWHUHVWLQJ�DVSHFW�RI��
�SURSHUW\�LV�WKDW�DQ�XQDXWKRUL]HG�VXEMHFW�FDQ�ZULWH�
D� VHFUHW� ILOH�� ,W� PHDQV� WKDW� VHFUHW� GDWD� FDQ� EH� GHVWUR\HG� RU� GDPDJHG� E\� DQ�
XQDXWKRUL]HG� VXEMHFW�� 7R� SUHYHQW� VXFK� DQ� LQWHJULW\� SUREOHP�� 
�SURSHUW\� LV�
VRPHWLPHV�XVHG� LQ� WKH� IRUP�WKDW� UHTXLUHV�D�VXEMHFW�FDQ�ZULWH�RQO\�REMHFWV�DW� WKH�
VDPH�OHYHO�RI�LWV�RZQ� not ‘up’ .�

$QRWKHU� DSSURDFK� LQ� %HOO� /D3DGXOD� PRGHO� LV� WKDW� D� VXEMHFW� PD\� YLRODWH�

�SURSerty but does not violate designer’ s intuitive security [42]. In this approach, 

WKH�VXEMHFW��FDOOHG�DV�WKH�WUXVWHG�VXEMHFW��LV�VRPHWKLQJ�WKDW�LV�DOORZHG�WR�YLRODWH�WKH�

�SURSHUW\�SURYLGHG�WKDW�WKH�VHFXULW\�FRPSURPLVH�WKDW�WKH�SURSHUW\�LV�GHVLJQHG�WR�
JXDUG� DJDLQVW� GRHV� QRW� KDSSHQ�� 7KLV� FDQ� EH� DFKLHYHG� WKURXJK� ILOWHULQJ� >��@� DV�
JLYHQ�EHORZ��
'HILQLWLRQ��&RQWDLQHU����/HW�6&�EH�D�SDUWLDOO\�RUGHUHG��≤��VHW�RI�VHFXULW\�FODVVHV��
/HW�62�EH�WKH�VHW�RI�DOO�VXEMHFWV�DQG�REMHFWV��/HW�76�EH�D�VSHFLDO�VXEVHW�RI�VXEMHFWV��
FDOOHG�WUXVWHG�VXEMHFWV��7KH�VHW�RI�DOO�REMHFWV�2%�LV�D�SDUWLDO�RUGHUHG�VHW�ZLWK�SDUWLDO�
RUGHU�FRQWDLQV��,I�$�FRQWDLQV�%��WKHQ�$�LV�FDOOHG�D�FRQWDLQHU�RI�%���
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'HILQLWLRQ��)LOWHULQJ�7UXVWHG�VXEMHFWV����/HW�/�≤�0�≤�+�EH�WKUHH�VHFXULW\�FODVVHV�
LQ�6&��$�WUXVWHG�VXEMHFW�RI�FODVV�+�LV�DOORZHG�WR�UHDG�DQ�REMHFW�RI�FODVV�/�IURP�D�
FRQWDLQHU�RI�FODVV�0�DQG�ZULWH�WR�D�FRQWDLQHU�RI�DQ\�FODVV�O\LQJ�EHWZHHQ�/�DQG�0�
LQFOXVLYH��

,Q�WKLV�DSSURDFK�RI�%HOO�/D3DGXOD�0RGHO��WKH�WUXVWHG�VXEMHFWV�RQO\�DOORZHG�WR�
GR�ILOWHULQJ��WKH�XVXDO�GRZQJUDGLQJ�LV�QRW�SHUPLVVLEOH��

7KH� RULJLQDO� %HOO� DQG� /D3DGXOD� PRGHO� GHDOW� RQO\� ZLWK� WKH� XQDXWKRUL]HG�
GLVFORVXUH�RI�GDWD��FRQILGHQWLDOLW\���EXW�H[WHQVLRQV�RI�LW�E\�%LED�DGGHG�WKH�FRQFHSW�
RI�LQWHJULW\�WR�GHDO�ZLWK�WKH�XQDXWKRUL]HG�PRGLILFDWLRQ�RI�GDWD�>��������@��,QWHJULW\�
FDQ� EH� WUHDWHG� DV� D� GXDO� WR� FRQILGHQWLDOLW\�� HQIRUFHG� E\� FRQWUROOLQJ� LQIRUPDWLRQ�
IORZV�� &RQILGHQWLDOLW\� UHTXLUHV� WKDW� LQIRUPDWLRQ� EH� SUHYHQWHG� IURP� IORZLQJ� WR�
LQDSSURSULDWH�GHVWLQDWLRQV��GXDOO\��LQWHJULW\�UHTXLUHV�WKDW�LQIRUPDWLRQ�EH�SUHYHQWHG�
IURP� IORZLQJ� IURP� LQDSSURSULDWH� VRXUFHV� >��@�� ,QWHJULW\� KDV� DQ� LPSRUWDQW�
GLIIHUHQFH�IURP�FRQILGHQWLDOLW\��D�FRPSXWLQJ�V\VWHP�FDQ�GDPDJH�LQWHJULW\�ZLWKRXW�
DQ\�LQWHUDFWLRQ�ZLWK�WKH�H[WHUQDO�ZRUOG��VLPSO\�E\�FRPSXWLQJ�GDWD�LQFRUUHFWO\��

%LED� QRWLFHG� D� FODVV� RI� WKUHDWV� EDVHG� RQ� WKH� LPSURSHU� PRGLILFDWLRQ� RI�
LQIRUPDWLRQ� WKDW� %HOO� DQG�/D3DGXOD�PRGHO� QHJOHFWV�� 7KHVH� WKUHDWV� DULVH� EHFDXVH�
WKHUH� LV� RIWHQ� LQIRUPDWLRQ� WKDW�PXVW�EH�YLVLEOH� WR� XVHUV� DW� DOO� VHFXULW\� OHYHOV� EXW�
VKRXOG�RQO\�EH�PRGLILHG�LQ�FRQWUROOHG�ZD\V�E\�DXWKRUL]HG�DJHQWV��7KH�FRQWUROV�RQ�
PRGLILFDWLRQ�LQ�WKH�%HOO�DQG�/D3DGXOD�PRGHO�GR�QRW�FRYHU�WKLV�FDVH�EHFDXVH�WKH\�
DUH�EDVHG�RQO\�RQ�WKH�VHQVLWLYLW\�WR�WKH�GLVFORVXUH�RI�WKDW�LQIRUPDWLRQ��7R�VROYH�WKLV�
SUREOHP��%LED�LQWURGXFHV�WKH�FRQFHSW�RI�LQWHJULW\�OHYHOV�DQG�LQWHJULW\�SROLF\��7KH�
LQWHJULW\�OHYHO�RI�LQIRUPDWLRQ�LV�EDVHG�RQ�WKH�GDPDJH�LWV�XQDXWKRUL]HG�PRGLILFDWLRQ�
FRXOG�XVH��%LED�SURSRVHV�WKH�IROORZLQJ�PDQGDWRU\�FRQWUROV�LQ�DQDORJ\�ZLWK�WKDW�RI�
%/3�PRGHO��

��� 6LPSOH� LQWHJULW\� SURSHUW\�� $� VXEMHFW� V� FDQ� UHDG� DQ� REMHFW�R� RQO\� LI� WKH�
LQWHJULW\�OHYHO�RI�V�LV�OHVV�WKDQ�WKDW�RI�WKH�REMHFW�R��

��� ,QWHJULW\� 
� SURSHUW\� �� $� VXEMHFW� V� FDQ� ZULWH� WR� DQ� REMHFW� R� RQO\� LI� WKH�
LQWHJULW\�OHYHO�RI�WKH�VXEMHFW�V�LV�JUHDWHU�WKDQ�WKDW�RI�WKH�REMHFW�R��
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,QIRUPDWLRQ�IORZ�LQ�WKH�%LED�PRGHO�FDQ�EH�EURXJKW�LQWR�OLQH�ZLWK�%/3�PRGHO�
E\�VLPSO\�VD\LQJ�WKDW�ORZ�LQWHJULW\�LV�DW�WKH�WRS�RI�WKH�ODWWLFH�DQG�KLJK�LQWHJULW\�DW�
WKH�ERWWRP���

'HQQLQJ�(�'��DQG�'HQQLQJ�3�-��GHYHORSHG�D�FHUWLILFDWLRQ�PHFKDQLVP�>��@�IRU�
YHULI\LQJ� WKH�VHFXUH� LQIRUPDWLRQ�IORZ�WKURXJK�D�SURJUDP��D�3DVFDO�OLNH�SURJUDP��
XVLQJ� WKH�SURSHUWLHV�RI� D� ODWWLFH�VWUXFWXUH�DPRQJ�VHFXULW\�FODVVHV�� ,W� LV�D�FRPSLOH�
WLPH�PHFKDQLVP�WKDW�FHUWLILHV�D�SURJUDP�RQO\�LI�LW�VSHFLILHV�QR�IORZV�LQ�YLRODWLRQ�RI�
WKH�IORZ�SROLF\��6XFK�D�FHUWLILFDWLRQ�PHFKDQLVP�IDFLOLWDWHV�LWV�FRPSUHKHQVLRQ�DQG�
LWV�SURRI�RI�FRUUHFWQHVV�EHIRUH�LW�H[HFXWHV��,W�DOVR�JUHDWO\�UHGXFHV�WKH�QHHG�IRU�UXQ�
WLPH�FKHFNLQJ��
������/RJLF�EDVHG�$FFHVV�&RQWURO�0RGHOV�

%DL� DQG� 9DUDGKDUDMDQ� SURSRVHG� D� ORJLFDO� DFFHVV� FRQWURO� PRGHO� EDVHG� RQ�
SURSRVLWLRQDO� ORJLF� DQG� ILUVW� RUGHU� ORJLF� WR� UHSUHVHQW� DQG� HYDOXDWH� DFFHVV� FRQWURO�
SROLFLHV�>�@�� �7KH\�VSHFLILHG� WKH�PRGHO�E\�D�ODQJXDJH��FDOOHG�/��DQG�SURYLGHG�LWV�
SUHFLVH� V\QWD[� DQG� VHPDQWLFV�� ,Q� WKHLU� ODQJXDJH� WKH\� GHILQHG� VL[� GLVMRLQW� VRUWV��
VXEMHFW��JURXS�VXEMHFW��DFFHVV�ULJKW��JURXS�DFFHVV�ULJKW��REMHFW�DQG�JURXS�REMHFW���
3UHGLFDWHV�DUH�XVHG�WR�GHILQH�UXOHV��RU�IRUPXODV���)RU�H[DPSOH��LQ�RUGHU�WR�UHSUHVHQW�
D�UXOH�OLNH��$�VXEMHFW�6�KDV�DQ�DFFHVV�ULJKW�5�IRU�REMHFW�2��V�KROGV�6�5�2��LV�XVHG��
6LPLODUO\��D�JURXS�VXEMHFW�*�KDV�DFFHVV�ULJKW�5�IRU�REMHFW�2�LV�UHSUHVHQWHG�DV��J�
KROGV�*�5�2����$�JURXS�VXEMHFW�LV�D�VHW�RI�VXEMHFWV��ZKHUH�WKHVH�VXEMHFWV�DUH�UHODWHG�
LQ�VRPH�ZD\��RU�KDYH�VRPH�FRPPRQ�FKDUDFWHUV����

%DL�DQG�9DUDGKDUDMDQ�DOVR�UHDOL]HG�WKH�'$&�PRGHO�DQG�0$&�PRGHO�E\�XVH�
RI�WKLV�IRUPDO�ODQJXDJH�/�>�@��,Q�RUGHU�WR�UHSUHVHQW�'$&�PRGHO��WKH\�HQXPDUDWH�DOO�
VXEMHFWV�DQG�REMHFWV�LQ�D�V\VWHP�DQG�UHJXODWH�WKH�DFFHVV�WR�WKH�REMHFW�E\�D�VXEMHFW�
EDVHG�RQ�WKH�LGHQWLW\�RI�WKH�VXEMHFW��7KH\�XVHG�WUDGLWLRQDO�DFFHVV�PDWUL[�PRGHO�WR�
UHSUHVHQW� WKH� UHODWLRQ� RI� WKHP� DQG� D� V\VWHP� UHIHUHQFH� PRQLWRU� WR� GHFLGH� WKH�
DXWKRUL]DWLRQ� EHWZHHQ� VXEMHFWV� DQG� REMHFWV�� ,Q� RUGHU� WR� DFKLHYH� 0$&� PRGHO�
UHDOL]DWLRQ��LWV�UHIHUHQFH�PRQLWRU�DOVR�HQIRUFHV�WZR�UXOHV�IRU�LQIRUPDWLRQ�IORZ���QR�
UHDG�XS��DQG�QR�ZULWH�GRZQ� �ZKLFK�HQVXUHV�WKDW�LQIRUPDWLRQ�FDQ�RQO\�IORZ�IURP�
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ORZ� VHQVLWLYLW\� OHYHO� WR� KLJK� VHQVLWLYLW\� OHYHO��7KLV� LQIRUPDWLRQ� IORZ� UHODWLRQVKLS�
IRUPV�D�ODWWLFH��

6LPLODU� WR� %DL� DQG� 9DUDGKDUDMDQ�� -DMRGLD� HW� DO� >��@� DQG� :RR� HW� DO� >��@�
SURSRVHG� D� ORJLFDO� ODQJXDJH� IRU� H[SUHVVLQJ� DXWKRUL]DWLRQV�� 7KH\� DOVR� XVH�
SUHGLFDWHV�DQG�UXOHV�WR�VSHFLI\�WKH�DXWKRUL]DWLRQV�DQG�HPSKDVL]H�WKH�UHSUHVHQWDWLRQ�
DQG� HYDOXDWLRQ� RI� DXWKRUL]DWLRQV�� 7KH� ODQJXDJH� DOORZV� WKH� UHSUHVHQWDWLRQ� RI�
GLIIHUHQW� SROLFLHV� DQG� SURWHFWLRQ� UHTXLUHPHQWV�� YLD� XQGHUVWDQGDEOH� VSHFLILFDWLRQV�
DQG� FOHDU� VHPDQWLFV�� 7KHLU� ODQJXDJH� LGHQWLILHV� IROORZLQJ� SUHGLFDWHV� IRU� WKH�
VSHFLILFDWLRQ�RI�DXWKRUL]DWLRQV��EHORZ�V�R��DQG�D�GHQRWH�VXEMHFW��REMHFW�DQG�DFWLRQ�
WHUP��UHVSHFWLYHO\���

FDQGR�R�V��VLJQ!D�� UHSUHVHQWV� DXWKRUL]DWLRQV� H[SOLFLWHO\� LQVHUWHG� E\� WKH�
security administrator. <sign> shows ‘allow’  or ‘deny’  of accesses.�

GHUFDQGR�R�V��VLJQ!D��UHSUHVHQWV�DXWKRUL]DWLRQV�GHULYHG�E\�WKH�V\VWHP�XVLQJ�
ORJLFDO�UXOHV�RI�LQIHUHQFH��

GR��R�V��VLJQ!D���GHILQHWHO\�UHSUHVHQWV�WKH�DFFHVVHV�WKDW�PXVW�EH�JUDQWHG�RU�
GHQLHG��

GRQH�R�V�D�W��NHHSV�WKH�KLVWRU\�RI�WKH�DFFHVVHV�H[HFXWHG��ZKHUH�W�GHQRWHV�WKH�
WLPHVWDPS��

(UURU��VLJQDOV�HUURUV�LQ�WKH�VSHFLILFDWLRQ�RU�XVH�RI�DXWKRUL]DWLRQV��
������&HUWLILFDWLRQ�EDVHG�$FFHVV�&RQWURO�0RGHOV�

7oday’ s globally internetworked infrastructure connect remote parties 

WKURXJK�WKH�XVH�RI�ODUJH�VFDOH�QHWZRUNV�VXFK�DV�WKH�:RUOG�:LGH�:HE��([HFXWLRQ�RI�
DFWLYLWLHV� DW�YDULRXV� OHYHOV� LV�EDVHG�RQ� WKH�XVH�RI� UHPRWH� UHVRXUFHV�DQG�VHUYLFHV��
DQG�RQ�WKH�LQWHUDFWLRQ�EHWZHHQ�GLIIHUHQW��UHPRWHO\�ORFDWHG��SDUWLHV�WKDW�PD\�NQRZ�
OLWWOH�DERXW�HDFK�RWKHU��,Q�VXFK�D�VFHQDULR��WUDGLWLRQDO�DVVXPSWLRQV�IRU�HVWDEOLVKLQJ�
DQG� HQIRUFLQJ� DFFHVV� FRQWURO� UHJXODWLRQV� GR� QRW� KROG� DQ\PRUH�� 7KH� VHUYHU�PD\�
UHFHLYH� UHTXHVW� IURP� XQNQRZQ� XVHUV� WR� WKH� V\VWHP�� 7KHUHIRUH� WUDGLWLRQDO�
DXWKHQWLFDWLRQ�DQG�DFFHVV�FRQWURO�FDQ�QRW�EH�DSSOLHG��$Q�DOWHUQDWLYH�DFFHVV�FRQWURO�
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VROXWLRQ�LV�GHYLVHG��,Q�WKLV�VROXWLRQ��GLJLWDO�FHUWLILFDWHV��RU�FUHGHQWLDOV��UHSUHVHQWLQJ�
VWDWHPHQWV�FHUWLILHG�E\�JLYHQ�HQWLWLHV��H�J��FHUWLILFDWLRQ�DXWKRULWLHV���ZKLFK�FDQ�EH�
XVHG� WR� HVWDEOLVK� SURSHUWLHV� RI� WKHLU� KROGHU� �VXFK� DV� LGHQWLW\�� DFFUHGLWDWLRQ�� RU�
DXWKRUL]DWLRQV��DUH�XVHG�>��@��,W�XVHV�FUHGHQWLDOV�WR�GHVFULEH�VSHFLILF�GHOHJDWLRQ�RI�
WUXVWV�DPRQJ�NH\V�DQG�WR�ELQG�SXEOLF�NH\V�WR�DXWKRUL]DWLRQV��6LQFH�SDUWLHV�LQ�DFWLRQ�
DUH� XQNQRZQ� WR� HDFK� RWKHU�� PDQDJHPHQW� RI� DXWKRUL]DWLRQ� VSHFLILFDWLRQ� LV�PRUH�
FRPSOH[�DQG�GLIILFXOW��2Q�RQH�VLGH��WKH�VHUYHU�PD\�QRW�KDYH�DOO�WKH�LQIRUPDWLRQ�LW�
QHHGV�LQ�RUGHU�WR�GHFLGH�ZKHWKHU�RU�QRW�DQ�DFFHVV�VKRXOG�EH�JUDQWHG��2Q�WKH�RWKHU�
VLGH��WKH�UHTXHVWRU�PD\�QRW�NQRZ�ZKLFK�FHUWLILFDWH�VKH�QHHGV�WR�SUHVHQW�RQ�D�VHUYHU�
LQ� RUGHU� WR� JHW� DFFHVV��7KHUHIRUH�� WKH� VHUYHU� LWVHOI� VKRXOG�� XSRQ� UHFHSWLRQ�RI� WKH�
UHTXHVW��UHWXUQ�WKH�XVHU�WKH�LQIRUPDWLRQ�RI�ZKDW�VKH�VKRXOG�GR�WR�JHW�DFFHVV�UDWKHU�
than returning simply ‘yes/no’  access decision, e.g. credit card number.�

7KH� ILUVW� SURSRVDOV� LQYHVWLJDWLQJ� WKH� DSSOLFDWLRQ� RI� FUHGHQWLDO�EDVHG� DFFHVV�
FRQWURO� UHJXODWLQJ� DFFHVV� WR� D�VHUYHU��ZHUH�PDGH�E\�:LQVOHWW� HW�DOO� >��@��$FFHVV�
FRQWURO� UXOHV�DUH�H[SUHVVHG� LQ�D� ORJLF� ODQJXDJH�DQG� UXOHV�DSSOLFDEOH� WR�DQ�DFFHVV�
FDQ�EH�FRPPXQLFDWHG�E\�WKH�VHUYHU�WR�FOLHQWV���
������/DQJXDJH�EDVHG�,QIRUPDWLRQ�)ORZ�6HFXULW\�

6WDQGDUG� VHFXULW\� WHFKQLTXHV� VXFK� DV� DFFHVV� FRQWURO�� HQFU\SWLRQ�� ILUHZDOOV��
VLJQDWXUHV�� DQG� DQWLYLUXV� VFDQQLQJ� DUH� QRW� FDSDEOH� RI� HQIRUFLQJ� HQG�WR�HQG�
FRQILGHQWLDOLW\� SROLFLHV� VLQFH� WKH\� GR� QRW� WUDFN� WKH� IORZ� RI� LQIRUPDWLRQ� LQ�
FRPSXWLQJ�V\VWHPV��5XQ�WLPH�PRQLWRULQJ�RI�RSHUDWLQJ�V\VWHPV�FDOOV�LV�VLPLODUO\�RI�
OLPLWHG� XVH� EHFDXVH� LQIRUPDWLRQ� IORZ� SROLFLHV� DUH� QRW� SURSHUWLHV� RI� D� VLQJOH�
H[HFXWLRQ�� LQ� JHQHUDO�� WKH\� UHTXLUH� PRQLWRULQJ� DOO� SRVVLEOH� H[HFXWLRQ� SDWKV��
5HFHQWO\��D�QHZ�DSSURDFK�KDV�EHHQ�GHYHORSHG��WKH�XVH�RI�SURJUDPPLQJ�ODQJXDJH�
WHFKQLTXHV� IRU� VSHFLI\LQJ� DQG� HQIRUFLQJ� LQIRUPDWLRQ� IORZ� SROLFLHV� >��������@��
/DQJXDJH� EDVHG� VHFXULW\�PHFKDQLVPV� DUH� EXLOW� RQ� WHFKQRORJ\� IRU� VWDWLF� DQDO\VLV�
DQG�ODQJXDJH�VHPDQWLFV��7KH\�XVH�W\SH�V\VWHPV�IRU�LQIRUPDWLRQ�IORZ��,Q�D�VHFXULW\�
W\SHG� ODQJXDJH�� WKH� W\SHV� RI� SURJUDP� YDULDEOHV� DQG� H[SUHVVLRQV� DUH� DXJPHQWHG�
ZLWK� DQQRWDWLRQV� WKDW� VSHFLI\� SROLFLHV� RQ� WKH� XVH� RI� WKH� W\SHG� GDWD�
>�����������������@�� 7KHVH� VHFXULW\� SROLFLHV� DUH� WKHQ� HQIRUFHG� E\� FRPSLOH�WLPH�
W\SH� FKHFNLQJ�� DQG� WKXV� DGG� OLWWOH� RU� QR� UXQ�WLPH� RYHUKHDG�� /LNH� RUGLQDU\� W\SH�
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FKHFNLQJ�� VHFXULW\�W\SH� FKHFNLQJ� LV� DOVR� LQKHUHQWO\� FRPSRVLWLRQDO�� VHFXUH�
VXEV\VWHPV�FRPELQH� WR� IRUP�D� ODUJHU� VHFXUH� V\VWHP�DV� ORQJ�DV� WKH�H[WHUQDO� W\SH�
VLJQDWXUHV� RI� WKH� VXEV\VWHPV� DJUHH�� $QRWKHU� UHFHQW� GHYHORSPHQW� RI� VHPDQWLFV�
EDVHG� VHFXULW\�PRGHOV� �L�H�� PRGHOV� WKDW� IRUPDOL]H� VHFXULW\� LQ� WHUPV� RI� SURJUDP�
EHKDYLRXU�� KDV� SURYLGHG� SRZHUIXO� UHDVRQLQJ� WHFKQLTXH� DERXW� WKH� SURSHUWLHV� WKDW�
VHFXULW\�W\SH� V\VWHPV� JXDUDQWHH�� 7KHVH� SURSHUWLHV� LQFUHDVH� VHFXULW\� DVVXUDQFH�
EHFDXVH� WKH\� DUH� H[SUHVVHG� LQ� WHUPV� RI� HQG�WR�HQG� SURJUDP� EHKDYLRXU� DQG� WKXV�
SURYLGH� D� VXLWDEOH� YRFDEXODU\� IRU� HQG�WR�HQG� SROLFLHV� RI� WKH� SURJUDP� VXFK� DV�
QRQLQWHUIHUHQFH�DQG�LWV�H[WHQVLRQV�>�������@��
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�����6RIWZDUH�$UFKLWHFWXUHV�DQG�$UFKLWHFWXUH�'HVFULSWLRQ�/DQJXDJHV�

$V� WKH� VL]H� DQG� FRPSOH[LW\� RI� VRIWZDUH� V\VWHPV� LQFUHDVHV�� WKH� GHVLJQ�
SUREOHP� JRHV� EH\RQG� WKH� DOJRULWKPV� DQG� GDWD� VWUXFWXUHV� RI� WKH� FRPSXWDWLRQ��
GHVLJQLQJ� DQG� VSHFLI\LQJ� WKH�RYHUDOO� V\VWHP�VWUXFWXUH� HPHUJHV� DV� D�QHZ�NLQG�RI�
SUREOHP��6WUXFWXUDO�LVVXHV�LQFOXGH�JURVV�RUJDQL]DWLRQ�DQG�JOREDO�FRQWURO�VWUXFWXUH��
SURWRFROV� IRU� FRPPXQLFDWLRQ�� V\QFKURQL]DWLRQ�� DQG� GDWD� DFFHVV�� DVVLJQPHQW� RI�
IXQFWLRQDOLW\� WR� GHVLJQ� HOHPHQWV�� SK\VLFDO� GLVWULEXWLRQ�� FRPSRVLWLRQ� RI� GHVLJQ�
HOHPHQWV��VFDOLQJ�DQG�SHUIRUPDQFH��DQG�VHOHFWLRQ�DPRQJ�GHVLJQ�DOWHUQDWLYHV�>��@��
7KLV�LV�WKH�VRIWZDUH�DUFKLWHFWXUH�OHYHO�RI�GHVLJQ��$Q�DUFKLWHFWXUH�LV�D�VSHFLILFDWLRQ�
RI� WKH�FRPSRQHQWV�RI� D� V\VWHP�DQG� WKH�FRPPXQLFDWLRQ�EHWZHHQ� WKHP� >�������@��
6\VWHPV� DUH� FRQVWUDLQHG� WR� FRQIRUP� WR� DQ� DUFKLWHFWXUH�� $Q� DUFKLWHFWXUH� VKRXOG�
JXDUDQWHH�FHUWDLQ�EHKDYLRUDO�SURSHUWLHV�RI�D�FRQIRUPLQJ�V\VWHP��L�H��WKH�RQH�ZKRVH�
FRPSRQHQWV� DUH� FRQILJXUHG�DFFRUGLQJ� WR� WKH�DUFKLWHFWXUH��$Q�DUFKLWHFWXUH�VKRXOG�
DOVR� EH� XVHIXO� LQ� YDULRXV� ZD\V� GXULQJ� WKH� SURFHVV� RI� EXLOGLQJ� D� V\VWHP�
>�����������������������@��

6RIWZDUH�DUFKLWHFWXUHV�DUH�LQWHQGHG�WR�GHVFULEH�HVVHQWLDO�KLJK�OHYHO�VWUXFWXUDO�
DQG� EHKDYLRUDO� FKDUDFWHULVWLFV� RI� D� VRIWZDUH�LQWHQVLYH� V\VWHP�� 7KH\� DOORZ�
SURJUDPPHUV� WR� FRPSRVH� DQ� DSSOLFDWLRQ� IURP� D� PL[WXUH� RI� H[LVWLQJ� VRIWZDUH�
PRGXOHV�� WKLUG� SDUW\� OLEUDULHV�� OHJDF\� SURJUDPV� DQG� D� PLQLPDO� DPRXQW� RI� FRGH�
GHYHORSHG� IRU� WKDW� SDUWLFXODU� DSSOLFDWLRQ�� $� VRIWZDUH� DUFKLWHFWXUH� GHILQHV�
DSSOLFDWLRQV�LQ�WHUPV�RI�FRPSRQHQWV��FRQQHFWRUV�DQG�FRQILJXUDWLRQV�>�����������@��
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�� $� FRPSRQHQW� LV� D� FRPSXWDWLRQDO� XQLW� ZULWWHQ� LQ� VRPH� SURJUDPPLQJ�
ODQJXDJH��

�� $� FRQQHFWLRQ� GHILQHV� WKH� W\SH� RI� LQWHUDFWLRQV� DPRQJ� FRPSRQHQWV� �H�J��
UHPRWH� SURFHGXUH� FDOOV�� YLD� FRQQHFWRUV� WKDW� WUDQVSRUW� GDWD� EHWZHHQ�
FRPSRQHQWV� DQG�SHUIRUP� WKH� QHFHVVDU\� WUDQVIRUPDWLRQV� RQ� WKDW�GDWD�� VR�
WKDW�WKH�LQWHUIDFHV�RI�WKH�FRPSRQHQWV�DUH�UHVSHFWHG��

�� $�FRQILJXUDWLRQ�GHILQHV�WKH�DSSOLFDWLRQ�VWUXFWXUH�WKURXJK�FRPSRQHQWV�DQG�
WKHLU�LQWHUFRQQHFWLRQV��,Q�DGGLWLRQ�WR�VSHFLI\LQJ�WKH�VWUXFWXUH�DQG�WRSRORJ\��
RI� WKH� V\VWHP�� WKH� FRQILJXUDWLRQ� VKRZV� WKH� LQWHQGHG� FRUUHVSRQGHQFH��
EHWZHHQ�V\VWHP�UHTXLUHPHQWV�DQG�WKH�HOHPHQWV�RI�WKH�FRQVWUXFWHG�V\VWHP�

'�&�� /XFNKDP� >��@� SUHVHQWV� WKUHH� DOWHUQDWLYH� FRQFHSWV� RI� DUFKLWHFWXUH�� WKH�
REMHFW�FRQQHFWLRQ�DUFKLWHFWXUH��WKH�LQWHUIDFH�FRQQHFWLRQ�DUFKLWHFWXUH�DQG�WKH�SOXJ�
DQG�VRFNHW�DUFKLWHFWXUH��+H�HPSKDVL]HV� WKDW� WKH�ILUVW� WZR�DUFKLWHFWXUHV��DOWKRXJK�
VLPLODU�� WKH\� GLIIHU� LQ� KRZ� WKH\� UHODWH� WR� V\VWHPV�� 6LPLODU� WR� REMHFW� RULHQWHG�
V\VWHPV��REMHFW�RULHQWHG�DUFKLWHFWXUH�LV�GHILQHG�E\�WKH�V\VWHP��7KXV��LW�LV�QRW�XVHG�
DV�D�WHPSODWH�WR�FRQVWUXFW�DQG�PRGLI\�V\VWHPV�RU�WR�GHFLGH�DERXW�WKH�FRUUHFWQHVV�RI�
WKH�V\VWHP��,QWHUIDFH�FRQQHFWLRQ�DUFKLWHFWXUH��RQ�WKH�RWKHU�KDQG��UHTXLUHV�WKDW�DOO�
communication into and out of a component go through that component’ s 

LQWHUIDFH��6R��WKH�FRPPXQLFDWLRQ�DUFKLWHFWXUH�FDQ�EH�GHILQHG�SXUHO\�LQ�WHUPV�RI�WKH�
LQWHUIDFHV�EHIRUH�FRPSRQHQWV�DUH�FRQVWUXFWHG�WR�LPSOHPHQW�WKRVH�LQWHUIDFHV��ZKLFK�
PHDQV� D� V\VWHP� FDQ�EH� VSHFLILHG� EHIRUH� WKH� FRPSRQHQWV� DUH� LPSOHPHQWHG��3OXJ�
DQG� VRFNHW� DUFKLWHFWXUH�� LQ� DGGLWLRQ� WR� WKH� DGYDQWDJHV� RI� LQWHUIDFH� FRQQHFWLRQ�
DUFKLWHFWXUH�� LQWURGXFHV� VRPH� ZD\V� RI� GHDOLQJ� ZLWK� WKH� VFDOH� DQG� FRQIRUPDQFH�
SUREOHPV�RI�WKH�LQWHUIDFH�FRQQHFWLRQ�DUFKLWHFWXUH���

$Q� LPSRUWDQW� UHVHDUFK� DUHD� LQ� VRIWZDUH� DUFKLWHFWXUH� LV� $UFKLWHFWXUH�
'HVFULSWLRQ� /DQJXDJHV� �$'/�� >����������@�� ZKLFK� SURYLGH� D� FRQFHSWXDO�
IUDPHZRUN�DQG�D�FRQFUHWH�V\QWD[� IRU�FKDUDFWHUL]LQJ�VRIWZDUH�DUFKLWHFWXUHV��7KH\�
GHVFULEH�HVVHQWLDO�KLJK�OHYHO�VWUXFWXUDO�DQG�EHKDYLRUDO�FKDUDFWHULVWLFV�LQ�ZD\V�WKDW�
FDQ� EH� DQDO\]HG� DQG� PDQLSXODWHG� DOJRULWKPLFDOO\�� 7KHVH� ODQJXDJHV� DUH� XVHG� WR�
VSHFLI\� FRPSRQHQWV�� FRQQHFWRUV�� FRQVWUDLQWV� DPRQJ� WKRVH� DQG� WKH� JOXH� WKDW�
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VSHFLILHV�KRZ�WKHVH�LWHPV�DUH�LQWHUUHODWHG��6KDZ�HW�DO�>��@�HODERUDWH�VL[�FODVVHV�RI�
SURSHUWLHV�WKDW�FKDUDFWHUL]H�DQ�LGHDO�DUFKLWHFWXUDO�GHVFULSWLRQ�ODQJXDJH��

L�� &RPSRVLWLRQ���,W�VKRXOG�EH�SRVVLEOH�WR�GHVFULEH�D�V\VWHP�DV�D�FRPSRVLWLRQ�
RI�LQGHSHQGHQW�FRPSRQHQWV�DQG�FRQQHFWLRQV��

LL�� $EVWUDFWLRQ���,W�VKRXOG�EH�SRVVLEOH�WR�GHVFULEH�WKH�FRPSRQHQWV�DQG�WKHLU�
LQWHUDFWLRQV� ZLWKLQ� VRIWZDUH� DUFKLWHFWXUH� LQ� D� ZD\� WKDW� FOHDUO\� DQG�
H[SOLFLWO\�SUHVFULEHV�WKHLU�DEVWUDFW�UROHV�LQ�D�V\VWHP��

LLL��5HXVDELOLW\�� ,W�VKRXOG�EH�SRVVLEOH� WR�UHXVH�FRPSRQHQWV��FRQQHFWRUV��DQG�
DUFKLWHFWXUDO�SDWWHUQV�LQ�GLIIHUHQW�DUFKLWHFWXUDO�GHVFULSWLRQV��HYHQ�LI� WKH\�
ZHUH�GHYHORSHG�RXWVLGH�WKH�FRQWH[W�RI�WKH�DUFKLWHFWXUDO�V\VWHP��

LY�� &RQILJXUDWLRQ��$UFKLWHFWXUDO�GHVFULSWLRQV�VKRXOG�ORFDOL]H�WKH�GHVFULSWLRQ�
RI�V\VWHP�VWUXFWXUH��LQGHSHQGHQWO\�RI�WKH�HOHPHQWV�EHLQJ�VWUXFWXUHG��7KH\�
VKRXOG�DOVR�VXSSRUW�G\QDPLF�UHFRQILJXUDWLRQ��

Y�� +HWHURJHQHLW\��,W�VKRXOG�EH�SRVVLEOH�WR�FRPELQH�PXOWLSOH��KHWHURJHQHRXV�
DUFKLWHFWXUDO�GHVFULSWLRQV��

YL�� $QDO\VLV�� ,W� VKRXOG� EH� SRVVLEOH� WR� SHUIRUP� ULFK� DQG� YDULHG� DQDO\VLV� RI�
DUFKLWHFWXUDO�GHVFULSWLRQV��

7KHUH�DUH� D�QXPEHU�RI�$UFKLWHFWXUH�'HVFULSWLRQ�/DQJXDJHV��0RVW�FRPPRQ�
$'/V�DPRQJ�WKHVH�DUH�:ULJKW�>�������@��5DSLGH�>�����@��8QL&RQ�>��@���

,Q�:ULJKW�D�FRPSRQHQW�W\SH�LV�GHVFULEHG�DV�D�VHW�RI�SRUWV�DQG�D�FRPSXWDWLRQ�
that specifies the component’ s abstract behavior. Each port defines a logical point 

RI�LQWHUDFWLRQ�EHWZHHQ�FRPSRQHQW�DQG�LWV�HQYLURQPHQW��3RUWV�DOORZ�D�FRPSRQHQW�WR�
GHILQH�PXOWLSOH�LQWHUIDFHV�WR�RWKHU�SDUWV�RI�D�V\VWHP���

$�FRQQHFWRU��W\SH�LV�GHILQHG�E\�D�VHW�RI��UROHV�DQG�D�JOXH�VSHFLILFDWLRQ��7KH�
UROHV�GHVFULEH�WKH�H[SHFWHG�ORFDO�EHKDYLRU�RI�HDFK�RI�WKH�LQWHUHVWLQJ�SDUWLHV��7KDW�
LV�� WKH\�DFW�DV�D�VSHFLILFDWLRQ� WKDW�GHWHUPLQHV� WKH�REOLJDWLRQV�RI�HDFK�FRPSRQHQW�
SDUWLFLSDWLQJ� LQ� WKH� LQWHUDFWLRQ�� )RU� H[DPSOH�� )LJXUH� ���� VKRZV� D� VLPSOH� FOLHQW�
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server specification. There are two components, namely ‘client’  and ‘server’ . Each 

KDV� D� VLQJOH� SRUW� �EXW�PLJKW� KDYH�PDQ\���&�6�FRQQHFWRU� KDV� D� FOLHQW� UROH� DQG� D�
server role. The client role might describe the client’ s behavior as a sequence of 

DOWHUQDWLQJ� UHTXHVWV� IRU� VHUYLFH�DQG� UHFHLSWV�RI� WKH� UHVXOWV��7KH�VHUYHU�UROH�PLJKW�
describe the server’ s behavior as the alternate handlLQJ�RI�UHTXHVWV�DQG�UHWXUQ�RI�
UHVXOWV��7KH�JOXH�VSHFLILFDWLRQ�GHVFULEHV�KRZ�WKH�DFWLYLWLHV�RI�WKH�FOLHQW�DQG�VHUYHU�
UROHV�DUH�FRRUGLQDWHG��H�J���LW�ZRXOG�VD\�WKDW�WKH�DFWLYLWLHV�PXVW�EH�VHTXHQFHG�LQ�D�
FHUWDLQ�RUGHU��WKH�FOLHQW�UHTXHVWV�VHUYLFH��WKH�VHUYHU�KDQGOHV�WKH�UHTXHVW��WKH�VHUYHU�
SURYLGHV� WKH� UHVXOW�� WKH� FOLHQW� JHWV� WKH� UHVXOW�� 7KH� VHFRQG� SDUW� RI� WKH� V\VWHP�
GHILQLWLRQ�LV�D�VHW�RI�FRPSRQHQW�DQG�FRQQHFWRU�LQVWDQFHV��,Q�WKH�WKLUG�SDUW��QDPHO\�
WKH� $WWDFKPHQWV� SDUW�� LW� LV� JLYHQ� KRZ� FRQQHFWRU� DQG� FRPSRQHQW� LQVWDQFHV� DUH�
FRPELQHG��

�
6\VWHP�6LPSOH([DPSOH�
� &RPSRQHQW�6HUYHU� �
� � 3RUW�SURYLGH�>SURYLGH�SURWRFRO@�
� � 6SHF��>6HUYHU�VSHFLILFDWLRQ@�
� &RPSRQHQW�&OLHQW� �
� � 3RUW�UHTXHVW�>UHTXHVW�SURWRFRO@�
� � 6SHF� >FOLHQW�VSHFLILFDWLRQ@�
� &RQQHFWRU�&�6�FRQQHFWRU� �
� � 5ROH�FOLHQW�>FOLHQW�SURWRFRO@�
� � 5ROH�VHUYHU�>VHUYHU�SURWRFRO@�
� � *OXH�>JOXH�SURWRFRO@�
���,QVWDQFHV�
� ��6��6HUYHU�
� ��&��&OLHQW�
� &6��&�6�&RQQHFWRU�
��$WWDFKPHQWV�
� �6�SURYLGH�DV�&6�VHUYHU�
� �&�UHTXHVW�DV�&6�FOLHQW�
HQG�6LPSOH([DPSOH�

�)LJXUH������$�VLPSOH�:ULJKW�FRQILJXUDWLRQ��&OLHQW�6HUYHU�6\VWHP�>�@�
�
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,Q� RUGHU� WR� GHVFULEH� D� FRPSOHWH� V\VWHP� DUFKLWHFWXUH�� WKH� FRPSRQHQWV� DQG�
FRQQHFWRUV� RI� D� :ULJKW� GHVFULSWLRQ� PXVW� EH� FRPELQHG� LQWR� D� FRQILJXUDWLRQ�� $�
FRQILJXUDWLRQ�LV�D�FROOHFWLRQ�RI�FRPSRQHQW�LQVWDQFHV�FRPELQHG�YLD�FRQQHFWRUV��,I�
DQ� DUFKLWHFW� LV� GHDOLQJ� ZLWK� D� VLQJOH� V\VWHP�� �V�KH� LQWURGXFHV� FRPSRQHQW� DQG�
FRQQHFWRU� W\SHV� DQG� WKHQ� XVHV� WKHVH� WR� FUHDWH� LQVWDQFHV� RI� FRPSRQHQWV� DQG�
FRQQHFWRUV��7KHQ�� WRSRORJ\�RI� WKH�FRQILJXUDWLRQ� LV�VSHFLILHG� WKURXJK�DWWDFKPHQWV�
RI� SRUWV� WR� UROHV�� 2IWHQ�� KRZHYHU�� DQ� DUFKLWHFW� LV� FRQFHUQHG� QRW� ZLWK� D� VLQJOH�
V\VWHP� LQ� LVRODWLRQ�� EXW� UDWKHU� ZLWK� D� V\VWHP� LQ� WKH� FRQWH[W� RI� HQWLUH� IDPLO\� RI�
V\VWHPV��6R��KH�VHHNV�QRW�PHUHO\�WR�GHYHORS�DQ�DUELWUDU\�DUFKLWHFWXUH��EXW�WR�VHOHFW�
WKDW� DUFKLWHFWXUH� IURP� D� SDUWLFXODU� VW\OH�� L�H�� D� IDPLO\� RI� DUFKLWHFWXUHV�� $� VW\OH�
GHILQHV�D�VHW�RI�SURSHUWLHV�WKDW�DUH�VKDUHG�E\�WKH�FRQILJXUDWLRQV�WKDW�DUH�PHPEHUV�
RI�WKH�VW\OH��7KHVH�SURSHUWLHV�FDQ�LQFOXGH�D�FRPPRQ�YRFDEXODU\�DQG�UHVWULFWLRQV�RQ�
WKH�ZD\V�WKLV�YRFDEXODU\�FDQ�EH�XVHG�LQ�FRQILJXUDWLRQV���

,Q� :ULJKW�� D� FRPPRQ� YRFDEXODU\� LV� LQWURGXFHG� E\� GHFODULQJ� D� VHW� RI�
FRPSRQHQW�DQG�FRQQHFWRU�W\SHV��XVLQJ�WKH�GHFODUDWLRQ�FRQVWUXFWV�LQWURGXFHG�DERYH�
IRU� LQVWDQFH� GHVFULSWLRQV�� 7KH� SLSH�ILOWHU� VW\OH�� IRU� H[DPSOH�� ZRXOG� LQFOXGH� D�
GHFODUDWLRQ�RI�FRQQHFWRU�W\SH�3LSH��7KHQ��ZKHQ�D�FRQILJXUDWLRQ�LV�GHFODUHG�LQ�WKH�
SLSH�ILOWHU�VW\OH��SLSHV�DUH�DXWRPDWLFDOO\�DYDLODEOH�IRU�XVH��

$� :ULJKW� VW\OH� FRQWDLQV� FRPPRQ� YRFDEXODU\� DQG� UHVWULFWLRQV�� )LJXUH� ����
VKRZV�D�VLPSOH�SLSH�ILOWHU�VW\OH�VSHFLILFDWLRQ��

,Q�WKH�H[DPSOH�JLYHQ�LQ�)LJXUH������3LSH�LV�D�FRQQHFWRU�W\SH�WKDW�LV�D�FRPPRQ�
YRFDEXODU\� XVHG� LQ� D� IDPLO\� RI� V\VWHP�XVLQJ� WKDW� VW\OH��6LPLODUO\��'DWD,QSXW� DQG�
'DWD2XWSXW�DUH�LQWHUIDFH�W\SHV�WKDW�DUH�DYDLODEOH�IRU�XVH�LQ�WKLV�IDPLO\�RI�V\VWHPV���

,Q� RUGHU� WR� VSHFLI\� UHVWULFWLRQV� IRU� D� IDPLO\� RI� V\VWHPV�� D� :ULJKW� VW\OH�
GHVFULSWLRQ�PD\�GHFODUH�SURSHUWLHV�WKDW�PXVW�EH�REH\HG�E\�DQ\�FRQILJXUDWLRQ�LQ�WKH�
VW\OH��)RU�H[DPSOH��WKH�ILUVW�SUHGLFDWH�JLYHQ�LQ�WKH�H[DPSOH�DERYH�LQGLFDWHV�WKDW�DOO�
FRQQHFWRUV�PXVW�EH�SLSHV��7KH�VHFRQG�SUHGLFDWH�VD\V�WKDW�WKH�VW\OH�ZRXOG�UHTXLUH�
that all components in the system use only ‘DataInput’ and ‘DataOutput’�SRUWV��(DFK�
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RI�WKH�FRQVWUDLQWV�GHFODUHG�E\�D�VW\OH�UHSUHVHQWV�D�SUHGLFDWH�WKDW�PXVW�EH�VDWLVILHG�
E\�DQ\�FRQILJXUDWLRQ�GHFODUHG�WR�EH�D�PHPEHU�RI�WKH�VW\OH��

�
�

�
������6W\OH�3LSH�)LOWHU�

� &RQQHFWRU�3LSH�
������5ROH�6RXUFH� �ZULWH�[�→�6RXUFH���FORVH�→�§ �

����������������������������>GHOLYHU�GDWD�UHSHDWHGO\��VLJQDOLQJ�WHUPLQDWLRQ�E\�FORVH@�
� 5ROH�6LQN� �UHDG"[�→�6LQN�
�FORVH�→�§�
����������������������������>UHDG�GDWD�UHSHDWHGO\��FORVLQJ�DW�RU�EHIRUH�HQG�RI�GDWD@�
������*OXH� ��6RXUFH�ZULWH�[��→�6LQN�UHDG"[��→�*OXH��
���������������
���6RXUFH�FORVH��→�6LQN�FORVH�→�§)���
������������������>6LQN�ZLOO�UHFHLYH�GDWD�LQ�VDPH�RUGHU�GHOLYHUHG�E\�6RXUFH@��
������,QWHUIDFH�7\SH�'DWD,QSXW �UHDG�→��
������������������������GDWD"[�→�'DWD,QSXW�
�HQG�RI�GDWD�→�FORVH�→�§))  ���FORVH→§)�

� ������������>UHDG�GDWD�UHSHDWHGO\��FORVLQJ�WKH�SRUW�DW�RU�EHIRUH�HQG�RI�GDWD@�
� ,QWHUIDFH�7\SH�'DWD2XWSXW �ZULWH�[�→�'DWD2XWSXW�����FORVH�→�§)�

�����������������>ZULWH�GDWD�UHSHDWHGO\��FORVLQJ�WKH�SRUW�WR�VLJQDO��HQG�RI�GDWD@�
� &RQVWUDLQWV�
�����������∀F���&RQQHFWRUV�•�7\SH�F�� �3LSH�
�������∧∀F���&RPSRQHQWV��S�3RUW_S�∈�3RUWV�F��•�7\SH�S�� �'DWD,QSXW��∨��

��������������������������������������������������������������������������������������7\SH�S� 'DWD2XWSXW�
(QG�6W\OH�

�

)LJXUH������7KH�SLSH�ILOWHU�6W\OH�>�@�

�
$� FULWLFDO� LVVXH� IRU� FRPSOH[� FRPSRQHQW�EDVHG� V\VWHPV� GHVLJQ� LV� WKH�

PRGHOOLQJ� DQG� DQDO\VLV� RI� WKH� DUFKLWHFWXUH�� 2QH� RI� WKH� FRPSOLFDWLQJ� IDFWRUV� LQ�
GHYHORSLQJ� DUFKLWHFWXUDO� PRGHOV� LV� DFFRXQWLQJ� IRU� V\VWHPV� ZKRVH� DUFKLWHFWXUH�
FKDQJHV� G\QDPLFDOO\� >���@�� 7KLV� LV� EHFDXVH� G\QDPLF� FKDQJHV� WR� DUFKLWHFWXUDO�
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VWUXFWXUH�PD\� LQWHUDFW� LQ�VXEWOH�ZD\V�ZLWK�RQ�JRLQJ�FRPSXWDWLRQV�RI� WKH�V\VWHP��
$OOHQ� HW� DO�� >�@� SURYLGH� D�PRGHOOLQJ� DSSURDFK� WKDW� DFFRXQWV� IRU� WKH� LQWHUDFWLRQV�
EHWZHHQ� DUFKLWHFWXUDO� UHFRQILJXUDWLRQ� DQG� QRQ�UHFRQILJXUDWLRQ� V\VWHP�
IXQFWLRQDOLW\�� ZKLOH� PDLQWDLQLQJ� D� VHSHUDWLRQ� RI� FRQFHUQV� EHWZHHQ� WKHVH� WZR�
DVSHFWV�RI�D�V\VWHP���

,Q� G\QDPLF� DUFKLWHFWXUHV� ZKLFK� DUH� WKH� V\VWHPV� ZKRVH� FRPSRVLWLRQV� RI�
LQWHUDFWLQJ� FRPSRQHQWV� FKDQJH� GXULQJ� D� VLQJOH� FRPSXWDWLRQ�� WKH� V\VWHP� VKRXOG�
DOORZ�UHFRQILJXUDWLRQ�ZLWK�WKH�JXDUDQWHH�WKDW�UHFRQILJXUDWLRQV�RFFXU�RQO\�DW�SRLQWV�
LQ� WKH� FRPSXWDWLRQ� SHUPLWWHG� E\� WKH� SDUWLFLSDWLQJ� FRPSRQHQWV� DQG� FRQQHFWRUV�
�FRQIRUPDQFH���$OVR�ZKHQHYHU�D�QHZ�FRQQHFWLRQ�LV�HVWDEOLVKHG��WKH�SDUWLFLSDWLQJ�
FRPSRQHQWV�PXVW� H[LVW� DW� WKH�PRPHQW� RI� DWWDFKPHQW� �FRPPXQLFDWLRQ� LQWHJULW\���
$OOHQ� SURSRVHG� WZR� VROXWLRQV� WR� DOORZ� G\QDPLF� EHKDYLRU� RI� FRPSRQHQW�EDVHG�
V\VWHPV�� ,Q� ERWK� FDVHV�� KH� H[WHQGHG� :ULJKW� $'/� WR� SHUIRUP� QHFHVVDU\�
GHVFULSWLRQV��+LV� IRFXV� LV� RQ� UHFRQILJXUDWLRQ� RI� WKH� V\VWHP� VXFK� WKDW� LI� D� VHUYHU�
IDLOV��WKH�FOLHQW�LV�GLUHFWHG�WR�D�EDFNXS�VHUYHU�LQ�D�W\SLFDO�FOLHQW�VHUYHU�V\VWHP��,Q�
WKH�ILUVW�DSSURDFK��DOO�FOLHQWV�DUH�GHVFULEHG�WR�EH�FRQQHFWHG�WR�DOO�VHUYHUV��7KH\�XVH�
RQO\�RQH�VHUYHU�DW�D�WLPH�DQG�DOO�VSHFLILFDWLRQV�DUH�GHVFULEHG�LQVLGH�WKH�FRPSRQHQW��
,W�DFWXDOO\�VLPXODWHV�WKH�G\QDPLVP�LQVLGH�VWDWLF�WRSRORJ\��7KH�GLVDGYDQWDJH�LQ�WKLV�
ZD\�LV�WKDW�GLVWULEXWLRQ�RI�WKH�FRQILJXUDWLRQ�VWDWH�DQG�UHFRQILJXUDWLRQ�DFWLRQV�LQ�WKH�
FRPSRQHQWV�PDNHV�WKH�PRGLILFDWLRQV�RI�WKH�V\VWHP�GLIILFXOW��7KH�VHFRQG�DSSURDFK�
SURYLGHV� FRQVWUXFWV� WR� GHVFULEH� G\QDPLFV� RI� WKH� V\VWHP� H[SOLFLWHO\�� 5DWKHU� WKDQ�
XVLQJ� D� IL[HG� WRSRORJ\� RI� WZR� VHUYHUV� DQG� KLGLQJ� WKH� FKDQJHV� LQVLGH� WKH�
FRPSRQHQW��LW�XVHV�WZR��RU�DV�PDQ\�DV�QHHGHG��FRQILJXUDWLRQV��,W�LV�WKH�FRQQHFWRUV�
WKDW�DOWHUQDWH�EHWZHHQ�WKH�VHUYHUV�WKDW�QHHG�WR�EH�FRQQHFWHG�WR�WKH�FOLHQW�XVLQJ�WKH�
FRQWURO� HYHQWV� LQWURGXFHG� LQWR� D component’ s port descriptions. A FRQILJXURU� LV�
UHVSRQVLEOH� IRU� DFKLHYLQJ� WKH� FKDQJHV� WR� WKH� DUFKLWHFWXUDO� WRSRORJ\� XVLQJ� WKHVH�
FRQWURO� HYHQWV�� 7KH� FRQILJXURU� GHVFULEHV� DOO� SRWHQWLDO� FRQILJXUDWLRQV� �D� VHW� RI�
FRPSRQHQW�DQG�FRQQHFWRU�W\SHV�D�FRQILJXUDWLRQ�FDQ�XVH�DQG�WKH�FRQVWUDLQWV�LW�PXVW�
VDWLVI\���,W�LV�DVVXPHG�WKDW�WKHUH�DUH�ILQLWH�QXPEHU�RI�FRQILJXUDWLRQV��
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����6HFXULW\�&RQFHUQV�LQ�$UFKLWHFWXUHV�
+DYLQJ� RYHUYLHZHG� VRPH� UHODWHG� UHVHDUFK� RQ� DUFKLWHFWXUDO� FRQFHSWV�� WKH�

IROORZLQJ�LV�WKH�RYHUYLHZ�RI�UHFHQW�VWXGLHV�WKDW�DGGUHVV�VHFXULW\�LVVXHV�DV�D�SDUW�RI��
DUFKLWHFWXUDO�GHVFULSWLRQV��

2QH�RI�WKHVH�VWXGLHV�LV�GRQH�E\�-HQVHQ�>��@��+H�SURSRVHV�D�SURWHFWLRQ�PRGHO�
EDVHG�RQ�VRIWZDUH�DUFKLWHFWXUHV��ZKHUH�VHFXULW\�SROLF\�LV�SURJUDPPHG�VHSDUHWHO\�
IURP� WKH� DSSOLFDWLRQ� FRGH�� +H� H[DPLQHV� KRZ� FRPSRVLQJ� DSSOLFDWLRQV� DIIHFWV�
VHFXULW\��6LQFH�VHFXULW\�SUREOHPV�LQ�GLVWULEXWHG��DSSOLFDWLRQV�DUH�VXSHUVHW�RI�WKRVH�
HQFRXQWHUHG� LQ� FHQWUDOL]HG� V\VWHP�� KH� IRFXVHV� RQ� DSSOLFDWLRQV� LQ� GLVWULEXWHG�
V\VWHPV��+H�GHILQHV� WZR� WHUPV�XVHG� LQ� FRPSXWHU� VHFXULW\��D� VXEMHFW�ZKLFK� LV� DQ�
DFWLYH� HQWLW\� �D� XVHU� RU� D� UXQQLQJ� SURFHVV�� WKDW� FRQVXPHV� UHVRXUFHV� DQG�
PDQLSXODWHV�SDVVLYH�REMHFWV�LQ�WKH�V\VWHP��7KH�RWKHU�WHUP�LV�DQ�REMHFW�ZKLFK�LV�D�
SDVVLYH� HQWLW\� �H�J�� H[WHUQDO� GHYLFH�� RU� LQIRUPDWLRQ� � �H�J�� VWRUHG� LQ� D� ILOH�� LQ� WKH�
V\VWHP��,Q�JHQHUDO��FRPSRQHQWV�PXVW�WUXVW�HDFK�RWKHU�WR�D�FHUWDLQ�GHJUHH��EXW�WKHUH�
LV�QR�JHQHUDO�WUXVW�LQ�WKH�PDFKLQHV�DQG�FRPPXQLFDWLRQ�FKDQQHOV��WKDW�PDNH�XS�WKH�
GLVWULEXWHG�V\VWHP���

7KUHDWV�WR�DQ�DSSOLFDWLRQ�FDQ�EH�GLUHFWHG�WR�WKH�FRPSRQHQWV��WKH�FRQQHFWRUV�
RU�WKH�FRQILJXUDWLRQ�DV�D�ZKROH��&RPSRQHQW�WKUHDWV�PD\�EH�HLWKHU�WKH�IDLOXUH�RI�D�
FRPSRQHQW� RU� DQ� DGYHUVDU\� FDQ� VXEVWLWXWH� D� WURMDQ� KRUVH� LQ� SODFH� RI� D� YDOLG�
FRPSRQHQW�� 7KH� ZRUN� GRQH� LQ� WKLV� VWXG\� FRQVLGHUV� VWDWLF� FRQILJXUDWLRQ� RI� WKH�
DSSOLFDWLRQ�� 5HFRQILJXUDWLRQ� RI� D� UXQQLQJ� DSSOLFDWLRQ� UHTXLUHV� D� PHFKDQLVP� WR�
G\QDPLFDOO\� DGG�� UHSODFH� DQG� UHWLUH� FRPSRQHQWV�� 7KLV� FRQILJXUDWLRQ�PHFKDQLVP�
LWVHOI�PD\�EH�WKH�WDUJHW�RI�DQ�DGYHUVDU\�WKDW�FDQ�UHSODFH�D�FRPSRQHQW�ZLWK�D�7URMDQ�
KRUVH��6R�G\QDPLF��UHFRQILJXUDWLRQ�LV�QRW�FRQVLGHUHG��

,Q�WKHLU�VHFXUH�VRIWZDUH�DUFKLWHFWXUH�PRGHO��WKH\�SURSRVH�WR�DVVRFLDWH�D�VHW�RI�
DFFHVV� ULJKWV�ZLWK�HDFK�FRPSRQHQW� LQ� D�SDUWLFXODU� DSSOLFDWLRQ��7KH� VHW�RI� DFFHVV�
ULJKWV�LV�FDOOHG�D�SURWHFWLRQ�GRPDLQ�DQG�LW�LV�UHTXLUHG�WKDW�WKH�FRPSRQHQWV�H[HFXWH�
LQ� D� SDUWLFXODU� SURWHFWLRQ� GRPDLQ�� 7KH� SURWHFWLRQ� GRPDLQ� LV� XVHG� WR� LPSOHPHQW�
LVRODWLRQ� RI� WKH� FRPSRQHQWV�� )XUWKHU� DFFHVV� ULJKWV� FDQ� EH� WUDQVIHUUHG� WR� WKH�
SURWHFWLRQ�GRPDLQ�DORQJ�ZLWK�UHIHUHQFHV�WR�VKDUHG�REMHFWV��IROORZLQJ�WKH�“ QHHG�WR�
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NQRZ�SULQFLSOH” . The ability to dynamically transfer access rights to a protection 

GRPDLQ�DOORZV�WR�OLPLW�WKH�LQLWLDO�DFFHVV�ULJKWV�RI�D�SURWHFWLRQ�WR�D�VWULFW�PLQLPXP��
7KLV� WUDQVIHU� RI� DFFHVV� ULJKWV� VKRXOG� EH� LPSOHPHQWHG� LQ� WKH� FRQQHFWRU�� ZKLFK�
KDQGOHV�WKH�WUDQVIHU�RI�SDUDPHWHUV�EHWZHHQ�WKH�SURWHFWLRQ�GRPDLQV��7KH�FRQQHFWRU�
FDQ� DOVR� EH� XVHG� WR� DXWKHQWLFDWH� WKH� LGHQWLW\� RI� FRPSRQHQWV� DQG� WUDQVSDUHQWO\�
HQFU\SW�FRPPXQLFDWLRQ��OLNH�66/��EHWZHHQ�FRPSRQHQWV�RQ�GLIIHUHQW�PDFKLQHV�LQ�
WKH�QHWZRUN��7KH�FRQILJXUDWLRQ�LGHQWLILHV�WKH�FRPSRQHQWV�XVHG�LQ�WKH�DSSOLFDWLRQ�
DQG� WKH�FRQQHFWRUV�QHHGHG�WR�HVWDEOLVK� WKH�SURSHU� LQWHU�RSHUDWLRQV�EHWZHHQ�WKHVH�
FRPSRQHQWV��7KH�FRQILJXUDWLRQ�PXVW�DOVR�VSHFLI\�WKH�SURWHFWLRQ�GRPDLQ�DVVRFLDWHG�
ZLWK�HDFK�FRPSRQHQW�LQ�WKDW�DSSOLFDWLRQ��

7KH�VHFXULW\�SROLF\�RI�WKH�DSSOLFDWLRQ�LV�SULPDULO\�H[SUHVVHG�DW�WKH�FRQQHFWRU�
OHYHO��&RQQHFWRUV�DUH�RIWHQ�JHQHUDWHG�DXWRPDWLFDOO\�IURP�WKH�VSHFLILFDWLRQ��HLWKHU�
JUDSKLFDOO\� RU� LQ� VRPH� VSHFLILFDWLRQ� ODQJXDJH��� WKDW� LV� FRPSLOHG� LQWR� D� IRUP�
VXLWDEOH�IRU�WKH�XQGHUO\LQJ�UXQWLPH�VXSSRUW�ZKHQ�WKH�FRQILJXUDWLRQ�LV�LQVWDQWLDWHG��
/LWWOH�ZRUN�KDV�EHHQ�GRQH� WR�VWDQGDUGL]H� WKH�VSHFLILFDWLRQ�RI�FRQQHFWRUV�DQG�WKH�
LQVWDQWLDWLRQ�RI�VRIWZDUH�DUFKLWHFWXUHV��6HFXUH�FRQQHFWRUV�DUH�VSHFLDOL]HG�YHUVLRQV�
RI�WKH�FRQQHFWRUV�DYDLODEOH�LQ�WKH�V\VWHP��6R�WKH\�FDQ�EH�VSHFLILHG�LQ�D�ZD\�WKDW�LV�
VLPLODU� WR� WKH�RUGLQDU\�FRQQHFWRUV��6HSDUDWLRQ�RI�VHFXULW\�VSHFLILFDWLRQV�IURP�WKH�
DOJRULWKPLFV� RI� WKH� DSSOLFDWLRQ� IDFLOLWDWHV� UHXVH� RI� VRIWZDUH� FRPSRQHQWV� LQ�
GLIIHUHQW�VHFXULW\�FRQWH[WV��

%LGDQ� DQG� ,VVDUQ\� >��@� GHVFULEHG� DQ� DSSURDFK� WR� VSHFLI\� DQG� FRPSRVH�
VHFXULW\� UHTXLUHPHQWV� RI� WKH� VRIWZDUH� V\VWHPV�� :LWK� D� FRQILJXUDWLRQ�EDVHG�
HQYLURQPHQW�� FDOOHG�$67(5�� WKHLU� DSSURDFK� SURYLGHV� D� IUDPHZRUN� HQDEOLQJ� WKH�
DSSOLFDWLRQ�GHYHORSHUV��H�J��VHFXULW\�PDQDJHUV��WR�VSHFLI\�VHFXULW\�UHTXLUHPHQWV�RI�
WKHLU� VRIWZDUH� FRPSRQHQWV�� ,Q� WKHLU� DSSURDFK�� HDFK� FRPSRQHQW� VSHFLILHV� WKHLU�
VHFXULW\� UHODWHG� UHTXLUHPHQWV� DQG� FRQVWUDLQWV�� 7KH� DSSOLFDWLRQ� GHYHORSHU�� ZKLOH�
EXLOGLQJ� FRQQHFWRUV�� FXVWRPL]HV� FRQQHFWRUV� WR� SURYLGH� WKH� UHTXLUHPHQWV� RI�
SDUWLFLSDWLQJ� FRPSRQHQWV�� ,Q� RUGHU� WR� DFKLHYH� WKH� FXVWRPL]HG� FRQQHFWRU� WR�PHHW�
VHFXULW\�UHODWHG�LVVXHV��WKH�GHYHORSHG�HQYLURQPHQW�SURYLGHV�VHFXULW\�SURSHUWLHV�IRU�
HQFU\SWLRQ�� DXWKHQWLFDWLRQ� DQG� DFFHVV� FRQWURO� WRJHWKHU� ZLWK� WKH� UHDVRQLQJ� DERXW�
WKHVH�VSHFLILFDWLRQV�WR�FRPSRVH�DQG�FRPSDUH�WKHP���
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6�� 6FKQHLGHU� >��@� GHVFULEHG� VHFXULW\� SURSHUWLHV� DV� &63� �&RPPXQLFDWLQJ�
6HTXHQWLDO� 3URFHVVHV�� >�����������@� VSHFLILFDWLRQV�� 6HFXULW\� SURSHUWLHV� VXFK� DV�
FRQILGHQWLDOLW\� DQG� DXWKHQWLFLW\� PD\� EH� FRQVLGHUHG� LQ� WHUPV� RI� WKH� IORZ� RI�
PHVVDJHV�ZLWKLQ� D� QHWZRUN��+H� FODLPV� WKDW� XVH� RI� SURFHVV� DOJHEUD� VXFK� DV�&63�
VHHPV� DSSURSULDWH� WR� GHVFULEH� DQG� DQDO\]H� WKHP�� ,Q� KLV� VWXG\�� KH� H[SORUHV� KRZ�
VHFXULW\�PHFKDQLVPV�PD\�EH�FDSWXUHG�� DQG�KRZ�SDUWLFXODU�SURWRFROV�GHVLJQHG� WR�
SURYLGH�WKHVH�SURSHUWLHV�PD\�EH�DQDO\]HG�ZLWKLQ�WKH�&63�IUDPHZRUN�LQ�WKHRUHWLFDO�
EDVLV��

��'��.ÕUOÕ�>��@�SURSRVHV�D�W\SH�EDVHG�DSSURDFK�LQ�PRELOH�V\VWHPV�WR�SUHYHQW�
KLJK� VHQVLWLYLW\� GDWD� OHDNDJH�� 7KH\� IRFXV� RQ� WKH� SUREOHP� RI� SURYLGLQJ� VHFUHF\�
ZLWKLQ�WKH�IUDPHZRUN�RI�D�KLJK�RUGHU�PRELOH�FRGH�ODQJXDJH�FDOOHG�0RELOH�λ�ZLWK�
LWV� URRWV� LQ� ODQJXDJHV� VXFK� DV� &RQFXUUHQW� 0/� DQG� )DFLOH�� ,Q� WKHLU� ZRUN�� DQ�
DSSURSULDWH�QRWLRQ�RI�VHFUHF\�IRU�0RELOH�λ��IRFXVLQJ�RQ�LQIRUPDWLRQ�IORZ�DVSHFWV�
UDWKHU� WKDQ� DFFHVV� FRQWURO�� LV� GLVFXVVHG�� )ROORZLQJ� WKH� W\SH�EDVHG� DSSURDFK� WR�
VHFXULW\�� WKH\�SURSRVH� D� W\SH� V\VWHP� WR�HQIRUFH� WKLV�SURSHUW\��7KHLU� W\SH� V\VWHP�
YLHZV� W\SHV�DV� D�SDLU� FRQVLVWLQJ�RI� WZR�FRPSRQHQWV��D� UDZ� W\SH�τ� DQG�D�VHFUHF\�
ODEHO�A��5DZ�W\SHV�FODVVLI\�YDOXHV�LQ�WKH�FRQYHQWLRQDO�VHQVH�ZKHUHDV�VHFUHF\�ODEHOV�
DVVRFLDWH� ZLWK� WKHP� D� SDUWLFXODU� VHFUHF\� OHYHO�� 7KH� VHFUHF\� ODEHOV� FDQ� EH�
FRQVLGHUHG�DV�HOHPHQWV�RI�D�ODWWLFH�ZLWK�WKH�OHDVW�HOHPHQW�/��ORZ�VHQVLWLYLW\��DQG�
WKH�JUHDWHVW�HOHPHQW�+��KLJK�VHQVLWLYLW\��ZKHUH�RUGHULQJ�LV�GHQRWHG�E\�WKH�V\PERO�
≤��VR�WKDW�/�≤�+���

&RPSRQHQW� WHFKQRORJ\� LV� FXUUHQWO\� D� JURZLQJ� DSSURDFK� LQ� GHYHORSLQJ�
LQIRUPDWLRQ� V\VWHPV�� 6RIWZDUH� FRPSRQHQWV� DUH� UHXVDEOH� EXLOGLQJ� EORFNV� IRU�
FRQVWUXFWLQJ�VRIWZDUH�V\VWHPV��5D\LV�>��@�SUHVHQWHG�DQ�DSSURDFK�WR�XVH�FRPSRQHQW�
WHFKQRORJ\� WR� DFKLHYH� VHFXULW\�� $� IUDPHZRUN� WKDW� FRQVLVWV� RI� D� FRPSRQHQW�
UHSRVLWRU\��D� VHFXULW\�DUFKLWHFWXUH� WRJHWKHU�ZLWK�D�SURFHVV�PRGHO�LV�SUHVHQWHG�IRU�
WKH�GHYHORSPHQW� RI� VHFXUH� LQIRUPDWLRQ�V\VWHP��$�VHFXULW\�SROLF\� LV� DFKLHYHG�E\�
WKH� XWLOL]DWLRQ� RI� VHFXULW\� VHUYLFHV� DQG� VFHQDULRV� WKURXJK� VRIWZDUH� VHFXULW\�
FRPSRQHQWV��7KH� WZR�PDLQ�DGYDQWDJHV�RI�XVLQJ�FRPSRQHQWV�DQG�VFHQDULRV�ZHUH��
DFKLHYLQJ�UHXVH��DQG�UHGXFLQJ�WKH�WHFKQLFDO�JDS�EHWZHHQ�VRIWZDUH�GHYHORSHUV�DQG�
VHFXULW\�GHYHORSHUV��7KH�OLIHF\FOH�RI�WKH�VHFXULW\�V\VWHP�SURSRVHG�LV�GHVFULEHG�DV��
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�� 3ODQQLQJ�
�� 5HTXLUHPHQWV� $QDO\VLV� DQG� 6SHFLILFDWLRQ� �LQFOXGLQJ� VHFXULW\�

UHTXLUHPHQWV��
�� /RJLFDO�'HVLJQ�
�� 3K\VLFDO�'HVLJQ�
�� &RGLQJ�
�� 7HVWLQJ�IRU�6HFXULW\�
�� &HUWLILFDWLRQ�DQG�$FFUHGLWDWLRQ��
�� 2SHUDWLRQ�DQG�7HVWLQJ�
7KH�SURFHVV�PRGHO�SURSRVHG�E\�5D\LV�>��@�FRQVWLWXWHV�D�&RPSRQHQW�)DFWRU\��

D� 6HFXULW\�&RQVXOWDQW�� D�'RPDLQ�&RQVXOWDQW� DQG� 6RIWZDUH�'HYHORSPHQW�+RXVH��
7KH�&RPSRQHQW�IDFWRU\�EXLOGV�VHFXULW\�FRPSRQHQWV�DV�ZHOO�DV�V\VWHP�FRPSRQHQWV��
7KH� VHFXULW\� FRQVXOWDQW� IRUPV� SULPDU\� VHFXULW\� UHTXLUHPHQWV�� JHQHUDWHV� WKH�
VHFXULW\� SROLF\� DQDO\VLV�� DQG� JHQHUDWHV� VHFXULW\� LPSOHPHQWDWLRQ� SODQ� DQG� VHFXUH�
RSHUDWLRQ� SODQ� PRGHOV�� FRQWDFWV� ZLWK� WKH� GRPDLQ� FRQVXOWDQW� WR� NQRZ� DERXW� WKH�
VRIWZDUH� DUFKLWHFWXUH� DQG� GHYHORSV� 6HFXULW\� $UFKLWHFWXUH� PRGHOV�� 7KHQ� KH�
JHQHUDWHV� WKH� VHFXULW\� 6WUXFWXUDO�PRGHOV��7KHVH�PRGHOV� DUH� IXUWKHU� IRUZDUGHG� WR�
DVVLVW� LQ� WKH� DUFKLWHFWXUDO� GHVLJQ� RI� WKH� VRIWZDUH� DW� WKH� VRIWZDUH� GHYHORSPHQW�
KRXVH��

+DYLQJ�SUHVHQWHG�WKH�OLWHUDWXUH�RQ�VHFXULW\�DQG�VRIWZDUH�DUFKLWHFWXUHV��ZH�VHH�
WKDW� VRIWZDUH� DUFKLWHFWXUH� FDQ� EH� D� JRRG� OHYHO� RI� DEVWUDFWLRQ� WR� GHYHORS� VHFXUH�
VRIWZDUH�V\VWHPV�GXULQJ�WKH�GHVLJQ�SKDVH��0RUH�LQIRUPDWLRQ�RQ�RXU�DSSURDFK�DQG�
KRZ� ZH� UHODWH� WKH� VWXGLHV� RI� VHFXULW\� DQG� VRIWZDUH� DUFKLWHFWXUH� WR� DGGUHVV� WKH�
FRQILGHQWLDOLW\�LQ�D�VRIWZDUH�V\VWHP�DUH�JLYHQ�DW�WKH�EHJLQQLQJ�RI�WKH�QH[W�FKDSWHU��
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������$SSURDFK�
&RQILGHQWLDO�LQIRUPDWLRQ�IORZ�LQ�D�VRIWZDUH�V\VWHP�FRPSRVHG�RI�D�QXPEHU�RI�

LQWHUDFWLQJ� PRGXOHV� UHTXLUHV� DQ� HQG�WR�HQG� EHKDYLRXU� DQDO\VLV�� $Q� HQG�WR�HQG�
EHKDYLRXU� RI� D� FRPSXWLQJ� V\VWHP� UHIOHFWV� WKH� IORZ� RI� LQIRUPDWLRQ� EHWZHHQ�
HQGSRLQWV� LQ� WKH� V\VWHP� >��������������@��7KLV� HQG�WR�HQG� LQIRUPDWLRQ� IORZ�DOVR�
DIIHFWV� WKH� VHFXULW\� UHTXLUHPHQWV� RI� WKH� V\VWHP� WKDW� ZH� UHIHU� WR� DV� HQG�WR�HQG�
VHFXULW\�� 6WDQGDUG� VHFXULW\� PHFKDQLVPV� VXFK� DV� DFFHVV� FRQWURO� �$&/� RU�
FDSDELOLWLHV��� DQG� ILUHZDOOV� SURYLGHG� E\� LQGLYLGXDO� PRGXOHV� �FRPSRQHQWV�� DUH�
LQDGHTXDWH� WR� DVVXUH� HQG�WR�HQG� VHFXULW\� ZKHQ� WKH� V\VWHP� LV� FRPSRVHG� RI� D�
QXPEHU� RI� LQWHUDFWLQJ� PRGXOHV�� $� ILUHZDOO�� IRU� H[DPSOH�� SURWHFWV� FRQILGHQWLDO�
LQIRUPDWLRQ� E\� SUHYHQWLQJ� FRPPXQLFDWLRQ� ZLWK� RXWVLGH� LQ� ERWK� GLUHFWLRQV��
:KHWKHU� WKLV� FRPPXQLFDWLRQ� YLRODWHV� FRQILGHQWLDOLW\� OLHV� RXWVLGH� WKH� VFRSH� RI�
ILUHZDOO�PHFKDQLVP��$FFHVV�FRQWURO��RQ�WKH�RWKHU�KDQG��GRHV�QRW�FRQWURO�KRZ�GDWD�
LV�XVHG�DIWHU��IRU�H[DPSOH��LW� LV�UHDG�IURP�D�ILOH��7R�HQIRUFH�FRQILGHQWLDOLW\�XVLQJ�
WKLV�DFFHVV�FRQWURO�SROLF\��LW�LV�QHFHVVDU\�WR�JUDQW�WKH�ILOH�DFFHVV�SULYLOHJH�RQO\�WR�
SURFHVVHV�WKDW�ZLOO�QRW�LPSURSHUO\�WUDQVPLW�RU�OHDN�WKH�FRQILGHQWLDO�GDWD��+RZHYHU��
DFFHVV� FRQWURO� PHFKDQLVPV� FDQ� QRW� LGHQWLI\� WKHVH� SURFHVVHV�� WKHUHIRUH�� DFFHVV�
FRQWURO��ZKLOH�XVHIXO��FDQ�QRW�VXEVWLWXWH�IRU�LQIRUPDWLRQ�IORZ�FRQWURO���

7KXV��ZH�SURSRVH� WKDW� VRIWZDUH�DUFKLWHFWXUHV�VHHP�XVHIXO�DV�DQ�DEVWUDFWLRQ�
IRU� VWUXFWXULQJ� VHFXUH� V\VWHPV� WKDW� SURYLGH� HQG�WR�HQG�VHFXULW\�� ,Q� D� VRIWZDUH�
V\VWHP�GHVFULEHG�LQ�:ULJKW��WKH�SRUWV�RI�FRPSRQHQW�LQVWDQFHV�FDQ�EH�UHJDUGHG�DV�
WKH�HQGSRLQWV�LQ�D�FRQILJXUDWLRQ���
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,Q� RUGHU� WR� HQKDQFH� WKH� DUFKLWHFWXUDO� GHVFULSWLRQ� RI� D� VRIWZDUH� V\VWHP� WR�
DGGUHVV�HQG�WR�HQG�VHFXULW\�LVVXHV��ZH�H[WHQG�WKH�:ULJKW�$'/��QDPHO\�:ULJKW�F��
E\�ODEHOLQJ�LWV�FRQVWUXFWV�ZLWK�VHQVLWLYLW\�OHYHOV�>��@��7KH�H[WHQGHG�GHVFULSWLRQ�LV�
XVHG�LQ�D�VWDWLF�YHULILFDWLRQ�RI�D�VRIWZDUH�DUFKLWHFWXUH�FRQILJXUDWLRQ�WR�DVVXUH�HQG�
WR�HQG�FRQILGHQWLDOLW\�RI�GDWD�IORZ�E\�DSSO\LQJ�D�GDWD�IORZ�DQDO\VLV�LQ�SRUW�WR�SRUW�
EDVLV���

)LJXUH�����LOOXVWUDWHV�WKH�GDWD�IORZ�GLDJUDP�RI�WKH�VSHFLILFDWLRQ�DQG�WKH�GDWD�
IORZ�DQDO\VLV� LQFOXGHG� LQ� WKH�YHULILFDWLRQ�SURFHVV� WDNLQJ�SODFH�ZLWKLQ�D�VRIWZDUH�
developer’ s organization.�

7KH�YHULILFDWLRQ�SURFHVV�UHTXLUHV�WZR�LQSXWV��DQ�DFFHVV�FRQWURO�ODWWLFH�PRGHO�
WKDW� LQFOXGHV� VHFXULW\� ODEHO� DQG� DXWKRUL]DWLRQ� OHYHO� UHODWLRQV�� DQG� WKH� :ULJKW�F�
GHVFULSWLRQ� RI� WKH� VRIWZDUH� FRQILJXUDWLRQ� WKDW� DOVR� LQFOXGHV� WKH� FRQILGHQWLDOLW\�
DXWKRUL]DWLRQV�LQ�D�VXLWDEOH�IRUPDW�IRU�WKH�SURFHVVLQJ��

7KH�FRQVWUXFWLRQ�RI�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�LV�FDUULHG�RXW�VHSDUDWHO\�
IURP� DUFKLWHFWXUDO� GHVFULSWLRQ� UHJDUGLQJ� WKH� VDIHW\� UHTXLUHPHQWV� WKDW� LQFOXGH�
FRQILGHQWLDOLW\�RI�WKH�LQIRUPDWLRQ�PDQLSXODWHG�E\�WKH�VRIWZDUH���

7KH�$'/� GHVFULSWLRQ� RI� WKH� FRQILJXUDWLRQ�� RQ� WKH� RWKHU� KDQG�� LV� SURGXFHG�
XVLQJ�:ULJKW�F�ODQJXDJH��7KH�ODWWLFH�PRGHO�DQG�WKH�GHVFULSWLRQ�DUH�UHSUHVHQWHG�LQ�
;0/��H;WHQGHG�0HWD�/DQJXDJH��WR�OHYHUDJH�WRRO�VXSSRUW��;0/�VFKHPDV�RI�ERWK�
UHSUHVHQWDWLRQV� DUH� SUHVHQWHG� LQ� $SSHQGL[� '� DQG� $SSHQGL[� (�� $� IURQW�HQG� KDV�
EHHQ�GHYHORSHG�WR�H[WUDFW�WKH�HVVHQWLDO�LQIRUPDWLRQ�IRU�WKH�YHULILFDWLRQ�IURP�WKHVH�
;0/�EDVHG�LQSXWV�>��@���

7KH� YHULILFDWLRQ� SURFHVV� SHUIRUPV� WZR� PDLQ� WDVNV�� D� GDWD� IORZ� DQDO\VLV�
SURFHVV��DQG�DQ�DQRPDO\�DQG�H[FHVV�SULYLOHJH�GHWHFWLRQ�SURFHVVHV��7KH�SURFHVVHV�
RSHUDWH�RQ�WKH�DEVWUDFW�IRUP�RI�WKH�FRQILJXUDWLRQ�ZLWK�UHVSHFW�WR�WKH�ODWWLFH�PRGHO���

:KLOH� SHUIRUPLQJ� WKH� FRQILJXUDWLRQ�ZLGH� GDWD� IORZ� DQDO\VLV� LW� UHOLHV� RQ� D�
&63� �&RPPXQLFDWLQJ� 6HTXHQWLDO� 3URFHVVHV�� $QDO\VHU� ZKLFK� DQDO\]HV� D� &63�
H[SUHVVLRQ�LQ�WHUPV�RI�VHFXULW\�ODEHOV�RI�GDWD�WKDW�LW�LQSXWV�DQG�RXWSXWV�>��@���

�
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)ORZ�
DQRPDO\�
QRWLILFDWLRQ�

⊕� ⊕�

'HVLJQ�
6SHFLILFDWLRQV�6HFXULW\�

6SHFLILFDWLRQV�

)LJXUH������'DWD�IORZ�GLDJUDP�IRU�WKH�VSHFLILFDWLRQ�DQG�RQH�LWHUDWLRQ�RI�
YHULILFDWLRQ�SURFHVV�

([FHVV�
SULYLOHJH�
QRWLILFDWLRQ�

:ULJKW�F�DQG�ODWWLFH�PRGHO��
LQ�DEVWUDFW�IRUP�

/DWWLFH�0RGHO��
;0/�5HSUHVHQWDWLRQ�

�$UFKLWHFWXUH�'HVFULSWLRQ���LQ�:ULJKW�F��
�;0/�5HSUHVHQWDWLRQ��

� )URQW�HQG�
SURFHVVLQJ�

�
9HULILFDWLRQ��

�:ULJKW�F�GHVFULSWLRQ�YV���
ODWWLFH�PRGHO��


�

6XFFHVV�
QRWLILFDWLRQ�

6HFXULW\�5HTXLUHPHQWV�
�&RQILGHQWLDOLW\�DQG�,QWHJULW\�� )XQFWLRQDO�

5HTXLUHPHQWV�

'HYHORSPHQW�
7HDP�

�
'HVLJQ��

$QDO\VLV�6HFXULW\�
7HDP�

'HYHORSPHQW�7HDP�
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� $� &63� H[SUHVVLRQ�PD\� LQYROYH� LQSXW� FKDQQHOV�� VR� WKDW� LQFRPLQJ� GDWD� DUH�
SURFHVVHG� LQ� WKH� H[SUHVVLRQ�� DQG�RXWSXW� FKDQQHOV� WKURXJK�ZKLFK� UHVXOWV� DUH� VHQW�
RXW��7KH�DQDO\]HU�WDNHV�WKH�VHFXULW\�ODEHOV�RI�LQSXW�GDWD��DQG�FRPSXWHV�WKH�SRVVLEOH�
VHFXULW\�ODEHOV�RI�RXWSXW�GDWD�IRU�HDFK�RXWSXW�FKDQQHO���

7KH�YHULILFDWLRQ�SURFHVV�UHSRUWV�WKH�UHVXOW�RI�WKH�DQDO\VLV�ZKHQ�LW�FRPSOHWHV��
7KH�UHSRUW�LQFOXGHV�DQRPDOLHV�ZLWK�UHVSHFW�WR�%/3�SULQFLSOHV��H[FHVV�SULYLOHJHV�RU�
DQ�DQQRXQFHPHQW�IRU�VXFFHVVIXO�YHULILFDWLRQ���

$Q� DQRPDO\� DSSHDUV� ZKHQ� RQH� RU� ERWK� RI� WKH� D[LRPV� RI� %/3� IDLO� WR� EH�
YHULILHG��,I�WKLV�LV�WKH�FDVH��WKH�UHSRUW�LQFOXGHV�ZDUQLQJV�WRJHWKHU�ZLWK�WKH�UHDVRQV�
�LQ�WHUPV�RI�DXWKRUL]DWLRQ�OHYHO�FRQIOLFWV�RI�SRUWV�RI�FRPSRQHQW�LQVWDQFHV����

'HWHUPLQDWLRQ� RI� WKH� H[FHVV� SULYLOHJHV� LV� EDVHG� RQ� WKH� SULQFLSOH� RI� OHDVW�
SULYLOHJH��ZKLFK�KDV�EHHQ�GHVFULEHG�DV�LPSRUWDQW�IRU�PHHWLQJ�VHFXULW\�REMHFWLYHV��
7KH�SULQFLSOH�RI�OHDVW�SULYLOHJH�UHTXLUHV�WKDW�D�VXEMHFW�EH�JLYHQ�QR�PRUH�SULYLOHJH�
WKDQ�QHFHVVDU\�WR�SHUIRUP�D�MRE��(QVXULQJ�OHDVW�SULYLOHJH�UHTXLUHV�LGHQWLI\LQJ�ZKDW�
WKH�VXEMHFW
V�MRE�LV��GHWHUPLQLQJ�WKH�PLQLPXP�VHW�RI�SULYLOHJHV�UHTXLUHG�WR�SHUIRUP�
WKDW�MRE��DQG�UHVWULFWLQJ�WKH�VXEMHFW�WR�D�GRPDLQ�ZLWK�WKRVH�SULYLOHJHV�DQG�QRWKLQJ�
PRUH���

([FHVV� SULYLOHJH� DULVHV� LI� KLJKHU� H[FHVVLYH� DXWKRUL]DWLRQ� LV� DVVLJQHG� WR� DQ�
LQSXW�SRUW�DOWKRXJK�D�ORZHU�RQH�PLJKW�EH�JLYHQ�ZLWKRXW�FDXVLQJ�D�YLRODWLRQ�WR�WKH�
‘simple security property’ , and if lower excessive authorization is assigned to an 

RXWSXW�SRUW�DOWKRXJK�D�KLJKHU�RQH�PLJKW�EH�JLYHQ�ZLWKRXW�FDXVLQJ�D�YLRODWLRQ�WR�WKH�
‘*�property’ . If an anomaly or an excess privilege is included in the report, thHQ��
WKH�GHVFULSWLRQ�RI�WKH�FRQILJXUDWLRQ�LV�VXSSRVHG�WR�EH�UHYLVHG�E\�WKH�GHVLJQ�WHDP�
DQG�UHFKHFNHG�E\�WKH�YHULILFDWLRQ�DOJRULWKP��

7KH� VWXG\� FRQVLGHUV� D� GHVFULSWLRQ� RI� WKH� V\VWHP� XQGHU� FRQVLGHUDWLRQ��
7KHUHIRUH��WKH�YHULILFDWLRQ�RI�FRQILGHQWLDOLW\�GRHV�QRW�LQYROYH�G\QDPLF��UXQ�WLPH��
PRQLWRULQJ� RU� FKHFNLQJ� RI� LQIRUPDWLRQ� IORZ� RU� DFFHVV� FRQWURO�� ,W� YHULILHV�
FRQILGHQWLDOLW\�EHWZHHQ�FRPSRQHQWV�DQG�GDWD� IORZ�DPRQJ�FRQQHFWLRQV�VWDWLFDOO\��
DVVXPLQJ�WUXVWZRUWKLQHVV�RI�FRPSRQHQWV��7UXVWZRUWKLQHVV�RI�D�FRPSRQHQW�LQKHULWV�
WKH�SURSHUWLHV�RI�WKH�WUXVWHG�VXEMHFWV�GHILQHG�LQ�&KDSWHU����DV�D�FRPSRQHQW�FDQ�EH�
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UHJDUGHG�DV�D�VXEMHFW��,W�FDQ�EH�DVVXPHG�WKDW�D�WUXVWHG�FRPSRQHQW�FDQ�SURWHFW�LWV�
GDWD� IURP�RXWVLGH�DWWDFNV�DQG�GRHV�QRW�DOORZ�DQ\� LQIRUPDWLRQ� OHDNDJH��7KH�&63�
DQDO\]HU�UHSRUWV�ZKLFK�FRPSRQHQWV�PXVW�EH�WUXVWZRUWK\��

7KLV�FKDSWHU�LQWURGXFHV�WKH�VSHFLILFDWLRQ�RI�:ULJKW�F�DQG�WKH�DFFHVV�FRQWURO�
ODWWLFH�PRGHO��&KDSWHU���GHVFULEHV�WKH�YHULILFDWLRQ�SURFHVV�DQG�WKH�DOJRULWKPV��7KH�
IURQW�HQG� RI� WKH� YHULILFDWLRQ� SURFHVV� WKDW� LQFOXGHV� WKH� DEVWUDFW� V\QWD[� RI� WKH�
:ULJKW�F� GHVFULSWLRQV� DQG� WKH� PDSSLQJ� IURP� FRQFUHWH� WR� DEVWUDFW� V\QWD[� DUH�
SUHVHQWHG�LQ�&KDSWHU�����
�����:ULJKW�F�

:ULJKW�F�LV�DQ�DUFKLWHFWXUDO�GHVFULSWLRQ�ODQJXDJH�GHYHORSHG�E\�H[WHQGLQJ�WKH�
:ULJKW� WR� DGGUHVV� HQG�WR�HQG� VHFXULW\� LVVXHV�� $V� QRWHG� SUHYLRXVO\�� D� :ULJKW�
V\VWHP� GHVFULSWLRQ� FRQVLVWV� RI� FRPSRQHQWV�� FRQQHFWRUV� DQG� WKHLU� EHKDYLRU�� $�
FRPSRQHQW� KDV� D� QXPEHU� RI� SRUWV� WR� LQWHUDFW�ZLWK� WKH�RXWVLGH�ZRUOG� �ZLWK�RWKHU�
FRPSRQHQWV��� 7KH� LQWHUDFWLRQV� DUH� HVWDEOLVKHG� WKURXJK� FRQQHFWRUV� E\� DWWDFKLQJ�
HDFK�SRUW�WR�D�UROH�WKDW�D�FRQQHFWRU�VXSSOLHV��'DWD�IORZLQJ�WKURXJKRXW�WKH�V\VWHP�
SDVV� WKURXJK� SRUWV� �RU� UROHV� LI� YLHZHG� IURP� WKH� FRQQHFWRU� VLGH��� $� FRPSRQHQW�
RXWSXW� LV� UHDOL]HG� E\�ZULWLQJ� GDWD� WKURXJK� D� SRUW�� 6LPLODUO\�� LQSXWV� DUH� UHFHLYHG�
IURP�WKH�RXWVLGH�RI� WKH�FRPSRQHQW� WKURXJK�SRUWV��$�SRUW� WKDW�H[HFXWHV�DQ�RXWSXW�
�RU�DQ�LQSXW��LV�DFWXDOO\�SHUIRUPLQJ�LW�RQ�EHKDOI�RI�WKH�FRPSRQHQW�ZKLFK�LW�EHORQJV�
WR��7KHUHIRUH��ZH�FODVVLI\� WKH�SRUWV� LQ� WZR��SRVVLEO\�RYHUODSSLQJ�FODVVHV��QDPHO\��
LQSXW�SRUWV��DQG��RXWSXW�SRUWV��DV�GHILQHG�EHORZ��
'HILQLWLRQ��RXWSXW�SRUW���$�SRUW�LV�FDOOHG�DQ�RXWSXW�SRUW��LI�LW�FDQ�VHQG��ZULWH��GDWD�
IURP�WKH�FRPSRQHQW��
'HILQLWLRQ��LQSXW�SRUW���$�SRUW�LV�FDOOHG�DQ�LQSXW�SRUW�LI�LW�FDQ�UHFHLYH��UHDG��GDWD�
LQWR�WKH�FRPSRQHQW��

$�FRPSRQHQW�FDQ�KDYH�PXOWLSOH�SRUWV�IRU�LQSXW�RU�RXWSXW�RSHUDWLRQV��5HFDOO�
WKDW�WKH�%HOO�/D3DGXOD�PRGHO�LV�EDVHG�RQ�WKH�DXWKRUL]DWLRQ�OHYHO��FOHDUDQFH��RI�WKH�
VXEMHFW��ZKLFK�SHUIRUPV�WKHVH�RSHUDWLRQV��/HWWLQJ�WKH�FRPSRQHQW��LQVWDQFH��KDYH�D�
VLQJOH� FOHDUDQFH� ZRXOG� QRW� DOORZ� LW� WR� HQJDJH� LQ� ,�2� RSHUDWLRQV� RQ� GDWD� ZLWK�
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GLIIHUHQW� VHFXULW\� ODEHOV�� $� FRPSRQHQW�� SDUWLFXODUO\� DQ� HQFU\SWLRQ� FRPSRQHQW��
PXVW�EH�DEOH� WR�UHFHLYH�KLJK�ODEHOHG�GDWD� WKURXJK�RQH�SRUW�DQG�VHQG�ORZ�ODEHOHG�
GDWD�WKURXJK�DQRWKHU�SRUW��XQGHU�WKH�DVVXPSWLRQ�WKDW�WKH�FRPSRQHQW�LV�WUXVWZRUWK\��
7R� SURYLGH� D� IOH[LELOLW\� RI� ,�2� RSHUDWLRQ� IRU� D� FRPSRQHQW� LQVWDQFH� ZLWKRXW� D�
YLRODWLRQ� RI� %HOO� /D3DGXOD�PRGHO�� WKH� FOHDUDQFH� LV� DVVLJQHG� WR� WKH� SRUWV��ZKLFK�
DFWXDOO\� SHUIRUP� WKH� RSHUDWLRQ� UDWKHU� WKDQ� WKH� FRPSRQHQW� LQVWDQFH� LWVHOI��
7KHUHIRUH�� KDYLQJ� D� VLQJOH� DXWKRUL]DWLRQ� OHYHO� IRU� D� FRPSRQHQW� ZRXOG� EH� WRR�
UHVWULFWLYH�� ,Q�RXU�YLHZ�� WKH�SRUWV�DUH�DVVLJQHG�DXWKRUL]DWLRQ��WKXV� WKH�FRPSRQHQW�
can be thought to have an “ authorization vector” . �

(DFK� GDWXP�� SDVVLQJ� WKURXJK� �VRPH� UROH� RI�� D� FRQQHFWRU� RU� XVHG� LQ� D�
FRPSXWDWLRQ� RI� D� FRPSRQHQW�� ZLOO� KDYH� D� VHFXULW\� ODEHO� �RU� VHFXULW\� FODVV�� WKDW�
LQGLFDWHV� LWV� VHQVLWLYLW\��:KLOH� LQVWDQWLDWLQJ� WKH� FRPSRQHQWV� DQG� WKH� FRQQHFWRUV��
GDWD� IORZLQJ� ZLWKLQ� WKDW� LQVWDQFH� DUH� DVVRFLDWHG� ZLWK� VHFXULW\� ODEHOV�� 7KXV�� D�
VHFXULW\�ODEHO�FDQ�EH�YLHZHG�DV�D�SDUW�RI�WKH�GDWD�W\SH�RI�D�YDULDEOH��7KLV�FDQ�EH�
DFKLHYHG�E\�ELQGLQJ�VHFXULW\�ODEHOV�WR�YDULDEOHV�WKURXJK�WKH�SDUDPHWHU�PHFKDQLVP�
LQ�WKH�LQVWDQFH�GHFODUDWLRQ��7KHQ�WKH�FRQILGHQWLDOLW\�FRQVWUDLQWV�DUH��

− $Q�LQSXW�SRUW�FDQ�UHFHLYH�GDWD�LI�DQG�RQO\�LI�LWV�FOHDUDQFH�GRPLQDWHV�WKH�
data’ s security label. This coincides with the ‘simple security’  property of 

BLP model (“ no read�up” ). �

− $Q�RXWSXW�SRUW�FDQ�VHQG�GDWD�LI�DQG�RQO\�LI�LWV�FOHDUDQFH�LV�GRPLQDWHG�E\�
the data’ s security label. This coincides with the ‘*�property’  of BLP 

model (“ no�ZULWH�down” ).�
$V� D� PRWLYDWLQJ� H[DPSOH�� FRQVLGHU� D� FRPSDQ\� ZKLFK� KDV� WZR� VHSDUDWH�

FRPSXWHU�QHWZRUNV�LQVLGH��)LJXUH�������2QH�RI�WKH�QHWZRUNV�LV�D�FULWLFDO�RQH��VD\�
3ULYDWe Network, in which the servers running the company’ s customer operations 

DUH�ORFDWHG��,W�KDV�RQO\�D�OLPLWHG�QXPEHU�RI�DXWKRUL]HG�XVHUV�LQVLGH�WKH�FRPSDQ\��
7KH�RWKHU�QHWZRUN�LV�DQ�LQWUDQHW�HVWDEOLVKHG�WR�EH�XVHG�E\�DOO�WKH�SHUVRQQHO��7KH�
FRPSDQ\� XVHV� WKH� LQWUDQHW� DQG� WKH� VHUYHUV� OLYLQJ� LQ� WKHUH� IRU� LWV� EDFN� RIILFH�
RSHUDWLRQV��%HVLGHV��WKHUH�LV�D�QHHG�IRU�D�FRQQHFWLRQ�EHWZHHQ�WKHVH�WZR�QHWZRUN�WR�
WUDQVIHU�VRPH�GDWD��D�VXPPDU\�RI�GDLO\�RSHUDWLRQV��IRU�H[DPSOH��IURP�WKH�3ULYDWH�
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1HWZRUN� WR� WKH�'DWDEDVH�0DQDJHPHQW�6\VWHP�6HUYHU�UXQQLQJ�LQ�WKH�LQWUDQHW��7R�
SHUIRUP�VXFK�DQ�RSHUDWLRQ��OHW�D�SURFHVV�UXQ�RQ�D�FRPSXWHU�FRQQHFWHG�WR�WKHVH�WZR�
QHWZRUNV�WKURXJK�LWV�WZR�GLVWLQFW�QHWZRUN�DGDSWHUV��7KH�SURFHVV�KDV�D�UHDG�DFFHVV�
WR� WKH�FULWLFDO�GDWD� LQ� WKH�3ULYDWH�1HWZRUN�� LW� FROOHFWV� DQG�SURGXFHV� WKH� UHTXLUHG�
VXPPDU\�DQG�WUDQVIHUV� WKHP�WR� WKH�VHUYHU� LQ� WKH�LQWUDQHW� WR�PDNH� WKHP�DYDLODEOH�
IRU�RWKHU�XVHUV��1RWH�WKDW�WKH�SURFHVV�PXVW�EH�DQ�DXWKRUL]HG�XVHU�RYHU�WKH�3ULYDWH�
1HWZRUN�WR�UHDG�VXFK�FULWLFDO�GDWD��2Q�WKH�RWKHU�KDQG��LW�LV�DQ�RUGLQDU\�XVHU�LQ�WKH�
LQWUDQHW��7KHUHIRUH�� LW� FDQ� EH� DVVLJQHG� WZR�GLIIHUHQW� FOHDUDQFH�ZKHQ� LQYROYHG� LQ�
WKURXJK�WKHVH�GLVWLQFW�SRUWV��6LQFH�WKH�XVHU�ORZHUV�WKH�VHQVLWLYLW\�RI�GDWD�UHDG�IURP�
WKH�3ULYDWH�1HWZRUN�EHIRUH�WUDQVIHULQJ�WR�WKH�LQWUDQHW��LW�PXVW�DOVR�EH�WUXVWHG��
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)LJXUH������,QWHUDFWLRQ�RI�WZR�QHWZRUNV�LQ�D�FRPSDQ\�
�
7KH�FRPSRQHQWV� LQWHUDFW�ZLWK�RWKHU� FRPSRQHQWV�E\�DWWDFKLQJ� WKHLU�SRUWV� WR�

UROHV�RI�WKH�FRQQHFWRUV��7KDW�PHDQV��D�SRUW�DQG�LWV�DWWDFKHG�UROH�DUH�LGHQWLILHG�LQ�
WKH�VHQVH�WKDW�WKH\�KDYH�WKH�VDPH�EHKDYLRXU��7KHUHIRUH��DVVLJQPHQW�RI�FOHDUDQFH�WR�
RQH� RI� WKHVH� WZR� HQWLWLHV� LV� HQRXJK� WR� FRQVLGHU� IRU� WKH� YHULILFDWLRQ�� :H� JLYH�

3ULYDWH�
1HWZRUN�

7KH�6HUYHU�IRU�
&XVWRPHU��
RSHUDWLRQV�

,QWUDQHW�
'DWDEDVH��

0DQDJHPHQW�
6\VWHP�6HUYHU�

Company’ s ordinary users
���	� 
���
 ������
 ����� �����
 ������� ������� �!���	�

$�SURFHVV�WR�
FROOHFW�GDWD�$�
DQG�H[WUDFW�
WKH�VXPPDU\�

%�
$ $ % %

7KH�DXWKRUL]HG��
LQWHUIDFH�

7KH�RUGLQDU\�
�LQWHUIDFH�
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FOHDUDQFH�WR�WKH�SRUWV�UDWKHU�WKDQ�WKH�UROHV�LQ�RXU�VWXG\�DOWKRXJK�UROHV�FRXOG�KDYH�
EHHQ�VHOHFWHG��
����7KH�&OHDUDQFH�6HFWLRQ�LQ�D�:ULJKW�F�&RQILJXUDWLRQ���

&RPSRQHQW� DQG� FRQQHFWRUV� DUH� LQVWDQWLDWHG� LQ� WKH� LQVWDQFHV� VHFWLRQ� RI� D�
:ULJKW�GHVFULSWLRQ��$�QHZ�VHFWLRQ�LV�DGGHG��FDOOHG�&OHDUDQFH��WR�WKH�GHVFULSWLRQ�WR�
DVVRFLDWH� DQ� DXWKRUL]DWLRQ� OHYHO� WR� HDFK�SRUW�RI� WKH�FRPSRQHQW� LQVWDQFHV� �)LJXUH�
������ 7KH� DXWKRUL]DWLRQ� OHYHOV� DUH� GHILQHG� LQ� WKH� DFFHVV� FRQWURO� ODWWLFH� ILOH��$V� D�
VKRUWKDQG��D�FRPSRQHQW�LQVWDQFH�PD\�EH�JLYHQ�FOHDUDQFH��PHDQLQJ�WKDW�LW�DSSOLHV�
WR�DOO�RI�LWV�SRUWV�DV�D�GHIDXOW��

7KH�PDLQ�SXUSRVH�RI�&OHDUDQFH�VHFWLRQ�LV�WR�ELQG�HDFK�SRUW�RI�HDFK�LQVWDQFH�RI�
HDFK�FRPSRQHQW�W\SH�ZLWK�D�FOHDUDQFH�ZKLFK�LV�GHILQHG�LQ�WKH�DFFHVV�FRQWURO�ODWWLFH�
PRGHO��$GGLWLRQDOO\��DV�DUJXHG�DERYH��HDFK�LQGLYLGXDO�SRUW�RU�UROH�FDQ�EH�LQWHQGHG�
DQG�ERXQG�E\�D�GLIIHUHQW�FOHDUDQFH�LI�LWV�FRQVWUXFW��FRPSRQHQW��WR�ZKLFK�LW�EHORQJV�
KDV�D�FOHDUDQFH�RWKHU�WKDQ�WKDW�LV�JLYHQ�WR�LW����

7KH�FOHDUDQFH�VHFWLRQ�VWDUWV�ZLWK�D�NH\ZRUG�&OHDUDQFH�DQG�LV�SODFHG�EHWZHHQ�
LQVWDQFHV�DQG�DWWDFKPHQWV�VHFWLRQV�LQ�D�:ULJKW�FRQILJXUDWLRQ��)LJXUH�������(DFK�OLQH�
FRQVLVWV�RI�D�OLVW�RI�LQVWDQFHV�DQG�WKH�FOHDUDQFH�DVVLJQHG��$�OLVW�HOHPHQW�FDQ�EH�D�
FRPSRQHQW�LQVWDQFH�QDPH�RU�D�SRUW�QDPH���

/HW�/1�EH�DQ�DFFHVV�FRQWURO�ODWWLFH�PRGHO�DQG�&�LV�D�FOHDUDQFH�GHILQHG�LQ�/1��
7KHQ�� EHLQJ� LPSRUWHG�� WKH� FOHDUDQFH� LGHQWLILHU�&� EHFRPHV�DYDLODEOH� IRU� XVH� LQ� D�
FRQILJXUDWLRQ�DV�/1�&��

6HFXULW\�ODEHOV��RQ�WKH�RWKHU�KDQG��FDQ�EH�ERXQG�WR�&63�YDULDEOHV�WKURXJK�WKH�
SDUDPHWHU� PHFKDQLVP� LQ� WKH� LQVWDQFH� GHFODUDWLRQ�� 7KH� DFWXDO� SDUDPHWHU� PD\�
LQYROYH�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�IXQFWLRQV��ZKLFK�DUH�HYDOXDWHG�DQG�ERXQG�
WR� WKH� FRUUHVSRQGLQJ� IRUPDO� SDUDPHWHUV� RI� WKH� FRPSRQHQW� DQG� FRQQHFWRU�
GHILQLWLRQV��

/HW�6/�EH�D�VHFXULW\�ODEHO��/1�EH�DQ�DFFHVV�FRQWURO�ODWWLFH�PRGHO��DQG�&�EH�D�
FOHDUDQFH��7KHQ��WKH�EXLOW�LQ�IXQFWLRQV�DUH�DV�IROORZV��
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− /1�6/�UHIHUV�WR�WKH�VHFXULW\�ODEHO�6/�LQ�WKH�ODWWLFH�/1��

− /1�PHHW�6/ " �6/ # ��UHIHUV�WR�WKH�JUHDWHVW�ORZHU�ERXQG�RI�WKH�VHFXULW\�ODEHOV�
6/ " DQG�6/ # �LQ�WKH�ODWWLFH�/1��

− /1�MRLQ�6/ " �6/ # ��UHIHUV�WR�WKH�OHDVW�XSSHU�ERXQG�RI�WKH�VHFXULW\�ODEHOV�6/ "
DQG�6/ # �LQ�WKH�ODWWLFH�/1��

− /1�PD[���UHIHUV�WR�WKH�JUHDWHVW�VHFXULW\�ODEHO�LQ�WKH�ODWWLFH�/1��

− /1�PLQ���UHIHUV�WR�WKH�ORZHVW�VHFXULW\�ODEHO�LQ�WKH�ODWWLFH�/1��
1RWH� WKDW� LI� D� FODVK� RFFXUV� LQ� FDVH� RI� PXOWLSOH� LPSRUWV�� WKH� ODVW� LPSRUWHG�

ODWWLFH�SUHYDLOV��
7KH�(%1)�UHSUHVHQWDWLRQ�RI�:ULJKW�F�V\QWD[�LV�SUHVHQWHG�LQ�)LJXUH������2QO\�

WKH�DIIHFWHG�SDUWV�RI�WKH�RULJLQDO�:ULJKW�%1)�LV�LOOXVWUDWHG��%ROG�IDFH�HPSKDVL]HV�
WKH� H[WHQVLRQV� DQG� NH\ZRUGV� DUH� LQ� TXRWHV��7KH� FRPSOHWH� UHSUHVHQWDWLRQ� FDQ� EH�
IRXQG� LQ� $SSHQGL[� $�� $Q� ;0/� VFKHPD� IRU� WKH� V\QWD[� KDV� EHHQ� GHYHORSHG� WR�
IDFLOLWDWH�V\QWD[�DQDO\VLV�DQG�WRRO�LQWHURSHUDELOLW\�>��@��
����$FFHVV�&RQWURO�/DWWLFH�0RGHO��

7KH� FRQVWUXFWLRQ� RI� WKH� DFFHVV� FRQWURO� ODWWLFH� PRGHO� FDQ� EH� FDUULHG� RXW�
VHSDUDWHO\� IURP� DUFKLWHFWXUDO� GHVFULSWLRQ� UHJDUGLQJ� WKH� VDIHW\� UHTXLUHPHQWV� WKDW�
LQFOXGH�FRQILGHQWLDOLW\�RI�WKH�LQIRUPDWLRQ�PDQLSXODWHG�E\�WKH�VRIWZDUH���

The ‘,PSRUW� /DWWLFH¶� GLUHFWLYH� LQ� D� VW\OH� RU� FRQILJXUDWLRQ� GHVFULSWLRQ�
LQWURGXFHV� WKH�DFFHVV�FRQWURO�ODWWLFH�VWUXFWXUH�LQWR�WKH�VW\OH�RU�FRQILJXUDWLRQ��7KH�
VWUXFWXUH� LV� SUHVHQWHG� LQ� WKUHH� VHFWLRQV�� 6HFXULW\� /DEHOV�� 2UGHULQJ� DQG�
&OHDUDQFH/LVW��

− 6HFXULW\�/DEHOV�VHFWLRQ� LQFOXGHV�GHFODUDWLRQV�IRU�WKH�VHFXULW\�ODEHOV�WKDW�
GDWD��REMHFWV��FDQ�KDYH��(DFK�GHFODUHG�ODEHO�FRUUHVSRQGV�WR�D�SRLQW��QRGH��
LQ�WKH�DFFHVV�FRQWURO�ODWWLFH���
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�
�6SHF/LVW� �^6SHF`��
6SHF� �&RQILJXUDWLRQ�_�6W\OH��
Style = “ Style” ,  Simple Name,�
����������>³,PSRUW�/DWWLFH´��/DWWLFH�1DPH��/DWWLFH�)LOH�1DPH��@����� ������^7\SH`���>��&RQVWUDLQWV���>�&RQVWUDLQW([SUHVVLRQ��@�@�
����������(QG�6W\OH���
/DWWLFH�)LOH�1DPH� �$)LOH3DWK��7\SH� �&RPSRQHQW�_�&RQQHFWRU�_�,QWHUIDFH7\SH�_�*HQHUDO3URFHVV��
Component = "Component", Simple Name, [ “ (“ , FormalCCParam, {“ ;” ,  �
                        FormalCCParam}, “ )”  ,]�
�����������������������^3RUW`���&RPSXWDWLRQ���%HKDYLRU'HVFULSWLRQ��
&RQQHFWRU�= "Connector", SimpleName, [ “ (“ ,FormalCCParam, {“ ;” ,         �
                      FormalCCParam}, “ )” , ]�
���������������������^5ROH`���*OXH���%HKDYLRU'HVFULSWLRQ��
Port = "Port", FormalPRName, “ =” , ProcessExpression �
Role = "Role", FormalPRName, “ =” , ProFHVV([SUHVVLRQ��
&RQILJXUDWLRQ� ��&RQILJXUDWLRQ���6LPSOH�1DPH��
�����������������>³,PSRUW�/DWWLFH´��/DWWLFH�1DPH��/DWWLFH�)LOH�1DPH��@�
�����������������>��6W\OH��6LPSOH�1DPH��@��^7\SH`����,QVWDQFHV���^,QVWDQFH`���
� ����������³&OHDUDQFH´���^&OHDUDQFH/LVW`����$WWDFKPHQWV����^�$WWDFKPHQW`��
�����������������(QG�&RQILJXUDWLRQ���
Instance = InstanceName, {“ ,” , InstanceName}, “ :” , TypeUse �
InstanceName = Simple Name, [ “ _{“ , FiniteRangeExpression, “ }”  ] �
TypeUse = Simple Name, [ “ (“ , ActualCCParam, {“ ,” , ActualCCParam}, “ )”  ] �
&OHDUDQFH/LVW� �D6XEMHFW���^³�´���D6XEMHFW`�´�´��&OHDUDQFH��
D6XEMHFW� �&RPSRQHQW&RQQHFWRU1DPH�_�3RUW5ROH1DPH���
)LQLWH5DQJH([SUHVVLRQ2U,QGH[� �)LQLWH5DQJH([SUHVVLRQ���
�����������������������������������������������������������_�,QWHJHU([SUHVVLRQ��
&RPSRQHQW&RQQHFWRU1DPH� �6LPSOH�1DPH��>³B^³���
�������������������������������������������������������������)LQLWH5DQJH([SUHVVLRQ2U,QGH[��³B`´@��
3RUW5ROH1DPH &RPSRQHQW&RQQHFWRU1DPH��³�´��6LPSOH�1DPH��>�³B^³���
������������������������������������������������������������)LQLWH5DQJH([SUHVVLRQ2U,QGH[��³B`´�@��
&OHDUDQFH� �6LPSOH�1DPH��
$WWDFKPHQW� �,QWHUIDFH���$V���,QWHUIDFH�
�
�

)LJXUH������7KH�(%1)�GHILQLWLRQ�RI�WKH�:ULJKW�F�V\QWD[�



�
�
�
���

�
Interface = Simple Name, [ "_{", IntegerExpression, “ }” ] ,” .” , ActualPRName �
,QWHUIaceType = "Interface Type", ProcessName, “ =” , ProcessExpression �
GeneralProcess = "Process", ProcessName, “ =” , ProcessExpression�
FormalCCParam = NameList,“ :” ,ProcessType | NameList, “ :” , �
�������������������������������)LQLWH5DQJH([SUHVVLRQ�_�1DPH/LVW��³�´��6HFXULW\/DEHO´��
$FWXDO&&3DUDP� �3URFHVV([SUHVVLRQ�_�,QWHJHU([SUHVVLRQ�_�/DWWLFH)XQFWLRQ��
/DWWLFH)XQFWLRQ� �/DWWLFH1DPH��³�´��)XQFWLRQ1DPH��
)XQFWLRQ1DPH� �1RGH1DPH��
�������������������������������_�³PHHW´��³�³��6HW2I1RGHV��³�´��
�������������������������������_�³MRLQ´��³�³�6HW2I1RGHV��³�´��
�������������������������������_�³PD[��´�_�³PLQ��´��
6HW2I1RGHV� �1RGH1DPH��^³�´��1RGH1DPH`��
1RGH1DPH� 6LPSOH�1DPH��
/DWLFH1DPH� �6LPSOH�1DPH�
ProcessName = Simple Name, [ "_{", ProcessParams, “ }'” ] �
1DPH/LVW� �6LPSOH�1DPH��{“ ,” , Simple Name}�
ElementList = DataExpression, {“ ,” , DataExpression}�
FormalPRName = Simple Name, [ "_{", FiniteRangeExpression, “ }” ]�
ActualPRName = Simple Name, [ "_{", IntegerExpression, “ }”  ]�
EventName = [ ActualPRName, “ .”  ] , SimpleName�
%HKDYLRU'HVFUiption =   “ ='” , ProcessExpression | Subconfiguration�
6LPSOH�1DPH� �,'(17,),(5�
�
� )LJXUH������7KH�(%1)�GHILQLWLRQ�RI�WKH�:ULJKW�F�V\QWD[��FRQWLQXHG��

�
− 2UGHULQJ�VHFWLRQ�LQWURGXFHV�WKH�RUGHU�UHODWLRQ�RI�WKH�ODWWLFH��$Q�HQWU\�OLNH�

$��%�GHFODUHV�DQ�HGJH�IURP�ODEHO�$�WR�ODEHO�%�ZKHUH�$�d�%��ZKHUHDV�&��
'�� DQG� (� UHSUHVHQWV� �� HGJHV�� RQH� IURP�&� WR� '� DQG� RQH� IURP�'� WR� (��
ZKHUH� &�d�'�d�(�� 7KHUH� LV� QR� QHHG� WR� VSHFLI\� WKH� HGJHV� LPSOLHG� E\�
WUDQVLWLYLW\��DV�LQ�D�+DVVH�GLDJUDP���

− &OHDUDQFH/LVW� VHFWLRQ� GHFODUHV� DXWKRUL]DWLRQ� OHYHOV� �FOHDUDQFH�� WKDW� FDQ�
EH�DVVLJQHG�WR�VXEMHFWV��SRUWV���(DFK�HQWU\�LQ�WKH�VHFWLRQ�UHIHUV�WR�RQH�RU�
PRUH�ODEHOV�IURP�WKH�6HFXULW\�/DEHOV�VHFWLRQ��,Q�JHQHUDO��
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&/��$ $ �$ % �$ & �������$' ���ZKHUH�$ ( �LV�D�SRLQW�LQ�WKH�ODWWLFH��GHFODUHV�WKDW�&/�LV�D�
FOHDUDQFH�WKDW�GRPLQDWHV�DOO�WKH�ODEHOV�LQ�WKH�VHW��∪ ( ��$ ( @��

([DPSOH��7KH�)LJXUH�����GHSLFWV�D�ODWWLFH�VWUXFWXUH�FRQWDLQLQJ���QRGHV��7KH�
IROORZLQJ�LV�DQ�H[DPSOH�RI�FOHDUDQFH�GHFODUDWLRQV��

.��$ % ��$ & ��
/��$ $ ��
0��$ )

.�LV�D�FOHDUDQFH�WKDW�GRPLQDWHV�WKH�VHFXULW\�ODEHOV�LQ�WKH�XQLRQ�RI��$ % @�DQG�
�$ & @�� L�H�� ^$ % �� $ & ��$ * �� $ + �� $ , `�� 7KHUHIRUH�� D� VXEMHFW�ZLWK� FOHDUDQFH�.� FDQ� UHDG�
REMHFWV�ODEHOHG�RQH�RI�WKHVH��LW�FDQ�ZULWH�REMHFWV�ODEHOHG�RQH�RI�^$% ��$ & ��$ ) `��XQLRQ�
RI�>$ % ��DQG�>$ & ���

/� LV�D�FOHDUDQFH� WKDW�GRPLQDWHV��$ $ @��7KHUHIRUH��D�VXEMHFW�ZLWK�FOHDUDQFH�/�
FDQ�UHDG�REMHFWV�ODEHOHG�RQH�RI�^$ $ ��$ - ��$ , `��LW�FDQ�ZULWH�REMHFWV�ODEHOHG�$ $ �DQG�
$ ) ����

�
�
�
�
�
�
�
�

)LJXUH������$Q�H[DPSOH�ODWWLFH�PRGHO��FOHDUDQFH�DQG�VHFXULW\�ODEHOV�

. /

. 0

. 1

. 2 . 3

. 4. 5

. 6

0

.�/�
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/DVWO\��0�GRPLQDWHV�DOO�WKH�VHFXULW\�ODEHOV��7KHUHIRUH�D�SRUW�ZLWK�FOHDUDQFH�
0�FDQ�LQSXW�DQ\�W\SH�RI�GDWD��EXW�FDQ�RQO\�RXWSXW�$ ) �ODEHOHG�GDWD��

$Q�(%1)�>��@�GHILQLWLRQ�RI�DFFHVV�FRQWURO�ODWWLFH�LV�JLYHQ�LQ�)LJXUH������
$� VLPSOH� DFFHVV� FRQWURO� ODWWLFH�PRGHO� LV� VKRZQ� LQ� )LJXUH� ����� 7KH� ODWWLFH�

FRQVWUXFWHG� LQ� WKH� ILJXUH� VD\V� WKDW� WKHUH� DUH� WZR� VHFXULW\� ODEHOV� FDOOHG�+�DQG�/��
SUHVXPDEO\�FRUUHVSRQGLQJ�WR�WKH�KLJK�OHYHO�DQG�ORZ�OHYHO�RI�SULYDF\��UHVSHFWLYHO\��
7KHUH� LV�RQO\�RQH�HGJH� LQ� WKH�ODWWLFH��ZKLFK�FRQQHFWV� WKHVH�WZR�QRGHV��$OWKRXJK�
RQO\� WZR� ODEHOV� RI� VHFUHF\� DUH� XVHG� LQ� WKH� H[DPSOHV� EHORZ� IRU� VLPSOLFLW\��PRUH�
ODEHOV�FDQ�HDVLO\�EH�LQWURGXFHG�LQWR�WKH�FRQILJXUDWLRQ�EHLQJ�VWXGLHG��

�
�

 Lattice = “ Lattice” , Simple Name,�
        “ Security Labels” , Node List, �
        “ Ordering” ,  Edge Set,�
        “ Clearance List” ,  {Clearance List`��
        “ End Lattice” �
 Node List  =  Node Name, {“ ,’ ” , Node Name}�

   Chain  = Node Name, {“ ,’ ” , Node Name}��(GJH�6HW� ��^&KDLQ`��
 Clearance List = Simple Name, {“ ,” , Simple Name}, “ :” ,  NodeList�
�1RGH�1DPH�� �6LPSOH�1DPH�
�

�
)LJXUH������(%1)�GHILQLWLRQ�RI�WKH�$FFHVV�&RQWURO�/DWWLFH�0RGHO�V\QWD[�

�
�
�

7KH�ODVW�VHFWLRQ�RI�WKH�ODWWLFH�PRGHO�GHFODUHV�FOHDUDQFHV�LQ�WKH�V\VWHP��7KHUH�
DUH�WZR�OHYHOV�RI�DXWKRUL]DWLRQ�DVVLJQHG�WR�WKH�XVHUV�LQ�WKLV�H[DPSOH��(9(5<21(�
LV� GHFODUHG� IRU� SXEOLF� SHRSOH�� 7KH� VXEMHFWV� KDYLQJ� (9(5<21(� FOHDUDQFH�
GRPLQDWHV� REMHFWV� KDYLQJ� RQO\� /� ODEHOV��$87+25,=('� LV� DVVRFLDWHG� IRU� WKRVH�
ZKR�ZLOO�KDYH�SULYLOHJH�WR�DFFHVV��UHDG��HYHU\�REMHFWV�ODEHOHG�E\�HLWKHU�+�RU�/���

The lattice description may also contain line comments. They start with “ //” . 

$OO�WKH�FKDUDFWHUV�WLOO�WKH�HQG�RI�OLQH�DUH�LQWHUSUHWHG�DV�D�FRPPHQW��
�
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�
/DWWLFH�([DPSOH/DWWLFH�
����6HFXULW\�/DEHOV�����WKH�NH\ZRUGV�DUH�XVHG�WR�VWDUW�WKH�QRGH�GHFODUDWLRQ�
�� �+��������������WKH�QRGH�UHSUHVHQWV�KLJK�OHYHO�RI�VHQVLWLYLW\�RI�GDWD�
�������������/��������������WKH�QRGH�UHSUHVHQWV�ORZ�OHYHO�RI�VHQVLWLYLW\�RI�GDWD�
�����2UGHULQJ� ���WKH�NH\ZRUG�LV�XVHG�WR�VWDUW�WKH�HGJH�GHFODUDWLRQ�
�������������/�+����������/�≤�+�
�����&OHDUDQFH�/LVW�����WKH�NH\ZRUG�LV�XVHG�WR�VWDUW�WKH�&OHDUDQFH�GHFODUDWLRQ�
�����������(9(5<21(�������/������������������(9(5<21(�KDV�D�ORZ�FOHDUDQFH�
�����������$87+25,=('���+�������������$87+25,=('�KDV�D�KLJK�FOHDUDQFH�
�(QG�/DWWLFH�
�

�
)LJXUH������$�6LPSOH�$FFHVV�&RQWURO�/DWWLFH�0RGHO�H[DPSOH�������������������$FFHVV�&RQWURO�&RQVWUDLQWV��

$�:ULJKW�$'/�VW\OH�GHILQHV�D�VHW�RI�SURSHUWLHV�VKDUHG�E\�WKH�FRQILJXUDWLRQV�
ZKLFK�DUH�PHPEHUV�RI�WKDW�VW\OH��&RPSRQHQW�DQG�FRQQHFWRU�GHILQLWLRQV�GHVFULEHG�
LQ� WKH� VW\OH� FDQ� EH� UHFRJQL]HG� DV� W\SHV� RI� WKH� LQVWDQFHV� RFFXULQJ� LQ� D� V\VWHP�
GHVFULSWLRQ� REH\LQJ� WKH� UXOHV� DQG� FRQVWUDLQWV� RI� WKDW� VW\OH�� 7KHVH� SURSHUWLHV� FDQ�
LQFOXGH�D�FRPPRQ�YRFDEXODU\�DQG�UHVWULFWLRQV�RQ�WKH�ZD\V�WKLV�YRFDEXODU\�FDQ�EH�
XVHG�LQ�FRQILJXUDWLRQV��7KLV�YRFDEXODU\�LV�H[WHQGHG�WR�LQFOXGH�VHFXULW\�SURSHUWLHV�
DQG� FRQVWUDLQWV� UHODWHG� WR� DFFHVV� FRQWURO� LVVXHV� UHIHUULQJ� WR� WKH� ODWWLFH� VWUXFWXUH��
$FFHVV� FRQWURO� UHODWHG� FRQVWUDLQWV�� IRU� H[DPSOH� VW\OH�VSHFLILF� LQIRUPDWLRQ� IORZ�
OLPLWDWLRQV�� DUH� SXW� LQWR� D� VW\OH� XVLQJ� SUHGLFDWHV� OLNH� RWKHU� VW\OH� FRQVWUDLQWV��$OO�
FRQVWUDLQWV� �DFFHVV� FRQWURO�RU�RWKHU�� DUH�ERXQG� WR� WKH�VW\OH�� VR�DQ\�FRQILJXUDWLRQ�
XWLOL]LQJ�WKH�VW\OH�PXVW�REH\�WKHVH�FRQVWUDLQWV���

,Q�)LJXUH������D�VW\OH�DQG�D�FRQILJXUDWLRQ�XWLOL]LQJ�WKLV�VW\OH�DUH�SUHVHQWHG�WR�
VKRZ�WKH�DFFHVV�FRQWURO�H[WHQVLRQV�LQ�EROG�IDFH��

$FFRUGLQJ� WR� WKH�%HOO�/D3DGXOD�3ULQFLSOHV� WKDW�SURYLGH�FRQILGHQWLDOLW\� LQ� D�
FRQILJXUDWLRQ�� WKH� FRPSRQHQWV� DQG� WKH� SRUWV� JDLQ� WKH� IROORZLQJ�PHDQLQJV�ZKHQ�
WKH\�DUH�ERXQG�D�FOHDUDQFH��
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�
�
6W\OH�&OLHQW�6HUYHU�
�����,PSRUW�/DWWLFH�&6/�³�SURMHFW�&6/DWWLFH�W[W´�
�����&RPSRQHQW��6HUYHU�
� ���3RUW�SURYLGH�>�SURYLGH�SURWRFRO��D�&63�H[SUHVVLRQ@�
����������&RPSXWDWLRQ��>6HUYHU�VSHFLILFDWLRQ��D�&63�H[SUHVVLRQ@��
�����&RPSRQHQW�&OLHQW�
� ���3RUW�UHTXHVW���>UHTXHVW�SURWRFRO��D�&63�H[SUHVVLRQ@��
� ���&RPSXWDWLRQ� >FOLHQW�VSHFLILFDWLRQ��D�&63�H[SUHVVLRQ@�
�����&RQQHFWRU�&�6�FRQQHFWRU��
� ���5ROH�FOLHQW�>FOLHQW�SURWRFRO��D�&63�H[SUHVVLRQ@��
� ���5ROH�VHUYHU�>VHUYHU�SURWRFRO��D�&63�H[SUHVVLRQ@��
� ���*OXH�>JOXH�SURWRFRO��D�&63�H[SUHVVLRQ@�
�����&RQVWUDLQWV�
� �>3UHGLFDWHV�IRU�&OLHQW�6HUYHU�VW\OH��FRQVWUDLQWV�@�
� �>$FFHVV�FRQWURO�FRQVWUDLQWV�IRU�WKH�VW\OH@�
(QG�6W\OH�
&RQILJXUDWLRQ�6LPSOH([DPSOH�
�����8VH�6W\OH�&OLHQW�6HUYHU�
���,QVWDQFHV�
��� �6��6HUYHU�
� �&��&OLHQW�
� �&V��&�6�&RQQHFWRU�
���&OHDUDQFH�
�����6����FOHDUDQFH!��������>'HIDXOW�FOHDUDQFH�IRU�DQ�LQVWDQFH�RI�6HUYHU�7\SH@�
�����6�SURYLGH����FOHDUDQFH!�����>&OHDUDQFH�IRU�D�VSHFLILF�SRUW�RI�6HUYHU�7\SH@�
�����&����FOHDUDQFH!�������>'HIDXOW�FOHDUDQFH�IRU�DQ�LQVWDQFH�RI�&@�
�����&�UHTXHVW���FOHDUDQFH!�����>&OHDUDQFH�IRU�D�VSHFLILF�SRUW�RI�&@�
��$WWDFKPHQWV�
������6�SURYLGH�DV�&V�VHUYHU�
������&�UHTXHVW�DV�&V�FOLHQW�
(QG�6LPSOH([DPSOH�
�

�
)LJXUH������6WUXFWXUH�RI�D�:ULJKW�F�FRQILJXUDWLRQ��
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• 3RUWV�� $� FOHDUDQFH� DVVLJQHG� WR� DQ� LQSXW� SRUW� RI� D� FRPSRQHQW�
UHSUHVHQWV�WKH�PD[LPXP�VHFUHF\�ODEHO�RI�GDWD�WKDW�WKH�FRPSRQHQW�FDQ�
UHFHLYH�WKURXJK�WKDW�SRUW��7KDW�PHDQV��WKH�FOHDUDQFH�RI�WKH�SRUW�PXVW�
GRPLQDWH�WKH�VHFUHF\�ODEHO�RI�GDWD��$�FOHDUDQFH�RI�DQ�RXWSXW�SRUW��RQ�
WKH�RWKHU�KDQG��PXVW�EH�GRPLQDWHG�E\�WKH�VHFUHF\�ODEHO�RI�GDWD��

• &RPSRQHQWV�� *HQHUDOO\�� FRPSRQHQWV� DUH� QRW� DVVRFLDWHG� ZLWK� D�
FOHDUDQFH�H[SOLFLWO\���,W�LV�LQIHUUHG�IURP�WKRVH�RI�LWV�SRUWV��%\�GHIDXOW��
WKH�FOHDUDQFH�RI�D�FRPSRQHQW�LV�WKH�PD[LPXP�FOHDUDQFH�RXW�RI�WKRVH�
JLYHQ� WR� LWV� SRUWV�� 2Q� WKH� RWKHU� KDQG�� LI� QR� FOHDUDQFH� LV� GHFODUHG�
H[SOLFLWO\�WR�D�SRUW�WKHQ�LW�LV�WDNHQ�E\�WKDW�RI�WKH�FRPSRQHQW�ZKLFK�LW�
EHORQJV��

7KH�LWHP�WR�EH�JLYHQ�D�VHFUHF\�OHYHO�LV�WKH�GDWD��(DFK�GDWXP�LV�ODEHOOHG�ZLWK�D�
VHFUHF\�OHYHO�DQG�UHSUHVHQWHG�E\�VXSHUVFULSW�OLNH�[ 7 �RU�[ 8 �DOWKRXJK�[�LV�D�QDPH�RI�
D�YDULDEOH��ZH�DVVXPH�WKDW�LWV�ODEHO�DOVR�UHIHUV�WR�VHFXULW\�ODEHO�RI�LWV�FRQWHQW����

,Q� WKH� QH[W� VHFWLRQ�� DQ� H[DPSOH� DSSOLFDWLRQ� LV� SUHVHQWHG� WR� VKRZ� KRZ� WKH�
DFFHVV�FRQWURO�H[WHQVLRQV�DUH�DSSOLHG�WR�DQ�$'/�GHVFULSWLRQ��
����$Q�([DPSOH�$SSOLFDWLRQ��6HFXUH�3ULQW�6HUYHU��636��

7KH� SHUVRQQHO� RI� D� FRPSDQ\� XVHV� D� JURXS� RI� SULQWHUV� WR� SULQW� WKHLU�
GRFXPHQWV�� 7KH� FRPSDQ\� PDQDJHPHQW� UHTXLUHV� D� VHFXUH� SULQWLQJ� V\VWHP� WKDW�
SURWHFWV�GRFXPHQW�FRQILGHQWLDOLW\��

'RFXPHQWV� WR� EH� SULQWHG� FDQ� EH� GLUHFWHG� WR� RQH� RI� WZR� SULQWHUV� ORFDWHG�DW�
GLIIHUHQW�URRPV��7KH�SULQWHUV�DUH�PDQDJHG�E\�D�FRPPRQ�3ULQW�6HUYHU���

7KH� GRFXPHQWV� LQ� WKH� FRPSDQ\� DUH� FODVVLILHG� LQWR� WZR� JURXSV� RI�
FRQILGHQWLDOLW\��QDPHO\�3XEOLF�DQG�6HFUHW��&OLHQWV��ZKR�DUH�WKH�XVHUV�RI�WKH�V\VWHP��
FDQ�VXSSO\�SULQW�UHTXHVWV�DIWHU�JHWWLQJ�FRQQHFWHG�WR�WKH�3ULQW�6HUYHU���

�

�
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� )LJXUH������$�ER[�DQG�OLQH�GLDJUDP�IRU�6HFXUH�3ULQW�6HUYHU�
�
��

3ULQWHU�$��WKH�3XEOLF�3ULQWHU��SULQWV�3XEOLF�GRFXPHQWV��ZKHUHDV�3ULQWHU�%��WKH�
6HFUHW� RQH�� IXOILOOV� RQO\� 6HFUHW� GRFXPHQW� SULQW� UHTXHVWV�� 7KH� DLP� LQ� WKLV�
FRQILJXUDWLRQ� LV� WR�SURYLGH�D�ZD\�RI�SULQWLQJ�XVHU�GRFXPHQWV�ZKLOH��DW� WKH�VDPH�
WLPH��SUHVHUYLQJ�WKH�FRQILGHQWLDOLW\�E\�UHJDUGLQJ�WKH�SULYDF\�RI�WKH�GRFXPHQWV��

(DFK� XVHU� PXVW� HVWDEOLVK� D� FRQQHFWLRQ� WR� WKH� VHUYHU� EHIRUH� VHQGLQJ�
GRFXPHQWV� IRU� SULQWLQJ�� +H�VKH� LV� DVVLJQHG� D� FOHDUDQFH� WKDW� UHSUHVHQWV� WKH�
DXWKRUL]DWLRQ�OHYHO�E\�ZKLFK�KH�VKH�LV�DOORZHG�WR�VXSSO\�SULQW�UHTXHVWV��7ZR�W\SHV�
of clearance, namely ‘EVERYONE’  and ‘AUTHORIZED’ , are associated with 

XVHUV��
7KH�3ULQW�6HUYHU��KDYLQJ�UHFHLYHG�WKH�UHTXHVW�IURP�D�XVHU�FRQQHFWHG�WKURXJK�

RQH�RI�LWV�SRUWV��GLUHFWV�WKH�GRFXPHQW�WR�D�VXLWDEOH�SULQWHU�UHJDUGLQJ�WKH�VHFUHF\�RI�
WKH�GRFXPHQW��7KH� VHUYHU� FDQ�XVH�SXEOLF�SULQWHU� LI� LW� UHFHLYHV� D� UHTXHVW� IURP� LWV�
SXEOLF�SRUW��5HTXHVW3���,W�LV�H[SHFWHG�WR�VHQG�WKH�GRFXPHQW�WR�WKH�VHFUHW�SULQWHU�LI�
the user uses the server’ s secret port (5HTXHVW6�� IRU� KLV� SULQW� UHTXHVW�� 7KH�
FRQQHFWLRQV� EHWZHHQ� WKH� VHUYHU� DQG� WKH� SULQWHUV� DUH� HVWDEOLVKHG� XVLQJ� VHSDUDWH�
FRQQHFWRUV��

89
“ an ordinary user” �

8 :
“ an authorized user” �

3ULQWHU�$�
“ Public” �

; � �	� �<
 �= ��>��<?A@ � BBC�����A��B�
 � ���AD

;FE�GHG 4= �I�!��B����	�JB���������B�
 � ���AD

�
�����
�

��3ULQW�
�������6HUYHU��36��

KML�N�OPLRQ S T
UPVCW S

; � �	� �<
 X= �I�!��B��	��
BC��������B�
 � ���AD

;FE�GHG 5 = �Y>���?A@ � BBC��������B�
 � ���AD

;FEYGHG /= ��>��<?A@ � BIBC���<�[Z D

�
�

�

K\L�N�OPLRQ�S ]
UPVCW S

^ O�S U O�S TUPVCW S
_I��B��C� 
A�>���� 


3ULQWHU�%�
“ Secret” �

_I��BC�C� 
A�>���� 


^ O�S U O�S ]UPVCW S
T W ( ' S T
T W ( ' S ]

T W ( ' S T
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,Q� WKH� H[DPSOH� 636� FRQILJXUDWLRQ�� DV� VKRZQ� LQ� )LJXUH� ����� WKHUH� DUH� WZR�
XVHUV��QDPHO\�8 9 �DQG�8 : ��89 � LV�DQ�RUGLQDU\�XVHU�DQG�LQYROYHG�LQ�WKH�FRQQHFWLRQ�
&211 $ �ZKLFK�FRQQHFWV�WKH�XVHU�WR�WKH�SXEOLF�SRUW�RI�WKH�VHUYHU��8 : ��RQ�WKH�RWKHU�
KDQG�� LV� D� SULYLOHJHG� XVHU� DQG� LQYROYHG� LQ� WZR� FRQQHFWLRQV� FDOOHG� &211% � DQG�
&211 & �� WR� WKH� VHFXUH� SRUW� DQG� SXEOLF� SRUW�� UHVSHFWLYHO\�� 7KH� SULQW� VHUYHU� LV�
FRQQHFWHG�WR�SULQWHUV�E\�FRQQHFWRUV�FDOOHG�&3ULQW3�DQG�&3ULQW6��

,I�WKH�DXWKRUL]HG�XVHU��L�H��8: ��QHHGV�D�VHFUHW�GRFXPHQW�WR�EH�SULQWHG�RXW��WKLV�
GRFXPHQW�PXVW�QRW�EH�SULQWHG�E\�WKH�SXEOLF�SULQWHU��+H�LV�UHTXLUHG�WR�XVH�LWV�3ULQW3�
SRUW�WR�VHQG�D�SXEOLF�GRFXPHQW��,Q�VXFK�D�FDVH��SULQW�VHUYHU�GLUHFWV�WKH�GRFXPHQW�WR�
WKH�SXEOLF�SULQWHU�IRU�WKH�RXWSXW��8 : �PXVW�XVH�LWV�3ULQW6�SRUW�IRU�VHFUHW�GRFXPHQWV��
7KH�RUGLQDU\�XVHU��RQ� WKH�RWKHU�KDQG��KDV�D�VLQJOH�FRQQHFWLRQ� WR� WKH�SULQW�VHUYHU�
WKURXJK� LWV�3ULQW3� SRUW�� 7KHUHIRUH�� WKH� SULQW� VHUYHU� DOZD\V� SULQWV� KLV� GRFXPHQWV�
XVLQJ�WKH�SXEOLF�SULQWHU���

7KH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�DQG�WKH�:ULJKW�F�GHVFULSWLRQ�RI�WKH�V\VWHP�LV�
SUHVHQWHG�LQ�)LJXUH�������

,Q�RXU� H[DPSOH�� WKHUH� DUH� WKUHH�FRQQHFWLRQV� LQVWDQWLDWHG�EHWZHHQ�XVHUV�DQG�
WKH�3ULQW�6HUYHU��36���8VHU�8 9 �HVWDEOLVKHV�D�VLQJOH�FRQQHFWLRQ�WR�D�SXEOLF�SRUW�RI�
WKH�VHUYHU��&211 $ ��ZKHUHDV�8 : �FUHDWHV�RQH�WR�WKH�SXEOLF�SRUW��&211 & ���DQG�DOVR�
RQH�FRQQHFWLRQ�WR�WKH�VHFUHW�SRUW�RI�WKH�VHUYHU��&211 % ���7KHUHIRUH��8 9 �FDQ�RQO\�
VHQG� SXEOLF� GRFXPHQWV� WR� EH� SULQWHG� WKURXJK� &211 $ � DQG� WKH\� DUH� SULQWHG� E\�
3ULQWHU�$��8VHU�8: ��ZKR�LV�DQ�DXWKRUL]HG�SHUVRQ��XVHV�HLWKHU�3ULQW3�RU�3ULQW6�SRUWV��
DQG�VR�&211 % �RU�&211 & �FRQQHFWRU��UHVSHFWLYHO\��GHSHQGLQJ�RQ�WKH�VHFUHF\�RI�WKH�
GRFXPHQWV��WR�PDNH�D�SULQW�UHTXHVW�WR�WKH�VHUYHU��+RZHYHU��&211 % �PXVW�EH�XVHG�
LQ�FDVHV�ZKHUH�D�GRFXPHQW�ODEHOHG�DV�VHFUHW�LV�LQWHQGHG�IRU�SULQWLQJ��,Q�VXFK�FDVHV��
WKH� VHUYHU� UHFHLYHV� D� UHTXHVW� IURP� LWV� VHFXUH� SRUW�� ZKHUH� &211 % � LV� HVWDEOLVKHG�
onto, and directs the document to ‘Secure’  Printer B to fulfilO�WKH�SULQW�UHTXHVW�RI�
8 : �� 7KH� GHVFULSWLRQ� RI� WKH� FRPSXWDWLRQ� SDUW� RI� &RPSRQHQW� 3ULQW6HUYHU� FOHDUO\�
GHVFULEHV�ZKDW�WR�GR�DIWHU�REVHUYLQJ�D�UHTXHVW�IURP�RQH�RI�LWV�SRUWV��7KH�H[WHUQDO�
�RU� QRQGHWHUPLQLVWLF�� VHOHFWLRQ� � LV� QHHGHG� VLQFH� WKH� VHUYHU� VHOHFWV� RQH� RI� WZR�
SULQWHUV�DFFRUGLQJ� WR� WKH�SRUW�WKURXJK�ZKLFK�WKH�GRFXPHQW�LV�UHFHLYHG��7KH�3ULQW�
6HUYHU� LV� FRQQHFWHG� WR� SXEOLF� SULQWHU� E\� WKH� FRQQHFWRU� &35,173� DQG� WR� VHFXUH�
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SULQWHU�E\� WKH�FRQQHFWRU�&35,176��7KHVH�FRQQHFWRUV� DUH�RI� WKH� VDPH� W\SH�XVHG�
EHWZHHQ�XVHUV�DQG�WKH�SULQW�VHUYHU��

/DWWLFH�&6/�����FRQWHQW�RI�ODWWLFH�ILOH�³�SURMHFW�SULQWLQJ�$&/DWWLFH�W[W´�
����6HFXULW\�/DEHOV�
�� 38%/,&��
�� 6(&5(7�
����2UGHULQJ�
�� 38%/,&��6(&5(7�
����&OHDUDQFH�/LVW�
�� (9(5<21(��� ��38%/,&�
�� $87+25,=('� ��6(&5(7�
�(QG�/DWWLFH�
���:ULJKW�F�GHVFULSWLRQ�RI�6HFXUH�3ULQW�6HUYHU�
6W\OH�&OLHQW6HUYHU3ULQWLQJ�����VW\OH�GHVFULSWLRQ��
����,PSRUW�/DWWLFH�&6/�³�SURMHFW�SULQWLQJ�$&/DWWLFH�W[W´�
&RPSRQHQW�&OLHQW�τ���6HFXULW\/DEHO�� �
����3RUW�3ULQW3� �UHTXHVW��[τ �� �3ULQW3�
����3RUW�3ULQW6� �UHTXHVW��[ `CacbPd�a	e �� �3ULQW6��
����&RPSXWDWLRQ��� ��3ULQW3��UHTXHVW��[τ� �&RPSXWDWLRQ��
� � � ����3ULQW6��UHTXHVW��[ `CacbPd�a!e �&RPSXWDWLRQ�
&RPSRQHQW�3ULQWHU� �
���3RUW�5HFHLYH� �UHTXHVW"�[ �� �5HFHLYH�
���&RPSXWDWLRQ��� �5HFHLYH��5HTXHVW"�[� �'R3ULQW �&RPSXWDWLRQ��
&RPSRQHQW�3ULQW6HUYHU� �
���3RUW�5HTXHVW3� �UHTXHVW"[� �5HTXHVW3�
���3RUW�5HTXHVW6� �UHTXHVW"[� �5HTXHVW6��
���3RUW�2XWSXW3� �3ULQW�[�� �2XWSXW3�
���3RUW�2XWSXW6� �3ULQW�[� �2XWSXW6�
���&RPSXWDWLRQ� �5HTXHVW3�5HTXHVW"[ 2XWSXW3�3ULQW�[ �&RPSXWDWLRQ�
� ���������������������
���5HTXHVW6�5HTXHVW"[ 2XWSXW6�3ULQW�[ �&RPSXWDWLRQ�
&RQQHFWRU��3ULQW&RQQHFWRU���� �
����5ROH�&OLHQW3� �UHTXHVW"[ � �&OLHQW3�
����5ROH�6HUYHU3� �UHTXHVW�[ �� �6HUYHU3�
����*OXH� �&OLHQW3�UHTXHVW"[� �6HUYHU3�UHTXHVW�[� �*OXH�
(QG�6W\OH�

)LJXUH������$FFHVV�&RQWURO�/DWWLFH�0RGHO�DQG�:ULJKW�F�GHVFULSWLRQ�RI�
�6HFXUH�3ULQW�6HUYHU�
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&RQILJXUDWLRQ�3ULQW6HUYHU�
��6W\OH�&OLHQW6HUYHU3ULQWLQJ�
����,QVWDQFHV�
���������8 f � � ��&OLHQW�&6/�PLQ����
���������8 g � � ��&OLHQW�&6/�PLQ����
� ��36� � ��3ULQW6HUYHU�
�� ��6(&85(35,17(5���3ULQWHU�
�� ��38%/,&35,17(5���3ULQWHU�
�� ��&211 h � ��3ULQW&RQQHFWRU�
�� ��&211 i � ��3ULQW&RQQHFWRU�
�� ��&211 j � ��3ULQW&RQQHFWRU�
� ��&35,176� ��3ULQW&RQQHFWRU�
� ��&35,173� ��3ULQW&RQQHFWRU�
���&OHDUDQFH�
��� ��8 f � � � � ��(9(5<21(�
� ��8 g � � � � ��$87+25,=('�
� ��8 g �3ULQW3� � � ��(9(5<21(�
� ��36�5HTXHVW3�� � � ��(9(5<21(�
� ��36�5HTXHVW6�� � � ��$87+25,=('�
� ��36�2XWSXW3�� � � ��(9(5<21(�
� ��36�2XWSXW6�� � � ��$87+25,=('�
� ��6(&85(35,17(5������������� ��$87+25,=('�
���������38%/,&35,17(5������������������ ��(9(5<21(�
���$WWDFKPHQWV�
��� ��8 f �3ULQW3�DV�&211 h �&OLHQW3��
� ��36�5HTXHVW3��DV�&211 h �6HUYHU3��
� ��8 g �3ULQW6��DV�&211 i �&OLHQW3��
� ��36�5HTXHVW6�DV�&211 i �6HUYHU3�
� ��8 g �3ULQW3��DV�&211 j �&OLHQW3��
� ��36�5HTXHVW3�DV�&211 j �6HUYHU3�
� ��36�2XWSXW3��DV�&35,173�&OLHQW3��
� ��38%/,&35,17(5�5HFHLYH�DV�&35,173�6HUYHU3�
� ��36�2XWSXW6��DV�&35,176�&OLHQW3��
� ��6(&85(35,17(5�5HFHLYH�DV�&35,176�6HUYHU3�
(QG�&RQILJXUDWLRQ�

)LJXUH������$FFHVV�&RQWURO�/DWWLFH�0RGHO�DQG�:ULJKW�F�GHVFULSWLRQ�RI�6HFXUH�
3ULQW�6HUYHU��FRQWLQXHG��
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6RPH�FDVHV�IRU�SRVVLEOH�YLRODWLRQV��

7KH� GHVFULSWLRQ� ZULWWHQ� DERYH� DJUHHV� ZLWK� %HOO� /D3DGXOD� SULQFLSOHV� IRU�
SUHVHUYLQJ�FRQILGHQWLDOLW\��

• 1R�UHDG�XS��WKH�FRQQHFWLRQV�DUH�HVWDEOLVKHG�VXFK�WKDW�WKH�GRFXPHQWV�DUH�
GLUHFWHG� WR� DQ� XQLQWHQGHG� SRUW��0RUHRYHU�� WKH� VHUYHU� UHDGV� VHFUHW� GDWD�
RQO\�IURP�LWV�DXWKRUL]HG�SRUW�DQG�DVVXPHV�WKDW�LW�LV�QRW�SXEOLF��7KHUHIRUH��
LW� VHOHFWV� WKH�6HFUHW� SULQWHU��ZKLFK� LV� ORFDWHG� LQ� D� VHFXUH� URRP�� IRU� WKH�
RXWSXW� RI� GRFXPHQWV� UHDG� IURP� DXWKRUL]HG� SRUW�� 7KHQ�� XQDXWKRUL]HG�
SHUVRQV�FDQ�QRW�DFFHVV�WKHVH�SULQWRXWV�RI�VHFUHW�GRFXPHQWV���

• 1R�ZULWH�GRZQ��7KH�VHUYHU� FRPSXWDWLRQ� LV�GHVLJQHG�VR� WKDW� LW� GRHV�QRW�
SURGXFH� VHFUHW� SULQWRXWV� XVLQJ� WKH� SXEOLF� SULQWHU� ZKLFK� HYHUERG\� FDQ�
DFFHVV��

,I� WKH� GHVFULSWLRQ� LV� FUHDWHG� GLVUHJDUGLQJ� WKH� SULQFLSOHV�� WKHUH�PD\� DSSHDU�
VRPH�VLWXDWLRQV� WKDW�PD\�FDXVH�YLRODWLRQV� IRU� FRQILGHQWLDOLW\��7KH�DOJRULWKP� WKDW�
ZH� ZLOO� SURSRVH� GHWHFWV� SRWHQWLDO� YLRODWLRQV� DQG� SURGXFHV� ZDUQLQJV� IRU� WKH�
GHYHORSHUV���

��� ,PSURSHU�FOHDUDQFH�PLJKW�EH�DVVLJQHG�WR�WKH�SRUWV�ZKLOH�LQVWDQWLDWLQJ�WKH�
FRPSRQHQWV��

��D�� � &RPSRQHQWV� DUH� LQVWDQWLDWHG� DQG� WKHLU� SRUWV� DUH� JLYHQ� FOHDUDQFH�
EHIRUH� DWWDFKPHQWV� DUH�PDGH�� ,Q� RUGHU� WR� IXOILOO� WKH� UXOHV� RI�SULQFLSOHV��
VXIILFLHQW� FOHDUDQFH� VKRXOG� EH� DVVRFLDWHG� ZLWK� WKH� SRUW� LQVWDQFHV��
2WKHUZLVH�� D� FRPSRQHQW� LQVWDQFH� FDQ� WU\� WR� UHDG� D� VHFUHW� GRFXPHQW�
WKURXJK�DQ�XQDXWKRUL]HG�SRUW��0RUHRYHU��D�FRPSRQHQW�LQVWDQFH�FDQ�WU\�WR�
ZULWH� VHFUHW� GDWD� WKURXJK� D� SXEOLF� SRUW�� %RWK� RI� WKHVH� FDVHV� YLRODWH�
FRQILGHQWLDOLW\� SULQFLSOHV�� )RU� H[DPSOH�� LQ� RXU� 6HFXUH� 3ULQW� 6HUYHU��
DVVXPH� WKDW� 8k � LV� DVVRFLDWHG� ZLWK� D� FOHDUDQFH� YDOXH� $87+25,=('��
7KHLU�SRUWV��E\�GHIDXOW�� LQKHULW� WKLV�FOHDUDQFH�� ,Q�VXFK�D�FDVH��8k � �RU� LWV�
SRUW�3ULQW3�LQ�SDUWLFXODU��ZLOO�WU\�WR�ZULWH�SXEOLF�GDWD�ZKLFK�YLRODWHV�WKH�
QR�ZULWH�GRZQ�UXOH�RI�%/3�PRGHO��
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��E��$QRWKHU� FDVH� IRU� LPSURSHU� FOHDUDQFH�PLJKW� EH� RULJLQDWHG� IURP� WKH�
EHKDYLRXU�RI�WKH�FRPSRQHQW��L�H��IURP�LWV�FRPSXWDWLRQ��)RU�H[DPSOH��DQ�
DXWKRUL]HG� FRPSRQHQW� LQVWDQFH� FDQ� ORZHU� WKH� VHFUHF\� ODEHO� RI� VRPH�
GDWXP�DQG�RXWSXW�WKURXJK�RQH�RI�LWV�SRUWV��+RZHYHU��LI�WKH�FOHDUDQFH�RI�
WKH�SRUW�IRU�VXFK�DQ�RXWSXW�LV�QRW�FRQVLGHUHG�LQ�SDUDOOHO�WR�WKLV�DFWLRQ��D�
YLRODWLRQ� WR� %/3� DSSHDUV�� $VVXPH� WKDW� WKH� FRPSXWDWLRQ� SDUW� RI�
FRPSRQHQW�3ULQW6HUYHU�LV�PRGLILHG�DV�EHORZ��

&RPSXWDWLRQ��� �5HTXHVW3�5HTXHVW"[ � �
��������������������������������������������2XWSXW6�3ULQW�[�� �&RPSXWDWLRQ�����

���������������������������������������2XWSXW3�3ULQW�[� �&RPSXWDWLRQ��
������
��5HTXHVW6�5HTXHVW"[ � �2XWSXW6�3ULQW�[�� ��&RPSXWDWLRQ�

7KLV�PRGLILHG� FRPSXWDWLRQ�� FOHDUO\�� YLRODWHV� WKH�%/3�PRGHO��7KH�
VHUYHU� UHDGV�D�SXEOLF�GRFXPHQW� IURP� LWV�SXEOLF�SRUW�DQG�GLUHFWV� LW� WR�EH�
SULQWHG� E\� D� VHFXUH� SULQWHU� XVLQJ�2XWSXW6� SRUW�� 6LQFH� WKDW� SRUW� KDV� D�
$87+25,=('�FOHDUDQFH��LW�YLRODWHV�QR�ZULWH�GRZQ�SULQFLSOH��

��� ,PSURSHU�DWWDFKPHQWV�
2QFH� WKH� FRPSRQHQWV� DQG� FRQQHFWRUV� DUH� LQVWDQWLDWHG�� WKHLU� SRUWV� DUH�

DWWDFKHG� WR� VXLWDEOH� UROHV� LQ� WKH� DWWDFKPHQW� VHFWLRQ�� 6LQFH� SRUWV� KDYH� WKHLU�
RZQ� FOHDUDQFH�� WKH� DWWDFKPHQWV� QHHG� WR� EH� HVWDEOLVKHG� E\� UHVSHFWLQJ� WKH�
SULQFLSOHV��,I�D�KLJK�FOHDUDQFH�SRUW��VD\�DQ�RXWSXW�SRUW��LV�DWWDFKHG�WR�D�UROH�RI�
D� FRQQHFWRU�ZKRVH� VRPH�RWKHU� UROHV� DUH� DWWDFKHG� WR� SRUWV� �VD\� LQSXW�SRUWV��
ZLWK� ORZ�FOHDUDQFH��D�SRWHQWLDO�YLRODWLRQ�PD\�DSSHDU��)RU�H[DPSOH��DVVXPH�
WKDW�RXU�FRQILJXUDWLRQ�KDG�DQ�DWWDFKPHQW�OLNH���

$WWDFKPHQWV�
8 g �3ULQW6�DV�&211 h �&OLHQW3��
36�5HTXHVW3��DV�&211 h �6HUYHU3�

8l � LV� DQ� DXWKRUL]HG� XVHU�� ,W� VHQGV� 6(&5(7� GRFXPHQWV� WKURXJK� SRUW�
3ULQW6��+RZHYHU��RQ�WKH�RWKHU�VLGH�RI�WKH�FRQQHFWLRQ��WKH�VHUYHU�WULHV�WR�UHDG�
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WKLV� VHFXUH� GRFXPHQW� WKURXJK� LWV� 5HTXHVW3� SRUW� ZKRVH� FOHDUDQFH� LV�
(9(5<21(��7KHUHIRUH��WKH�QR�UHDG�XS�SULQFLSOH�LV�YLRODWHG��
��� 7R�LJQRUH�WKH�VLPSOH�VHFXULW\�SURSHUW\�RI�%HOO�/D3DGXOD�PRGHO�LQ�*OXH�

SDUW�RI�D�FRQQHFWRU��
,I�WKH�GHVFULSWLRQ�RI�WKH�JOXH�XQH[SHFWHGO\�FKDQJHV�WKH�VHFUHF\�OHYHO�RI�

GDWD� IORZLQJ� WKURXJK� LW�� WKLV� PD\� DOVR� FDXVH� D� YLRODWLRQ�� )RU� H[DPSOH��
VXSSRVH�WKDW�WKH�JOXH�RI�3ULQW&RQQHFWRU�LV�UHZULWWHQ�DV�EHORZ��
������������*OXH� �&OLHQW3�UHTXHVW"[� �6HUYHU3�UHTXHVW�[ m�nPo pAn�q � �*OXH�

7KH�PRGLILFDWLRQ�VD\V�WKDW�ZKDWHYHU�WKH�VHFUHF\�ODEHO�RI�GDWD�UHFHLYHG�
E\� WKH� FRQQHFWRU� LV�� LW� LV� FDUULHG� WR� D� SRUW� DV� D� 6(&5(7� GDWD�� 7KLV� PD\�
SRWHQWLDOO\�FDXVH�D�QR�UHDG�XS�SULQFLSOH�YLRODWLRQ�LI�WKH�UHFHLYLQJ�SRUW�KDV�WKH�
(9(5<%2'<�FOHDUDQFH��
,Q�&KDSWHU���� WKH�6HFXUH�3ULQW�6HUYHU�LV�WDNHQ�DV�DQ�H[DPSOH�DSSOLFDWLRQ�WR�

LOOXVWUDWH� WKH� YHULILFDWLRQ� DOJRULWKP�� 7KH� FDVHV� IRU� SRVVLEOH� YLRODWLRQV� DUH� DOVR�
DSSOLHG�DQG�GLVFXVVHG�LQ�WKDW�FKDSWHU��
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,Q� WKLV� FKDSWHU�� WKH� SKDVHV� RI� VWDWLF� YHULILFDWLRQ� RI� WKH� DUFKLWHFWXUH� RI� D�
VRIWZDUH� FRQILJXUDWLRQ� WR� FKHFN� WKH�FRQVLVWHQF\�RI� FRQILGHQWLDOLW\� DXWKRUL]DWLRQV�
ZLOO� EH� GHVFULEHG�� 7KH� YHULILFDWLRQ� SURFHVV� ILUVW� DSSOLHV� GDWD� IORZ� DQDO\VLV�� DQG�
WKHQ�DQRPDO\�GHWHFWLRQ�DQG�H[FHVV�SULYLOHJH�GHWHFWLRQ�RQ�WKH�DEVWUDFW�V\QWD[�RI�D�
:ULJKW�F�FRQILJXUDWLRQ�ZLWK�UHVSHFW�WR�DQ�DFFHVV�FRQWURO�ODWWLFH�PRGHO��0RUHRYHU��
DQ�DQDO\VLV�RI� WKH�SURFHVV�LQ�WHUPV�RI�FRUUHFWQHVV��VRXQGQHVV�DQG�FRPSOHWHQHVV���
DQG�WKH�FRPSXWDWLRQDO�FRPSOH[LW\��UXQQLQJ�WLPH�DQG�VSDFH��ZLOO�EH�GLVFXVVHG��

7KH� VXEVHTXHQW� VHFWLRQV� HODERUDWH� RQ� WKH� YHULILFDWLRQ� SURFHVV� DQG� WKH�
LQIUDVWUXFWXUH�UHTXLUHG�WR�UXQ�LW�����
����7KH�9HULILFDWLRQ�0RGHO�

7KH�YHULILFDWLRQ�SURFHVV�FDQ�VWDUW�RQFH�WKH�SDUVHU��LQ�WKH�IURQW�HQG��FRQVWUXFWV�
WKH� DEVWUDFW� V\QWD[� RI� WKH� FRQILJXUDWLRQ� DQG� LQLWLDOL]HV� WKH� JHQHUDWHG� GDWD�
VWUXFWXUHV��%HIRUH�GHWDLOLQJ�WKH�VWHSV�RI�WKH�SURFHVV��VRPH�GHILQLWLRQV�DQG�QRWDWLRQV�
DUH� LQWURGXFHG�� 7KH� GHILQLWLRQV� LQ� WKH� VHTXHO� UHIHU� WR� D� IL[HG� �EXW� DUELWUDU\��
configuration under consideration, thus the definitive article in “ the configuration” .�
1RWDWLRQ� �&RPSRQHQWV�� SRUWV�� �� 7KH� &RPSRQHQWV� VWDQGV� IRU� WKH� VHW� RI� DOO�
FRPSRQHQW�LQVWDQFHV�LQ�WKH�FRQILJXUDWLRQ��7KH�3RUWV r �LV�WKH�VHW�RI�DOO�SRUWV�WKDW�D�
FRPSRQHQW�LQVWDQFH�F∈&RPSRQHQWV�KDV��
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1RWDWLRQ��&RQQHFWRUV��UROHV����7KH�&RQQHFWRUV�VWDQGV�IRU�WKH�VHW�RI�DOO�FRQQHFWRU�
LQVWDQFHV�LQ�WKH�FRQILJXUDWLRQ��7KH�5ROHV r �LV�WKH�VHW�RI�DOO�UROHV�WKDW�WKH�FRQQHFWRU�
LQVWDQFH�F�∈�&RQQHFWRUV�KDV��

1RWDWLRQ�� stFD �GHQRWHV�WKH�FOHDUDQFH�DVVLJQHG�WR�WKH�SRUW�S∈3RUWV r �RI�D�FRPSRQHQW�
LQVWDQFH�F∈&RPSRQHQWV��

1RWDWLRQ�� uvFHLYHG6HW5H � wx6HQW6HW �� GHQRWHV� D� VHW� RI� VHFXULW\� ODEHOV� DVVRFLDWHG�
ZLWK�WKH�LQSXW��RXWSXW��SRUW�S∈3RUWV r �RI�D�FRPSRQHQW�LQVWDQFH�F∈&RPSRQHQWV��

'HILQLWLRQ� �&RQIRUPLQJ� UHFHLYHG� �VHQW�� VHW���$� FRQIRUPLQJ� UHFHLYHG� �VHQW�� VHW�
DVVRFLDWHG� ZLWK� WKH� LQSXW� �RXWSXW�� SRUW� S∈3RUWV r � RI� D� FRPSRQHQW� LQVWDQFH�
F∈&RPSRQHQWV� LV�D�VXEVHW�RI��OF@�� WKH�SULQFLSOH�RUGHU� LGHDO�JHQHUDWHG�E\�OF��>OF���
WKH�SULQFLSOH�RUGHU� ILOWHU�JHQHUDWHG�E\� OF���ZKHUH� OF� LV� WKH�ODEHO� yzFD LV�DVVRFLDWHG�
ZLWK��$�PHPEHU�RI�D�FRQIRUPLQJ�UHFHLYHG��VHQW��VHW�LV�FDOOHG�D�FRQIRUPLQJ�ODEHO��
'HILQLWLRQ� �3RUW�HYHQW���/HW�/�EH� {|FHLYHG6HW5H � }~6HQW6HW �� IRU�DQ� LQSXW��RXWSXW��
SRUW� S∈3RUWV r � RI� D� FRPSRQHQW� LQVWDQFH� F∈&RPSRQHQWV�� 7KHQ� IRU� HDFK� A∈/�ZH�
DVVRFLDWH�DQ�LQSXW��RXWSXW��HYHQW�RQ�SRUW�S�ZKHUH�F�UHFHLYHV��VHQGV��D�GDWXP�ZLWK�
ODEHO�A�WKURXJK�WKH�SRUW�S��$Q�LQSXW��RXWSXW��HYHQW�RQ�SRUW�S�ZLWK�ODEHO�A�LV�FDOOHG�D�
FRQIRUPLQJ� LQSXW� �RXWSXW�� HYHQW� LI� LWV� DVVRFLDWHG� ODEHO� LV� FRQIRUPLQJ� � ��FD ≥A�
� ��FD ≤A����$Q�LQSXW��RXWSXW��HYHQW�RQ�D�SRUW�S�ZLWK�ODEHO�A�LV�DQ�DFWLRQ�H[SUHVVHG�LQ�
&63�DV�S"[��S�H��ZKHUH�S�LV�UHJDUGHG�D�FKDQQHO��DQG�[�LV�D�YDULDEOH�ZKRVH�FRQWHQWV�
KDYH�ODEHO�A��H�LV�DQ�H[SUHVVLRQ�ZKRVH�YDOXH�KDV�ODEHO�A���$Q��FRQIRUPLQJ��LQSXW�RU�
RXWSXW�HYHQW�LV�FDOOHG�D��FRQIRUPLQJ��SRUW�HYHQW��

An astute reader will notice that what we simply call an “ HYHQW”  is, stULFWO\�
speaking, an “ HYHQW�W\SH” , or action. As our context is static analysis the distinction 

VKRXOG� QRW� PDWWHU�� (YHQWV� ZLOO� RFFXU� ZKHQ� WKH� VRIWZDUH�� ZKRVH� DUFKLWHFWXUH� LV�
being described, runs. Rather than “ HYHQW� RI� W\SH� H”  we simply talk about 

“ HYHQW�H” ��
1RWDWLRQ��A�H��GHQRWHV�WKH�ODEHO�DVVRFLDWHG�ZLWK�D�SRUW�HYHQW�H��0RUH�VSHFLILFDOO\��
A�H��LV�WKH�VHFXULW\�ODEHO�RI�WKH�LQSXW��RXWSXW��GDWXP�LI�H�LV�DQ�LQSXW��RXWSXW��HYHQW��
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'HILQLWLRQ��UHFHLYHG�ODEHO�VHW�DVVLJQPHQW��UOVD���$�UHFHLYHG�ODEHO�VHW�DVVLJQPHQW�
�UOVD��RI� D� FRQILJXUDWLRQ� LV�DQ� LQGH[HG�FROOHFWLRQ�RI�FRQIRUPLQJ�UHFHLYHG�VHWV�RI�
HDFK�LQSXW�SRUW�RI�HYHU\�FRPSRQHQW�LQVWDQFH�LQ�WKH�FRQILJXUDWLRQ��
'HILQLWLRQ��VHQW�ODEHO�VHW�DVVLJQPHQW��VOVD���$�VHQW�ODEHO�VHW�DVVLJQPHQW��VOVD��RI�D�
FRQILJXUDWLRQ�LV�DQ�LQGH[HG�FROOHFWLRQ�RI�FRQIRUPLQJ�VHQW�VHWV�RI�HDFK�RXWSXW�SRUW�
RI�HYHU\�FRPSRQHQW�LQVWDQFH�LQ�WKH�FRQILJXUDWLRQ��

$� SDLU� RI� UOVD� DQG� VOVD� FRQVWLWXWHV� D� ODEHO� VHW� DVVLJQPHQW� �OVD�� IRU� WKH�
FRQILJXUDWLRQ��OVD �UOVD��VOVD����
'HILQLWLRQ��*5/6$���*5/6$��*OREDO�5HFHLYHG�/DEHO�6HW�$VVLJQPHQW��LV�D�VHW�RI�
DOO�UHFHLYHG�ODEHO�VHW�DVVLJQPHQWV��UOVD��IRU�WKH�FRQILJXUDWLRQ��1RWH�WKDW�*5/6$�LV�
ILQLWH��
1RWDWLRQ��3URMHFWLRQ���7KH�SURMHFWLRQ�RI�D�UHFHLYHG��VHQG��ODEHO�DVVLJQPHQW�UOVD�
�VOVD��RQ�D�FRPSRQHQW�LQVWDQFH�F∈�&RPSRQHQWV�LV�VKRZQ�DV�UOVD r �VOVD r ��� �

3URM r �UOVD� �UOVD r �ZKHUH�3URM r LV�WKH�SURMHFWLRQ�RSHUDWRU��
6LPLODUO\��3URM r �VOVD� �VOVD r ��

1RWDWLRQ��3URGXFW��� 7KH� SURGXFW� RI� UHFHLYHG� �VHQW�� ODEHO� VHW� DVVLJQPHQWV� LV� D�
FROOHFWLRQ�RI�UOVD r ��VOVD r ��VHWV�LQGH[HG�E\�F�∈�&RPSRQHQWV��

�VOVD� �
�Y�A���F�A����� � �� VOVD∏

∈
��DQG��

UOVD� �
�Y�A���F�A����� � �� UOVD∏

∈
��ZKHUH�∏ LV�WKH�SURGXFW�RSHUDWRU���

'HILQLWLRQ��'DWD�VRXUFH�SRUWV����7KH�VHW�RI�GDWD�VRXUFH�SRUWV�RI�D�SRUW�S∈�3RUWV r �
RI� D� FRPSRQHQW� LQVWDQFH� F∈�&RPSRQHQWV�� GHQRWHG� ��'63 �� LV� D� VHW� RI� SRUWV� WKDW�
SRWHQWLDOO\�VXSSO\�GDWD�WR�WKH�SRUW�S��WKURXJK�FRQQHFWLRQV�LQ�ZKLFK�S�SOD\V�D�UROH���
%\�FRQVLGHULQJ�WKH�DWWDFKPHQW�HQWULHV�RI�WKH�FRQILJXUDWLRQ��WKH�SDUVHU�GHWHUPLQHV�
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WKH�GDWD�VRXUFH�SRUWV�IRU�HYHU\�SRUW�RI�HDFK�FRPSRQHQW�LQVWDQFH��EDVHG�RQ�WKH�SRUW�
DGMDFHQF\�FRQFHSW���

7R�LOOXVWUDWH�WKH�SRUW�DGMDFHQF\�FRQFHSW��FRQVLGHU�DQ�H[DPSOH�FRQILJXUDWLRQ�
LQ� )LJXUH� ����� 7KH� �S � �U� �� UHODWLRQV� LQGLFDWH� WKDW� SRUW� S � � SOD\V� WKH� UROH� U� � LQ� WKH�
FRQQHFWLRQ�LW�LV�DWWDFKHG��7KH�SRUW�DGMDFHQF\�LQ�WKLV�FRQILJXUDWLRQ�KDV�IRXU�HQWULHV��
RQH�IRU�HDFK�SRUW��1RWH�WKDW�1 �  can be viewed as a “ hyper�edge”  with three ports 

�QRGHV�� SOD\LQJ� WKHLU� UROHV�� 7KH� ����
�

'63 �� IRU� SRUW� S � � DUH� S � � DQG� S � � WKURXJK�
FRQQHFWLRQ�1 ��� �DQG�S � �WKURXJK�FRQQHFWLRQ�1 � ��S � �SOD\V�WKH�UROH�U � �RQ�WKH�FRQQHFWLRQ�
1 � DQG�WKH�UROH�U � RQ�WKH�FRQQHFWLRQ�1 � ��1RWH�WKDW�D�SRUW�WKDW�LV�ERWK�DQ�LQSXW�DQG�
RXWSXW�SRUW�LV�D�GDWD�VRXUFH�IRU�LWVHOI�LQ�DQ\�FRQQHFWLRQ���

�
�
�
�
�
�

)LJXUH������3RUW�$GMDFHQF\�LQ�D�:ULJKW�F�FRQILJXUDWLRQ�
��
�

3RUW�S � ��RQ�WKH�RWKHU�KDQG��KDV�RQO\�RQH�GDWD�VRXUFH�SRUW��S � ��ZKLFK�SOD\V�WKH�
UROH�U � �LQ�WKH�FRQQHFWLRQ�1 � ��1RWH�WKDW��ZH�GR�QRW�FRQVLGHU��DW�WKLV�VWDJH��ZKHWKHU�
LQSXW�RU�RXWSXW�DUH�UHDOL]HG�RQ�WKH�UHODWHG�SRUWV��UDWKHU��FRQVLGHU�WKH�SRWHQWLDO�IRU�
HDFK�SRUW��
����6WDWLF�$QDO\VLV�RI�&63�([SUHVVLRQV�

:ULJKW� FRQILJXUDWLRQV� �WKXV�� :ULJKW�F� FRQILJXUDWLRQV�� LQYROYH� &63�
H[SUHVVLRQV�IRU�WKH�EHKDYLRUDO�DVSHFW�RI�WKHLU�GHVFULSWLRQ��7KHUHIRUH��WKH�DQDO\VLV�

1 � �
� � � �  

� ¡ � � ¡
� ¢ � � ¢

� £ � � £� � � � ��& � � & ¤ �

& ¥ �

1 ¤ �
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RI�GDWD�IORZ��RU��VWULFWO\�VSHDNLQJ��WKH�IORZ�RI�VHFXULW\�ODEHOV�RI�GDWD��WKURXJK�WKH�
SRUWV�UHTXLUHV�DQ�DQDO\VLV�RI�WKHVH�&63�H[SUHVVLRQV��7R�SHUIRUP�WKLV�DQDO\VLV�WZR�
DSSURDFKHV� FDQ� EH� IROORZHG�� 7KH� ILUVW�� ZKLFK� ZH� DGRSWHG� LQ� RXU� VWXG\�� LV� WKH�
GHYHORSPHQW�RI�D�&63$QDO\VLV�IXQFWLRQ�ZKLFK�H[WUDFWV�WKH�GDWD�IORZ�GHSHQGHQFLHV�
DPRQJ�WKH�FKDQQHOV�IURP�WKH�&63�H[SUHVVLRQ��7KH�RWKHU�DSSURDFK�LV�WKH�DQDO\VLV�
RI� WKH� WUDFHV� RI� WKH� H[SUHVVLRQ� XVLQJ� WKH� &63� WRRO� FDOOHG� )'5� �)DLOXUHV��
'LYHUJHQFHV�DQG�7UDFHV���7KH�VXEVHTXHQW�VXEVHFWLRQV�RXWOLQH�WKHVH�DSSURDFKHV��
������&63�$QDO\VLV�)XQFWLRQ��

7KH�&63$QDO\VLV�IXQFWLRQ�WDNHV�D�&63�H[SUHVVLRQ��D�OLVW�RI�LQSXW�DQG�RXWSXW�
FKDQQHOV��SRUWV��WKDW�RFFXU�LQ�LW��DQG�WKH�UHFHLYHG��VHQW��ODEHO�VHW�DVVLJQPHQWV�IRU�
WKH�LQSXW��RXWSXW��FKDQQHOV��7KH�W\SH�RI�WKH�ODEHO�VHW�DVVLJQPHQWV�IRU�HDFK�RI�WKHVH�
FKDQQHOV� LQSXW� WR� DQG� RXWSXW� IURP� GHSHQGV� RQ� WKH� FRQVWUXFW� LQ� ZKLFK� WKH� &63�
H[SUHVVLRQ�LV�SODFHG��

• ,Q�FDVH�WKH�FRPSXWDWLRQ�RI�D�FRPSRQHQW�F�LV�DQDO\]HG�LQ�WKH�IXQFWLRQ��WKH�
LQSXW� ODEHO� VHW� DVVLJQPHQW� LV� WKH� UHFHLYHG� ODEHO� VHW� DVVLJQPHQWV� RI� WKH�
SRUWV�RI�WKH�FRPSRQHQW�F��DQG�WKH�RXWSXW�LV�6HQW6HW r ���

• ,Q�FDVH�WKH�JOXH�RI�D�FRQQHFWRU�LV�DQDO\]HG�LQ�WKH�IXQFWLRQ��WKH�LQSXW�ODEHO�
VHW�DVVLJQPHQW�LV�WKH�VHQW�ODEHO�VHW�DVVLJQPHQWV�RI�WKH�SRUWV�SOD\LQJ�VRPH�
UROHV�LQ�WKH�FRQQHFWLRQ��7KH�RXWSXW�LV�5HFHLYHG6HW IRU�DOO�RI�WKHVH�SRUWV���

)RU� WKH� VDNH�RI� VLPSOLFLW\��ZH�ZLOO� XVH� WKH� DQDO\VLV�RI� D�&RPSXWDWLRQ� �L�H��
UOVD��VLQFH�WKH�*OXH�KDV�WKH�VDPH�VWUXFWXUH��

&63$QDO\VLV���UOVD r →�6HQW6HW r ��ZKHUH�F∈&RPSRQHQWV��

7KH�GRPDLQ�DQG�FRGRPDLQ�DUH�ERWK�FROOHFWLRQV�RI�VHFXULW\�ODEHO�VHWV�LQGH[HG�
E\�WKH�SRUWV�RI�WKH�FRPSRQHQW�LQVWDQFH���

7KH�&63$QDO\VLV� IXQFWLRQ� LV�ZULWWHQ� E\�$OL� )HUKDW� 7DPXU�� DQG� WKH� VRXUFH�
FRGHV� DUH� JLYHQ� LQ� $SSHQGL[� +�� 7KLV� LPSOHPHQWDWLRQ� YHUVLRQ� GRHV� QRW� LQFOXGH�
SDUDOOHO�RSHUDWRU��__��ZKLFK�LV�RQH�RI�WKH�EDVLF�RSHUDWRUV�RI�&63��7R�LQFOXGH�SDUDOOHO�
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RSHUDWRU�� WKH� VHFRQG� DSSURDFK� WR�&63� DQDO\VLV� XVLQJ� D�&63� WRRO� FDOOHG� )'5� LV�
FRQVLGHUHG��
������&63�$QDO\VLV�ZLWK�)'5�

)'5� WRRO� SURYLGHV� D� IDFLOLW\� WR� FKHFN� WUDFHV� RI� &63� H[SUHVVLRQV� E\�
UHILQHPHQW�>�����@��$�WUDFH�RI�D�SURFHVV�LV�D�ILQLWH�VHTXHQFH�RI�HYHQWV��ZKLFK�WKH�
SURFHVV�FDQ�SHUIRUP��$�SURFHVV�4�LV�D�WUDFH�UHILQHPHQW�RI�DQRWKHU�SURFHVV�3��LI�DOO�
SRVVLEOH� VHTXHQFHV� RI� WUDFHV�� ZKLFK� 4� FDQ� GR�� DUH� DOVR� SRVVLEOH� IRU� 3�� 7KH�
UHODWLRQVKLS�LV�ZULWWHQ�DV��

3� ¦ 4�GHI�WUDFHV�4����WUDFHV�3��

6XSSRVH�F�LV�DQ�LQSXW�SRUW�DQG�G�LV�DQ�RXWSXW�SRUW�LQ�D�:ULJKW�FRQILJXUDWLRQ��
2XU� YHULILFDWLRQ� SURFHVV� UHTXLUHV� D� &63� DQDO\VLV� WR� FKHFN� LI� WKHUH� LV� D� WUDFH�
�F"[�G�I�[�!��ZKHUH�[� LV�D�GDWXP�WKDW� LV� LQSXW�E\�SRUW�F�DQG� I� LV�DQ�RSHUDWLRQ�� ,I�
WKHUH�H[LVWV�VXFK�D�WUDFH��ZH�FDQ�FRQFOXGH�WKH�RXWSXW�SRUW�G�GHSHQGV�RQ��D�IXQFWLRQ�
RI�� WKH�GDWD� LQSXW�E\�SRUW�F�� L�H�� WKH�GDWXP�[��7DNLQJ�DOO�SRVVLEOH�FRPELQDWLRQ�RI�
LQSXW� SRUW� DQG� RXWSXW� SRUW� SDLUV� LQ� D� &63� H[SUHVVLRQ�� GDWD� IORZ� GHSHQGHQFLHV�
WKURXJK�SRUWV�FDQ�EH�REWDLQHG���

/HW�7�EH�WKH�VHW�RI�DOO�WUDFHV�RI�WKH�FRQILJXUDWLRQ��DQG�OHW�Wb§ �GHQRWH�WKH�WUDFHV�
W�ZKHQ�UHVWULFWHG�WR�V\PEROV�LQ�WKH�VHW�$��LW�LV�IRUPHG�IURP�W�VLPSO\�E\�RPLWWLQJ�DOO�
V\PEROV�RXWVLGH�$��7KHQ��XVLQJ�WKH�WUDFHV�UHILQHPHQW��

�7b ¨ rc© ª!« ����^�F"[�G�I�[�!�_�F"[��DQ�LQSXW�HYHQW��G�I�[���DQ�RXWSXW�HYHQW`�LPSOLHV����
�7b ¨ rc© ª!« ���� ¬ ^�F"[�G�I�[�!�_�F"[��DQ�LQSXW�HYHQW��G�I�[���DQ�RXWSXW�HYHQW`�

7KDW� PHDQV�� ZH� FDQ� FKHFN� LI� WKHUH� H[LVWV� D� WUDFH� LQ� WKH� FRQILJXUDWLRQ�
FRQVLVWLQJ�RI�DQ�LQSXW�HYHQW�RFFXUULQJ�LQ�D�SURFHVV�GHVFULSWLRQ��OLNH�F"[��IROORZHG�
E\�DQ�RXWSXW�HYHQW�RFFXUULQJ�LQ�WKH�GHVFULSWLRQ��OLNH�G�I�[����7KLV�PXVW�EH�FKHFNHG�
IRU�DQ\�FRPELQDWLRQ�RI�LQSXW�DQG�RXWSXW�HYHQW�SDLUV��7KHQ��GHSHQGHQW�LQSXW�SRUWV�
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ZKRVH�GDWD�DQG�VHFXULW\�ODEHOV�DUH�NQRZQ��VHH�WKH�YHULILFDWLRQ�SURFHVV�DOJRULWKP�LQ�
WKH�QH[W�VHFWLRQ��FDQ�EH�FROOHFWHG�IRU�HDFK�RXWSXW�SRUW��

7KHUHIRUH��DOO�RSHUDWRUV�RI�&63�LQFOXGLQJ�SDUDOOHO��__��RSHUDWRU�FDQ�EH�VXEMHFW�
WR�DQDO\VLV�XVLQJ�WKH�WUDFHV�UHILQHPHQW�IDFLOLW\�RI�)'5��6LQFH�&63�DQDO\VLV�LV�QRW�
WKH� PDLQ� IRFXV� RI� WKLV� VWXG\�� D� V\VWHP� WR� SHUIRUP� WKH� DQDO\VLV� H[FOXGLQJ� �__��
RSHUDWRU�LV�LPSOHPHQWHG���
����7KH�9HULILFDWLRQ�3URFHVV�

7KH�YHULILFDWLRQ�SURFHVV�FRQVLVWV�RI�WKUHH�SDUWV�WKDW�DUH�H[HFXWHG�VHTXHQWLDOO\���
SUHSURFHVVLQJ� DQG� LQLWLDOL]DWLRQV�� GDWD� IORZ� DQDO\VLV�� DQG�SRVWSURFHVVLQJ��$�GDWD�
IORZ�GLDJUDP�RI�WKH�YHULILFDWLRQ�SURFHVV�LV�SUHVHQWHG�LQ�)LJXUH�������

������3UHSURFHVVLQJ�DQG�,QLWLDOL]LQJ�
�

7DNLQJ�WKH�DEVWUDFW�V\QWD[�RI�WKH�:ULJKW�F�GHVFULSWLRQ�DQG�WKH�DFFHVV�FRQWURO�
ODWWLFH�PRGHO�DV�LQSXWV�� WKH�YHULILFDWLRQ�SURFHVV�VWDUWV�E\�LQLWLDOL]LQJ�WKH� ODEHO�VHW�
DVVLJQPHQW� �OVD�� RI� WKH� FRQILJXUDWLRQ� �DOWKRXJK� ORJLFDOO\� LQFOXGHG� LQ� WKH�
YHULILFDWLRQ�SURFHVV��LW�LV�LPSOHPHQWHG�DV�D�SDUW�RI�WKH�SDUVLQJ�SURFHVV���

7KH�LQLWLDO�UOVD�LV�VHW�XS�E\�IORRGLQJ��$OO�FRQIRUPLQJ�ODEHOV�DUH�RIIHUHG�WR�DOO�
LQSXW�SRUWV���

�$QRWKHU�WDVN�WKDW�LV�SHUIRUPHG�LQ�WKH�SUHSURFHVVLQJ�LV�WR�GHWHUPLQH�WKH�GDWD�
VRXUFH�SRUWV�IRU�HDFK�SRUW�RI�HYHU\�FRPSRQHQW�LQVWDQFH�LQ�WKH�FRQILJXUDWLRQ��5HFDOO�
WKDW� WKH�GDWD� VRXUFH�SRUWV�RI�D�SRUW�S�RI� D� FRPSRQHQW�F�� GHQRWHG� ­®'63 ��DUH� WKH�
WKRVH�WKDW�SOD\�VRPH�UROH�LQ�WKH�FRQQHFWRUV�LQ�ZKLFK�S�DOVR�SOD\V�D�UROH��7KH�GHWDLOV�
RI�GDWD�VRXUFH�SRUWV�DUH�JLYHQ�LQ�6HFWLRQ������

7KH� QH[W� VWHS�� GDWD� IORZ� DQDO\VLV�� LV� D� IL[HG� SRLQW� FRPSXWDWLRQ�� ,W� FDQ� EH�
YLHZHG�DV�DQ�LWHUDWLYH�LPSURYHPHQW�RQ�WKH�LQLWLDO�OVD��

�
�



�
�
�
���

�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�

)LJXUH������'DWD�IORZ�GLDJUDP�RI�WKH�9HULILFDWLRQ�3URFHVV��

6XFFHVV�
QRWLILFDWLRQ�

⊕�⊕�

6XFFHVV�
QRWLILFDWLRQ�

¯J°�±²M³ ����´�µcµc¶ ·�¸ µ¹° ´�º�»���¶ ¼ ½�¾ ¿�ÀA´R¾ µM·�Á¶ ¸<��»�¼[Â<¿�¼ ¿

° ´�¸�¼ ° ´�¼ Ã ÄI´�ºC´C¶ ÅA´�Â ° ´�¼

µ	¾ µ�¿�Ã ��¾ µc¿

:ULJKW�F�DQG�ODWWLFH�PRGHO�
LQ�DEVWUDFW�IRUP�

,QLWLDO��
ODEHO�VHW�DVVLJQPHQW�

)L[HG�SRLQW�
‘label set assignment’ �

3RVW�
SURFHVVLQJ�

�3UHSURFHVVLQJ�	�
,QLWLDOL]LQJ�

)ORZ�
$QRPDO\�
'HWHFWLRQ�

�9LRODWLRQ�
3UHYHQWLRQ�

([FHVV��
3ULYLOHJH�
'HWHFWLRQ�

° ´�º�»<�	¶ ¼ ½�¾ ¿�À�´R¾ µM·�Á·�»�¼ ��»<¼[Â�¿�¼ ¿Æ ° ´�¸�¼ ° ´�¼ Ã ÄI´�ºC´C¶ ÅA´�Â ° ´�¼ Ç

&63�
$QDO\VLV�

�
�
�,WHUDWLRQ�

�1(;7��

)ORZ�
DQRPDO\�
QRWLILFDWLRQ�

([FHVV�
SULYLOHJH�
QRWLILFDWLRQ�

'DWD�)ORZ�
$QDO\VLV�

'HYHORSPHQW�7HDP�
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������'DWD�)ORZ�$QDO\VLV�
�7KH�GDWD�IORZ�DQDO\VLV�VWDUWV�DIWHU�WKH�SUHSURFHVVLQJ�DQG�LQLWLDOL]DWLRQ�SKDVH�

LV� FRPSOHWHG�� 7KH� DQDO\VLV� UHSHDWHGO\� H[HFXWHV� WKH� 1(;7� IXQFWLRQ� XQWLO� WZR�
VXFFHVVLYH�UOVDV�FRLQFLGH��L�H��WKH�IL[HG�SRLQW�UOVD�LV�REWDLQHG���7KH�1(;7�IXQFWLRQ�
PDSV�DQ�UOVD�$�WR�D�QHZ�UOVD��$ ��LQ�DQ�LWHUDWLRQ�VWHS��L�H��$  1(;7��$���

7KH�1(;7�IXQFWLRQ�FDOOV�&RPS)LOWHU�DQG�*OXH)LOWHU�IXQFWLRQV�DOWHUQDWLQJO\��
,Q� HDFK� LWHUDWLRQ�� D� QHZ� UOVD� LV� FRPSXWHG� IURP� WKH� UOVD� JLYHQ� DV� DQ� DUJXPHQW�
�)LJXUH��������

�
�
�

�
�
�
�

)LJXUH������$Q�LWHUDWLRQ�RI�'DWD�)ORZ�$QDO\VLV�UHDOL]LQJ�WKH�1(;7�IXQFWLRQ��
,WHUDWLRQ�VWDUWV�IURP�UOVD��

�
7KH�GHVFULSWLRQV�RI�WKH�*OXH)LOWHU�DQG�WKH�&RPS)LOWHU��ZKLFK�DUH�SDUWV�RI�WKH�

GDWD�IORZ�DQDO\VLV��DUH�JLYHQ�EHORZ�WRJHWKHU�ZLWK�WKH�GHVFULSWLRQ�RI�WZR�DX[LOLDU\�
IXQFWLRQV��QDPHO\�&63$QDO\VLV�DQG�9LRODWLRQ3UHYHQWLRQ���

&63$QDO\VLV��

:ULJKW� FRQILJXUDWLRQV� �WKXV� :ULJKW�F� FRQILJXUDWLRQV�� LQYROYH� &63�
H[SUHVVLRQV��7KHUHIRUH��WKH�DQDO\VLV�RI�GDWD�IORZ�ZLWKLQ�D�FRPSRQHQW�RU�FRQQHFWRU�
QHHGV� DQ� DQDO\VLV� RQ� WKHVH� &63� H[SUHVVLRQV�� 7KH� GHWDLOV� RI� WKLV� DQDO\VLV� DUH�
SUHVHQWHG�LQ�6HFWLRQ�������

VOVD

UOVD

VOVD È

UOVD È

&RPS)LOWHU

*OXH)LOWHU�

3URM È

UOVD È

ÉËÊ�Ì<Í�Î�Ì�ÏAÐCÏ�Ñ Ò∈
∏

ÓËÔFÕ<Ö�×�Õ<ØAÙCØ�Ú Û∈
∏
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9LRODWLRQ3UHYHQWLRQ���

9LRODWLRQ3UHYHQWLRQ� UHIXVHV� �ILOWHUV� RXW�� DQ\� VHFXULW\� ODEHOV� WKDW� FDQ� FDXVH�
IORZ� DQRPDOLHV� IURP� WKH� VHFXULW\� ODEHO� VHW� JLYHQ� DV� DQ� LQSXW� WR� WKH� IXQFWLRQ�� ,W��
WKHQ�� FRQVWUXFWV� DQG� UHWXUQV� D� ODEHO� VHW� DVVLJQPHQW� VOVD� �UOVD��� ZKLFK� LV� WKH�
FRQIRUPLQJ�VXEVHW�RI�LWV�LQSXW�VHFXULW\�ODEHO�VHW��6HQW6HW��5HFHLYHG6HW����7ZR�W\SHV�
RI�IORZ�DQRPDOLHV�FDQ�EH�GHILQHG�LQ�UHJDUGV�WR�WKH�%/3�SULQFLSOHV��

L�� 7KURXJK�VRPH�FRQQHFWRU�D�GDWXP�ZLWK�VHFXULW\�ODEHO�A�LV�VHQW�WR�DQ�LQSXW�
SRUW�S�ZLWK�FOHDUDQFH�QRW�GRPLQDWLQJ�A���+HQFH�LI�LW�ZHUH�WR�EH�UHFHLYHG�
E\�WKH�SRUW�S��WKDW�ZRXOG�EH�D�YLRlation regarding the BLP ‘no�read up’  

SULQFLSOH���

LL�� 6RPH�FRPSRQHQW�DWWHPSWV�WR�VHQG�D�GDWXP�ZLWK�VHFXULW\�ODEHO�A��WKURXJK�
RQH�RI�LWV�SRUWV��VD\�S��ZLWK�FOHDUDQFH�QRW�GRPLQDWHG�E\�A���+HQFH�LI�WKH�
SRUW�S�ZHUH�WR�VHQG�WKH�GDWD��WKDW�ZRXOG�EH�D�YLRODWLRQ�RI�WKe BLP’ s ‘no�
write down’  principle.) �

1RWH�WKDW�W\SH��L��DQRPDOLHV�DULVH�IURP�WKH�JOXH�RI�VRPH�FRQQHFWRU��DQG�W\SH�
�LL��DQRPDOLHV�DULVH�IURP�WKH�FRPSXWDWLRQ�RI�VRPH�FRPSRQHQW��

&RPS)LOWHU���

,W� LV�D�IXQFWLRQ�WKDW�DSSOLHV�WKH�IROORZLQJ�RSHUDWLRQV�WR�SHUIRUP�D�GDWD�IORZ�
DQG�YLRODWLRQ�SUHYHQWLRQ�DQDO\VLV�ZLWKLQ�HYHU\�FRPSRQHQW�LQVWDQFH�F��

• 7KH�IXQFWLRQ�LQSXWV�D�UHFHLYHG�ODEHO�VHW�DVVLJQPHQW�IRU�WKH�FRPSRQHQW�F�
�UOVD r ����

• 7KH�&63$QDO\VLV�PRGXOH� LV�FDOOHG�E\�VXSSO\LQJ� WKH�FRPSXWDWLRQ�RI�F��
DQG�UOVD r ��7KH�&63$QDO\VLV�PRGXOH�UHWXUQV�6HQW6HW r �IRU�WKH�FRPSRQHQW�
LQVWDQFH�F����

• 7KH� 9LRODWLRQ3UHYHQWLRQ� PRGXOH� LV� FDOOHG� E\� VXSSO\LQJ� 6HQW6HW r � DQG�
DFFHVV�FRQWURO�ODWWLFH�PRGHO�WR�GHWHUPLQH�LI�WKHUH�H[LVWV�DQ\�YLRODWLRQ�WR�
%/3�SULQFLSOHV��7KH�PRGXOH�FKHFNV�WKH�VHFXULW\�ODEHOV�RI�GDWD�SRVVLEO\�
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RXWSXW�E\�WKH�FRPSRQHQW�F�DQG�DXWKRUL]DWLRQ�OHYHOV�DVVLJQHG�WR�LWV�SRUWV�
� ÜÝFD �� ZKHUH� S∈3RUWV Þ ��� 7KHQ�� LW� UHWXUQV� VOVD Þ � ZKLFK� H[FOXGHV� WKH�
security labels that can cause violation to BLP’ s ‘no�write down’  

SULQFLSOH��7KH�H[FOXGHG�VHFXULW\�ODEHOV�DUH�SXW�LQWR�D�OLVW��FDOOHG�UHIXVHG�
VHQW�OLVW��1RWH�WKDW�HDUOLHU�UHIXVHG�VHQW�OLVWV�DUH�GLVFDUGHG����

• 7KH�IXQFWLRQ�&RPS)LOWHU��WKHQ��UHWXUQV�VHQW�ODEHO�VHW�DVVLJQPHQW�IRU�WKH�
FRPSRQHQW�LQVWDQFH�F��ZKLFK�LV�VOVD r ��

,Q�VKRUW��VOVD r  &RPS)LOWHU�UOVD r ���IRU�HDFK�F∈&RPSRQHQWV�

*OXH)LOWHU���

,W�LV�D�IXQFWLRQ�WKDW�SHUIRUPV�D�GDWD�IORZ�DQG�YLRODWLRQ�SUHYHQWLRQ�DQDO\VLV�IRU�
HYHU\�FRPSRQHQW� LQVWDQFH�F∈�&RPSRQHQWV� WKURXJK� � WKH�FRQQHFWRUV� LW� LV� LQFLGHQW�
RQ��

• 7KH� IXQFWLRQ� LQSXWV� D� VHQW� ODEHO� VHW� DVVLJQPHQW� �VOVD�� IRU� WKH�
FRQILJXUDWLRQ���

• ,W�� WKHQ�� H[WUDFWV� WKH� GDWD� VRXUFH� SRUWV�� ßà'63 � IRU� HDFK� SRUW�S� RI� WKH�
FRPSRQHQW� LQVWDQFH� F�� 1RWH� WKDW� D� SRUW� FDQ� SOD\� PXOWLSOH� UROHV� LQ�
GLIIHUHQW� FRQQHFWLRQV�� 7KHUHIRUH�� VLQFH�*OXH)LOWHU� UXQV� RQ� FRQQHFWLRQ�
EDVLV��WKH�RXWSXWV�IRU�WKH�VDPH�SRUW�SOD\LQJ�PXOWLSOH�UROHV�DUH�XQLRQHG���

• )RU� HDFK� FRQQHFWRU� LQVWDQFH� D�� WKH� &63$QDO\VLV� PRGXOH� LV� FDOOHG� E\�
VXSSO\LQJ�WKH�JOXH�RI�D��WKH�SRUWV�S�WKDW�SOD\�VRPH�UROHV�LQ�D��DQG� á

âVOVD �
IRU�HDFK�]∈ ãä'63 ��ZKHUH�7�LV�D�FRPSRQHQW�LQVWDQFH�WR�ZKLFK�]�EHORQJV��
7KH� &63$QDO\VLV� IXQFWLRQ� UHWXUQV åæFHLYHG6HW5H � IRU� HDFK� ]∈ ãä'63 ��
ZKLFK�DUH�VXEVHTXHQWO\�XQLRQHG�LQ�SRUW�EDVLV����

• 7KH� 9LRODWLRQ3UHYHQWLRQ� PRGXOH� LV� FDOOHG� E\� VXSSO\LQJ� 5HFHLYHG6HW ç �
DQG� WKH� DFFHVV� FRQWURO� ODWWLFH� PRGHO� WR� GHWHUPLQH� LI� WKHUH� H[LVWV� DQ\�
YLRODWLRQ� WR�%/3�SULQFLSOHV�� 7KH�PRGXOH� FKHFNV� WKH� VHFXULW\� ODEHOV� RI�
GDWD�SRVVLEO\�LQSXW�E\�WKH�FRPSRQHQW�F�DQG�DXWKRUL]DWLRQ�OHYHOV�DVVLJQHG�



�
�
�
���

WR�LWV�SRUWV�� èéFD ��ZKHUH�S∈3RUWV ç ���7KHQ��LW�UHWXUQV�UOVD ê �ZKLFK�H[FOXGHV�
the security labels that cause violation to BLP’ s ‘no�read up’  principle. 

7KH�H[FOXGHG�VHFXULW\�ODEHOV�DUH�SXW�LQWR�D�OLVW��FDOOHG�UHIXVHG�UHFHLYHG�
OLVW��(DUOLHU�UHIXVHG�UHFHLYHG�OLVWV�DUH�GLVFDUGHG��

• 7KH�IXQFWLRQ�*OXH)LOWHU��WKHQ��UHWXUQV�UHFHLYHG�ODEHO�VHW�DVVLJQPHQW�IRU�
WKH�FRPSRQHQW�LQVWDQFH�F��UOVD ç ��

,Q�VKRUW��UOVD ç  *OXH)LOWHU�VOVD ç ���IRU�HDFK�F∈&RPSRQHQWV�
+DYLQJ� GHVFULEHG� WKH� IXQFWLRQV� WKDW� WKH� 1(;7� IXQFWLRQ� XWLOL]HV�� WKH�

IROORZLQJ�SDUDJUDSK�GHVFULEHV�WKH��RSHUDWLRQV�LW�SHUIRUPV�RQ�UOVD�WR�FRPSXWH�UOVD �
�)LJXUH�������

• $SSOLHV� WKH� 3URMHFWLRQ� RSHUDWRU�3URM� WR� UOVD� WR� H[WUDFW� UOVD ç � IRU� HYHU\�
F∈&RPSRQHQWV��

• 5XQV�&RPS)LOWHU�WR�REWDLQ�VOVD ç �IRU�HYHU\�F∈&RPSRQHQWV��
• $SSOLHV� WKH� SURGXFW� RSHUDWRU� ∏ WR� DOO� VOVD ç � WR� IRUP� VOVD�� ZKHUH�

F∈&RPSRQHQWV���7KDW�LV���VOVD� ë
ëíìYî<ï�ð�î�ñAòCñ�ó ô VOVD∈

∏ ���

• 5XQV�*OXH)LOWHU�WR�REWDLQ�UOVD ê ����IRU�HYHU\�F∈&RPSRQHQWV�
• )LQDOO\��DSSOLHV�WKH�SURGXFW�RSHUDWRU�WR�REWDLQ�UOVD����

UOVD� ë
ëíìYî<ï�ð�î�ñAòCñ�ó ô UOVD∈

∏ ���

7R� UHSUHVHQW�DQG�DQDO\]H� WKH� LWHUDWLRQ�F\FOH�PRUH�IRUPDOO\��ZH�H[SUHVV�WKH�
IXQFWLRQ�1(;7��*5/6$�→�*5/6$�DV�D�FRPSRVLWLRQ�RI�FRQVWLWXHQW�IXQFWLRQV��

1(;7�� �3 õcö ÷	ø �R�*OXH)LOWHU�R�3 ÷	ö ÷!ø �R�&RPS)LOWHU ù �R�3URM ù ��ZKHUH�

3URM ù ��UOVD�6 �UOVD ê ��IRU�F∈�&RPSRQHQWV��

&RPS)LOWHU ù ��UOVD ê �6 ��VOVD ê ��IRU�F∈&RPSRQHQWV��
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3 ÷	ö ÷	ø ��^VOVD ê _�F∈&RPSRQHQWV`��6 VOVD�

*OXH)LOWHU���VOVD�6 �UOVD � ê
3 õcö ÷	ø ��^UOVD � ê �_�F∈&RPSRQHQWV`�6 �UOVD �

+DYLQJ�SUHVHQWHG�D�VLQJOH�LWHUDWLRQ�WR�FRPSXWH�1(;7�UOVD���)LJXUH�����VKRZV�
WKH� RYHUDOO� GDWD� IORZ� DQDO\VLV� SKDVH� LQ� WHUPV� RI� UOVD� WUDQVLWLRQV��$V� VHHQ� LQ� WKH�
ILJXUH�� HDFK� LWHUDWLRQ� HQGV� XS�ZLWK� DQ� UOVD��ZKLFK� LV� WKH� QHZ� UHFHLYHG� ODEHO� VHW�
DVVLJQPHQW�REWDLQHG�IURP�WKH�UOVD�RI�WKH�SUHYLRXV�LWHUDWLRQ��7KH�GDWD�IORZ�DQDO\VLV�
SKDVH�WHUPLQDWHV�ZKHQ�WZR�VXFFHVVLYH�UOVDV�DUH�WKH�VDPH��L�H���WKH�1(;7�IXQFWLRQ�
\LHOGV�QR�FKDQJH� LQ� WKH�VHFXULW\� ODEHO� VHWV��&RQVHTXHQWO\�� WKH�GDWD� IORZ�DQDO\VLV�
UHWXUQV� WKH� IL[HG�SRLQW� UHFHLYHG� ODEHO�VHW�DVVLJQPHQW�ZKLFK�LV�� WKHQ��VXEMHFWHG� WR�
DQDO\VLV�E\�WKH�SRUWSURFHVVLQJ�RSHUDWLRQV��
������3RVWSURFHVVLQJ�

$IWHU� WKH� WHUPLQDWLRQ� RI� WKH� GDWD� IORZ� DQDO\VLV�� WKH� YHULILFDWLRQ� SURFHVV�
PRYHV� RQ� WR� SURGXFH� UHSRUWV� E\�FKHFNLQJ� WKH� ODEHO� VHW� DVVLJQPHQWV��7KH� UHSRUWV�
FDQ�EH�JURXSHG�LQWR�WKUHH��

L�� )ORZ�$QRPDO\�'HWHFWLRQ���
,W�LV�WKH�IXQFWLRQ�WKDW�FKHFNV�ZKHWKHU�DQ�DVVLJQPHQW�RI�FOHDUDQFH�WR�WKH�SRUWV�

RI�WKH�FRPSRQHQWV�LQ�D�FRQILJXUDWLRQ�KDV�DQ\�GDWD�IORZ�DQRPDOLHV�JUDQWHG�WKDW�WKH�
%/3�SULQFLSOHV�DUH�QRW� WR�EH�YLRODWHG��2XU�YLHZ�LV� WKDW� LQ�D�FRQILJXUDWLRQ�ZLWK�D�
SURSHU�FOHDUDQFH�DVVLJQPHQW��QR�LQSXW�SRUW�PXVW�EH�VHQW�GDWD�WKDW�LW�FDQQRW�UHFHLYH��
DQG� QR� RXWSXW� SRUW�PXVW� JHW� GDWD� WKDW� LW� FDQQRW� VHQG�ZLWKRXW� YLRODWLQJ� WKH�%/3�
SULQFLSOHV��

7R�SHUIRUP�WKH�GHWHFWLRQ��WKH�UHIXVHG�OLVWV��VHQW�UHIXVHG�OLVW��UHFHLYHG�UHIXVHG�
OLVWV�� DUH� FKHFNHG� LI� WKHUH� DUH� HQWULHV� LQ� WKHP�� $Q� DQRPDO\� LV� GHWHFWHG� LQ� WKH�
FRQILJXUDWLRQ�RI�WKH�VRIWZDUH�V\VWHP�LI��

�
�
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)LJXUH������OVD�GHYHORSPHQW�LQ�WKH�9HULILFDWLRQ�3URFHVV�
�
�
�

• 6HQW� UHIXVHG� OLVW� FRQWDLQV� VHFXULW\� ODEHOV�� 7KHVH� ODEHOV� DUH� LQ� WKH� OLVW�
EHFDXVH�WKH\�DUH�UHIXVHG�VLQFH�WKH\�DUH�DWWHPSWHG�WR�EH�VHQW�E\�D�SRUW�S�
ZKRVH� FOHDUDQFH� DVVLJQPHQW� � úûFD �� LV� QRW� GRPLQDWHG� E\� WKHVH� ODEHOV��
7KRXJK� WKH� OLVW� HQWULHV� DUH�GLVFDUGHG� LQ� HDFK� LWHUDWLRQ�� WKH� H[LVWHQFH� RI�
them at the end indicates potential violation of BLP ‘*�property’ . (Note 

WKDW� WKLV� LV� D� SURJUDPPLQJ� RSWLPL]DWLRQ��� 7KH� FRPSXWDWLRQ� RI� F� RIIHUV�
RXWSXW�SRUW�S∈3RUWV ü �ZLWK�FOHDUDQFH ýþFD �VRPH�GDWD� ODEHOOHG�A�VXFK� WKDW�
A≥ ýþFD �GRHV�QRW�KROG��

VOVD���

UOVD��� VOVD ê ���UOVD ê ���
&RPS)LOWHU ê

*OXH)LOWHU�

3URM ê

Π

,QLWLDO�

UOVD ê ���
Π�

VOVD���

UOVD��� VOVD ê ���UOVD ê ���
&RPS)LOWHU ê

*OXH)LOWHU�

3URM ê

Π�
UOVD ê ���

Π�
UOVD��� ������

,WHUDWLRQ���

,WHUDWLRQ���

,WHUDWLRQ���
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• 5HFHLYHG� UHIXVHG� OLVW�FRQWDLQV� VHFXULW\� ODEHOV��7KHVH� ODEHOV� DUH�SXW� LQWR�
WKH�OLVW�EHFDXVH�WKH\�DUH�DWWHPSWHG�WR�EH�LQSXW�E\�D�SRUW�ZKRVH�FOHDUDQFH�
DVVLJQPHQW�� ýþFD ��GRHV�QRW�GRPLQDWH�WKHVH�ODEHOV��7KRXJK�WKH�OLVW�HQWULHV�
DUH�GLVFDUGHG�LQ�HDFK�LWHUDWLRQ��WKH�H[LVWHQFH�RI�WKHP�DW�WKH�HQG�LQGLFDWHV�
potential violation of BLP ‘simple�security property’  (Note that this is a 

SURJUDPPLQJ�RSWLPL]DWLRQ���7KH�JOXH�RI�VRPH�FRQQHFWRU�RIIHUV�LQSXW�SRUW�
S∈3RUWV ü �ZLWK� ÿ�FD �VRPH�GDWD��ODEHOOHG�A�VXFK�WKDW�A≤ ýþFD �GRHV�QRW�KROG��

LL��([FHVV�3ULYLOHJHV��

([FHVV�SULYLOHJH� FDQ�EH� GHILQHG� DV� WKH�SULYLOHJH� �FOHDUDQFH�� WKDW� FDQQRW�EH�
H[HUFLVHG�XQGHU�JLYHQ�FOHDUDQFH�DVVLJQPHQW�IRU�WKH�FRQILJXUDWLRQ��+HQFH��LI�VRPH�
LQSXW�SRUW�S�KDV�FOHDUDQFH�.�EXW�LV�QRW�VHQW��WKURXJK�VRPH�FRQQHFWRU�WR�ZKLFK�LW�LV�
DWWDFKHG��D�GDWXP�ZLWK�ODEHO�A�GRPLQDWHG�E\�.��WKHQ�.�LV�DQ�H[FHVV�SULYLOHJH���7KXV�
WKHUH�PLJKW�EH�D�ORZHU�FOHDUDQFH�WKDQ�.�WR�EH�DVVLJQHG�WR�S�ZLWKRXW�UHVWULFWLQJ�WKH�
GDWD�IORZ�ZLWKLQ�WKH�FRQILJXUDWLRQ��6LPLODUO\��LI�VRPH�RXWSXW�SRUW�S�KDV�FOHDUDQFH�.�
EXW�S�GRHV�QRW�JHW��IURP�WKH�FRPSXWDWLRQ�RI�LWV�FRPSRQHQW��D�GDWXP�ZLWK�ODEHO�A��
ZKLFK�GRPLQDWHV�.�� WKHQ�.� LV�DQ�H[FHVV�SULYLOHJH��7KXV��WKHUH�PLJKW�EH�D�KLJKHU�
FOHDUDQFH�WKDQ�.��LQ�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO��WR�EH�DVVLJQHG�WR�S�ZLWKRXW�
UHVWULFWLQJ�WKH�H[LVWLQJ�GDWD�IORZ�ZLWKLQ�WKH�FRQILJXUDWLRQ��

,Q�RUGHU� WR�GHWHUPLQH�ZKHWKHU�H[FHVV�SULYLOHJHV�H[LVW��HYHU\�SRUW�S�RI�HDFK�
FRPSRQHQW� LQVWDQFH� F� LV� FKHFNHG� LQ� WHUPV� RI� WKHLU� FOHDUDQFH� DVVLJQPHQW� � ýþFD ��
DJDLQVW�LWV�WKH�ODEHO�VHW�DVVLJQPHQW�� ��OVD ���,I�WKHUH�LV�DQRWKHU�FOHDUDQFH�DVVLJQPHQW��
VD\� ��FD ��ZKLFK�LV�GRPLQDWHG�E\� ��FD ��DQG�GRHV�QRW�FDXVH�DQ\�GHFUHDVH�LQ�H[LVWLQJ�
GDWD�IORZ�WKHQ�WKH�GHVLJQHU�LV�UHSRUWHG�DERXW�WKLV�VLWXDWLRQ��

,I�HLWKHU��RU�ERWK��RI�WKHVH�FDVHV�RFFXU�� WKH�YHULILFDWLRQ�SURFHVV�UHSRUWV�LW� WR�
WKH� XVHUV� WR� FRQVLGHU� WKH� DQRPDOLHV� DQG� UHYLVH� WKH� FOHDUDQFH� DVVLJQPHQW�� DQG�
SHUKDSV��WKH�DFFHVV�FRQWURO�ODWWLFH��7KH�UHSRUW��LQ�JHQHUDO��FRQWDLQV�LQIRUPDWLRQ�RQ�
FRPSRQHQW�LQVWDQFH�EDVLV��)RU�HYHU\�FRPSRQHQW�LQVWDQFH��WKH�SRUWV�DUH�UHSRUWHG�DV��

• 7KH�FRPSRQHQW�LQVWDQFH�QDPH�LW�EHORQJV��
• ,WV�QDPH��
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• ,WV�DVVLJQHG�FOHDUDQFH��
• 6HFXULW\�ODEHOV�RI�GDWD�WKDW�SRWHQWLDOO\�LQSXW�E\�WKH�SRUW��
• 6HFXULW\�ODEHOV�RI�GDWD�WKDW�SRWHQWLDOO\�RXWSXW�IURP�WKH�SRUW��
• 6HFXULW\� ODEHOV�RI�GDWD� WKDW�SRWHQWLDOO\�FDXVHV�DQRPDOLHV�ZLWK�UHVSHFW�WR�

BLP’ s simple seFXULW\�SURSHUW\��
• 6HFXULW\� ODEHOV�RI�GDWD� WKDW�SRWHQWLDOO\�FDXVHV�DQRPDOLHV�ZLWK�UHVSHFW�WR�

BLP’ s *�SURSHUW\��
• ([FHVV�SULYLOHJHV��LI�DQ\�H[LVWV��E\�UHSRUWLQJ�PRUH�VXLWDEOH�SULYLOHJH��LI�

DQ\�H[LVWV��LQ�SODFH�RI�LWV�DVVLJQHG�FOHDUDQFH��
• ,I�WKHUH�LV�QR�DQRPDO\��D�PHVVDJH�VWDWLQJ�WKH�VXFFHVVIXO�YHULILFDWLRQ���
LLL��6XFFHVVIXO�9HULILFDWLRQ�

,I�QR�IORZ�DQRPDOLHV�DQG�QR�H[FHVV�SULYLOHJHV�DUH�GHWHFWHG��WKH�YHULILFDWLRQ�
SURFHVV�DQQRXQFHV�VXFFHVV��
������3URJUDPPHU¶V�9LHZ�RI�WKH�9HULILFDWLRQ�3URFHVV�

7KH� IROORZLQJ� SVHXGR�FRGH� SUesents a “ programmer’ s view”  of the 

YHULILFDWLRQ�SURFHVV�GHVFULEHG�DERYH���
6���/(7���� ���
	�� � 
�����
���������� ��
6���,1,7,$/,=(�WKH�UHFHLYHG�ODEHO�VHW�DVVLJQPHQW���
���5(7851�UOVD���� ���
	�� � 
�����
������ ����IORRGLQJ���

6���(;75$&7� ��'63 �IRU�HDFK�S∈�3RUWV � �DQG�F∈�&RPSRQHQWV�

6����:+,/(������ ����	�� � 
�����
������ ��� 25�UOVD���� ���
	�� � 
�����
������ � �!�UOVD���� ����	�� � 
�����
������  "! ���
'2�VWHS�µ6���¶�WKURXJK�VWHS�µ6���¶��

6�����$33/<��WKH�3URMHFWLRQ�RSHUDWRU�3URM � �WR�WKH�UOVD���� ���
	�� � 
�����
������ ���
���������5(7851��UOVD � ���� ���
	�� � 
�����
������ ��IRU�HDFK�F∈�&RPSRQHQWV���
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6�������&$//�&RPS)LOWHU��IRU�HDFK�F∈�&RPSRQHQWV���
�LQSXW��UOVD � ���� ���
	�� � 
�����
������ ���
6�������&$//�&63$QDO\VLV�LQSXW��WKH�FRPSXWDWLRQ�H[SUHVVLRQ�RI�F��

DQG�3RUWV � ���
�������������5(7851�WKH�VHWV�RI�VHFXULW\�ODEHOV��6HQG6HW � ����
6�������&$//�9LRODWLRQ3UHYHQWLRQ�LQSXW��6HQW6HW �

5(7851�VOVD � ���� ���
	�� � 
�����
������ ��WRJHWKHU�ZLWK�5HIXVHG�ODEHOV�LQ�
6HQW5HIXVHG/LVW���

6�������5(7851�VOVD � ���� ����	�� � 
�����
������ ��
6�����&$//�WKH�SURGXFW�RSHUDWRU�Π�LQSXW��VOVD � ���� ���
	�� � 
�����
������ ���IRU�HDFK�

F∈�&RPSRQHQWV��
���������5(7851�VOVD���� ����	�� � 
�����
������ ����

6�����/(7� #$5HFHLYHG6HW  ^`��IRU�HDFK�S∈�3RUWV � �DQG��F∈�&RPSRQHQWV�

6�����&$//�WKH�*OXH)LOWHU�IRU�HDFK�Q∈&RQQHFWRUV����
����������������������������������LQSXW�VOVD���� ����	�� � 
�����
������ ���
6�������)25��HDFK�UROH�U∈5ROHV % �'2�

6��������5(75,(9(� WKH� SRUWV� &'3 ⊆� 3RUWV � � SOD\LQJ� WKH�
UROH�U� IURP� WKH� DWWDFKPHQWV�� IRU� HDFK�
F∈&RPSRQHQWV��

6��������5(75,(9(�WKH�GDWD�VRXUFH�SRUWV� ��'63 �DQG�WKHLU�
HQWULHV�IURP�WKH�VOVD�,WHUDWLRQ&RXQW����
ZKHUH�S∈

&'3 ��IRU�HDFK�F∈&RPSRQHQWV��

6�������/(7� ()7HPS5HFHLYHG6HW  *+5HFHLYHG6HW ���
IRU�HDFK�S∈3RUWV � �DQG��F∈�&RPSRQHQWV�

6�������&$//�&63$QDO\VLV�LQSXW��WKH�JOXH�H[SUHVVLRQV�RI�Q�� ,-'63 ��
DQG��ZKHUH�S∈

./3 ��U∈5ROHV % ��F∈&RPSRQHQWV��
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�5(7851� *+5HFHLYHG6HW ��IRU�HDFK�F∈�&RPSRQHQWV���

6��������/(7��
*+5HFHLYHG6HW  *+5HFHLYHG6HW ∪� 017HPS5HFHLYHG6HW ��

IRU�HDFK�S∈�3RUWV � �DQG�F∈�&RPSRQHQWV�
6�����&$//�9LRODWLRQ3UHYHQWLRQ�LQSXW��5HFHLYHG6HW � ��
���������5(7851� UOVD � �2�3 4�5
6�3 7 8�9�:�8�;�9�3 <�= �� WRJHWKHU� ZLWK� 5HIXVHG� ODEHOV� LQ�

5HFHLYHG5HIXVHG/LVW��IRU�HDFK��F∈�&RPSRQHQWV���
6�����&$//�WKH�SURGXFW�RSHUDWRU�Π�LQSXW��OVD � �2�3 4�5
6�3 7 8�9�:�8�;�9�3 <�= ���
���������5(7851�UOVD�2�3 4�5
6�3 7 8�9�:�8�;�9�3 <�= ���ZKHUH�F∈�&RPSRQHQWV��
6�����,WHUDWLRQ&RXQW� �,WHUDWLRQ&RXQW�����

6���)25��HDFK�SRUW�S�RI�HYHU\�FRPSRQHQW�LQVWDQFH�F�'2��
6����� ,)� WKHUH� H[LVWV� DQ\� VHFXULW\� ODEHO� LQ� WKH� >?IXVHG/LVW5HFHLYHG5H �

7+(1�
6������� ',63/$<� ³3RWHQWLDO� 1R�UHDG� XS� DQRPDO\� LV� GHWHFWHG� IRU�

SRUW´��S�³RI��WKH�FRPSRQHQW�LQVWDQFHV´�F�
(1',)�

6�����,)�WKHUH�H[LVWV�DQ\�VHFXULW\�ODEHO�LQ�WKH� @AG/LVW6HQW5HIXVH 7+(1�
6�������',63/$<�³3RWHQWLDO�1R�ZULWH�GRZQ�DQRPDO\�LV�GHWHFWHG�IRU�

SRUW´��S�³RI��WKH�FRPSRQHQW�LQVWDQFHV´�F�
�(1',)�

6���)25��HDFK�SRUW�S�RI�FRPSRQHQW�LQVWDQFH�F�'2�
6�����&$//�([FHVV3ULYLOHJH�LQSXW�� BCFD �DQG� DEOVD ��ZKHUH�

F∈�&RPSRQHQWV�DQG�S∈�3RUWV � ���
5(7851�D�FOHDUDQFH�DVVLJQPHQW�FD � F ��

6�������,)� DEFD ��!� DEFD �7+(1�
6���������',63/$<�³([FHVV�3ULYLOHJH�LV�GHWHFWHG�IRU�SRUW´��

S�³RI��WKH�FRPSRQHQW�LQVWDQFHV´�F�



�
�
�
���

6��������',63/$<� DEFD �³FDQ�EH�DVVLJQHG�LQVWHDG�RI�³ GHFD �
6�������(/6(�

6���������',63/$<�³1R�([FHVV�3ULYLOHJH�ZDV�GHWHFWHG´�
��(1',)�

6���,)�5HFHLYHG5HIXVHG/LVW�LV�HPSW\�$1'�6HQW5HIXVHG/LVW�LV�HPSW\�7+(1�
6����',63/$<�³68&&(66)8/�9(5,),&$7,21´�

(1',)�
(1'�

,W�FDQ�EH�FOHDUO\�LGHQWLILHG�WKDW�WKH�VWHSV�6��WKURXJK�6��DUH�WKH�SUHSURFHVVLQJ�
SKDVH�� VWHS� 6�� LV� WKH� LWHUDWLRQ� SKDVH�� DQG� WKH� UHPDLQLQJ� VWHSV� FRQVWLWXWH� WKH�
SRVWSURFHVVLQJ�SKDVH��

7KH� YHULILFDWLRQ� DOJRULWKP� DQG� WKH� GDWD� IORZ� DQDO\VLV� DUH� LPSOHPHQWHG� LQ�
0/��7KH�VRXUFH�FRGH�LV�SUHVHQWHG�LQ�$SSHQGL[�+��

+DYLQJ� SUHVHQWHG� WKH� YHULILFDWLRQ� DOJRULWKP�� WKH� QH[W� VHFWLRQ� LOOXVWUDWHV� LWV�
VWHSV� E\� DSSO\LQJ� LW� WR� WKH� 6HFXUH� 3ULQW� 6HUYHU� ZKRVH� GHVFULSWLRQ� LV� JLYHQ� LQ�
6HFWLRQ������
����,OOXVWUDWLRQ�RI�WKH�9HULILFDWLRQ�3URFHVV�IRU�636�

�,Q�WKLV�VHFWLRQ��DQ�LOOXVWUDWLRQ�RI�WKH�YHULILFDWLRQ�SURFHVV�LQFOXGLQJ�LWHUDWLRQ�
VWHSV�LV�SUHVHQWHG��7KH�YDULDWLRQV�RI�WKH�6HFXUH�3ULQW�6HUYHU��JLYHQ�LQ�6HFWLRQ������
WR�VKRZ�SRVVLEOH�YLRODWLRQV�LV�DOVR�LQFOXGHG�LQ�WKH�LOOXVWUDWLRQ���

7KH�UHDGHU� LV�VXSSRVHG� WR�UHIHU� WR� WKH�IROORZLQJ�UHPDUNV�LQ�RUGHU�WR�IROORZ�
WKH�LOOXVWUDWLRQ�WDEOHV�JLYHQ�LQ�WKLV�VHFWLRQ��

• (DFK�URZ�RI�WKH�WDEOHV�GHSLFWV�VWDWH�WUDQVLWLRQV�IRU�D�SRUW�RI�D�FRPSRQHQW�
LQVWDQFH��



�
�
�
���

• $� VWDWH� FRQVLVWV� RI� D�5HFHLYHG� /DEHO� 6HW� $VVLJQPHQW� �UOVD�� DQG� D� 6HQW�
/DEHO� 6HW� $VVLJQPHQW� �VOVD��� UOVD� RI� WKH� ILUVW� VWDWH� LV� FRQVWUXFWHG� E\�
DSSO\LQJ�WKH�IORRGLQJ��

• (DFK�UOVD�RU�VOVD�HQWU\�LV�D�OLVW�RI�VXEODWWLFHV�WKDW�DUH�UHSUHVHQWHG�E\�WKHLU�
PD[LPXP�DQG�WKH�PLQLPXP�HOHPHQWV���

• 3� DQG� 6� VWDQG� IRU� 38%/,&� DQG� 6(&5(7� GDWD� ODEHOV�� UHVSHFWLYHO\��
Therefore, an entry ‘P S’  denotes D�VXEODWWLFH�ZLWK�WKH�PD[LPXP�HOHPHQW�
6�� DQG� WKH� PLQLPXP� HOHPHQW�3�� $� VLQJOH� GDWD� ODEHO� LV� UHSUHVHQWHG� E\�
either ‘P�P’  (PUBLIC) or ‘S S’  (SECRET). An entry valued as (PSW\�
UHIHUV�WR�DQ�HPSW\�OLVW��

• 7KH� VWULNHWKURXJK� RYHU� D� ODEHO� GHQRWHV� WKH� UHIXVDO� EHFDXVH� RI� WKH�
YLRODWLRQ�SUHYHQWLRQ�ZLWK�UHVSHFW�WR�%/3�PRGHO��

• 7KH�EROG�IDFH�HPSKDVL]HV�WKH�XSGDWHV�GXULQJ�WKH�VWDWH�WUDQVLWLRQV��DQG�LI�
WKHUH�DSSHDUV�QR�FKDQJH�LQ�HLWKHU�UOVD�RU�VOVD�OLVWV��WKH�SURFHVV�VWRSV��

• $W�WKH�WHUPLQDWLRQ�RI�WKH�SURFHVV��LI�WKHUH�LV�D�SRWHQWLDO�YLRODWLRQ�WR�%/3�
SULQFLSOHV��WKH�UOVD�RU�VOVD�HQWU\�WKDW�FDXVHV�WKH�YLRODWLRQ�LV�VKDGHG��

7DEOH�����LOOXVWUDWHV�WKDW�WKH�DOJRULWKP�H[HFXWHV�IRU�WKUHH�LWHUDWLRQ�VWHSV�VLQFH�
WKH�FRQWHQW�RI�WKH�UOVD�LQ�VWHS���GRHV�QRW�FKDQJH��7KHUH�LV�QR�QHHG�WR�FDOFXODWH�VOVD�
IRU�VWHS���VLQFH�WKH�UOVD�LV�WKH�VDPH�DW�WKLV�VWHS��7KH�SURFHVV�VWDUWV�E\�IORRGLQJ�WKH�
UOVD�UHJDUGLQJ�WKH�FOHDUDQFH�RI�WKH�SRUWV��1H[W��WKH�VOVD�LV�FRPSXWHG�IRU�WKH�LQLWLDO�
VWHS�� 1RWH� WKDW� 38%/,&� ODEHOV� IRU� 2XWSXW3� SRUW� RI� 36�� DQG� 5HFHLYH� SRUW� RI�
38%/,&35,17(5� DUH� UHIXVHG� E\� WKH� YLRODWLRQ� FKHFNLQJ� DOJRULWKP� VLQFH� WKHLU�
FOHDUDQFH�DUH�QRW�SURSHU��
�
�
�
�
�
�
�
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7DEOH������,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�WKH�6HFXUH�3ULQW�6HUYHU�
�

67(3��� 67(3��� 67(3���&RPSRQHQW�
,QVWDQFH�
1DPH�

3RUW�
1DPH�

&OHDUDQFH�RI�
WKH�3RUW� UOVD�I JLK M�M�N�O�NQP � VOVD� UOVD� VOVD

UOVD�R S�T
U
V�W S�X�Y Z �

VOVD

8 [ � 3ULQW3� \^]_\�`ba�cbd�\ ��3��6� 3��3� (PSW\� 3��3� (PSW\� �
8 e � 3ULQW6� f_g�h�i�c�`Lj k^\�l ��3��6� 6��6� (PSW\� 6��6� (PSW\� �
8 e � 3ULQW3� \^]_\�`ba�cbd�\ ��3��6� 3�3� (PSW\� 3�3� (PSW\� �
36� 5HTXHVW6� f_g�h�i�c�`Lj k^\�l ��3��6� (PSW\� 6��6� (PSW\� 6��6� �
36� 5HTXHVW3� \^]_\�`ba�cbd�\ ��3��6� (PSW\� 3��3� (PSW\� 3��3� �
36� 2XWSXW3� \^]_\�`ba�cbd�\ ��3��6� 3��6�� (PSW\� 3��3� (PSW\� �
36� 2XWSXW6� f_g�h�i�c�`Lj k^\�l ��3��6� 3�6�6� (PSW\� 6��6� (PSW\� �

6(&85(�
35,17(5� 5HFHLYH� f_g�h�i�c�`Lj k^\�l ��3��6� (PSW\� 6��6� (PSW\� 6��6� �
38%/,&�
35,17(5� 5HFHLYH� \^]_\�`ba�cbd�\ ��3��6� (PSW\� 3�3�6� (PSW\� 3��3� �

�
�
�
6LQFH�WKHUH�LV�QR�UHIXVHG�ODEHO�OHIW�DIWHU�WHUPLQDWLRQ�RI�WKH�SURFHVV��L�H��DIWHU�

VWDWH�LV�FRPSOHWHG���WKH�YHULILFDWLRQ�UHVXOWV�ZLWK�D�VXFFHVV��7KDW�PHDQV��VWDWLFDOO\��
WKHUH� LV� QR� GDWD� IORZ� WKDW� PD\� SRWHQWLDOO\� FDXVH� D� YLRODWLRQ� WR� %HOO� /D3DGXOD�
PRGHO���

,Q�6HFWLRQ������ZH�KDYH�SUHVHQWHG�VRPH�FDVHV�WR�VKRZ�SRVVLEOH�YLRODWLRQV�WR�
%HOO� /D3DGXOD�PRGHO� E\�PRGLI\LQJ� WKH� 636�� 6LPLODU� WR� WKH�RULJLQDO�GHVFULSWLRQ��
WKHLU�YHULILFDWLRQ�VWHSV�DUH�GHSLFWHG�LQ�7DEOH������7DEOH������7DEOH������DQG�7DEOH�
�����UHVSHFWLYHO\��

,Q�7DEOH������WKH�SURFHVV�WHUPLQDWHV�LQ�VWHS���ZKHUH�WKHUH�LV�QR�PRGLILFDWLRQ�
LQ� WKH�VOVD�� � ,W� LV� VKRZQ� WKDW�3ULQW3� SRUW� RI� FRPSRQHQW� LQVWDQFH�8 f �YLRODWHV� WKH�
‘QR�ZULWH�GRZQ’  principle since it tries to output a PUBL,&�GDWXP�ZKLOH�LW�LV�JLYHQ�
DQ�$87+25,=('�FOHDUDQFH��

�
�
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7DEOH������,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU�
�LPSURSHU�FOHDUDQFH��FDVH���D��

�
67(3��� 67(3��� 67(3���mon�prq^n�s^tQs^u

,QVWDQFH�
1DPH�

3RUW�
1DPH�

&OHDUDQFH�RI�
WKH�3RUW� UOVD�I JLK M�M�N�O�NQP � VOVD� UOVD� VOVD UOVD�

VOVD�I v�M
w
x�y v�z�O {

8 | � }^~"� ��� } �_�������������b��� 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
8 � � }^~"� ��� � f_g�h�i�c�`Lj k�\^l 3��6� 6��6� (PSW\� 6��6� (PSW\� 6��6�
8 � � }^~"� ��� } \�]_\^`La�c�d�\ 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
36� ���Q������� � � f_g�h�i�c�`Lj k�\^l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
36� ���Q������� � }�\�]_\^`La�c�d�\ 3��6� (PSW\� 3��3� (PSW\� 3��3� (PSW\�
36� � � � � � � } \�]_\^`La�c�d�\ 3��6� 3��6�� (PSW\� 3��3� (PSW\� 3��3�
36� � � � � � � � f_g�h�i�c�`Lj k�\^l 3��6� 3�6�6� (PSW\� 6��6� (PSW\� 6��6�

6(&85(�
35,17(5� ������� � � � f_g�h�i�c�`Lj k�\^l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
38%/,&�
35,17(5� ������� � � � \�]_\^`La�c�d�\ 3��6� (PSW\� 3�3�6� (PSW\� 3��3� (PSW\�

�
�
�

7DEOH�����LOOXVWUDWHV�DQRWKHU�FDVH�IRU�LPSURSHU�FOHDUDQFH�DVVLJQPHQW����E���,Q�
WKLV�FDVH��2XWSXW6�SRUW�RI�36 component also causes a potential violation ‘QR�ZULWH�
GRZQ¶�SULQFLSOH��
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7DEOH������,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU�
�LPSURSHU�FOHDUDQFH��FDVH���E��

�
67(3��� 67(3��� 67(3���&RPSRQHQW�

,QVWDQFH�
1DPH�

3RUW�
1DPH�

&OHDUDQFH�
RI�WKH�3RUW� UOVD�I JbK MQM�N�O�N�P � VOVD� UOVD� VOVD UOVD�

VOVD�I v�M
w
x�y v�z�O {

8 | � }^~"� ��� } \�]�\�`La�cbd�\ 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
8 � � }^~"� ��� � f_g�h�i�c�`Lj k^\�l 3��6� 6��6� (PSW\� 6��6� (PSW\� 6��6�
8 � � }^~"� ��� } \�]�\�`La�cbd�\ 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
36� ���Q�Q���Q� � � f_g�h�i�c�`Lj k^\�l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
36� ���Q�Q���Q� � }�\�]�\�`La�cbd�\ 3��6� (PSW\� 3��3� (PSW\� 3��3� (PSW\�
36� � � � � � � }�\�]�\�`La�cbd�\ 3��6� 3��6�� (PSW\� 3��3� (PSW\� 3��3�
36� � � � � � � ��f_g�h�i�c�`Lj k^\�l 3��6� 3�6�6� (PSW\� 3�6��6� (PSW\� 3�6��6�

6(&85(�
35,17(5� ���Q��� � � � f_g�h�i�c�`Lj k^\�l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
38%/,&�
35,17(5� ���Q��� � � � ��¡o�b��¢ ��£ � 3��6� (PSW\� 3��3�6� (PSW\� 3��3� (PSW\�

�
�
7DEOH�����LV�D�WUDFH�RI�WKH�YHULILFDWLRQ�IRU�LPSURSHU�DWWDFKPHQWV��,W�VKRZV�WKH�

RFFXUUHQFH� RI� WKH� IORZ� DQRPDOLHV� YLRODWLRQ� ZKHQ� DQ� DWWDFKPHQW� LV�PRGLILHG� DV�
JLYHQ� LQ�6HFWLRQ����� �&DVH�����5HTXHVW3�SRUW�RI�36 component violates ‘QR�UHDG�
XS’  principle when such an improper attachment is established��

�
�
�
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7DEOH������,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU�
�LPSURSHU�DWWDFKPHQW��FDVH����

�
67(3��� 67(3��� 67(3���m�n�p¤q¥n�s¥tQs^u �

,QVWDQFH�
1DPH�

3RUW�
1DPH�

&OHDUDQFH�
RI�WKH�3RUW� UOVD�I JLK M�M�N�O�NQP � VOVD� UOVD� VOVD UOVD�

VOVD�I v�M
w�x�y v�z�O {

8 | � }^~"� ��� } \^]_\^`La�cbd�\ 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
8 � � }^~"� ��� � f_g�h�i�c�`bj k^\^l 3��6� 6��6� (PSW\� 6��6� (PSW\� 6��6�
8 � � }^~"� ��� } \^]_\^`La�cbd�\ 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
36� ���Q�����Q� � � f_g�h�i�c�`bj k^\^l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
36� ���Q�����Q� � }¦\^]_\^`La�cbd�\ 3��6� (PSW\� 3��3��6� (PSW\� 3��3�6� (PSW\�
36� � � � � � � } \^]_\^`La�cbd�\ 3��6� 3��6�� (PSW\� 3��3� (PSW\� 3��3�
36� � � � � � � �§f_g�h�i�c�`bj k^\^l 3��6� 3�6�6� (PSW\� 6��6� (PSW\� ��6��6�

6(&85(�
35,17(5� ���Q�Q� � � � f_g�h�i�c�`bj k^\^l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
38%/,&�
35,17(5� ���Q�Q� � � �¨�_¡�����¢ ��£ � 3��6� (PSW\� 3��3�6� (PSW\� 3��3� (PSW\�

�
�
�
/DVWO\�� 7DEOH� ���� VKRZV� WKH� FDVH� ZKHUH� WKH� JOXH� RI� D� FRQQHFWRU� FDXVHV� D�

SRWHQWLDO� YLRODWLRQ� DV� LQ� GHVFULEHG� LQ� 6HFWLRQ� ����� 7KH� 5HTXHVW3� SRUW� RI� 36�
component violates ‘QR�UHDG�XS’  principle.�
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7DEOH������,OOXVWUDWLRQ�RI�WKH�LWHUDWLRQ�VWHSV�IRU�6HFXUH�3ULQW�6HUYHU�
�LQYDOLG�JOXH�GHVFULSWLRQ��FDVH����

�
67(3��� 67(3��� 67(3���&RPSRQHQW�

,QVWDQFH�
1DPH�

3RUW�
1DPH�

&OHDUDQFH�
RI�WKH�3RUW� UOVD�I JLK M�M�N�O�NQP � VOVD� UOVD� VOVD UOVD�

VOVD�I v�M
w
x�y v�z�O {

8 | � 3ULQW3� \�]�\�`La�cbd�\ 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
8 � � 3ULQW6� f_g�h�i�c�`Lj k^\�l 3��6� 6��6� (PSW\� 6��6� (PSW\� 6��6�
8 � � 3ULQW3� \�]�\�`La�cbd�\ 3��6� 3��3� (PSW\� 3��3� (PSW\� 3��3�
36� 5HTXHVW6� f_g�h�i�c�`Lj k^\�l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
36� 5HTXHVW3� \�]�\�`La�cbd�\ 3��6� (PSW\� 6��6� (PSW\� �6��6� (PSW\�
36� 2XWSXW3� \�]�\�`La�cbd�\ 3��6� 3��6�� (PSW\� (PSW\� (PSW\� (PSW\�
36� 2XWSXW6� f_g�h�i�c�`Lj k^\�l 3��6� 3�6�6� (PSW\� 6��6� (PSW\� ��6��6�

6(&85(�
35,17(5� 5HFHLYH� f_g�h�i�c�`Lj k^\�l 3��6� (PSW\� 6��6� (PSW\� 6��6� (PSW\�
38%/,&�
35,17(5� 5HFHLYH� ��¡o�b��¢ ��£ � 3��6� (PSW\� 6��6� (PSW\� (PSW\� (PSW\�

�
�

����7UDFH�0RGHO�RI�WKH�%HKDYLRU�RI�:ULJKW�F�'HVFULSWLRQV��
,Q� WKLV� VHFWLRQ�� ZH� SUHVHQW� D� WUDFH� PRGHO� IRU� WKH� EHKDYLRXU� RI� D�:ULJKW�F�

GHVFULSWLRQ��7KH� WUDFH�PRGHO�� WKDW�ZLOO�EH�XWLOL]HG� WR�VKRZ�WKH�FRUUHFWQHVV�RI�WKH�
YHULILFDWLRQ� SURFHVV� LQ� 6HFWLRQ� ����� SURYLGHV� D� IUDPHZRUN� IRU� WKH� DFWLRQV� RI� WKH�
LQSXW�DQG�RXWSXW�SRUW�HYHQWV�UHDOL]HG�E\�WKH�:ULJKW�F�GHVFULSWLRQ��

/HW�%HKDYLRXU�EH�WKH�&63�SURFHVV�GHULYHG�IURP�WKH�:ULJKW�F�GHVFULSWLRQ�RI�
WKH�DUFKLWHFWXUDO� FRQILJXUDWLRQ�XQGHU�FRQVLGHUDWLRQ�� DV�GHVFULEHG� LQ�$SSHQGL[�&��
&RQVLGHU� WUDFHV� RI�%HKDYLRXU� UHVWULFWHG� WR� WKH� VHW�RI� SRUW� HYHQWV�� VXFK� WKDW� HDFK�
HYHQW� RFFXUULQJ� LQ� D� WUDFH� LV� D� FRQIRUPLQJ� HYHQW� �LQ� RWKHU�ZRUGV�� QR� SRUW� HYHQW�
YLRODWHV�WKH�%/3���:H�FDOO�VXFK�VHTXHQFHV�SRUW�WUDFHV��0RUH�IRUPDOO\��W�LV�FDOOHG�D�
SRUW� WUDFH� LI� W Vb ©Lª \ � IRU� VRPH� V� LQ�7UDFHV�%HKDYLRXU��� ZKHUH�&3(� LV� WKH� VHW� RI�
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FRQIRUPLQJ� SRUW� HYHQWV� �W\SHV��� 7KH� QRWLRQ� RI� D� SRUW� WUDFH� DOORZV� XV� WR� LJQRUH�
HYHQWV�RFFXUULQJ�LQVLGH�D�FRPSRQHQW��LQ�D�FRPSXWDWLRQ��RU�D�FRQQHFWRU��LQ�D�JOXH����
'HILQLWLRQ��DOW���2QH�FDQ�SDUWLWLRQ�D�SRUW�WUDFH�W�LQWR�VXEVWULQJV�HDFK�FRQVLVWLQJ�RI�
RQO\�LQSXW�HYHQWV�RU�RQO\�RXWSXW�HYHQWV��0RUH�VSHFLILFDOO\��DVVXPLQJ�WKDW�W�FRQWDLQV�
VRPH�LQSXW�HYHQWV��ZH�FDQ�ZULWH�W� �2 « A�, « A�2 ¬ A��«�A�2 S A�, S A�2S�­ ¬ �IRU�VRPH�Q�≥���
VXFK�WKDW�HDFK�,® ����≤�M�≤Q��LV�D�QRQHPSW\�VWULQJ�RI�LQSXW�HYHQWV��HDFK�2 ¯ ����≤�N�≤�Q��
LV�D�QRQHPSW\�VWULQJ�RI�RXWSXW�HYHQWV��DQG�2 ° �DQG�2 ±�²�³ �DUH��SRVVLEO\�HPSW\��VWULQJV�
RI�RXWSXW�HYHQWV��:H�GHILQH�DOW�W� Q��
'HILQLWLRQ��5DQN���/HW�H�EH�D�SRUW�HYHQW�RFFXUULQJ�LQ�W��7KHQ�H�PXVW�RFFXU�LQ�VRPH�
,́ �LI�H�LV�DQ�LQSXW�HYHQW��RU�2 µ �LI�H�LV�DQ�RXWSXW�HYHQW��:H�GHILQH�UDQN�H�W� M�LQ�WKH�
IRUPHU�FDVH��DQG�UDQN�H�W� N�LQ�WKH�ODWWHU�FDVH��
'HILQLWLRQ��1RUPDO�IRUP���:H�VD\�WKDW�D�SRUW�WUDFH�W�LV�LQ�QRUPDO�IRUP�LI�LW�KDV�DW�
OHDVW� RQH� LQSXW� HYHQW� DQG� UDQN�H�W�� LV�PLQLPXP� IRU� HDFK� H�RFFXUULQJ� LQ� W��0RUH�
IRUPDOO\�� OHW� X� EH� SRUW� WUDFH� FRQVLVWLQJ� RI� WKH� VDPH� HYHQWV� DV� W� �L�H�� X� LV� D�
SHUPXWDWLRQ�RI�W���7KHQ�UDQN�H�W�≤UDQN�H�X��IRU�HYHU\�H�RFFXUULQJ�LQ�W��RU�X����

/HPPD������)RU�DQ\�SRUW�WUDFH�W�ZLWK�DW�OHDVW�RQH�LQSXW�HYHQW�WKHUH�LV�D�SRUW�WUDFH�X�
LQ�WKH�QRUPDO�IRUP�FRQVLVWLQJ�RI�H[DFWO\�WKH�VDPH�HYHQWV�DV�W��
3URRI���

,QWXLWLYHO\��W�FDQ�EH�VKXIIOHG�VR�WKDW�HDFK�HYHQW�H�is now occurring “ as early 

as possible”  (more precisely, in a substring ,́ �ZKHUH� M� LV� DV� VPDOO� DV� SRVVLEOH��
VLPLODUO\� IRU� RXWSXW� HYHQWV��� &\FOLF� GHSHQGHQFLHV� DPRQJ� HYHQW� W\SHV� �DFWLRQV��
DULVLQJ� IURP� WKH�&63�H[SUHVVLRQ�%HKDYLRXU�DUH�EURNHQ�E\� IRUFLQJ� WKH�QHZ� WUDFH�
VWDUW�ZLWK�LQSXW�HYHQWV��L�H��ZLWK�HPSW\�2 « �����������

/HPPD������7KH�ILUVW�Q�LWHUDWLRQV�RI�WKH�GDWD�IORZ�DQDO\VLV�DOJRULWKP�\LHOG�D�SRUW�
WUDFH�W�LQ�WKH�QRUPDO�IRUP�ZLWK�DOW�W� Q��IRU�Q≥����

�
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3URRI���

&RQVLGHU�WKH�ILUVW�Q�LWHUDWLRQV�RI�WKH�DOJRULWKP��7KHQ��WKH�IROORZLQJ�VHTXHQFH�
RI�ODEHO�VHW�DVVLJQPHQWV�LV�IRUPHG���

UOVD�����VOVD�����UOVD����«��VOVD�Q�����UOVD�Q���

ZKHUH� UOVD���� LV� WKH� LQLWLDO� UOVD� REWDLQHG� E\� WKH� IORRGLQJ� SURFHGXUH�� DQG�
VOVD�L� &RPS)LOWHU�UOVD�L���� DQG� UOVD�L��� *OXHILOWHU�VOVD�L��� DV� GHVFULEHG� LQ�
6HFWLRQ������7KHQ�OLVWLQJ�WKH�LQSXW�HYHQWV�DVVRFLDWHG�ZLWK�WKH�PHPEHUV�RI�UOVD�L��LQ�
VRPH� DUELWUDU\� RUGHU� ZH� REWDLQ� WKH� VWULQJ� , ¶ �� VLPLODUO\� OLVWLQJ� WKH� RXWSXW� HYHQWV�
DVVRFLDWHG� ZLWK� WKH� PHPEHUV� RI� VOVD�L�� LQ� DQ� DUELWUDU\� RUGHU� ZH� REWDLQ� 2́ ��
&RQFDWHQDWLQJ�WKHVH�VXEVWULQJV�\LHOGV�WKH�SRUW�WUDFH�W �, « A�2 « A�, ¬ A«A�2 S�· ¬ A�, S ���

1RWH� WKDW�DOO�HYHQWV� LQ� WKH�VDPH�VXEVWULQJ�RFFXU�LQGHSHQGHQWO\��LQ�GLIIHUHQW�
SDUDOOHO� SURFHVVHV��� )XUWKHUPRUH�� WKH� JHQHUDWLRQ�RI� WKH� GHSHQGHQW� HYHQWV� DUH� QRW�
GHOD\HG��7KDW�LV��DOO�RXWSXW�HYHQWV�GHSHQGLQJ�GLUHFWO\�RQ�WKH�HYHQWV�LQ� ,́ �RFFXU�LQ�
2́ ��VLPLODUO\�DOO�LQSXW�HYHQWV�GHSHQGLQJ�GLUHFWO\�RQ�WKH�HYHQWV�LQ�2́ �RFFXU�LQ� ,́ ­ ¬ ��
7KXV�W�LV�LQ�QRUPDO�IRUP�� �

/HPPD������/HW�W�EH�D�SRUW�WUDFH�LQ�WKH�QRUPDO�IRUP�ZLWK�DOW�W� Q��7KHQ��IRU�DQ\�
LQSXW�HYHQW�H��RQ�D�SRUW�S�RI�FRPSRQHQW�F��RFFXUULQJ�LQ�W��A�H��LV�LQ� ¸¹UOVD �Q���ZKHUH�
UDQN�H�W� Q���
3URRI��%\�LQGXFWLRQ�RQ�DOW�W����

)RU�WKH�EDVLV��DVVXPH�DOW�W� ���7KHQ��W 2 « A�, « ��6XSSRVH�H�LV�LQ�, « ��7KHQ�A�H���
ZKLFK� PXVW� EH� FRQIRUPLQJ�� LV� LQ� º»UOVD ���� E\� LQLWLDOL]DWLRQ� �IORRGLQJ��� 6XSSRVH�
DOW�W� Q���DQG�H�RFFXUV� LQ�, S�­ ¬ ��$V� W� LV� LQ�QRUPDO� IRUP��DOO� WKH�RXWSXW�HYHQWV�RQ�
ZKLFK�H�GLUHFWO\�GHSHQGV�DUH�LQ�2S�­ ¬ ��DQG�DOO�WKH�LQSXW�HYHQWV�RQ�ZKLFK�HYHQWV�LQ�
2 S�­ ¬ �GLUHFWO\�GHSHQG�DUH�LQ�, S ��%\�LQGXFWLYH�K\SRWKHVLV�WKH�ODEHOV�RI�DOO�HYHQWV�LQ�, S �
DUH�LQ�UOVD�Q���7KHQ�UOVD�Q��� 1(;7�UOVD�Q���FRQWDLQV�DOO�LQSXW�HYHQWV�WKDW�IROORZ�
WKH�LQSXW�HYHQWV�LQ�UOVD�Q���LQ�SDUWLFXODU�H�� �
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'HILQLWLRQ� �,QILQLWH� WUDFHV���$Q� LQILQLWH� WUDFH� LV� D�PHPEHU�RI�Σω��ZKHUH�Σ� LV�DQ�
DFWLRQ�DOSKDEHW��WKH�VHTXHQFHV�RI�WKH�IRUP��D ¼ ��L∈Ν!��ZKLFK�UHSUHVHQWV�D�FRPSOHWH�
�L�H��� WKURXJKRXW�DOO�WLPH��FRPPXQLFDWLRQ�KLVWRU\�RI�D�SURFHVV�WKDW�QHLWKHU�SDXVHV�
LQGHILQLWHO\�ZLWKRXW�FRPPXQLFDWLQJ�QRU�WHUPLQDWHV�>��@��

7KH�&63�PRGHOLQJ�RI�:ULJKW�F�FRQILJXUDWLRQ�EHKDYLRXU��DV�GHVFULEHG�DERYH��
FDQ�EH�DQDO\]HG�XVLQJ� LWV� LQILQLWH� WUDFHV��2XU�DSSURDFK� WR� WKH�YHULILFDWLRQ�DGRSWV�
WKLV� VHPDQWLF�PRGHO��:H� DOVR� FRQVLGHU� ILQLWH� SUHIL[HV� RI� LQILQLWH� WUDFHV�� WKDW� LV��
WUDFHV�LQ�WKH�RUGLQDU\�VHQVH���
����7KH�&RUUHFWQHVV�RI�WKH�9HULILFDWLRQ�3URFHVV�

,Q�WKLV�VHFWLRQ��WKH�FRUUHFWQHVV�RI�WKH�YHULILFDWLRQ�SURFHVV�ZLOO�EH�GLVFXVVHG��
7KH�FRUUHFWQHVV� RI� WKH� UHVXOW�RI� WKH� LWHUDWLRQ�SKDVH�ZLOO� EH�DQDO\]HG� LQ� WHUPV�RI�
VRXQGQHVV�DQG�FRPSOHWHQHVV���
'HILQLWLRQ��&RPSOHWH�/DWWLFH���$�ODWWLFH�/�LV�D�FRPSOHWH�ODWWLFH�LV�HYHU\�VXEVHW�6�RI�
/�KDV�ERWK�WKH�OHDVW�XSSHU�ERXQG���6��DQG�WKH�JUHDWHVW�ORZHU�ERXQG���6���>��@��

:H� DOVR� XVH� GXDO� ODWWLFHV�� *LYHQ� D� ODWWLFH� �/�≤��� WKH� GXDO� ODWWLFH� RI� /� LV�
GHILQHG�DV��/�≥���WKDW�LV�RQH�JHWV�WKH�GXDO�ODWWLFH�RI�/�E\�WDNLQJ�/’ s reverse order. 

7KH�FRUUHVSRQGLQJ�GHILQLWLRQ� LV� DOVR� TXLWH� VLPSOH��RQH�RQO\�KDV� WR�H[FKDQJH� WKH�
RSHUDWLRQV� �� DQG� ��� WKDW� LV� JLYHQ� VXFK� D� ODWWLFH� �/�� ��� ���� LWV� GXDO� ODWWLFH� LV�
�/��������� �7KHUHIRUH�� LW� VKRXOG� EH� FOHDU� WKDW�GXDO� RI� D� FRPSOHWH� ODWWLFH� LV� DOVR�D�
FRPSOHWH�ODWWLFH��
'HILQLWLRQ�� $� ELQDU\� UHODWLRQ� RQ� UHFHLYHG� ODEHO� VHW� DVVLJQPHQWV� LV� GHILQHG� DV�
IROORZV��/HW�$�DQG�%�EH�DQ\� WZR�UHFHLYHG� ODEHO� VHW�DVVLJQPHQWV��$��%∈�*5/6$��
7KHQ��
�$�%�� LI� DQG� RQO\� LI� � ½¾$ ⊆ ¿À% �� KROGV� IRU� DOO� F∈&RPSRQHQWV� DQG� IRU� HYHU\�
S∈�3RUWV U ��

/HPPD� ����� �*5/6$���� LV� D� FRPSOHWH� ODWWLFH�ZLWK� UHVSHFW� WR� WKH� RUGHU��� DV�
GHILQHG�DERYH���
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3URRI���
,Q�RUGHU��*5/6$�����WR�EH�D�FRPSOHWH�ODWWLFH��

L�� �*5/6$�����PXVW�EH�D�SRVHW��
LL�� (DFK� VXEVHW� 6�∈� *5/6$� PXVW� KDYH� D� OHDVW� XSSHU� ERXQG� DQG� D�

JUHDWHVW�ORZHU�ERXQG�LQ�*5/6$��

��L�� /HW� $�� %� EH� DQ\� WZR� PHPEHUV� RI� *5/6$�� $�% LI� ¿À$ ⊆ ¿À% �� IRU�
HDFK�F∈&RPSRQHQWV�DQG�IRU�HDFK�S∈3RUWV U ��7KHUHIRUH��ZH�KDYH�D�VXEVHW�UHODWLRQ�
ZKLFK�LV�HDV\�WR�VHH�WKDW�LW�LV�UHIOH[LYH��WUDQVLWLYH�DQG�DQWLV\PPHWULF��

��LL��(DFK�VXEVHW�6�RI�*5/6$�KDV�D�OHDVW�XSSHU�ERXQG��ZULWWHQ� 6��DQG�D�
JUHDWHVW�ORZHU�ERXQG��ZULWWHQ� 6��DV��

� 6� � ∏
∈Á�Â�Ã�Ä^Â
Å�Æ Å�Ç ÈÉ ∏

∈ cÊ^Ë�Ì Í ÎÏ
ÐÑÒÓ $

∈
∪ �

6� � ∏
∈ÑÐ ∏

∈ cÑ
ÔÕÖ× $

∈
∩ ���������������

6LQFH��*5/6$����� LV�D�FRPSOHWH� ODWWLFH��E\�WKH�GHILQLWLRQ�RI�WKH�GXDOLW\�RI�
ODWWLFHV���*5/6$�����LV�DOVR�D�FRPSOHWH�ODWWLFH���,Q�WKH�FRUUHFWQHVV�DQDO\VLV�RI�WKH�
YHULILFDWLRQ�SURFHVV��ZH�ZLOO�PDNH�XVH�RI��*5/6$�����GXH�WR�WKH�GLUHFWLRQ�RI�UOVD�
GHYHORSPHQW� GXULQJ� WKH� LWHUDWLRQ� SKDVH� RI� WKH� YHULILFDWLRQ� SURFHVV�� ,QLWLDO� UOVD�
FRQVLVWV�RI�DOO�GDWD�VHFXULW\�ODEHOV�FRUUHVSRQGLQJ�WKH�FRQIRUPLQJ�LQSXW�SRUW�HYHQWV�
�IORRGLQJ���DQG�FRUUHVSRQGV�WR�WKH�PLQLPXP�RI�WKH�GXDO�ODWWLFH���
����)L[HG�3RLQW�,QGXFWLRQ�

,Q�RXU�SURRI��ZH�DSSO\�D�IL[HG�SRLQW�LQGXFWLRQ�SULQFLSOH�>�����@��,Q�VWDWLQJ�WKH�
UXOHV�RI�IL[HG�SRLQW�LQGXFWLRQ��φ�|�$�PHDQV�WKDW�WKH�VWDWHPHQW�$�LV�SURYDEOH�IURP�
WKH� VHW�φ�RI� VWDWHPHQWV� XVLQJ� WKH� D[LRPV� DQG� LQIHUHQFH� UXOHV�� ,I�$� KDV� WKH� IRUP�
0�≤�1��WKHQ�ZH�ZULWH�>3�[@$�IRU�WKH�UHVXOW��>3�[@�0�≤�>3�[@1�RI�VXEVWLWXWLQJ�3�IRU�
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[�LQ�ERWK�WHUPV��DVVXPLQJ�3�DQG�[�KDV�WKH�VDPH�W\SH��,I�$�LV�DQ�HTXDWLRQ��ZH�GHILQH�
>3�[@$�VLPLODUO\��$�SUHGLFDWH�3� LV�VDLG�WR�EH�DGPLVVLEOH�RU� LQFOXVLYH�LI��IRU�HYHU\�
GLUHFWHG�6��3�G��IRU�DOO�G�∈�6��WKHQ�3��6���8VLQJ�WKH�QRWDWLRQ��WKH�UXOH�LV�ZULWWHQ�DV�
IROORZV��
�

)�[@$�>IL[
>)�F��[@$��>F�[@$`^��@$�[�>

|
|∪⊥|

φ
φφ ��FRQVWDQW�F�QRW�RFFXULQJ�LQ�φ��

�
,I�ZH� WKLQN�RI�$�DV�D�ZD\�RI�VD\LQJ� WKDW� WKH�YDULDEOH�[�KDV�VRPH�SURSHUW\��

WKHQ�>⊥�[@$�VD\V�WKDW�WKH�SURSHUW\�$�KROGV�IRU�⊥��LQLWLDO�YDOXH�IRU�[���7KH�VHFRQG�
K\SRWKHVLV�� >)�F��[@$��>F�[@$`^ |∪φ ��LV�D�ZD\�RI�VD\LQJ�WKDW�LI�$�KROGV�IRU�VRPH�
DUELWUDU\�IL[HG�YDOXH�F��WKHQ�LW�KROGV�IRU�)�F���:H�FRQFOXGH�WKDW�WKH�SURSHUW\�KROGV�
IRU�HYHU\�HOHPHQW�RI�WKH�VHW�^) Ø ��⊥��_�Q�≥��`��E\�LQGXFWLRQ�RQ�Q��7KLV�LPSOLHV�WKDW�
WKH�SURSHUW\�KROGV�IRU�WKH�IL[HG�SRLQW�RI�)��
'HILQLWLRQ� �&RPSOHWH� SDUWLDO� RUGHU�� >��@�� $� FRPSOHWH� SDUWLDO� RUGHU� �FSR�� LV� D�
SDUWLDO�RUGHU�LQ�ZKLFK�HYHU\�GLUHFWHG�VHW�KDV�D�OHDVW�XSSHU�ERXQG��DQG�KDV�D�ERWWRP�
�⊥���

&OHDUO\�HYHU\�FRPSOHWH�ODWWLFH�LV�D�FSR��6R���*5/6$�����LV�DOVR�D�FSR��

7KHRUHP��7DUVNL¶V�WKHRUHP�IRU�FRPSOHWH�SDUWLDO�RUGHUV��>��@��6XSSRVH�3�LV�D�
FRPSOHWH�SDUWLDO�RUGHU�DQG�I��3�→�3�LV�FRQWLQXRXV��7KHQ�I�KDV�D�OHDVW�IL[HG�SRLQW�
JLYHQ�E\��Ù

≥ Ú �I�
Ø �⊥���

$W� WKLV� SRLQW�� ZH� VKRZ� WKDW� IL[HG� SRLQW� LQGXFWLRQ� LV� DSSOLFDEOH� WR� WKH�
verification algorithm using Tarski’ s theorem. According to the theorem, if the set 

RI�UHFHLYHG�ODEHO�VHW�DVVLJQPHQWV��UOVD��LV�D�FRPSOHWH�SDUWLDO�RUGHU��WKHQ�WKH�1(;7�
IXQFWLRQ� LPSOHPHQWHG� LQ� WKH� DOJRULWKP� PXVW� KDYH� D� IL[HG� SRLQW�� :H� QHHG� WR�
establish that the algorithm’ s NEXT operator that is applied to an UOVD� �ZKLFK�
FRUUHVSRQGV�WR�WKH�IXQFWLRQ�)�LQ�WKH�IL[HG�SRLQW�LQGXFWLRQ�SULQFLSOH��LV�PRQRWRQLF��
7KHQ��WKH�VWDEOH�OVD�WKDW�LV�UHDFKHG�DIWHU�DSSO\LQJ�WKH�1(;7�IRU�D�ILQLWH�QXPEHU�RI�
LWHUDWLRQV��ZLOO�EH�WKH�JUHDWHVW�IL[HG�SRLQW�RI�1(;7�DV�ZH�LQWHUSUHW�WKH�IL[HG�SRLQW�
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UOVD� LQ�WKH�GXDO�ODWWLFH��RU�HTXLYDOHQWO\�� WKH�OHDVW�IL[HG�SRLQW��ZKHQ�LQWHUSUHWHG�LQ�
WKH�RULJLQDO�ODWWLFH����

/HPPD������&63$QDO\VLV�IXQFWLRQ�I� ÛUOVD →
Ü6HQW6HW ��I� ÜVOVD →� ÝFHLYHG6HW5H ��

LV�PRQRWRQLF��ZKHUH�F∈�&RPSRQHQWV��
3URRI���

/HW� 3� EH� D� &63� H[SUHVVLRQ� DQG� SR� EH� DQ� RXWSXW� FKDQQHO�� &DOO� WKH� LQSXW�
FKDQQHOV��WKH�GDWD�LQSXW�IURP�ZKLFK�DIIHFWV�WKH�GDWD�VHQW�WR�SR�DV�SL Þ ��SL ß�à�á á á à SL â_á /HW�
6�SL ã ��EH�WKH�VHW�RI�GDWD�VHFXULW\� ODEHOV� LQSXW�IURP�SL ã �DQG�6�SR��EH� WKH�VHW�RI�WKH�
GDWD�VHFXULW\�ODEHOV�RXWSXW�WR�SR��*HQHUDOO\��6�SR��GHSHQGV�RQ�3��DQG�6�SL ã ����

�6�SR�� �I�6�SL Þ ���6�SL ß ��������6�SL â ����7KH�VSHFLILF�I�GHSHQGLQJ�RQ�3��
7KHQ�� ZH� QHHG� WR� VKRZ� WKDW� I� LV� PRQRWRQLF� RQ� VXEVHW� RUGHU� LQ� HYHU\�

SDUDPHWHU��
)LUVW� REVHUYH� WKDW� WKH� UXQ�WLPH� EHKDYLRXU� RI� 3� GRHV� QRW� GHSHQG� RQ� 6�SL��

�WKHUH�LV�QR�EUDQFKLQJ�WKDW�GHSHQGV�RQ�WKH�VHFXULW\�ODEHO�RI�VRPH�GDWD���7KH�RXWSXWV�
WR�D�FKDQQHO�DUH�RQO\�GRQH�E\�RXWSXW�HYHQWV��7KHUH�DUH�WZR�W\SHV�RI�RXWSXW�HYHQWV��

287387�SRUW��),;('�VHFXULW\BODEHO��YDOXHBOLVW���
287387�SRUW��'()$8/7�YDOXHBOLVW���
,Q� WKH� ILUVW�FDVH�� WKH�VHFXULW\�ODEHO�RI�WKH�GDWD�RXWSXW� LV� IL[HG�DQG�GRHV�QRW�

GHSHQG�RQ�WKH�VHFXULW\�ODEHOV�RI�YDOXHBOLVW��
/HW� XV� FRQVLGHU� WKH� VHFRQG� FDVH�� 7KH� '()$8/7� FRQVWUXFW� PRGHOV� VRPH�

XQVSHFLILHG�IXQFWLRQ�DSSOLFDWLRQ�WKDW�WDNHV�YDOXHBOLVW�DV�SDUDPHWHU��/HW�9 ã �EH�WKH�L ä å �
YDOXH��6�9 ã ��EH� WKH� VHFXULW\� ODEHO� RI�9 ã �� DQG�6�R�� EH� WKH� VHFXULW\� ODEHO� RXWSXW� WR�
FKDQQHO���

&OHDUO\�� 6�R�� VKRXOG� RQO\� GHSHQG� RQ� ^6�9 ã �`�� %\� WKH� QRQ�LQWHUIHUHQFH�
SULQFLSOH��ZKLFK�GHFODUHV�WKDW�D�FKDQJH�LQ�KLJK�LQSXWV�VKRXOG�QRW�\LHOG�WR�D�FKDQJH�
LQ�ORZ�RXWSXWV��&63$QDO\VHU��DV�DOZD\V�GRQH�LQ�WKH�OLWHUDWXUH��GHILQHV�6�R��DV���
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6�R�� �/8%^6�9 æ �`�
%HIRUH�UXQ�WLPH�ZH�PD\�QRW�DFWXDOO\�NQRZ�6�9 ã �
V��LQVWHDG�ZH�ZLOO�NQRZ�WKH�

VHW�6(7B6�9 ã ��RI�VHFXULW\�ODEHOV�WKDW�6�9 ã ��LV�DQ�HOHPHQW�RI��/HW�$OO3�EH�WKH�VHW�RI�
DOO�PLQLPDO�VHWV�WKDW�KDV�DQ�HOHPHQW�IURP�DOO�6�9 ã ���

$OO3� �^3RV�_��∀L�∃[���[�∈6(7B6�9 æ ��DQG�[∈3RV��DQG�
��������������������������������∀[��[∈3RV��⇒��∃L��[�∈�6(7B6�9 æ ��`�

7KHQ��WKH�VHW�6(7B6�R��RI�WKH�VHFXULW\�ODEHOV�RXWSXW�WR�WKH�FKDQQHO�ZLOO�EH��
6(7B6�R�� �^/8%�3RV��_�3RV�∈�$OO3`�

7KDW�LV��6(7B6�R��LV�WKH�PLQLPDO�VHW�VXFK�WKDW�IRU�HDFK�SRVVLEOH�FKRLFH�3RV�
RI�6�9 ã ��IURP�6(7B6�9 ã ��IRU�DOO�L��6(7B6�R��KDV�/8%�3RV��DV�DQ�HOHPHQW��

1RZ�� LW� LV� FOHDU� WKDW�6(7B6�R�� LV�PRQRWRQLF� RQ� HYHU\�6(7B6�9 ã ���:LWKRXW�
ORVV�RI�JHQHUDOLW\�VXSSRVH��

6(7B6�9 ç ��⊂�6(7B6�9 æ �
��6(7B6�9 æ �� �6(7B6�9 æ �
�IRU�DOO�RWKHU�L��

/HW�$OO3� �^3RV�_��∀L�∃[���[∈6(7B6�9 æ ��DQG�[∈3RV��DQG��
���������������������������������������∀[��[∈3RV��⇒�∃L��[�∈�6(7B6�9 æ ��`��

����$OO3
� �^3RV�_��∀L�∃[���[∈6(7B6�9 æ �
�DQG�[∈3RV��DQG�
��������������������������������������∀[��[∈3RV��⇒�∃L��[�∈�6(7B6�9 æ �
�`��������������������

�����7KHQ��6(7B6�R�� �^/8%�3RV��_�3RV∈$OO3`���DQG�

���������������6(7B6�R�
� ^/8%��3RV��_�3RV∈$OO3
`�

%XW�$OO3�⊆$OO3
��6R��6(7B6�R��⊆6(7B6�R�
��ZKLFK�FRPSOHWHV�WKH�SURRI����

/HPPD������7KH�1(;7���*5/6$�→�*5/6$�IXQFWLRQ��GHILQHG�LQ�WKH�YHULILFDWLRQ�
SURFHVV��LV�PRQRWRQLF��
3URRI���



�
�
�
���

/HW� $ DQG� %� EH� DQ\� WZR� HOHPHQWV� RI� *5/6$�� ZKHUH� $�%�� /HW�� DOVR��
$ � �1(;7�$�� � DQG� %  1(;7�%��� ,Q� RUGHU� 1(;7� WR� EH� D� PRQRWRQLF� IXQFWLRQ��
$�% �PXVW�EH�VDWLVILHG���

5HFDOO�WKDW�1(;7�IXQFWLRQ�FDQ�EH�GHFRPSRVHG�DV��

1(;7�� �3 è
é ê"ë �R�*OXH)LOWHU�R�3 ê"é ê"ë �R�&RPS)LOWHU ì �R�3URM ì ��
)RU�WKH�1(;7�IXQFWLRQ�WR�EH�PRQRWRQLF��LW�LV�VXIILFLHQW�WKDW�WKH�FRQVWLWXHQW�

IXQFWLRQV� EH� PRQRWRQLF�� %\� WKHLU� GHILQLWLRQV�� 3URM� DQG� Π� KDYH� QR� HIIHFWV� LQ�
DFKLHYLQJ�WKH�PRQRWRQLFLW\�VLQFH�WKH\�SURMHFW�WKH�RXWSXW�RI�WKH�IXQFWLRQ�UHVXOW�RQ�
FRPSRQHQW� EDVLV� DQG� FRPSRVH� WKHP�� UHVSHFWLYHO\�� 7KHUHIRUH�� PRQRWRQLFLW\� RI�
1(;7�IXQFWLRQ�UHTXLUHV��

&RPS)LOWHU� í$ ���&RPS)LOWHU� î% ����DQG��
&RPS*OXH� î$ ���&RPS*OXH� î% ����ZKHUH�F∈&RPSRQHQWV�

7KHVH� WZR� IXQFWLRQV�� &RPS)LOWHU� DQG� *OXH)LOWHU�� ERWK� FRQVLVWV� RI� WZR�
SKDVHV��WKH�&63$QDO\VLV�DQG�WKH�9LRODWLRQ3UHYHQWLRQ��7KH�IRUPHU�LV�PRQRWRQLF�DV�
VKRZQ�E\�/HPPD�������

7KH�9LRODWLRQ3UHYHQWLRQ�UHIXVHV��UHPRYHV��DQ\�ODEHO�IURP�LWV�LQSXW�ODEHO�VHW�
DVVLJQPHQW� LI� LW� GRHV� FDXVH� D� YLRODWLRQ�ZLWK� UHVSHFW� WR�%/3� SULQFLSOHV�� ,I� VRPH�
ODEHO�A∈UOVD�LV�ILOWHUHG�RXW��UHIXVHG��LQ�$ ��DQG�LI�A�VWLOO�DSSHDUHG�LQ�% ��WKHQ�LW�PXVW�
DOVR� EH� ILOWHUHG�RXW� IURP�% �� E\� WKH�GHILQLWLRQ�RI� WKH�9LRODWLRQ3UHYHQWLRQ��ZKLFK�
SUHVHUYHV�WKH�PRQRWRQLFLW\�RI�&63$QDO\VLV��

7KHUHIRUH��1(;7�IXQFWLRQ�LV�PRQRWRQLF���

+DYLQJ� D� FRPSOHWH� SDUWLDO� RUGHU� *5/6$�� ZKLFK� LV� ILQLWH�� DQG� WKH�
PRQRWRQLFLW\�RI� WKH�1(;7�IXQFWLRQ� LPSOLHV� WKDW�1(;7�LV�FRQWLQXRXV��7KHQ��WKH�
least fixed point exists according to the Tarski’ s theorem.�

:H�QRZ�GHILQH�WKH�SURSHUW\�ZKLFK�ZLOO�EH�WKH�VXEMHFW�RI�LQGXFWLRQ��
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'HILQLWLRQ���,QILQLWHO\�RIWHQ����,I�DW�DOO�WLPH�LQVWDQWV��WKHUH�LV�D�IXWXUH�LQVWDQW�WKDW�
DQ�HYHQW�H�RFFXUV��WKHQ�H�LV�VDLG�WR�RFFXU�LQILQLWHO\�RIWHQ��L�R�� ç ���

7KH�SUHGLFDWH�ZH�GHYHORS�LV�EDVHG�RQ�WKH�LQILQLWH�WUDFHV�RI�WKH�FRQILJXUDWLRQ�
DV� LW� UHIHUV� WR� L�R�� HYHQWV�� ,I� VRPH� HYHQW� H� DSSHDUV� LQ� DQ� LQILQLWH� WUDFH� RI� WKH�
FRQILJXUDWLRQ��DOO�WKH�HYHQWV�WKDW�OHDG�WR�WKH�RFFXUUHQFH�RI�H�DUH�DOVR�H[SHFWHG�WR�EH�
LQ�WKH�WUDFH��
'HILQLWLRQ��'�V�H����'HILQH�D�SUHGLFDWH�'�V�H��DV�VXFK�WKDW��IRU�DQ�HYHQW�H�DQG�DQ�
UOVD�V��WKHUH�LV�DQ�LQILQLWH�WUDFH�W�RI�WKH�FRQILJXUDWLRQ�VXFK�WKDW�DOO�LQSXW�HYHQWV�LQ�W�
DUH�LQ��VRPH�PHPEHU�RI��V�DQG�H�RFFXUV�LQILQLWHO\�RIWHQ�LQ�W���

:H�GHILQH�WKH�SURSHUW\�$�RI�WKH�IL[HG�SRLQW�LQGXFWLRQ�DV�IROORZV���
$�V����UOVD�V�FRQWDLQV�DOO�FRQIRUPLQJ�LQSXW�HYHQWV�H�WKDW�VDWLVILHV�'�V�H���
7KH�SURSHUW\�$�LV�DGPLVVLEOH�VLQFH�LI�LW�LV�VDWLVILHG�LQ�D�VHW�6�RI�UOVD��LW�PXVW�

EH�VDWLVILHG�E\� 6��RI�WKH�VHW�EHFDXVH� 6�LV�FRPSRQHQWZLVH�XQLRQ�RI�WKH�6����
/HPPD� �����$�X�� LV� VDWLVILHG�� ZKHUH� X� LV� WKH� JUHDWHVW� IL[HG� SRLQW� �UOVD�� RI� WKH�
1(;7�IXQFWLRQ��X )L[�1(;7����
3URRI��

:H�XVH�WKH�IL[HG�SRLQW�LQGXFWLRQ�WR�SURYH�WKDW�$�X��LV�VDWLVILHG��
%DVLV��⊥���$OO�FRQIRUPLQJ�HYHQWV�DUH�LQFOXGHG�LQ�UOVD��IORRGLQJ���7KHUHIRUH��

DOO�HYHQWV�WKDW�VDWLVI\�'�V�H��DUH�DOVR�LQ�WKH�LQLWLDO�UOVD��$�⊥��LV�VDWLVILHG���1RWH�WKDW�
⊥�LV�WKH�WRS�HOHPHQW�RI�WKH�GXDO�ODWWLFH���

,QGXFWLRQ�K\SRWKHVLV��$VVXPH�WKDW�$�V��LV�VDWLVILHG��
,QGXFWLRQ�VWHS��$�V ���ZKHUH�V  1(;7�V���PXVW�EH�VDWLVILHG���
�

������������������������������ ������������������ï
 In  temporal logic, this can be expressed by the formula “ G F occurs (e)” , which is interpreted on 
WKH�LQILQLWH�WUDFHV�RI�WKH�&63�SURFHVV��ZKLFK�LV�WKH�EHKDYLRXU�RI�WKH�FRQILJXUDWLRQ��
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������������������������)LJXUH������5HPRYDO�RI�HYHQWV�DIWHU�1(;7�RSHUDWLRQ�
�
�
�
)RU�D�UHFHLYHG�ODEHO�VHW�DVVLJQPHQW�V��DVVXPH�WKDW�V�LQFOXGHV�DOO�HYHQWV�WKDW�

VDWLVI\�'�V�H���7KHQ��VRPH�HYHQWV�WKDW�GRHV�QRW�VDWLVI\�'�V �H��DUH�ILOWHUHG�RXW�IURP�
V RU�V V � LQ�ZKLFK�FDVH� WKH�DOJRULWKP�WHUPLQDWHV� WKHUHE\�REWDLQLQJ�V ��%HFDXVH�LI�
WKH�HYHQW�H�RFFXUV�DIWHU�WKH�1(;7�RSHUDWRU�LV�FRPSXWHG��LW�PXVW�UHVLGH�LQ�WKH�QH[W�
UOVD��7KDW�PHDQV��WKH�HYHQWV�WKDW�DUH�VWLOO�LQFOXGHG�LQ�V�DUH�RQO\�WKRVH�ZKLFK�VDWLVI\�
'�V�H��� )LJXUH� ���� LOOXVWUDWHV� WKDW� WKHUH� DUH� WKUHH� SRVVLEOH� UHFHLYHG� ODEHO� VHW�
DVVLJQPHQWV�WKDW�DQ�HYHQW�H�PD\�UHVLGH�LQ�DIWHU�D�1(;7�RSHUDWRU�LV�DSSOLHG�WR�V��

L�� 7KH�HYHQW�H�LQ�V ���,W�LV�FOHDU�WKDW�LI�'�V�H��WKHQ�'�V �H��LV�VDWLVILHG�VLQFH�
V⊆V��1RWH� WKDW� LW� LV� WKRXJKW� WKDW�EHFDXVH�RI� WKH�HYHQWV� LQ�V�V ��'�V �H��
PD\�QRW�EH�VDWLVILHG��,W�LV�QRW�WKH�FDVH�VLQFH�LQILQLWHO\�RIWHQ�HYHQWV�DUH�
QRW�LQ�V�V ��

LL�� 7KH�HYHQW�H�LQ�V�V ���6LQFH�H�LV�UHIXVHG�LQ�LWHUDWLRQ�Q��LW�GRHV�QRW�KDYH�WR�
EH� LQILQLWHO\� RIWHQ� �L�R����6XSSRVH� WKDW�H�RFFXUV� L�R��7KHQ��H� RFFXUV� LQ�
VRPH�QRUPDO�IRUP�WUDFH�W�ZLWK�UDQN�H�W�� N�!�Q��%\�/HPPD������A�H��LV�
LQ� UOVD�N��� 6LQFH� 1(;7� IXQFWLRQ� LV� PRQRWRQLF� DQG� A�H�� LV� QRW� LQ�
UOVD�Q�����WKHQ��LW�FDQ�QRW�EH�LQ�UOVD�N����FRQWUDGLFWLRQ���7KHUHIRUH��H�LV�
QRW� LQILQLWHO\� RIWHQ� ZKLFK� VXEVHTXHQWO\� OHDGV� WR� '�V�V �H�� LV� QRW�
VDWLVILHG��

LLL�� 7KH� HYHQW� H� QRW� LQ� V�� ,W� LV� FOHDU� WKDW� LW� LV� DOVR� QRW� LQ� V �� �,QGXFWLRQ�
K\SRWKHVLV����

V�

�V �
V�–�V ��
�UHPRYHG�GXULQJ��D�1(;7�RSHUDWLRQ��
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7KHUHIRUH�� E\� SULQFLSOH� RI� LQGXFWLRQ� ZH� KDYH�$�X�� VDWLVILHG�� ZKHUH� X� LV� D�
IL[HG�SRLQW�UOVD�REWDLQHG�E\�X 1(;7 ð �X��IRU�DQ\�Q�������� �

$W� WKLV�SRLQW�ZH�RQO\�NQRZ�E\�/HPPD����� WKDW�X�FRQWDLQV�DOO� WKH�HYHQWV�H�
VDWLVI\LQJ�'�X�H���7KHQ�ZH�PXVW�FRPH�XS�ZLWK�DQ�DUJXPHQW�WR�VKRZ�WKDW�WKH�IL[HG�
SRLQW�X�VDWLVILHV�'�X�H��IRU�DQ\�H�FRQWDLQHG�LQ�X���
/HPPD������7KH�IL[HG�SRLQW�X�VDWLVILHV�'�X�H��IRU�DQ\�H�FRQWDLQHG�LQ�X���
3URRI��

/HW� G� EH� LQ�X�� 6KRZ� WKDW�'�X�G���:H� KDYH�1(;7�X� X�� 7KHUHIRUH�� G� LV� LQ�
1(;7ð �X��IRU�DQ\�Q��6R�G�LV�L�R��DQG�'�X�G��LV�VDWLVILHG��OHPPD�������ZKLFK�LPSOLHV�
'�X�H��IRU�DQ\�H�FRQWDLQHG�LQ�X������������

7KXV�ZH�KDYH� WKH� IROORZLQJ�UHVXOW�FKDUDFWHUL]LQJ� WKH�RXWFRPH�RI�GDWD�IORZ�
DQDO\VLV��
/HPPD� ����� � /HW� UOVD�X��  �)L[� �1(;7��� FRPSXWHG� E\� WKH� GDWD� IORZ� DOJRULWKP��
7KHQ�X� H[DFWO\� FRQWDLQV� WKRVH� LQSXW� HYHQWV�H�RFFXUULQJ� L�R�� LQ�VRPH�LQILQLWH�SRUW�
WUDFH� W�ZKRVH� LQSXW� HYHQWV� �RWKHU� WKDQ�H�� DUH� LQ�X�� 6LPLODUO\��X� H[DFWO\� FRQWDLQV�
WKRVH�RXWSXW�HYHQWV�H�RFFXUULQJ�L�R�� LQ�VRPH� W�ZKRVH�RXWSXW�HYHQWV��RWKHU�WKDQ�H��
DUH�LQ�X����

+HUH�LV�RXU�PDLQ�UHVXOW��
7KHRUHP������7KH�YHULILFDWLRQ�DOJRULWKP�SURGXFHV�D�IORZ�DQRPDO\�QRWLILFDWLRQ�LI�
DQG�RQO\�LI�D�IORZ�DQRPDO\�H[LVWV�LQ�WKH�FRQILJXUDWLRQ��
3URRI���³RQO\�LI´�SDUW�±VRXQGQHVV��RU�³QR�IDOVH�DODUPV´��

6XSSRVH� WKDW� WKH� YHULILFDWLRQ� DOJRULWKP� SURGXFHV� D� W\SH� �L�� IORZ� DQRPDO\�
QRWLILFDWLRQ��7KLV�LV�ZKHQ�WKH�GHWHFWLRQ�SURFHGXUH�ILQGV�DQ�RXWSXW�SRUW�S��RI�VRPH�
FRPSRQHQW��VD\�F��ZLWK� �X�VOVD ñò FRQWDLQLQJ�VRPH�ODEHO�A��DQG�D�FRQQHFWHG�LQSXW�
SRUW�T��RI�VRPH�FRPSRQHQW��VD\�G��VXFK�WKDW� �X�UOVD óô GRHV�QRW�FRQWDLQ�A��DV� õöFD @�
A��/HW�H�EH�WKH�RXWSXW�HYHQW�FRUUHVSRQGLQJ�WR�ODEHO�A�DW�SRUW�S��7KHQ�E\�OHPPD������
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H�RFFXUV�L�R��LQ�VRPH�LQILQLWH�WUDFH�W�FRQVLVWLQJ�RI�HYHQWV�LQ�X��$V�WKH�SRUWV�S�DQG�T�
DUH�FRQQHFWHG��WKURXJK�VRPH�FRQQHFWRU��VRPH�GDWXP�ZLWK�ODEHO�A� LV�ERXQG�WR�EH�
RIIHUHG� WR� SRUW� T�� E\� WKH� IDLUQHVV� DVVXPSWLRQ�� EXW� LW� PXVW� EH� UHMHFWHG� VR� DV� QRW�
YLRODWH�WKH�VLPSOH�VHFXULW\�SURSHUW\��7KLV�FRQVWLWXWHV�D�GDWD�IORZ�DQRPDO\�RI�W\SH�
(i). Argument for type(ii) anomaly is similar. Hence, the “ only if”  part.�

�³LI´�SDUW�±FRPSOHWHQHVV��RU�³QR�PLVVHG�DODUPV´���

/HW�S�EH�DQ�RXWSXW�SRUW��RI�VRPH�FRQQHFWRU�F��DQG�T�EH�DQ�LQSXW�SRUW��RI�VRPH�
FRPSRQHQW��VD\�G���/HW�DOVR�H�EH�WKH�RXWSXW�HYHQW�DW�SRUW�S��$V�WKH�SRUWV�S�DQG�T�DUH�
FRQQHFWHG��WKURXJK�VRPH�FRQQHFWRU��VRPH�GDWXP�ZLWK�ODEHO�A��FRUUHVSRQGLQJ�WR�H��
LV� ERXQG� WR� EH� RIIHUHG� WR� SRUW� T��6XSSRVH� WKDW� D� GDWD� IORZ� DQRPDO\� RI� W\SH� �L��
H[LVWV��7KLV�UHTXLUHV�WKDW�H�GRHV�QRW�RFFXU�L�R��LQ�VRPH�LQILQLWH�WUDFH�W�FRQVLVWLQJ�RI�
HYHQWV�LQ�X��7KXV��E\�OHPPD������LW�PXVW�EH�UHMHFWHG�VR�DV�QRW�YLRODWH�WKH�VLPSOH�
VHFXULW\� SURSHUW\�� 7KLV� UHVXOWV� WKDW� �X�VOVD � FRQWDLQV� WKH� ODEHO� A� ZKHUHDV�

�X�UOVD ÷ø GRHV� QRW� FRQWDLQ� A�� DV� ÷øFD �@� A�� 7KLV� FRQFOXGHV� WKDW� WKH� YHULILFDWLRQ�
DOJRULWKP� SURGXFHV� D� W\SH� �L�� IORZ� DQRPDO\� QRWLILFDWLRQ�� $UJXPHQW� IRU� W\SH�LL��
anomaly is similar. Hence, the “ if”  part.������� �

7KXV��WKH�JUHDWHVW�IL[HG�SRLQW�UOVD�X�ZLOO�FRQWDLQ�DOO�DQG�RQO\�WKH�HYHQWV�H�WKDW�
RFFXU�LQILQLWHO\�RIWHQ�LQ�VRPH�VHTXHQFH�ZKRVH�LQSXW�HYHQWV�DUH�DOO�LQ�X���

7KH�DOO�SDUW� WHOOV� WKDW� WKH� OVD� DW� WKH� IL[HG�SRLQW� LV�FRPSOHWH��7KLV�PHDQV��X��
FRQWDLQV� DOO� WKH� HYHQWV� VXFK� WKDW�'�X�H� is satisfied. It helps ensure “ no missed 

alarms”  when the flow anomalies are reported. �
7KH�RQO\�SDUW�KHOSV�IRU�WKH�VRXQGQHVV��L�H��WKHUH�LV�QR�HYHQW�LQFOXGHG�LQ�X��WKH�

IL[HG�SRLQW��WKDW�GRHV�QRW�VDWLVI\�'�X�H���It helps ensure “ no false alarms”  when the 

IORZ�DQRPDOLHV�DUH�UHSRUWHG��
����������&RPSXWDWLRQDO�&RPSOH[LW\�$QDO\VLV�

,Q�WKLV�VHFWLRQ��ZH�DQDO\]H�WKH�ZRUVW�FDVH�UXQQLQJ�WLPH�DQG�VSDFH�FRPSOH[LW\�
of the verification algorithm, whose programmer’ s view is presented in Section 
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�������7KH�DQDO\VLV�ZLOO�EH�GLVFXVVHG�LQ�WKUHH�SDUWV�FRUUHVSRQGLQJ�WKH�SKDVHV�RI�WKH�
DOJRULWKP��WKH�SUHSURFHVVLQJ��WKH�LWHUDWLRQ�SURFHVV��DQG�WKH�SRVWSURFHVVLQJ��)RU�WKH�
DQDO\VLV�ZH�XVH�WKH�IROORZLQJ�DEEUHYLDWLRQV���

F��1XPEHU�RI�FRPSRQHQW�LQVWDQFHV�LQ�WKH�FRQILJXUDWLRQ�
S��0D[LPXP�QXPEHU�RI�SRUWV�LQ�D�FRPSRQHQW�LQVWDQFH�
&��1XPEHU�RI�FRPSRQHQW�W\SH�GHILQLWLRQV�
$��1XPEHU�RI�FRQQHFWRU�W\SH�GHILQLWLRQV�
�D��1XPEHU�RI�FRQQHFWRU�LQVWDQFHV�
�U��0D[LPXP�QXPEHU�RI�UROHV�LQ�D�FRQQHFWRU�
VO��1XPEHU�RI�VHFXULW\�ODEHOV�LQ�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO��
FO��1XPEHU�RI�FOHDUDQFH�GHFODUHG�LQ�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO��
7KH� QXPEHU� RI� DWWDFKPHQWV� LV�� WKHQ�� �SÂFÂNù � �� DÂUÂN ú ����� ZKHUH� Nù � LV� WKH�

QXPEHU�RI�UROHV�WKDW�D�SRUW�SOD\V��DQG�N ú �LV�WKH�QXPEHU�RI�SRUWV�WKDW�D�VSHFLILF�UROH�
LV�DVVLJQHG�WR�EH�SOD\HG����
������5XQQLQJ�7LPH�&RPSOH[LW\�

7KH�ZRUVW�FDVH�UXQQLQJ�WLPH��57��RI�WKH�YHULILFDWLRQ�DOJRULWKP��VD\�57�$���LV�
WKH�VXP�RI�WKH�UXQQLQJ�WLPHV�RI�LWV�FRQVWLWXHQW�VXESURFHVVHV��

57�SUHSURFHVVLQJ����57�LWHUDWLRQ����57�SRVWSURFHVVLQJ��

7KH�IROORZLQJ�SDUWV�SUHVHQW�WKH�57�RI�HDFK�RI�WKHVH�VXESURFHVVHV��
L�� 3UHSURFHVVLQJ���
7KH� VWHSV� 6��� 6�� DQG� 6�� EHORQJ� WR� SUHSURFHVVLQJ�� 7KH� VWHS� 6�� LV� D� VLQJOH�

DVVLJQPHQW�VWDWHPHQW�DQG�FDQ�EH�LJQRUHG��,Q�VWHS�6���IORRGLQJ���HDFK��FRQIRUPLQJ��
ODEHO�LQ�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�LV�DVVLJQHG�WR�HYHU\�SRUW�S∈3RUWV û ��ZKHUH�
F∈�&RPSRQHQWV��1RWH�WKDW�WKH�ODWWLFH�LV�UHSUHVHQWHG�DV�D�OLVW�RI�HGJHV��7KHUHIRUH��
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6��UHTXLUHV�D�VHTXHQWLDO�VFDQ�RQ�WKH�SRUWV�RI�HDFK�FRPSRQHQW�DQG�DVVLJQPHQWV�RI�
WKH�ODEHOV�IRU�HDFK�RI�WKHP���6R��LW�KDV�D�57�RI�SÂFÂVO��

7KH�VWHS�6��LV�XVHG�WR�H[WUDFW�WKH�GDWD�VRXUFH�SRUWV�� üý'63 ��IRU�DOO�S∈3RUWV û

DQG�F∈&RPSRQHQWV��,W�UHTXLUHV�D�FRPSOHWH�VHTXHQWLDO�VFDQ�RQ�WKH�DWWDFKPHQWV�IRU�
HDFK� LQGH[HG� FROOHFWLRQ� RI� SRUWV� RI� FRPSRQHQWV�� 6R�� LWV� 57� LV�

�
� Â�SÂFÂNù �DÂUÂN ú �Â�SÂF���

7KXV��57�SUHSURFHVVLQJ� �SÂFÂVO��� �
� Â��SÂFÂNù ���DÂUÂN ú �Â�SÂF��

��������������������������������������� �SÂFÂVO��� �
� Â�S þ ÂF þ ÂNù �� �

� Â�DÂUÂN ú ÂSÂF��

LL�� ,WHUDWLRQ��

7KH�IL[HG�SRLQW�LWHUDWLRQ�LV�WKH�VWHS�6���6LQFH�WKH�LWHUDWLRQ�FRQWLQXHV�DV�ORQJ�
DV� WKHUH� LV� D� FKDQJH� �UHPRYDO� RI� DW� OHDVW�RQH� ODEHO�� LQ� WZR� FRQVHFXWLYH� UHFHLYHG�
ODEHO�VHW�DVVLJQPHQWV��WKH�QXPEHU�RI�LWHUDWLRQV�FDQ�EH�DW�PRVW�SÂFÂVO��'XULQJ�HDFK�
LWHUDWLRQ��WKH�VXEVWHSV�UHVXOW�WKH�IROORZLQJ�57V��

7KH�VWHS�6����LV�WKH�SURMHFWLRQ�RSHUDWLRQ�WKDW�VLPSO\�KDV�D�57�RI�F��
7KH� VWHS� 6���� FRQVLVWV� RI� D� FDOO� WR� &63$QDO\VLV� IXQFWLRQ� DQG� D� FDOO� WR�

9LRODWLRQ3UHYHQWLRQ�IXQFWLRQ�IRU�HDFK�FRPSRQHQW�LQVWDQFH��7KH�IRUPHU�KDV�DQ�57�
RI�N ÿ � þ ÂS þ ÂVO þ �DV�FDOFXODWHG�EHORZ��ZKHUH�N ÿ � �LV�D�SRVLWLYH�FRQVWDQW�RI�SURSRUWLRQDOLW\��

/HW�([S�EH�WKH�&63�H[SUHVVLRQ��DQG�S � ��S þ ������S ð �EH�WKH�LQSXW�SRUWV�LQ�([S��/HW�
_S æ _�EH�WKH�QXPEHU�RI�GLIIHUHQW�VHFXULW\�ODEHOV�WKDW�WKH�GDWD�LQSXW�IURP�S ÿ �PD\�EH�RI��
7KHQ�� 57� RI� &63$QDO\VLV� LV� RS� Â� _,2_� Â� PD[�_S æ _� � �� ZKHUH� RS� LV� WKH� QXPEHU� RI�
RSHUDWLRQV��DQG�_,2_�LV�WKH�QXPEHU�RI�LQSXW�RU�RXWSXW�RSHUDWLRQV��6LQFH�ZH�DQDO\]H�
WKH� ZRUVW� FDVH�� _,2_� LV� HTXDO� WR� WKH� QXPEHU� RI� RSHUDWLRQV� RI�([S� �L�H�� _,2_ RS���
0RUHRYHU��WKH�QXPEHU�RI�LQSXW�DQG�RXWSXW�RSHUDWLRQV�LV�OLQHDU�ZLWK�WKH�QXPEHU�RI�
SRUWV�LQ�D�FRPSRQHQW�VR�LW�LV�N ÿ � ÂS��,W�LV�DOVR�HDV\�WR�VHH�WKDW�PD[�_S æ _��LV�VO��7KHQ��
57�RI�&63$QDO\VLV�LV�N ÿ � þ ÂS þ �ÂVO þ ���
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7KH�9LRODWLRQ3UHYHQWLRQ�LV�D�VHTXHQWLDO�WUDYHUVDO�RQ�WKH�ODEHO�VHW�DVVLJQPHQWV�
RI�HYHU\�LQGH[HG�FROOHFWLRQ�RI�WKH�SRUWV��DQG�D�FRPSDULVRQ�RI�LW�YHUVXV�LWV�FOHDUDQFH�
DVVLJQPHQW�� 6R�� LWV� 57� LV� SÂVO�� ZKLFK� UHVXOWV� WKDW� WKH� 57� RI� VWHS� 6���� LV�
FÂ�N ÿ � þ ÂS þ ÂVO þ ��SÂVO���

7KH� VWHS� 6���� LV� D� SURGXFW� RSHUDWLRQV� RQ� HDFK� VHQW� ODEHO� VHW� DVVLJQPHQW��
ZKLFK�UHTXLUHV�D�VHTXHQWLDO�VFDQ�RQ�WKH�VHQW�ODEHO�VHW�DVVLJQPHQWV��6R��LWV�57�LV�F��

7KH�VWHS�6���� LV� MXVW�DQ�LQLWLDOL]DWLRQ�RI�5HFHLYHG6HWV�RI�HDFK�SRUW�RI�HYHU\�
FRPSRQHQW�LQVWDQFH��6R��LWV�57�LV�SÂF��

7KH�IXQFWLRQ�*OXH)LOWHU�LV�FDOOHG�IRU�HDFK�FRQQHFWRU�LQVWDQFH�FQ∈&RQQHFWRUV�
LQ�WKH�FRQILJXUDWLRQ�LQ�VWHS�6�����6R��LW�LV�H[HFXWHG�D�WLPHV��)RU�HDFK�LWHUDWLRQ�RI�
6�����WKH�IROORZLQJ�VXEVWHSV�DUH�H[HFXWHG��

L�� ,Q�VWHS�6�������WKHUH�LV�D�ORRS�IRU�HDFK�UROH�UO�RI�WKH�FRQQHFWRU�FQ��ZKRVH�
RQH� LWHUDWLRQ� LQFOXGHV� WKH�GHWHUPLQDWLRQ�RI� WKH�SRUWV�SOD\LQJ� WKH� UROH�UO��
DQG�GDWD�VRXUFH�SRUWV�RI�WKHVH�GHWHUPLQHG�SRUWV��7KH�IRUPHU�KDV�DQ�57�RI�

�
� �SÂFÂNù �DÂUÂN ú ���ZKLFK�LV�WKH�QXPEHU�RI�DWWDFKPHQWV��DQG�WKH�ODWWHU�KDV�D�

57�RI�N ú Â� �
� ÂSÂF��VLQFH�GDWD�VRXUFH�SRUWV�DUH�DOUHDG\�FRPSXWHG�DQG�VWRUHG�

LQ� D� OLVW� LQ� VWHS� 6��� 6R�� D� VHTXHQWLDO� VHDUFK� LV� DSSOLHG� WR� HDFK�SRUW� WKDW�
SOD\V�WKH�UROH�UO��ZKLFK�LV� �

� ÂSÂF���

�����7KHUHIRUH��WKH�57�RI�WKH�VWHS�6������LV�UÂ� �
� Â��SÂFÂNù �DÂUÂN ú ���N ú Â�� �

� ÂSÂF���
LL�� ,Q�VWHS�6�������WKHUH�LV�D�VHW�DVVLJQPHQW�WKDW�WDNHV�57�RI�SÂFÂVO��
LLL��7KH�&63$QDO\VLV�IXQFWLRQ�LV�FDOOHG�LQ�VWHS�6�������$V�GLVFXVVHG�DERYH�LWV�

57�LV�N ÿ � þ ÂUþ ÂVO þ ��LQ�WKH�JOXH��LWV�UROHV�DUH�LQ�TXHVWLRQ��VR�S�LV�UHSODFHG�E\�U���
LY��/DVWO\��VWHS�6������LV�D�XQLRQ�RSHUDWLRQ�ZLWK�DQ�DVVLJQPHQW�RQ�VHWV��7KH�

57�LV�SÂFÂVO��
7KXV��WKH�VWHS�6����\LHOGV�WKH�57��
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������DÂ��UÂ> �
� Â�SÂFÂNù �DÂUÂN ú ����N ú Â� �

� Â�SÂF�@��SÂFÂVO��N ÿ � þ ÂUþ ÂVO þ ��SÂFÂVO��

�� � �
� ÂDÂUÂSÂFÂ�Nù ��N ú �� �

� ÂD þ ÂU þ ÂN ú ��ÂDÂSÂFÂVO�DÂ�N ÿ � þ ÂU þ ÂVO þ �
7KH�VWHS�6����LV�D�FDOO�WR�9LRODWLRQ3UHYHQWLRQ�IXQFWLRQ�IRU�HDFK�SRUW�RI�HYHU\�

FRPSRQHQW�LQVWDQFH��6R�LWV�57�LV�SÂFÂVO��
7KH�ODVW�VWHSV�RI�WKH�LWHUDWLRQ�SKDVH�DUH�6����DQG�6�����7KH�IRUPHU�KDV�DQ�57�

RI�F��WKH�SURGXFW�RSHUDWRU���DQG�WKH�ODWWHU�LV�D�FRQVWDQW�YDOXH�WKDW�LV�LJQRUDEOH�VLQFH�
LW�LV�MXVW�D�VLPSOH�LQWHJHU�DVVLJQPHQW��

7KHUHIRUH��WKH�UXQQLQJ�WLPH�RI�WKH�LWHUDWLRQ�SKDVH��57�LWHUDWLRQ��LV��
SÂFÂVOÂ��ÂF�N ÿ � þ ÂFÂS þ ÂVO þ ��ÂSÂFÂVO�SÂF� �

� ÂDÂUÂSÂFÂ�Nù �N ú �� �
� ÂD þ ÂUþ ÂN ú

��ÂDÂSÂFÂVO�DÂ�N ÿ � þ ÂUþ ÂVO þ ��
�

LLL�� 3RVWSURFHVVLQJ���

7KH� VWHSV� 6��� 6��� DQG� 6�� FRQVWLWXWH� WKLV� SDUW�� 6�� LV� D� UHSHWLWLRQ� VWDWHPHQW�
H[HFXWHG� IRU� HDFK�SRUW�RI� HYHU\�FRPSRQHQW� LQVWDQFH��7KH� WZR� UHIXVHG� ODEHO� OLVWV�
�5HFHLYHG5HIXVHG/LVW� DQG� 6HQW5HIXVHG/LVW�� DUH� VHTXHQWLDOO\� WUDYHUVHG� LQ� HDFK�
LWHUDWLRQ��6R��57�RI�WKH�VWHS�6��LV�SÂFÂ�ÂVO��ZKHUH��ÂVO�FRUUHVSRQGV�WR�WKH�HOHPHQWV�
RI�WKHVH�OLVWV��

7KH�VWHS�6��LV�DOVR�D�UHSHWLWLRQ�VWDWHPHQW�IRU�HDFK�SRUW�RI�HYHU\�FRPSRQHQW�
LQVWDQFH��,Q�HDFK�UHSHWLWLRQ��VLQFH�ZH�DVVXPH�WKH�ZRUVW�FDVH��DOO�W\SHV�RI�FOHDUDQFH�
are exercised to the port’ s label set assignments (UOVD�DQG�VOVD��WR�ILQG�RXW��LI�DQ\�
H[LVWV�� WKH� RQH� ZKLFK� EHVW� VXLWV�� L�H�� ZLWK� WKH� PLQLPXP� DXWKRUL]DWLRQ�� WR� WKHVH�
ODEHOV�ZKLOH�VWLOO�FRQIRUPLQJ�WKH�%HOO�/D3DGXOD�SULQFLSOHV��7KH�FOHDUDQFH�FKHFNLQJ�
KDV�DQ�57�RI�FOÂ�ÂVO��ZKHUH��ÂVO�LV�IRU�WKH�WZR�ODEHO�VHW�DVVLJQPHQWV��UOVD�DQG�VOVD���
6R��57�RI�WKH�VWHS�6��LV�SÂFÂFOÂ�ÂVO��

7KH�VWHS�6��LV�MXVW�D�FKHFN�RQ�WZR�UHIXVHG�OLVWV��VR�LW�KDV�D�FRQVWDQW�57��
7KHUHIRUH��WKH�UXQQLQJ�WLPH�RI�WKH�SRUWSURFHVVLQJ�SKDVH�LV���
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57�SRVWSURFHVVLQJ� �SÂFÂ�ÂVO��SÂFÂFOÂ�ÂVO� ��ÂSÂFÂVOÂ���FO��

&RQVHTXHQWO\��WKH�UXQQLQJ�WLPH�RI�WKH�DOJRULWKP�LV��
57�$�� �57�SUHSURFHVVLQJ����57�LWHUDWLRQ����57�SRVWSURFHVVLQJ��

57�$�� ����SÂFÂVO��� �
� Â�S þ ÂF þ ÂNù �� �

� Â�DÂUÂN ú ÂSÂF�

����������������SÂFÂVOÂ��ÂF�N ÿ � þ ÂFÂS þ ÂVO þ ��ÂSÂFÂVO�SÂF� �
� ÂDÂUÂSÂFÂ�Nù �N ú �� �

� ÂD þ ÂUþ ÂN ú
��ÂDÂSÂFÂVO�DÂN ÿ � þ ÂU þ ÂVO þ ��

�����������������ÂSÂFÂVOÂ���FO��
�������� �ÂSÂF þ ÂVO��N ÿ � þ ÂF þ ÂS � ÂVO � ��S þ ÂF þ Â� �

� ÂNù ��ÂVO þ �VO��� �
� ÂDÂUÂS þ ÂF þ ÂVOÂ�Nù ��N ú ��

������� �
� ÂSÂFÂVOÂD þ ÂUþ ÂN ú ��ÂDÂS þ ÂF þ ÂVO þ ��DÂSÂFÂU þ ÂN ÿ � þ ÂVO � � �

� ÂDÂUÂN ú ÂSÂF��SÂFÂVOÂ����ÂFO��
�

3UDFWLFDOO\�� WKH� QXPEHU� RI� VHFXULW\� ODEHOV� VO� DQG� WKH� QXPEHU� RI� FOHDUDQFH�
DVVLJQPHQWV�FO�DUH�YHU\�VPDOO�YDOXHV�FRPSDUHG�WR�WKH�WRWDO�QXPEHU�RI�SRUWV�DQG�WKH�
WRWDO� QXPEHU� RI� UROHV��0RUHRYHU�� VO� DQG� FO�� LQ� SULQFLSOH�� DUH� LQGHSHQGHQW� RI� WKH�
VRIWZDUH� DUFKLWHFWXUH�� 6R�� WKH\� FDQ� EH� FRQVLGHUHG� DV� FRQVWDQWV�� $SSO\LQJ� WKHVH�
FRQVLGHUDWLRQV�WR�WKH�UHVXOW��DIWHU�VLPSOLILFDWLRQ���

57��$� N � ÂDÂUÂS þ ÂF þ ��N þ ÂD þ ÂU þ ÂSÂF��N � ÂDÂS þ ÂF þ ���N � ÂS þ ÂF þ ��N � ÂDÂSÂFÂU þ ���N � ÂS � ÂF þ ���
��������������������������N � ÂSÂF þ �N � ÂDÂUÂSÂF��N � ÂSÂF��N �
	 ��

ZKHUH�N ÿ ¶V��L��������DUH�WKH�FRHIILFLHQWV�
7KHUHIRUH��WKH�UXQQLQJ�WLPH�FRPSOH[LW\�RI�WKH�DOJRULWKP�LV�SRO\QRPLDO�ZLWK�

UHVSHFW� WR� WKH� QXPEHU� RI� SRUWV� LQ� D� FRPSRQHQW� DQG� WKH� QXPEHU� RI� UROHV� LQ�
FRQQHFWRU� WRJHWKHU� ZLWK� WKH� QXPEHU� RI� FRPSRQHQW� LQVWDQFHV� DQG� WKH� QXPEHU� RI�
FRQQHFWRU� LQVWDQFHV�� 7KH� GRPLQDWLQJ� WHUPV� DUH� HLWKHU� N � ÂDÂUÂS þ ÂF þ � RU� � N þ ÂD þ ÂU þ ÂSÂF�
GHSHQGLQJ� RQ� WKH� WRSRORJ\� RI� WKH� FRQILJXUDWLRQ�� ,I� WKH� QXPEHU� RI� FRPSRQHQW�
LQVWDQFHV�DQG�WKH�QXPEHU�RI�SRUWV�DUH�KLJKHU�WKDQ�WKRVH�RI�FRQQHFWRU�LQVWDQFHV�DQG�
WKH�UROHV��WKHQ�WKH�IRUPHU�ZLOO�GRPLQDWH��RWKHUZLVH�WKH�ODWWHU�ZLOO��+RZHYHU��LI�WKH�
YDOXHV� RI� WKHVH� QXPEHUV� DUH� WDNHQ� DV� WKH�PD[LPXP� RI� WKHP�� VD\� Q� DQG� GHILQH�
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Q PD[�S�F�D�U�� IRU� WKH� ZRUVW� FDVH�� WKHQ� WKH� UXQQLQJ� WLPH� FRPSOH[LW\� RI� WKH�
DOJRULWKP�EHFRPHV�2�Q � ���UHJDUGOHVV�RI�WKH�WRSRORJ\�RI�WKH�FRQILJXUDWLRQ����

�������6SDFH�&RPSOH[LW\�
�
7KH� YHULILFDWLRQ� DOJRULWKP� LQSXWV� WKH�:ULJKW�F� GHVFULSWLRQ� DQG� WKH� DFFHVV�

FRQWURO�ODWWLFH�PRGHO�LQ�DQ�DEVWUDFW�IRUP��ZKLFK�DUH�SURGXFHG�E\�WKH�SDUVHU��XVLQJ�
WKH� OLVW� DQG� UHFRUG�GDWD� W\SHV� RI�0/��7KH� YHULILFDWLRQ� DOJRULWKP�PDLQO\�DSSOLHV�
EDVLF� OLVW� DQG� UHFRUG�RSHUDWLRQV�RQ� WKHVH� LQSXWV��7KHUHIRUH�� WKH�ZRUVW�FDVH�VSDFH�
FRPSOH[LW\� �6&�� RI� WKH� DOJRULWKP� GHSHQGV� RQ� WKH�PD[LPXP� VL]HV� RI� WKHVH� GDWD�
VWUXFWXUHV�XVHG�LQ�WKH�DOJRULWKP��

7R�FKHFN�WKH�XWLOL]DWLRQ�RI�WKHVH�GDWD�VWUXFWXUHV��ZH�OLVW�WKHP�EHORZ�ZLWK�WKH�
PD[LPXP�VL]HV�WKDW�FDQ�SRVVLEO\�EH�DOORFDWHG�XVLQJ�WKH�DEEUHYLDWLRQV�JLYHQ�DW�WKH�
EHJLQQLQJ�RI�WKLV�VHFWLRQ��

• 6HQW6HW��7KLV�OLVW�FRQVLVWV�RI�WZR�FRQVWLWXHQW�OLVWV��QDPHO\�WKH�VHQW�ODEHO�
VHW�DVVLJQPHQW��VOVD��DQG�6HQW5HIXVHG/DEHO6HW��%RWK�RI�WKH�OLVWV�KDYH�DQ�
HQWU\�IRU�HDFK�SRUW�RI�HYHU\�FRPSRQHQW��SÂF���,Q�HDFK�HQWU\��D�VHW�RI�GDWD�
VHFXULW\�ODEHOV�LV�VWRUHG��7KHUH�FDQ�EH�D�PD[LPXP�RI�VO�ODEHOV�WKDW�FDQ�
EH�VWRUHG�VLQFH�ZH�DVVXPH�WKH�ZRUVW�FDVH��7KHUHIRUH��WKH�VSDFH�QHHGHG�
E\� 6HQW6HW� LV� �ÂSÂFÂVO�� 1RWH� DOVR� WKDW�� WKHUH� LV� QR� IXUWKHU� G\QDPLF�
DOORFDWLRQ� IRU� WKH� HOHPHQWV�RI� WKH� OLVW�� RQFH� WKH\� DUH� LQLWLDOL]HG�E\� WKH�
SDUVHU���

• 5HFHLYHG6HW�� 7KLV� OLVW� LV� KDV� WKH� VDPH� XWLOL]DWLRQ� DV� RI� 6HQW/LVW�� ,W�
FRQVLVWV� RI� OLVWV� RI� WKH� UHFHLYHG� ODEHO� VHW� DVVLJQPHQW� �UOVD�� DQG� WKH�
5HFHLYHG5HIXVHG/DEHO6HW� ZKRVH� HQWULHV� DUH� DV� DERYH�� 6R�� WKH� VSDFH�
QHHGHG�E\�5HFHLYHG6HW�LV�DOVR��ÂSÂFÂVO��

• $WWDFKPHQWV��)RU�HDFK�DWWDFKPHQW�LQ�WKH�FRQILJXUDWLRQ��WKHUH�LV�DQ�HQWU\�
IRU�WKLV�OLVW�LQFOXGLQJ�D�FRPSRQHQW�QDPH��D�SRUW�QDPH��D�FRQQHFWRU�QDPH�
DQG�D�UROH�QDPH��6R��WKH�PD[LPXP�VL]H�RI�WKH�OLVW�LV� �

� Â�SÂFÂNù ���DÂUÂN ú ���
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6LQFH�HDFK�DWWDFKPHQW�HQWU\�KDV���HOHPHQWV��WKH�VSDFH�QHHGHG�E\�WKH�OLVW�
LV��Â�SÂFÂNù ���DÂUÂN ú ���

• ,QVWDQFHV��7KHUH�DUH�F�D�LQVWDQFHV�LQ�D�FRQILJXUDWLRQ��6R��WKH�VL]H�RI�WKLV�
OLVW�LV�F�D��

• &RPSRQHQWV��:H�VWRUH�WKH�GHILQLWLRQV�RI�D�FRPSRQHQW�W\SHV�LQ�WKLV�OLVW��
6R�ZH�KDYH�&�HQWULHV�LQ�WKH�OLVW��(DFK�HQWU\�VWRUHV�S�QXPEHU�RI�SRUWV�DQG�
D�&63�H[SUHVVLRQ�WR�VWRUH�WKH�FRPSXWDWLRQ�LQ�&63�QRWDWLRQ��7KHUHIRUH��
WKH� VSDFH� QHHGHG� E\� WKLV� OLVW� LV� &Â�S�RS��� ZKHUH� RS� UHSUHVHQWV� WKH�
QXPEHU�RI�RSHUDWLRQV�LQ�WKH�&63�H[SUHVVLRQ��

• &RQQHFWRUV���6LPLODU�WR�WKH�OLVW�RI�FRPSRQHQWV��WKLV�OLVW�QHHGV�$Â�U�RS��
VL]H�RI�VSDFH���

• 3RUW�$GMDFHQF\��7KLV�OLVW�NHHSV�GDWD�VRXUFH�SRUWV�IRU�HDFK�SRUW�RI�HYHU\�
FRPSRQHQW� LQVWDQFH�LQ� WKH�FRQILJXUDWLRQ��7RWDOO\�� WKHUH�DUH�SÂF�QXPEHU�
RI�HQWULHV�LQ�WKH�OLVW��)RU�WKH�ZRUVW�FDVH��ZH�FDQ�WDNH�DOO�RI�WKH�SRUWV�RI�
WKH�FRQILJXUDWLRQ�WR�EH�D�GDWD�VRXUFH�IRU�HDFK�SRUW��0RUHRYHU��HDFK�GDWD�
VRXUFH�SRUW�NHHSV�D�VHW�RI�GDWD�VHFXULW\�ODEHO��ZKLFK�KDV�D�PD[LPXP�VL]H�
RI�VO��7KHUHIRUH��WKH�OLVW�QHHGV�D�GDWD�VSDFH�RI��SÂF� þ ÂVO��

+DYLQJ� GHWHUPLQHG� WKH� VSDFHV� QHHGHG� E\� HDFK� RI� WKH� OLVWV� RI� :ULJKW�F�
FRQILJXUDWLRQV�DQG�VW\OHV��WKH�WRWDO�VSDFH�LV�FDOFXODWHG�DV��

6&�:ULJKW� �ÂSÂFÂVO��Â��SÂFÂNù ��DÂUÂN ú ��F�D�&Â�S�RS���$Â�U�RS���SÂF� þ ÂVO�

����������� �ÂSÂFÂVO����ÂSÂFÂNù ��ÂDÂUÂ�N ú �F�D�&ÂS�&ÂRS�$ÂU�$ÂRS��SÂF� þ ÂVO�

8VLQJ�WKH�VDPH�UHPDUNV�DV�LQ�WKH�FDOFXODWLRQ�RI�WKH�UXQQLQJ�WLPH�FRPSOH[LW\��
WKH�QXPEHU�RI�VHFXULW\�ODEHOV�A��WKH�QXPEHU�RI�FRPSRQHQW�W\SH�DQG�FRQQHFWRU�W\SH�
GHILQLWLRQV��DQG� WKH�QXPEHU�RI�RSHUDWLRQV� LQ� WKH�&63�H[SUHVVLRQV�DUH�SUDFWLFDOO\�
YHU\�VPDOO�YDOXHV�DQG�WKH\�FDQ�EH�FRQVLGHUHG�DV�FRQVWDQWV��7KHUHIRUH��UHZULWLQJ�WKH�
UHVXOW��DIWHU�WKH�VLPSOLILFDWLRQ��
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6&�:ULJKW��  N � Â�SÂF� þ �N þ ÂSÂF�N � ÂDÂU�N � ÂS�N � ÂU�N � ÂF�N � ÂD�N �
� ZKHUH� N ÿ ¶V��
L������DUH�WKH�FRHIILFLHQWV��,W�LV�FOHDU�WKDW�WKH�GRPLQDWLQJ�WHUP�LV�N � Â�SÂF� þ ��ZKLFK�LV�
SRO\QRPLDO� LQ� WHUPV� RI� WKH� QXPEHU� RI� SRUWV� LQ� D� FRPSRQHQW� LQVWDQFH� DQG� WKH�
QXPEHU�RI�FRPSRQHQW�LQVWDQFHV��%\�WDNLQJ�ERWK�S�DQG�F�DV�WKH�PD[LPXP�RI�WKHP��
VD\�Q�DQG�GHILQH�Q PD[�S�F�D�U���DQG�ZH�JHW�WKH�VSDFH�FRPSOH[LW\�RI�D�:ULJKW�F�
GHVFULSWLRQ��XVHG�E\�WKH�DOJRULWKP��DV�2�Q � ���

7KH�YHULILFDWLRQ�DOJRULWKP�DOVR�LQSXWV�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO��ZKLFK�
LV�DOVR�VWRUHG� LQ�VRPH� OLVW�GDWD� W\SHV��7KHUH�DUH��� OLVWV�DOORFDWHG�WR�UHSUHVHQW�WKH�
ODWWLFH�FRQWHQWV��

• 6HFXULW\/DEHOV��7KH�GDWD�VHFXULW\�ODEHOV�GHFODUHG�LQ�WKH�ODWWLFH�DUH�KHOG�LQ�
WKLV�OLVW��6R��LW�KDV�VO�HQWULHV��

• &OHDUDQFH/LVW��7KH�DXWKRUL]DWLRQ� OHYHO� W\SHV�GHFODUHG� LQ� WKH� ODWWLFH�ZLWK�
WKH� VHFXULW\� ODEHOV� WKH\�GRPLQDWH� DUH�KHOG� LQ� WKLV� OLVW��7KH� HQWULHV� DUH� D�
FOHDUDQFH�DQG�D�VHFXULW\�ODEHO�LW�GRPLQDWHV��,I�WKHUH�LV�D�GLVWLQFW�FOHDUDQFH�
GHFODUHG� IRU�HDFK�RI� WKH�VHFXULW\� ODEHOV�� WKH�VL]H�RI� WKH� OLVW�EHFRPHV� WKH�
PD[LPXP��6R��WKH�OLVW�KDV�D�GDWD�VSDFH�RI��ÂVO��

• 2UGHULQJ��7KH�HGJHV�RI� WKH� ODWWLFH� DUH� VWRUHG� LQ� WKLV� OLVW� SDLUZLVH��6LQFH�
WUDQVLWLYH�FORVXUHV�DUH�QRW�VWRUHG��ZH�KDYH�D�PD[LPXP�RI� VOORJ�

VO � �SDLUV��
6R��WKH�VL]H�RI�WKH�OLVW�LV����Â VOORJ�

VO �  VOORJVO � ��
�

7KXV��WKH�VSDFH�FRPSOH[LW\�RI�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�LV��
�6&�/DWWLFH�� �VO��ÂVO� VOORJVO � ��6R��6&�/DWWLFH� 2� VOORJVO � ����
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7KLV�FKDSWHU�H[SODLQV�WKH�GHWDLOV�RI�WKH�IURQW�HQG�RI�WKH�YHULILFDWLRQ�SURFHVV��

7DNLQJ�:ULJKW�F� GHVFULSWLRQ� RI� WKH� FRQILJXUDWLRQ� DQG� WKH� DFFHVV� FRQWURO� ODWWLFH�
PRGHO� DV� LQSXWV�� WKH� IURQW�HQG� SURGXFHV� D� VXLWDEOH� V\QWD[� RYHU� ZKLFK� WKH�
YHULILFDWLRQ�SURFHVV�FDQ�SHUIRUP�WKH�DQDO\VLV���

,Q� WKH� VFRSH�RI� WKH� IURQW�HQG�� WKH�DEVWUDFW� V\QWD[�RI�D�:ULJKW�F�GHVFULSWLRQ�
DQG� DFFHVV� FRQWURO� ODWWLFH�PRGHO�� DQG� WKH�PDSSLQJ� IURP� WKH�FRQFUHWH� WR� DEVWUDFW�
V\QWD[�DUH�SUHVHQWHG�ZLWK�H[DPSOHV���
����$EVWUDFW�6\QWD[�RI�D�:ULJKW�F�'HVFULSWLRQ�

7KH�DEVWUDFW�IRUP�RI�WKH�LQSXWV�LV�SURGXFHG�E\�WKH�3DUVHU�H[WUDFWLQJ�UHOHYDQW�
LQIRUPDWLRQ�LQ�D�VXLWDEOH�IRUPDW�IRU�WKH�YHULILFDWLRQ�SURFHVV�>��@��7KH�LQSXWV�RI�WKH�
SDUVHU� DUH� WKH� ODWWLFH� PRGHO� DQG� WKH� :ULJKW�F� GHVFULSWLRQ� RI� WKH� VRIWZDUH�
DUFKLWHFWXUH��$V�WKH�LQSXWV�DUH�HQFRGHG�LQ�;0/�>��@�� WKH�IURQW�HQG�SURFHVVLQJ�LV�
HDVLO\� DFFRPSOLVKHG�E\�DQ�DSSOLFDWLRQ�EDVHG�RQ�DQ�;0/�SDUVHU� >��@��7KH�;0/�
VFKHPDV� RI� WKH� ODWWLFH� PRGHO� DQG� WKH� :ULJKW�F� GHVFULSWLRQ� DUH� JLYHQ� LQ� WKH�
$SSHQGLFHV�'�DQG�(��UHVSHFWLYHO\��

7KH� DEVWUDFW� V\QWD[�RI� WKH�RXWSXW�RI� WKH�SDUVHU� LV�H[SUHVVHG� LQ�0/�>��@� DV�
SUHVHQWHG� EHORZ��7KH�GHILQLWLRQV�PDLQO\� XVH� WKH� OLVW� DQG�UHFRUG�GDWD� W\SHV��0/�
SURYLGHV� D� FOHDQ�QRWDWLRQ� IRU� OLVWV�ZKRVH�HOHPHQWV� DUH�RI� D� VLQJOH� W\SH��$� OLVW� LV�
VXUURXQGHG�E\� VTXDUH�EUDFNHWV�� DQG� WKH� HOHPHQWV� DUH� VHSDUDWHG�E\�FRPPDV��7KH�
HPSW\�OLVW�LV�GHQRWHG�E\�HLWKHU�QLO�RU�D�SDLU�RI�EUDFNHWV��7KH�KG�IXQFWLRQ�UHWXUQV�WKH�
KHDG� �WKH� ILUVW� HOHPHQW�� RI� D� OLVW�� ZKLOH� WO� UHWXUQV� WKH� WDLO� �WKH� OLVW� DIWHU� LWV� KHDG�
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UHPRYHG���0RUHRYHU��PDS�IXQFWLRQ�WDNHV�D�IXQFWLRQ�)�DQG�D�OLVW�>D ç ��D � ��D � �������D � @��
DQG� SURGXFHV� WKH� OLVW� >)�D ç ��� )�D � ��� )�D � ������� )�D � �@�� 7KDW� LV�� )� LV� DSSOLHG� WR� HDFK�
HOHPHQW�RI�WKH�OLVW�DQG�WKH�OLVW�RI�UHVXOWLQJ�YDOXHV�LV�UHWXUQHG���

$� VHW� RI� VHFXULW\� ODEHOV� RI� GDWD�� VD\� /�� FDQ� EH� UHSUHVHQWHG� DV� D� OLVW� RI�
VXEODWWLFHV��$�VXEOLVW�FDQ�EH�IRUPHG�E\�DQ�LQWHUVHFWLRQ�RI�WKH�SULQFLSOH�RUGHU�ILOWHU�
JHQHUDWHG� E\� $� DQG� WKH� SULQFLSOH� RUGHU� LGHDO� JHQHUDWHG� E\� %��ZKHUH� $�� %� DUH�
HOHPHQWV�RI�D�ODWWLFH�DQG�$�≤�%��7KH�ODEHOV�$�DQG�%��WKHQ��EHFRPH�WKH�PLQLPXP�
DQG�WKH�PD[LPXP�HOHPHQWV�RI�WKH�VXEODWWLFH��UHVSHFWLYHO\��7KXV��WKH�VHW�/�FDQ�EH�
IRUPXODWHG�DV��

/� � [ ) ( ]� �� $ %∩* ��ZKHUH�L�LV�WKH�QXPEHU�RI�VXEODWWLFHV�WR�UHSUHVHQW�/��DQG�$ � �
DQG� % � � DUH� WKH� PLQLPXP� DQG� WKH� PD[LPXP� HOHPHQWV� RI� WKH� VXEODWWLFH L��
UHVSHFWLYHO\����

7KH� GDWD� W\SH� IRU� VXFK� D� VXEODWWLFH� LV� ZKDW� ZH� FDOO� DV� )ORZ'DWD�� 7KH�
PLQBOHYHO� ILHOG� GHQRWHV� WKH� PD[LPXP� HOHPHQW� ZKLOH� PD[BOHYHO� LV� IRU� WKH�
PLQLPXP��1RWH�WKDW�D�VLQJOH�VHFXULW\�ODEHO�KDV�HTXDO�PLQBOHYHO�DQG�PD[BOHYHO�
YDOXHV���

W\SH�)ORZ'DWD� �^�
PLQBOHYHO���6HFXULW\/DEHO���
PD[BOHYHO���6HFXULW\/DEHO����

`� �

)RU�H[DPSOH��WR�UHSUHVHQW�D�OLVW�RI�VHFXULW\�ODEHOV�$ � ��$ � ��$ � ��$ � ��$ � �RI�)LJXUH�
����DV�D�OLVW�RI�VXE�ODWWLFH��WKH�IROORZLQJ�VWUXFWXUH�LV�FRQVWUXFWHG��

[{min_level=”A7”, max_level=”A3”}, �
 {min_level=”A2”, max_level=”A2”}]: FlowData list�

1H[W��WKH�UHSUHVHQWDWLRQ�RI�WKH�&63�H[SUHVVLRQV�LQ�0/�LV�JLYHQ�EHORZ��
&63B9DU�LV�D�YDULDEOH�WKDW�KROGV�&63�H[SUHVVLRQ�DQG�XVHG�IRU�WKH�GHILQLWLRQ�

RI�&63�H[SUHVVLRQV�ZLWK�IL[HG�SRLQWV��
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W\SH�&63B9DU� �VWULQJ�

$�9DOXHB9DU�LV�D�YDULDEOH�WKDW�KROGV�D�GDWXP�UHDG�IURP�D�FKDQQHO�LQ�WKH�&63�
H[SUHVVLRQ��

W\SH�9DOXHB9DU� �VWULQJ�
$�9DOXH�LV�ZKDW�FDQ�EH�ZULWWHQ�WR�D�FKDQQHO��,W�LV�D�OLVW�RI�9DOXHB9DU
V��DQG�

FDQ�EH�GHQRWHG�ZLWK�D�IL[HG�VHFXULW\�ODEHO��,I�QRW�� WKH�VHFXULW\�ODEHO�LV�FDOFXODWHG�
XVLQJ�WKH�OHDVW�XSSHU�ERXQG��/8%��IXQFWLRQ�IRU�WKH�JLYHQ�ODWWLFH��

GDWDW\SH�9DOXH� �'()$8/7�RI�9DOXHB9DU�OLVW�
����������������_),;('�RI�6HFXULW\/DEHO�
��9DOXHB9DU�OLVW��

7KH�HYHQWV�LQ�D�&63�H[SUHVVLRQ�DUH�,1387��287387�DQG�$720,&��,1387�LV�
IURP�D�FKDQQHO�WR�D�YDULDEOH��287387�LV�IURP�D�YDOXH�WR�D�FKDQQHO��

GDWDW\SH�(YHQW� �,1387�RI�SRUW�
�9DOXHB9DU�
����������������_�287387�RI�SRUW�
�9DOXH�
����������������_�$720,&�RI�VWULQJ�
7KHQ��WKH�GDWD�W\SH�IRU�&63�H[SUHVVLRQV�LV�GHILQHG�DV��
GDWDW\SH�&63([SUHVVLRQ� �
��39$5� RI� &63B9DU� �
$� &63� ([SUHVVLRQ� WKDW� LV� SUHYLRXVO\��

������������������������������GHFODUHG�ZLWK�µ�),;��
��
�_�08�RI�&63B9DU�
�&63([SUHVVLRQ�
�$�)L[HG�3RLQW�'HFODUDWLRQ
��
�_���!�RI�(YHQW�
�&63([SUHVVLRQ��
�(QJDJHV�LQ�(YHQW�DQG�WKHQ��

����������������������������������������EHKDYHV�OLNH�&63([SU����
��
�_�?��RI�&63([SUHVVLRQ�
�&63([SUHVVLRQ���
�,QWHUQDO�&KRLFH��
��
�_��_!�RI�&63([SUHVVLRQ�
�&63([SUHVVLRQ��
�([WHUQDO�&KRLFH��
��
�_�___�RI�&63([SUHVVLRQ�
�&63([SUHVVLRQ��
�,QWHUOHDYLQJ�����
��
�_�,)B7+(1B(/6(�RI��9DOXH�
�&63([SUHVVLRQ�
�&63([SUHVVLRQ�������
�
�2QH�RI�WKH�&63�([SUHVVLRQV�LV�FKRRVHQ�DFFRUGLQJ�WR�YDOXH�
��
�_�6723�������������������������
�6723����������������������
��
LQIL[���!��LQIL[�?���LQIL[��_!��LQIL[�___��
�LQIL[�RSHUDWRU�
��

$� VW\OH� FRQVLVWV� RI� FRQQHFWRU� GHVFULSWLRQV�� FRPSRQHQW� GHVFULSWLRQV��
LQWHUIDFH�W\SH�GHVFULSWLRQV��DQG�JHQHUDO�SURFHVV�GHVFULSWLRQV��$V�GHWDLOHG�EHIRUH��D�
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FRQQHFWRU� KDV� RQH�RU�PRUH� UROHV� WRJHWKHU�ZLWK� D� JOXH� GHVFULSWLRQ��$� FRPSRQHQW�
FRQVLVWV�RI�RQH�RU�PRUH�SRUWV�DQG�D�FRPSXWDWLRQ�DFWLQJ�RQ�WKHVH�SRUWV��7KH�DEVWUDFW�
V\QWD[�GHILQLWLRQV�RI�WKHP�DUH�JLYHQ�EHORZ��

$�SRUW�FRQVLVWV�RI�DQ�LGHQWLILFDWLRQ�QDPH�DQG��&63�H[SUHVVLRQ���
W\SH�3RUW� �^�

,'�� � ��1DPH��
&63([S�� ��&63([SUHVVLRQ�
`�

$�UROH�FRQVLVWV�RI�DQ�LGHQWLILFDWLRQ�QDPH�DQG�LWV�&63�H[SUHVVLRQ���
�W\SH�5ROH� �^�

��,'��� ��1DPH��
��&63([S�� ��&63([SUHVVLRQ�
`�

����������$� FRPSRQHQW� FRQVLVWV� RI� DQ� LGHQWLILFDWLRQ� QDPH�� D� OLVW� RI� SRUWV�� D� &63�
H[SUHVVLRQ� GHVFULELQJ� LWV� FRPSXWDWLRQ�� DQG� WKH� IRUPDO� SDUDPHWHU� OLVW� XVHG� LQ� LWV�
GHILQLWLRQ��

W\SH�&RPSRQHQW� ^�
,'�� � ���1DPH��
3RUWV�� ���3RUW�OLVW��
&RPSXWDWLRQ����&63([SUHVVLRQ��
3DUDPHWHUV�����)RUPDO3DUDPHWHU�OLVW�
`�

$� FRQQHFWRU� FRQVLVWV� RI� DQ� LGHQWLILFDWLRQ� QDPH�� D� OLVW� RI� UROHV�� D� &63�
H[SUHVVLRQ�GHVFULELQJ�LWV�JOXH��DQG�WKH�IRUPDO�SDUDPHWHU�OLVW�XVHG�LQ�LWV�GHILQLWLRQ��

W\SH�&RQQHFWRU� ^�
,'�� � ��1DPH��
5ROHV�� ��5ROH�OLVW��
*OXH��� ��&63([SUHVVLRQ��
3DUDPHWHUV����)RUPDO3DUDPHWHU�OLVW�
`�
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$Q� LQWHUIDFH� FRQVLVWV� RI� DQ� LGHQWLILFDWLRQ� QDPH�� D� &63� H[SUHVVLRQ�
GHVFULELQJ�LWV�EHKDYLRU��DQG�WKH�IRUPDO�SDUDPHWHU�OLVW�XVHG�LQ�LWV�GHILQLWLRQ��

�W\SH�,QWHUIDFH� ^�
,'�� � ��1DPH��
&63([S� ��&63([SUHVVLRQ��
3DUDPHWHUV����6WULQJ�OLVW�
`�

$�JHQHUDO�SURFHVV�FRQVLVWV�RI�DQ�LGHQWLILFDWLRQ�QDPH��D�&63�H[SUHVVLRQ�
GHVFULELQJ�LWV�EHKDYLRU��DQG�WKH�IRUPDO�SDUDPHWHU�OLVW�XVHG�LQ�LWV�GHILQLWLRQ��

�W\SH�*HQHUDO3URFHVV ^�
����������,'�����������1DPH��
����������&63([SU������&63([SUHVVLRQ��
����������3DUDPHWHUV���6WULQJ�OLVW�
������`�

��������$� VW\OH� LV�� WKHQ�� GHVFULEHG� XVLQJ� WKH� W\SH� 6W\OH'HVFULSWLRQ� JLYHQ�
EHORZ��

W\SH�6W\OH'HVFULSWLRQ� �^�
� ����,'�� � � ��1DPH��
��� ����&RPSRQHQWV� � ��&RPSRQHQW�OLVW��
� ����&RQQHFWRUV� � ��&RQQHFWRU�OLVW��

����,QWHUIDFHV�� � ��,QWHUIDFH�OLVW��
����*HQHUDO3URFHVVHV�� ��*HQHUDO3URFHVV�OLVW��
����&RQVWUDLQW��� � ��/RJLFDO([SUHVVLRQ�
`�

$�FRQILJXUDWLRQ�FDQ�EH�H[SUHVVHG��VLPLODU�WR�WKH�VW\OH�GHILQLWLRQ��LQ�0/�
V\QWD[���

W\SH�&RQILJXUDWLRQ� �^�
� ,'�� � � ��1DPH��

� � 2UGHULQJ�� � ��2UGHU�OLVW��
� � &OHDUDQFH/LVW�� ��&OHDU�OLVW��

6W\OH�� � ��1DPH��
� � &RPSRQHQWV��� ��&RPSRQHQW�OLVW��
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� � &RQQHFWRUV��� ��&RQQHFWRU�OLVW��
,QWHUIDFHV��� ��,QWHUIDFH�OLVW��
*HQHUDO3URFHVVHV����*HQHUDO3URFHVV�OLVW��

� � ,QVWDQFHV���� ��,QVWDQFH�OLVW��
� � $WWDFKPHQWV�� ��$WWDFKPHQW�OLVW�
`�

&RQILJXUDWLRQ� GHILQHV� D� W\SH� IRU� D� FRQILJXUDWLRQ� GHVFULSWLRQ�� ZKHUH�
&RQQHFWRU�� &RPSRQHQW�� ,QWHUIDFH� DQG� *HQHUDO3URFHVV� W\SHV� DUH�
GHILQHG�DV�LQ�VW\OH�GHVFULSWLRQ��2UGHU��&OHDU��,QVWDQFH��DQG�$WWDFKPHQW�
W\SHV� DUH� GHVFULEHG� EHORZ�� 1RWH� WKDW� D� FRQILJXUDWLRQ�PD\� KDYH� FRPSRQHQW� DQG�
FRQQHFWRU� GHVFULSWLRQV� LQ� DGGLWLRQ� WR� WKRVH� VXSSOLHG� LQ� WKH� VW\OH� EHLQJ� LQFOXGHG��
7KLV�PD\� EH� UHTXLUHG� LI� FRQILJXUDWLRQ�VSHFLILF� FRPSRQHQWV� RU� FRQQHFWRUV�ZKLFK�
DUH�QRW�DYDLODEOH�LQ�WKH�VW\OH�DUH�QHHGHG���

$Q� RUGHU� LV� D� SDLU� RI� VHFXULW\� ODEHOV�� 7KH� ILUVW� PHPEHU� RI� WKH� SDLU� LV�
GRPLQDWHG�E\�WKH�VHFRQG�RQH��L�H���D�E��LQGLFDWHV�WKDW�D�≤�E�LQ�WKH�ODWWLFH�WKDW�WKH\�
DSSHDU�LQ��7KH�ODWWLFH�PRGHO�LPSRUWHG�LQWR�WKH�FRQILJXUDWLRQ�LV�UHSUHVHQWHG�DV�D�OLVW�
RI�VXFK�RUGHUV��

W\SH��2UGHU� �6HFXULW\/DEHO�
�6HFXULW\/DEHO�

'HILQLWLRQ��'RPLQDQFH�VHW���7KH�GRPLQDQFH�VHW�RI�D�FOHDUDQFH�FO�LV�WKH�VXEVHW�RI�
QRGHV� LQ� D� ODWWLFH�ZKRVH� HOHPHQWV� DUH� GRPLQDWHG�E\�FO�� ,W� LV� WKH�SULQFLSOH�RUGHU�
LGHDO� RI� WKH� ODEHO� �QRGH�� ZKLFK� FO� LV� GHFODUHG� WR� GRPLQDWH� LI� D� UHDG� DFFHVV� LV�
FRQVLGHUHG��RU�WKH�SULQFLSOH�RUGHU�ILOWHU�RI�LW�LI�D�ZULWH�DFFHVV�LV�FRQVLGHUHG��

$� FOHDU� LV� D� SDLU� RI� D� VHFXULW\� ODEHO� DQG� D� FOHDUDQFH�� ,W� UHSUHVHQWV� WKH�
GRPLQDQFH�VHW�RI�D�FOHDUDQFH�LQ�WKH�ODWWLFH�PRGHO��7KH�ILUVW�PHPEHU�RI�WKH�SDLU��L�H��
D� VHFXULW\� ODEHO�� LV� GHFODUHG� WR� EH� GRPLQDWHG� E\� WKH� FOHDUDQFH� VSHFLILHG� DV� WKH�
VHFRQG�PHPEHU�RI�WKH�SDLU��

W\SH�&OHDU� �6HFXULW\/DEHO�
�&OHDUDQFH�

6W\OH� LV� D� VW\OH� QDPH�ZKRVH� HQWU\� LV� LPSRUWHG� LQWR� WKH� FRQILJXUDWLRQ�� $�
FRQQHFWRU�FRPSRQHQW�GHVFULSWLRQ�FDQ�EH�LPSRUWHG�IURP�D�VW\OH�RU�FDQ�EH�GHVFULEHG�
H[SOLFLWO\� LQ� WKH�FRQILJXUDWLRQ��7KH� ODWWHU� DSSURDFK� LV�JHQHUDOO\�SUDFWLFDO�ZKHQ�D�
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FRQILJXUDWLRQ�VSHFLILF� FRQQHFWRU� RU� FRPSRQHQW� W\SH� LV� QHHGHG�� )XQFWLRQV� RI� WKH�
YHULILFDWLRQ� SURFHVV��ZKLFK� UHIHU� WR� D� FRPSRQHQW�FRQQHFWRU� W\SH�� ILUVW� FKHFN� WKH�
&RPSRQHQWV�&RQQHFWRUV� OLVWV�� ,I� LW� LV� QRW� IRXQG� LQ� WKHVH� OLVWV�� WKH�6W\OH� LV�
VHDUFKHG����

$Q� LQVWDQFH� RI� D� FRPSRQHQW�� RU� RI� D� FRQQHFWRU�� FRQVLVWV� RI� DQ�
LGHQWLILFDWLRQ�QDPH�� DQ� LGHQWLILFDWLRQ�QDPH�RI� D� FRPSRQHQW�FRQQHFWRU� W\SH� IURP�
ZKLFK� WKH� LQVWDQFH� LV� WR� EH� FRQVWUXFWHG�� D� OLVW� RI� SRUWV�UROHV�ZLWK� WKHLU� DVVLJQHG�
FOHDUDQFH�� WKH�&63� H[SUHVVLRQ� �WKH� JOXH� RU� WKH� FRPSXDWLRQ� LQ�ZKLFK� WKH� IRUPDO�
SDUDPHWHUV�DUH�UHSODFHG�E\�WKH�DFWXDO�SDUDPHWHUV���DQG�D�FOHDUDQFH�YDOXH�ZKLFK�LV�
JLYHQ� WR� WKH� LQVWDQFH� WR� EH� LQKHULWHG� E\� WKH� SRUWV� RI� WKH� FOHDUDQFH� DV� D� GHIDXOW�
FOHDUDQFH��ZKHQ�QRW�H[SOLFLWO\�VSHFLILHG�LQ�WKH�&OHDUDQFH�VHFWLRQ����

W\SH�,QVWDQFH� �^�
���,'�� ���1DPH��
���,QVWDQFH2I��1DPH���
�D�&RQQHFWRU�RU�D�&RPSRQHQW�LG�
���
���3RUW���������3RUW&OHDUDQFH�OLVW��
���,&OHDUDQFH��&OHDUDQFH���
�FOHDUDQFH�RI�WKH�LQVWDQFH�
���
���3DUDPHWHUV��$FWXDO3DUDPHWHU�OLVW�
DFWXDO�SDUDPHWHU�OLVW
��
���&63���������&63([SUHVVLRQ��
�WKH�EHKDYLRXU�RI�WKH��
���������������������LQVWDQFH�ZLWK�DFWXDO�SDUDPHWHUV�
��
`��ZKHUH��

W\Se PortClearance={(*instance’s ports information*)   �
���3RUW,G�������1DPH��
���3&OHDUDQFH���&OHDUDQFH�
�`�

$Q� DWWDFKPHQW entry comprises a component instance’ s port and a 

connector instance’ s role to which the attachment is made.�
W\SH�$WWDFKPHQW� �^�

&RPSRQHQW1DPH���1DPH���
�FRPSRQHQW�LQVWDQFH�QDPH�
��
3RUW1DPH��������1DPH���
�SRUW�QDPH�
��
&RQQHFWRU1DPH��1DPH����
�FRQQHFWRU�LQVWDQFH�QDPH�
��
5ROH1DPH��������1DPH���
�UROH�QDPH��
��

`�
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+DYLQJ�GHVFULEHG� WKH� W\SHV�RFFXULQJ�LQ�WKH�DEVWUDFW�V\QWD[�GHILQLWLRQV�IRU�D�
VW\OH�DQG�D�FRQILJXUDWLRQ�RI�D�:ULJKW�F�GHVFULSWLRQ��WKH�IROORZLQJ�LV�WKH�DGGLWLRQDO�
GDWD� VWUXFWXUHV� WKDW� DUH� FRQVWUXFWHG� E\� WKH� SDUVHU� ZLWK� WKHLU� LQLWLDO� YDOXHV� DQG�
SURFHVVHG�LQWHUQDOO\�E\�WKH�YHULILFDWLRQ�SURFHVV��

• 3RUW�$GMDFHQF\�/LVW�

7KH�IROORZLQJ�VWUXFWXUH��FDOOHG�3RUW,QIR��NHHSV�DWWULEXWHV�RI�D�SRUW�ZLWK�LWV�
GDWD�VRXUFH�SRUWV�LQ�D�FRQQHFWLRQ�DV�GHILQHG�LQ�VHFWLRQ������7KH�VWUXFWXUH�LQFOXGHV�
WKH�FRQQHFWRU�QDPH�LQ�ZKLFK�LW�LV�LQYROYHG��WKH�UROH�WKDW�LW�SOD\V�LQ�WKLV�FRQQHFWLRQ�
DQG�D�OLVW�RI�GDWD�VRXUFH�SRUWV�ZLWK�WKHLU�UROHV�LQ�WKH�FRQQHFWLRQ��

W\SH�3RUW,QIR� �^��������������
�D�SRUW�HQWU\�ZLWK�LWV��
���������������������������FRQQHFWRU�LQYROYHG�
��

&RQQHFWRU��������1DPH�������
�FRQQHFWRU�LQVWDQFH�QDPH�WR��
������������������������������ZKLFK�WKH�SRUW�LV�DWWDFKHG�
��
5ROH�������������1DPH�������
�WKH�UROH�RI�WKH�SRUW�LQ�WKH��
������������������������������FRQQHFWLRQ
��
&RQQHFWHG3RUWV���7DUJHW3RUW�OLVW�

����`�

ZKHUH�7DUJHW3RUW�LV�GHILQHG�DV�
W\SH�7DUJHW3RUW� �^��

&1DPH��1DPH���
�FRPSRQHQW�LQVWDQFH�QDPH�RI�&3RUW�
��
&3RUW��1DPH���
�D�VRXUFH�SRUW�ZKLFK�WKH�SRUW�LQ��
�����������������TXHVWLRQ�LV�FRQQHFWHG�
��
&5ROH���1DPH��
�WKH�UROH�RI�&SRUW�RQ�WKLV�FRQQHFWLRQ�
��

`�

$� 3RUW$GMDFHQF\� VWUXFWXUH�� WKHQ�� LV� GHILQHG� DV� DQ� HOHPHQW� RI�
3RUW$GMDFHQF\� OLVW� IRU� HDFK� SRUW� RI� HYHU\� FRPSRQHQW� LQVWDQFH� LQ� WKH�
FRQILJXUDWLRQ�� 6LQFH� D� SRUW� FDQ� SRVVLEO\� SOD\� PXOWLSOH� UROHV� RQ� GLIIHUHQW�
FRQQHFWLRQV��D�OLVW�RI�3RUW,QIR�LV�DOORFDWHG�IRU�LW��&OHDUO\��D�FRPSRQHQW�QDPH�DQG�
D�SRUW�QDPH�FRQVWLWXWH�D�NH\�LQ�3RUW$GMDFHQF\�OLVW�HOHPHQWV��

�
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W\SH�3RUW$GMDFHQF\� �^�
��&RPSRQHQW����1DPH���
�LQVWDQFH�QDPH�RI�D�FRPSRQHQW�
��
��3RUW���������1DPH��
�WKH�SRUW�ZKLFK�WKH�HQWU\�EHORQJV�WR
��
��6RXUFH3RUW���3RUW,QIR�OLVW�
�VRXUFH�SRUWV�WKURXJK��

���������������������������DQ\�FRQQHFWLRQ�WR�WKH�SRUW�
��
`�

)RU� WKH� H[DPSOH� LOOXVWUDWHG� LQ� )LJXUH� ����� WKH� 3RUW$GMDFHQF\� OLVW� LV�
FRQVWUXFWHG�E\�WKH�SDUVHU�DV�IROORZV��

3RUW$GMDFHQF\� �>�
�
�DQ�HQWU\�IRU�&RPSRQHQW�& � �–�SRUW�3 � �SDLU�
��
 {Component=”C1”, Port =”P1”, �
��6RXUFH3RUW >�
    {Connector=”N1”,�
�     Role=”R1”,�
�����&RQQHFWHG3RUWV >�
� � {Component=”C2”, CPort=”P2”,Role=”R2”},�
� � {Component=”C3”, CPort=”P3”,Role=”R3”}�
� ����@`��
   {Connector=”N2”,�
�    Role=”R5”,�
� ���&RQQHFWHG3RUWV >�
�      {Component=”C3”, CPort=”P4”,Role=”R4”}�
� ���@`@`���
�& � �3 � �
��
� �
�DQ�HQWU\�IRU�&RPSRQHQW�& � �–�SRUW�3 � �SDLU�
��
 {Component=”C2”, Port =”P2”,   �
��6RXUFH3RUW >�
�������{Connector=”N1”,�
        Role=”R2”,�
��� �&RQQHFWHG3RUWV >�
� �    {Component=”C1”, CPort=”P1”,Role=”R1”},�
� �    {Component=”C3”, CPort=”P3”,Role=”R3”}�
� � �@`@`���
�& � �3 � �
��
� �
�DQ�HQWU\�IRU�&RPSRQHQW�& � �–�SRUW�3 � �SDLU�
��
  {Component=”C3”, Port =”P3”,   �
���6RXUFH3RUW >�
       {Connector=”N1”,�
        Role=”R3”,�
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���������&RQQHFWHG3RUWV >�
� � � {Component=”C1”, CPort=”P1”,Role=”R1”},�
� � � {Component=”C2”, CPort=”P2”,Role=”R2”}�
� � ��@`@`���
�& � �3 � �
��
� �
�DQ�HQWU\�IRU�&RPSRQHQW�& � �–�SRUW�3 � �SDLU�
��
 {Component=”C3”, Port =”P4”,   �
��6RXUFH3RUW >�
  {Connector=”N2”,�
   Role=”R4”,�
����&RQQHFWHG3RUWV >�
� � {Component=”C1”, CPort=”P1”,Role=”R5”}�
� ��@`@�
�& � �3 � �
��

@��
�HQG�RI�3RUW$GMDFHQF\�OLVW�
��

• 5HFHLYHG'DWD6HFXULW\/DEHO�/LVW���
7KLV�LV�D�OLVW� LQ�ZKLFK�WKHUH�H[LVWV�DQ�HQWU\�IRU�HDFK�SRUW�S∈3RUWV � �RI�HYHU\�

FRPSRQHQW�LQVWDQFH�F∈&RPSRQHQWV�LQ�WKH�FRQILJXUDWLRQ��,W�FRQVLVWV�RI�HOHPHQWV�RI�
WKH�GDWD�W\SH�6HQW5HFHLYHG'DWD6HFXULW\&ODVV�ZKRVH�VWUXFWXUH�LV�JLYHQ�EHORZ��7KH�
VHW�RI�GDWD�VHFXULW\�ODEHOV��ZKLFK�FDQ�SRWHQWLDOO\�EH�UHFHLYHG�WKURXJK�WKH�SRUW�S�RI�
FRPSRQHQW� F� � � 5HFHLYHG6HW ��� DUH� NHSW� LQ� WKH� OLVW� LQGH[HG� E\� S� RI� F�� $IWHU�
FRPSXWLQJ� WKH� ODEHOV� LQ� WKH�*OXH)LOWHU� IXQFWLRQ� RI� WKH� YHULILFDWLRQ� SURFHVV�� WKH�
VXEODWWLFHV� UHSUHVHQWLQJ� WKHVH� ODEHOV� DUH� FRQVWUXFWHG� DQG� VWRUHG� LQ� WKH�
6HFXULW\/DEHOV�$FFHSWHG65'DWD�ILHOG��6HFXULW\/DEHOV�5HIXVHG65'DWD�ILHOG�
LV�DOVR�FUHDWHG��E\�WKH�9LRODWLRQ3UHYHQWLRQ�IXQFWLRQ��WR�NHHS�WKH�VXEODWWLFHV�IRU�WKH�
VHW�RI�GDWD�VHFXULW\� ODEHOV�QRW�DOORZHG�WR�EH�UHFHLYHG�E\�WKH�SRUW�S�UHJDUGLQJ�WKH�
%HOO�/D3DGXOD�SULQFLSOH��VLPSOH�VHFXULW\�SURSHUW\�WR�EH�VSHFLILF���7KH�FRPSXWDWLRQ�
RI�WKH�YDOXHV�RI�WKH�ILHOGV�DUH�GHWDLOHG�LQ�&KDSWHU����7KH�VXEODWWLFHV��DV�GHVFULEHG�LQ�
WKH�SUHYLRXV�VHFWLRQV��DUH�UHSUHVHQWHG�E\�LWV�PD[LPXP�DQG�LWV�PLQLPXP��WKH�W\SH�
)ORZ'DWD���6LQFH�XQFRPSDUDEOH�QRGHV�PD\�H[LVW��D�OLVW�RI�WKHP�DUH�FRQVWUXFWHG�
DQG�VWRUHG�LQ�WKH�ILHOG���

�
�
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• 6HQW'DWD6HFXULW\/DEHO�/LVW����
7KLV� LV� D� OLVW�� ZKRVH� VWUXFWXUH� LV� WKH� VDPH� DV� WKDW� RI�

5HFHLYHG'DWD6HFXULW\&ODVV��LQ�ZKLFK�WKHUH�LV�DQ�HQWU\�IRU�HDFK�SRUW�S∈�3RUWV � �RI�
HYHU\�FRPSRQHQW�LQVWDQFH�F∈�&RPSRQHQWV��7KH�HOHPHQW��LQGH[HG�E\�S�RI�F��NHHSV�
WKH� VHW� RI� GDWD� VHFXULW\� ODEHOV� WKDW� FDQ� SRWHQWLDOO\� EH� VHQW� WKURXJK� WKH� SRUW� S�
� !"6HQW6HW ���6LPLODUO\�� WKH�VXEODWWLFHV�UHSUHVHQWLQJ�WKH�VHFXULW\�ODEHOV�RI�GDWD�WKDW�
DUH�RXWSXW�WKURXJK�WKLV�SRUW�DUH�FRPSXWHG�E\�WKH�&RPS)LOWHU�IXQFWLRQ�DQG�VWRUHG�LQ�
WKH� 6HFXULW\/DEHOV�$FFHSWHG65'DWD� ILHOG�� 7KH� 9LRODWLRQ3UHYHQWLRQ�
IXQFWLRQ� DOVR� FUHDWHV� WKH�6HFXULW\/DEHOV�5HIXVHG65'DWD� ILHOG� WR� NHHS� WKH�
VXEODWWLFHV�IRU�WKH�VHFXULW\�ODEHOV�QRW�DOORZHG�WR�EH�VHQW�E\�WKH�SRUW�EHFDXVH�RI�WKH�
%HOO�/D3DGXOD�SULQFLSOH���
�SURSHUW\�WR�EH�PRUH�VSHFLILF���6LPLODUO\��WKH�GHWDLOV�RI�
FRPSXWDWLRQ�RI�WKH�VHFXULW\�ODEHOV�DUH�SUHVHQWHG�LQ�WKH�YHULILFDWLRQ�SURFHVV��

6HQW'DWD6HFXULW\&ODVV� DQG� 5HFHLYHG'DWD6HFXULW\&ODVV� DOVR� LQFOXGH� WZR�
DGGLWLRQDO� ILHOGV�� LRBW\SH� DQG� ZDUQLQJV�� 7KH� W\SH� RI� WKH� SRUW� �,1387��
287387��,1387287387�RU�121(�� LV�VWRUHG�LQ�LRBW\SH�GXULQJ�WKH�FDOFXODWLRQ�RI�
VOVD�LQ�WKH�YHULILFDWLRQ�SURFHVV��ZDUQLQJV�ILHOG��RQ�WKH�RWKHU�KDQG��LV�XVHG�WR�NHHS�
WKH�ZDUQLQJV�ZKHQ� D� FRPSRQHQW� ORZHUV� WKH� VHFXULW\� ODEHO�RI�GDWD�� L�H��ZKHQ� WKH�
FRPSRQHQW� PXVW� EH� WUXVWHG�� 7KHVH� ILHOGV� DUH� NHSW� HPSW\� LQ�
5HFHLYHG'DWD6HFXULW\&ODVV�VLQFH�6HQW'DWD6HFXULW\&ODVV�LV�VXIILFLHQW�WR�GHWHUPLQH�
WKH�SRUW�W\SHV��DQG�RQO\�FRPSRQHQWV�FDQ�EH�WUXVWHG��

%RWK� 5HFHLYHG'DWD6HFXULW\/DEHO� DQG� 6HQW'DWD6HFXULW\/DEHO�
OLVWV�XWLOL]H�WKH�IROORZLQJ�GDWD�W\SH�DV�WKHLU�HOHPHQWV��7KH�SDUVHU�FRQVWUXFWV�WKHVH�
OLVWV�E\�FRQVLGHULQJ�HDFK�FRPSRQHQW�LQVWDQFH�DQG�WKHLU�SRUWV��

W\SH�6HQG5HFHLYH'DWD6HFXULW\&ODVV� �^�
���
�FRPSRQHQW�QDPH�ZKLFK�WKH�SRUW�EHORQJV�WR�
��
��&RPSRQHQW��1DPH�����
���
�WKH�SRUW�ZKLFK�LW�VHQGV�UHFHLYHV�GDWD�
���
� 3RUW��1DPH��������
����
�D�OLVW�WR�KROG�VHFXULW\�ODEHOV�RI�GDWD��
���������VHQW�UHFHLYHG�E\�WKH�SRUW�
���
�� 6HFXULW\/DEHOV��6HFXULW\/DEHO/LVWV�OLVW��
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���LRBW\SH��,2B7<3(���
�,1387��287387��RU�,1387287387�
��
���ZDUQLQJV� �� VWULQJ� OLVW� �
ZDUQLQJ� OLVW� XVHG� ZKHQ��

����������������LQIRUPDWLRQ�OHDNDJH�H[LVWV�LQ�WKH�FRPSRQHQW�
��
`��

ZKHUH�6HFXULW\/DEHO/LVWV�LV�GHILQHG�DV��
W\SH�6HFXULW\/DEHO/LVWV� �^�
�����$FFHSWHG65'DWD��)ORZ'DWD���
�WR�KROG�VHFXULW\��
����������������������������������ODEHOV�RI�GDWD��
����������������������������������VHQW�UHFHLYHG�E\�WKH��
����������������������������������SRUW�
��
�����5HIXVHG65'DWD��)ORZ'DWD�OLVW���
�D�OLVW�WR�KROG��
������������������������������������5()86('�ODEHOV�RI��
������������������������������������GDWD�DIWHU�YLRODWLRQ��
������������������������������������SUHYHQWLRQ�
����

��`�

+DYLQJ�JLYHQ�WKH�DEVWUDFW�V\QWD[�GHILQLWLRQV�RI�D�VW\OH�DQG�D�FRQILJXUDWLRQ�RI�
DQ� :ULJKW�F� GHVFULSWLRQ�� WKH� QH[W� VHFWLRQ� GHVFULEHV� WKH� V\QWD[� UXOHV� RI� WKH�
GHVFULSWLRQ��
�����0DSSLQJ�)URP�&RQFUHWH�WR�$EVWUDFW�6\QWD[�

$�FRQILJXUDWLRQ�FRQVLVWV�RI� WKH�IROORZLQJ� LWHPV�ZKRVH�YDOXHV�DUH�H[WUDFWHG�
GXULQJ�SDUVLQJ��

��� 2UGHULQJ�
��� &OHDUDQFH�/LVW�
��� &RPSRQHQWV�
��� &RQQHFWRUV�
��� ,QVWDQFHV�
��� $WWDFKPHQWV�
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7KH�UHPDLQGHU�RI�WKLV�VHFWLRQ�SUHVHQWV�WKH�PDSSLQJ�RI�WKHVH�LWHPV�IURP�WKH�
FRQFUHWH�V\QWD[�LQ�WKH�:ULJKW�F�GHVFULSWLRQ�WR�WKH�DEVWUDFW�V\QWD[�JLYHQ�LQ�6HFWLRQ�
������
������2UGHULQJ��

$V�GHVFULEHG�EHIRUH��DQ�RUGHU�LV�D�SDLU�RI�VWULQJV��7KH�ILUVW�PHPEHU�RI�WKH�
SDLU�LV�GRPLQDWHG�E\�WKH�VHFRQG�RQH��L�H��LI��D��E��LV�DQ�RUGHU�WKHQ�D�≤�E�LQ�WHUPV�RI�
WKH�ODWWLFH�WKH\�DSSHDU�LQ��

,Q�JHQHUDO��WKH�GHFODUDWLRQ�LQ�D�FRQILJXUDWLRQ��
2UGHULQJ��

�2 � �2 � ��2 � ������2 # �
�3 � �3 � �3 � ������3 $

UHVXOWV�WKH�RUGHULQJ�OLVW�YDOXH��
[(“O � ”,”O � ”), (“O � ”,”O � ”), (“O � ”,”O � ”),..., (“O #
%
� ”,”O # ”), �

      (“P � ”,”P � ”),  (“P � ”,”P � ”),..., (“P $&%
� ”,”P $ ”)]�

1RWH� WKDW� WKH�SDLUV�GXH� WR� WUDQVLWLYH�FORVXUH��VXFK�DV�(“O ' ”,”O ( ”),DUH�QRW�
LQFOXGHG�LQ�WKH�OLVW��
������&OHDUDQFH/LVW��

$�FOHDU�LV�D�SDLU�RI�D�VHFXULW\�ODEHO�DQG�D�FOHDUDQFH��7KH�ILUVW�PHPEHU��L�H��
WKH�VHFXULW\�ODEHO��LV�GRPLQDWHG�E\�D�FOHDUDQFH�VSHFLILHG�DV�WKH�VHFRQG�PHPEHU�RI�
WKH�SDLU��

,Q�JHQHUDO��WKH�GHFODUDWLRQ��
� � &OHDUDQFH/LVW�
� � � & � ���/ � �
� � � & � ���/ � �/ � �
� � � ����
� � � & # ���/ # �

UHVXOWV�WKH�OLVW�YDOXH�RI�GDWD�W\SH�&OHDU��
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� [(“L ' ”,”C ' ”), (“L ) ”,”C ) ”), (“L ( ”,”C ) ”), ..., (“L * ”,”C * ”)]�

������&RPSRQHQWV�
)RU�HDFK�FRPSRQHQW�GHILQLWLRQ�RI�WKH�FRQILJXUDWLRQ��RU�RI�WKH�VW\OH��DQ�HQWU\�

RI� GDWD� W\SH�&RPSRQHQW� LV� FRQVWUXFWHG�ZLWK� YDOXHV� IURP� WKH�SRUW� LQIRUPDWLRQ�
WKDW� LW� LQFOXGHV� DQG� WKH� FRPSXWDWLRQ� LW� XVHV�� 7KH� FRPSXWDWLRQ� DQG� WKH� SRUW�
GHVFULSWLRQV�DUH�&63�H[SUHVVLRQV��7KHVH�H[SUHVVLRQV�DUH�LQSXW�WR�WKH�&63$QDO\VLV�
IXQFWLRQ� WR� EH� DQDO\]HG� LQ� WHUPV�RI� GDWD� IORZ�E\� WKH� YHULILFDWLRQ�SURFHVV�ZKHUH�
QHHGHG���

,Q�JHQHUDO��D�FRPSRQHQW�GHVFULSWLRQ�OLNH��
&RPSRQHQW�*HQ&RPS��7��6HFXULW\/DEHO�� �
� 3RUW�3�� �&63B3��
������3RUW�3�� �&63B3��
������&RPSXWDWLRQ�&63B&RPS�
(QG�

FDXVHV�WKH�IROORZLQJ�&RPSRQHQW�GDWD�VWUXFWXUH�WR�EH�FRQVWUXFWHG��

{ID =”GenComp”,�
 Ports = [{ID: “P1”,  (* fiUVW�SRUW�
��
�����������&63([S� �&63B3�`��
          {ID= “P2”,   (* second port *)�
����������&63([S� �&63B3�`@��
&RPSXWDWLRQ� ��&63B&203���
Parameters = [(“T”, SecurityLabel)]}�

)RU� HDFK� FRPSRQHQW� LQ� WKH� FRQILJXUDWLRQ�� DQ� HQWU\� VXFK� DV� DERYH� LV�
FRQVWUXFWHG�DQG�LQVHUWHG�LQWR�WKH�Configuration’s Components�OLVW��
������&RQQHFWRUV��

)RU�HDFK�FRQQHFWRU�LQ�WKH�FRQILJXUDWLRQ��RU�LQ�WKH�VW\OH��DQ�HQWU\�RI�GDWD�W\SH�
&RQQHFWRU� LV�FRQVWUXFWHG�ZLWK�YDOXHV�IURP�WKH�UROH� LQIRUPDWLRQ� WKDW� LW� LQFOXGHV�
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DQG� WKH�JOXH� LW�XVHV��/LNH� LQ�FRPSRQHQWV�� WKH� UROHV�DQG� WKH�JOXH�GHVFULSWLRQV�DUH�
&63�H[SUHVVLRQV���

,Q�JHQHUDO��D�FRQQHFWRU�GHVFULSWLRQ�OLNH��
&RQQHFWRU�*HQ&RQQ�7���6HFXULW\/DEHO��1��LQWHJHU�� �
� 5ROH�5�� �&63B5��
������5ROH�5�� �&63B5��
������*OXH��&63B&RQQ�
(QG�

FDXVHV�WKH�IROORZLQJ�GDWD�VWUXFWXUH��D�FRQQHFWRU�W\SH��WR�EH�FRQVWUXFWHG��
{ID =”GenConn”,�
  Roles = [{ID= “R1”,   (* first role *)�
������������&63([S� �&63B5��`��

     {ID= “R2”,  (* second role *)�
������������&63([S� �&63B5��`@��
��*OXH� ��&63B&RQQ���
  Parameters = [(“T”,”SecurityLabel), (“N”,”Integer”)]}�

)RU� HDFK� FRQQHFWRU� LQ� WKH� FRQILJXUDWLRQ� VXFK� DQ� HQWU\� LV� FRQVWUXFWHG� DQG�
LQVHUWHG�LQWR�WKH�Configuration’s Connectors�OLVW��
������,QVWDQFHV�DQG�&OHDUDQFH�

$�FRPSRQHQW�RU�D�FRQQHFWRU�LV�LQVWDQWLDWHG�E\�FUHDWLQJ�DQ�HQWU\�IURP�WKH�GDWD�
W\SH�,QVWDQFH��$Q�LQVWDQFH�YDOXH�FRQVLVWV�RI�DQ�LGHQWLILFDWLRQ�RI�WKH�LQVWDQFH��D�
FRPSRQHQW�FRQQHFWRU� W\SH� LGHQWLILFDWLRQ� IURP�ZKLFK� WKH� LQVWDQFH� LV� FUHDWHG�� WKH�
GHIDXOW�FOHDUDQFH�RI�WKH�LQVWDQFH��D�OLVW�RI�SRUW�UROH�QDPHV�ZLWK�WKHLU�FOHDUDQFH��DQ�
DFWXDO�SDUDPHWHU�OLVW��DQG�WKH�&63�H[SUHVVLRQ�ZKLFK�GHVFULEHV�WKH�EHKDYLRXU�RI�WKH�
LQVWDQFH�ZLWK�IRUPDO�SDUDPHWHUV�DUH�UHSODFHG�E\�WKHLU�DFWXDO�YDOXHV��

7R� DVVLJQ� FOHDUDQFH� YDOXHV� WR� WKH� SRUWV� RI� WKH� FRPSRQHQW� LQVWDQFHV�� WKH�
GHFODUDWLRQV�LQ�&OHDUDQFH�VHFWLRQ�LV�UHIHUHQFHG��)RU�WKH�UHPDLQLQJ�SRUWV��ZKLFK�DUH�
QRW� DVVRFLDWHG� ZLWK� D� FOHDUDQFH�� WKH� GHIDXOW� FOHDUDQFH� YDOXH� RI� WKH� LQVWDQFH� LV�
LQKHULWHG�IURP�WKH�FRPSRQHQW�FRQQHFWRU��$OWKRXJK�UROHV�DUH�QRW�DVVRFLDWHG�ZLWK�D�
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FOHDUDQFH�LQ�WKLV�VWXG\��D�IUDPHZRUN�LV�FRQVWUXFWHG�IRU�IXWXUH�VWXG\�WR�XVH�UROHV�LQ�
DVVLJQLQJ�FOHDUDQFH��VHH�&KDSWHU�����

$Q�,QVWDQFHV�DQG�&OHDUDQFH�GHFODUDWLRQV�OLNH��
,QVWDQFHV�
����,���*HQ&RPS��/$%(/�����
�*HQ&RPS�LV�D�FRPSRQHQW�GHILQHG�DV�DERYH�
��
����,���*HQ&RQQ��/$%(/��������
�*HQ&RQQ�LV�D�FRQQHFWRU�GHILQHG�DV�DERYH�
��
&OHDUDQFH�
���,��� ��&����
�'HIDXOW�FOHDUDQFH�IRU�WKH�LQVWDQFH�,��LV�&��
��
���,�� ��&����
�'HIDXOW�FOHDUDQFH�IRU�WKH�LQVWDQFH�,��LV�&��
��
���,��3����������&�����
�D�SRUW�LV�DVVLJQHG�ZLWK�D�FOHDUDQFH�&�
��
���,��5����������&�����
�D�UROH�LV�DVVLJQHG�ZLWK�D�FOHDUDQFH�&��
��

FDXVH�DQ�,QVWDQFH�HQWU\�WR�EH�FUHDWHG�E\�WKH�SDUVHU�DV�IROORZV��

     [{ ID= “I1”, �
        InstanceOf = “GenComp”, �

�3RUW5ROHV� �>�����������������������������������
      {PortRoleId= “P1”, PRClearance = “C3”}�

�����������@�
        IClearance = “C1”, (* default clearance for the �
������������������������������FRPSRQHQW�
��
        Parameters = [ ( “LABEL1”) ], �
��������&63� ��&63B*HQ&RPS�
�������`��
      {ID= “I2”, �
� ������3RUW5ROHV� �>�
           {PortRoleId= “R1”, PRClearance = “C1”}�
���������@�
        InstanceOf = “GenConn”, �
        IClearance = “C2”,  (* default clearance for the �
�������������������������������FRQQHFWRU�
��
        Parameters = [ ( “LABEL2”, “5”) ] , �
��������&63� ��&63B*HQ&RQQ�
������`�
���@�
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7KH�SDUVHU�FRQVWUXFWV�D�OLVW�RI�GDWDW\SH�,QVWDQFH�E\�LQFOXGLQJ�HDFK�LQVWDQFH�
RI�FRPSRQHQWV�FRQQHFWRUV�GHFODUHG�LQ�WKH�FRQILJXUDWLRQ��
������$WWDFKPHQWV��

)RU� HDFK� DWWDFKPHQW� HVWDEOLVKHG� LQ� WKH� FRQILJXUDWLRQ�� DQ� HQWU\� RI� WKH� GDWD�
W\SH�$WWDFKPHQW�LV�FUHDWHG�DQG�LQVHUWHG�LQWR�WKH�OLVW�RI�$WWDFKPHQWV���

,Q�JHQHUDO��DQ�DWWDFKPHQW�OLNH��
������,��3��DV�,��5���

FRQVWUXFWV�DQ�$WWDFKPHQW�HQWU\�DV�IROORZV��
��{ComponentName = “I1”,�
    PortName= “P1”,�
    ConnectorName= “I2”,�
    RoleName= “R1”�
���`�

7KH� DWWDFKPHQW� OLVW� SOD\V� DQ� LPSRUWDQW� UROH� LQ� FRQVWUXFWLQJ� WKH�
3RUW$GMDFHQF\�OLVW�IRU�WKH�SRUWV�E\�WKH�SDUVHU��*LYHQ�D�FRPSRQHQW�F�DQG�D�SRUW�
S∈3RUWV + , the parser extracts and constructs the port’ s 

,-'63 � UHIHUULQJ� WR� WKH�
DWWDFKPHQW�OLVW��

$IWHU�FRQVWUXFWLQJ�WKH�DEVWUDFW�V\QWD[�RI�D�FRQILJXUDWLRQ��WKH�SDUVHU�EXLOGV��

• 7KH�DGMDFHQF\�OLVW�IRU�HDFK�SRUW�RI�HYHU\�FRPSRQHQW�LQVWDQFHV���
• 7KH� 6HQW'DWD6HFXULW\/DEHO� DQG�5HFHLYHG'DWD6HFXULW\/DEHO�

LQGH[�FROOHFWLRQ�RI�WKH�OLVWV�IRU�HDFK�SRUW�RI�HYHU\�FRPSRQHQW�LQVWDQFH�LQ�
WKH�FRQILJXUDWLRQ��7KH�IRUPHU�LV�LQLWLDOO\�HPSW\��ZKLOH�WKH�ODWWHU�LV�DSSOLHG�
WR�IORRGLQJ�WR�RIIHU�DOO�W\SHV�RI�WKH�GDWD�VHFXULW\�ODEHO�LQ�WKH�ODWWLFH�PRGHO��

7KH� YHULILFDWLRQ� SURFHVV� JLYHQ� LQ� &KDSWHU� �� FDQ� VWDUW� RQFH� WKH� SDUVHU�
FRQVWUXFWV�DQG�LQLWLDOL]HV�DOO�RI�WKH�OLVWV�PHQWLRQHG�DERYH��
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��������6\QWD[�RI�WKH�&63�$QDO\VLV�)XQFWLRQ��
7KH�&63$QDO\VLV�IXQFWLRQ�DQDO\]HV�WKH�&63�H[SUHVVLRQV�LQ�WHUPV�RI�WKH�IORZ�

RI�VHFXULW\�ODEHOV�RI�GDWD�WKURXJK�SRUWV��DV�GHVFULEHG�LQ�6HFWLRQ������7KH�V\QWD[�RI�
WKH�IXQFWLRQ�LV�JLYHQ�EHORZ��

IXQ�&63$QDO\VLV��/DWWLFH��� ��2UGHU�OLVW��
�����������������&63� ��&63([SUHVVLRQ��

���&KDQQHOVBODEHOV� ��&RPS3RUWB&RQQ5ROH�OLVW��
���&KDQQHOV� ��1DPH�OLVW� �
�����&RPS3RUWB&RQQ5ROH�OLVW�

�
ZKHUH�&RPS3RUWB&RQQ5ROH�LV�GHILQHG�DV�
W\SH�&RPS3RUWB&RQQ5ROH� �^�
������� � 5ROH3RUW1DPH� ��1DPH��
������� � 6HQW5HFHLYHG6/�� ��)ORZ'DWD�OLVW��
`�
�

&63$QDO\VLV�IXQFWLRQ�WDNHV�DQ�DFFHVV�FRQWURO�ODWWLFH��D�&63�H[SUHVVLRQ�WR�EH�
DQDO\]HG�LQ�ZKLFK�DFWXDO�SDUDPHWHUV�DUH�UHSODFHG�E\�WKH�IRUPDO�SDUDPHWHUV��D�OLVW�
RI�SRUW�QDPHV��UROH�QDPH�LQ�FDVH�D�FRQQHFWRU�GHVFULSWLRQ�LV�WR�EH�DQDO\]HG��ZLWK�D�
VHW� RI� VHFXULW\� ODEHOV� UHSUHVHQWHG� E\� D� OLVW� RI� VXEODWWLFHV� �D� W\SH�
&RPS3RUWB&RQQ5ROH��� DQG� D� OLVW� RI� SRUW� QDPHV�� 7KHVH� ODEHOV� DUH� SRVVLEOH� GDWD�
ODEHOV�IRU�GDWD�WKDW�FDQ�EH�UHFHLYHG�E\�WKH�SRUW��RU�UROH���7KH�IXQFWLRQ��WDNLQJ�GDWD�
ZLWK�WKHVH�VHFXULW\�ODEHOV�DV�LQSXWV��GHWHUPLQHV�DQ�RXWSXW�VHW�RI�VHFXULW\�ODEHOV�WKDW�
FDQ�SRWHQWLDOO\�EH�VHQW�E\�HDFK�SRUW��RU�UROH��E\�PDNLQJ�D�GDWD�IORZ�DQDO\VLV�LQ�WKH�
H[SUHVVLRQ�� 7KH� IXQFWLRQ�� WKHQ�� UHWXUQV� D� OLVW� RI� VHFXULW\� ODEHOV� RI� W\SH�
&RPS3RUWB&RQQ5ROH�OLVW��
����)URQW�(QG�3URFHVV�RQ�6HFXUH�3ULQW�6HUYHU�

7KLV� VHFWLRQ� SUHVHQWV� DQ� H[DPSOH� IURQW�HQG� SURFHVV� DSSOLHG� WR� WKH� 6HFXUH�
3ULQW�6HUYHU��636��DV�SUHVHQWHG�LQ�6HFWLRQ�������



�
�
�

����

������7KH�6W\OH�DQG�WKH�&RQILJXUDWLRQ�'HVFULSWLRQV�RI�636�
7KH�IROORZLQJ�LV�D�YDOXH�RI�W\SH�6W\OH�WR�UHSUHVHQW�WKH�&OLHQW6HUYHU�VW\OH�RI�

WKH�6HFXUH�3ULQW�6HUYHU��
YDO�6W\OHB&OLHQW6HUYHU3ULQWLQJ� �^��
� �,'� ��&OLHQW6HUYHU3ULQWLQJ����
� �� �&RPSRQHQWV� �>�
� �������^,'� ��&OLHQW����
����������3RUWV� �>��
� � � ����^,' �3ULQW3����
� � � �����&63([S� �08��3ULQW3���287387��UHTXHVW����

��������������������������������),;('��7��>@�����!�39$5��3ULQW3�����
� � � ����`����
�3ULQW3
��
� � � ����^,' �3ULQW6����
� � � �����&63([S� �08��3ULQW6���287387��UHTXHVW����

����������������������������),;('��6(&5(7��>@����!�39$5��3ULQW6����
��� � ����`��
�3ULQW6HUYLFH6
��
� ��������������@���
�&OLHQW�SRUWV�
��
� � �&RPSXWDWLRQ� �08��&RPSXWDWLRQ����287387��3ULQW3���

������������������UHTXHVW���),;('��7��>@�����!39$5��&RPSXWDWLRQ�����
���������������?��287387��3ULQW6�UHTXHVW���),;('��6(&5(7��>@�����!��
������������������39$5��&RPSXWDWLRQ�������

� � �3DUDPHWHUV� �>���7����6HFXULW\�/DEHO��@��
� ����`���
�&OLHQW�FRPSRQHQW�
��
� ����^,'� ��3ULQWHU����
� ������3RUWV� �>��
� � � �^,' �5HFHLYH����
� � � ��&63([S� �08��5HFHLYH���,1387��UHTXHVW����[����

�������������������������������!�39$5��5HFHLYH�����
� � � ��`��
�5HFHLYH
��
� ��������������@���
�3ULQWHU�SRUWV�
��
� � �&RPSXWDWLRQ� �08��&RPSXWDWLRQ���,1387��UHTXHVW����[����

��������������������������������!�39$5��&RPSXWDWLRQ������
� � �3DUDPHWHUV� �>�@��
� ����`���
�3ULQWHU�FRPSRQHQW�
��
� ����^,'� ��3ULQW6HUYHU����
� �����3RUWV� �>��
� � � �^,' �5HTXHVW3����
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� � � �&63([S� �08��5HTXHVW3���,1387��UHTXHVW����[����
���������������������������������!�39$5��5HTXHVW3�����

� � � �`����
�5HTXHVW3
��
� � � �^,' �5HTXHVW6����
� � � ��&63([S� �08��5HTXHVW6���,1387��UHTXHVW����[����

����������������������������������!�39$5��5HTXHVW6����
� � � ��`����
�5HTXHVW6
��
� � � �^,' �2XWSXW3����
� � � ���&63([S� �08��2XWSXW3���287387��3ULQW����

������������������������������'()$8/7�>�[�@����!�39$5��2XWSXW3����
� � � �`����
�2XWSXW3
��
� � � �^,' �2XWSXW6����
� � � ��&63([S� �08��2XWSXW6���287387��3ULQW����

������������������������������'()$8/7�>�[�@����!�39$5��2XWSXW6�����
� � � �`��
�2XWSXW6
��
� ��������������@���
�3ULQW6HUYHU�SRUWV�
��
� &RPSXWDWLRQ� �08��&RPSXWDWLRQ����,1387��5HTXHVW3����[����

������������������������������!��287387��2XWSXW3���'()$8/7�>�[�@���
������������������������������!�39$5��&RPSXWDWLRQ����

����������������������_!��,1387��5HTXHVW6����[�����!��
������������������������������287387��2XWSXW6���'()$8/7�>�[�@����!��
������������������������������39$5��&RPSXWDWLRQ�������

� � �3DUDPHWHUV� �>�@��
� ����`��
�3ULQW6HUYHU�FRPSRQHQW�
��
� @��
�&RPSRQHQWV�
����
�&RQQHFWRUV� �>�
� ����^,'� ��3ULQW&RQQHFWRU����
� �����5ROHV� �>��
� � � �^,' �&OLHQW3����
� � � ���&63([S� �08��&OLHQW3���,1387��UHTXHVW����[����

��������������������������������!�39$5��&OLHQW3������
� � � �`����
�&OLHQW3�
��
� � � �^,' �6HUYHU3����
� � � ��&63([S� �08��6HUYHU3���287387��UHTXHVW����

������������������������������'()$8/7�>�[�@����!�39$5��6HUYHU3�����
� � � �`��
�6HUYHU3�
��
��������������@���
�3ULQW&RQQHFWRU�UROHV�
��
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��������*OXH� �08��*OXH����,1387��&OLHQW3�UHTXHVW����[����
���������������������!��287387��6HUYHU3�UHTXHVW���'()$8/7�>�[�@���
���������������������!�39$5��*OXH������

��� 3DUDPHWHUV� �>�@��
� ����`��
�3ULQW&RQQHFWRU�FRQQHFWRU�
��
������@���
�FRQQHFWRU�
��
� �,QWHUIDFHV� �>@��
�,QWHUIDFHV�
����
� �*HQHUDO3URFHVVHV� �>@��
�*HQHUDO3URFHVVHV�
����
� �&RQVWUDLQWV� �����
�&RQVWUDLQWV�
��
`���6W\OH'HVFULSWLRQ���
�&OLHQW6HUYHU3ULQWLQJ�VW\OH�
��

�
YDO�&RQILJXUDWLRQB3ULQW6HUYHU� �^��
� �,'� ��3ULQW([DPSOH����
� �2UGHULQJ� �>���38%/,&����6(&5(7����@���
� �&OHDUDQFH/LVW� �>���38%/,&����(9(5<21(�����
���������������������������6(&5(7����$87+25,=('���@���
� �6W\OH� ��&OLHQW6HUYHU3ULQWLQJ����
� �&RPSRQHQWV� �>@��
�&RPSRQHQWV�
����
� �&RQQHFWRUV� �>@��
�&RQQHFWRUV�
����
� �,QWHUIDFHV� �>@��
�,QWHUIDFHV�
����
� �*HQHUDO3URFHVVHV� �>@��
�*HQHUDO3URFHVVHV�
����
� �,QVWDQFHV� �>�
� ����^�,'� ��8$����
� ������,QVWDQFH2I� ��&OLHQW����
� ������3RUW5ROHV� �>@���
�3RUW5ROHV�
��
� ������,&OHDUDQFH� ��(9(5<21(����
� ������3DUDPHWHUV� �>��38%/,&��@��
� ������&63 �08��&RPSXWDWLRQ����287387��3ULQW3���
�����������������������),;('��38%/,&��>@�����!39$5��&RPSXWDWLRQ�����
��������������������?���287387��3ULQW6���),;('��6(&5(7��>@�����
�������������������������!�39$5��&RPSXWDWLRQ������
� ����`���
��LQVWDQFH�
����
� ����^�,'� ��8%����
� ������,QVWDQFH2I� ��&OLHQW����
� ������3RUW5ROHV� �>��
����������������^�3RUW5ROH,G� ��3ULQW3���3&OHDUDQFH� ��(9(5<21(��`���
� ������������������@���
�3RUW5ROHV�
��
� ������,&OHDUDQFH� ��$87+25,=('����
� ������3DUDPHWHUV� �>��38%/,&��@��
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� � ��&63 �08��&RPSXWDWLRQ����287387��3ULQW3����
�����������������������),;('��38%/,&��>@�����!39$5��&RPSXWDWLRQ�����
��������������������?���287387��3ULQW6���),;('��6(&5(7��>@����
�������������������������!�39$5��&RPSXWDWLRQ������
� ����`���
��LQVWDQFH�
����
� ����^�,'� ��36����
� ������,QVWDQFH2I� ��3ULQW6HUYHU����
� ������3RUW5ROHV� �>��
��������������^3RUW5ROH,G� �5HTXHVW3���3&OHDUDQFH� �(9(5<21(�`���
��������������^3RUW5ROH,G� �5HTXHVW6���3&OHDUDQFH� �$87+25,=('��`���
��������������^3RUW5ROH,G� �2XWSXW3���3&OHDUDQFH� ��(9(5<21(��`���
��������������^3RUW5ROH,G� ��2XWSXW6���3&OHDUDQFH� ��$87+25,=('��`���
�������������@���
�3RUW5ROHV�
��
� ������,&OHDUDQFH� ������
� ������3DUDPHWHUV� �>�@��
� ������&63� �08��&RPSXWDWLRQ����,1387��5HTXHVW3����[�����!��
����������������������287387��2XWSXW3���'()$8/7�>�[�@����!��
����������������������39$5���&RPSXWDWLRQ����
�����������������_!�,1387��5HTXHVW6����\�����!��287387��2XWSXW6����
��������������������'()$8/7�>�\�@����!�39$5��&RPSXWDWLRQ������
� ����`���
��LQVWDQFH�
����
� ����^,'� ��6(&85(35,17(5����
� �����,QVWDQFH2I� ��3ULQWHU����
� �����3RUW5ROHV� �>@���
�3RUW5ROHV�
��
�����������,&OHDUDQFH� ��$87+25,=('����
� �����3DUDPHWHUV� �>�@��
�����������&63 08��&RPSXWDWLRQ���,1387��5HFHLYH����[����
��������������������!�39$5��&RPSXWDWLRQ����
� �����`���
��LQVWDQFH�
����
� ����^,'� ��38%/,&35,17(5����
� �����,QVWDQFH2I� ��3ULQWHU����
� �����3RUW5ROHV� �>�@���
�3RUW5ROHV�
��
�����������,&OHDUDQFH� ��(9(5<21(����
� �����3DUDPHWHUV� �>�@��
� �����&63 08��&RPSXWDWLRQ���,1387��5HFHLYH����[����
�����������������!�39$5��&RPSXWDWLRQ����
� ����`���
��LQVWDQFH�
����
� ����^,'� ��&211�����
� �����,QVWDQFH2I� ��3ULQW&RQQHFWRU����
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� �����3RUW5ROHV� �>�@���
�3RUW5ROHV�
��
� �����,&OHDUDQFH� ��(9(5<21(����
� �����3DUDPHWHUV� �>�@��
� �����&63 08��*OXH����,1387��&OLHQW3����[�����!�
���������������287387��6HUYHU3���'()$8/7�>�[�@����!�39$5��*OXH�����
� ����`����
��LQVWDQFH�
��
� ����^,'� ��&211�����
� �����,QVWDQFH2I� ��3ULQW&RQQHFWRU����
� �����3RUW5ROHV� �>�@���
�3RUW5ROHV�
��
� �����,&OHDUDQFH� ��$87+25,=('����
� �����3DUDPHWHUV� �>�@��
� �����&63 08��*OXH����,1387��&OLHQW3����[�����!��
���������������287387��6HUYHU3���'()$8/7�>�[�@����!�39$5��*OXH�����
� ����`����
��LQVWDQFH�
��
� ����^,'� ��&211�����
� �����,QVWDQFH2I� ��3ULQW&RQQHFWRU����
� �����3RUW5ROHV� �>�@���
�3RUW5ROHV�
��
�����������,&OHDUDQFH� ��(9(5<21(����
� �����3DUDPHWHUV� �>��@��
� �����&63 08��*OXH����,1387��&OLHQW3����[�����!��
���������������287387��6HUYHU3���'()$8/7�>�[�@����!�39$5��*OXH�����
� ����`����
��LQVWDQFH�
��
� ����^,'� ��&35,176����
� �����,QVWDQFH2I� ��3ULQW&RQQHFWRU����
� �����3RUW5ROHV� �>�@���
�3RUW5ROHV�
��
�����������,&OHDUDQFH� ��$87+25,=('����
� �����3DUDPHWHUV� �>��@��
� �����&63 08��*OXH����,1387��&OLHQW3����[�����!��
���������������287387��6HUYHU3���'()$8/7�>�[�@����!�39$5��*OXH�����
� ����`����
��LQVWDQFH�
��
� ����^,'� ��&35,173����
� �����,QVWDQFH2I� ��3ULQW&RQQHFWRU����
� �����3RUW5ROHV� �>�@���
�3RUW5ROHV�
��
�����������,&OHDUDQFH� ��(9(5<21(����
� �����3DUDPHWHUV� �>��@��
� �����&63 08��*OXH����,1387��&OLHQW3����[�����!��
���������������287387��6HUYHU3���'()$8/7�>�[�@����!�39$5��*OXH�����
� ����`��
��LQVWDQFH�
��
� @���
�,QVWDQFHV�
���
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������$WWDFKPHQWV� �>�
� ����^�&RPSRQHQW1DPH� ��8$����
� ������3RUW1DPH� ��3ULQW3����
� ������&RQQHFWRU1DPH� ��&211�����
� ������5ROH1DPH� ��&OLHQW3���
� ����`���
��DWWDFKPHQW�
��
� ����^�&RPSRQHQW1DPH� ��36����
� ������3RUW1DPH� ��5HTXHVW3����
� ������&RQQHFWRU1DPH� ��&211�����
� ������5ROH1DPH� ��6HUYHU3���
� ����`���
��DWWDFKPHQW�
��
� ����^�&RPSRQHQW1DPH� ��8%����
� ������3RUW1DPH� ��3ULQW6����
� ������&RQQHFWRU1DPH� ��&211�����
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��
� ����^�&RPSRQHQW1DPH� ��38%/,&35,17(5����
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� ������5ROH1DPH� ��6HUYHU3���
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��DWWDFKPHQW�
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� ������&RQQHFWRU1DPH� ��&35,176����
� ������5ROH1DPH� ��6HUYHU3���
� ����`��
��DWWDFKPHQW�
��
� @��
�$WWDFKPHQWV�
���
����`���&RQILJXUDWLRQ����
�3ULQW6HUYHU�FRQILJXUDWLRQ�
��

+DYLQJ�FRQVWUXFWHG�WKH�DEVWUDFW�V\QWD[�RI�WKH�FRQILJXUDWLRQ�XVLQJ�0/�VW\OH��
WKH�IROORZLQJ�LV� WKH�DGGLWLRQDO� OLVWV�WR�EH�XVHG�E\�WKH�YHULILFDWLRQ�SURFHVV�IRU�WKH�
636�GHVFULSWLRQ��
������7KH�3RUW�$GMDFHQF\�/LVW�RI�636�

3RUW� DGMDFHQF\� OLVW� VWRUHV� WKH� GDWD� VRXUFH� SRUWV� RI� HDFK� SRUW� RI� HYHU\�
FRPSRQHQW�LQVWDQFH�LQ�WKH�636�DV�JLYHQ�EHORZ��

YDO�3ULQW([DPSOHB3RUW$GMDFHQF\� �>��
� ^�&RPSRQHQW �8$���3RUW �3ULQW3���
� ��6RXUFH3RUW� �>��
� ����^�&RQQHFWRU �&211����5ROH �&OLHQW3����
� ������&RQQHFWHG3RUWV� �>�
� ��������^&1DPH �36���&3RUW �5HTXHVW3���&5ROH �6HUYHU3�`���
���������@�
�������`��
� ��@���
� �`��
��8$��3ULQW3�
�����
� ^�&RPSRQHQW �36���3RUW �5HTXHVW3���
� ��6RXUFH3RUW� �>���
� � ^�&RQQHFWRU �&211����5ROH �6HUYHU3����
�� ��������&RQQHFWHG3RUWV� �>�
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� ���@���
� �`��
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�����
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�����������@�
� � �`��
�������@���
� �`��
��36��5HTXHVW6�
�����
� ^�&RPSRQHQW �8%���3RUW �3ULQW3���
� ��6RXUFH3RUW� �>��
� � ^�&RQQHFWRU �&211����5ROH �&OLHQW3����
� � ��&RQQHFWHG3RUWV� �>�
� � ���^&1DPH �36���&3RUW �5HTXHVW3���&5ROH �6HUYHU3�`���
�����������@�
� � �`��
��������@���
� �`��
��8%��3ULQW3�
�����
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� ^�&RPSRQHQW �36���3RUW �2XWSXW3���
� ��6RXUFH3RUW� �>��
� � ^�&RQQHFWRU �&35,173���5ROH �&OLHQW3����
� � ��&RQQHFWHG3RUWV� �>�
� � ���^&1DPH �38%/,&35,17(5���&3RUW �5HFHLYH����
�������������&5ROH �6HUYHU3��`���
� � ��@�
� � �`��
� ����@���
� �`��
��36��2XWSXW3�
�����
� ^�&RPSRQHQW �38%/,&35,17(5���3RUW �5HFHLYH���
� ��6RXUFH3RUW� �>��
� � ^�&RQQHFWRU �&35,173���5ROH �6HUYHU3����
� � ��&RQQHFWHG3RUWV� �>�
� � ��^&1DPH �36���&3RUW �2XWSXW3���&5ROH �&OLHQW3�`���
� � ��@�
� � �`��
� ���@���
� �`��
��38%/,&35,17(5��5HFHLYH�
�����
� ^�&RPSRQHQW �36���3RUW �2XWSXW6���
� ��6RXUFH3RUW� �>��
� � ^�&RQQHFWRU �&35,176���5ROH �&OLHQW3����
� � ��&RQQHFWHG3RUWV� �>�
� � ���^�&1DPH �6(&85(35,17(5���&3RUW �5HFHLYH����
��������������&5ROH �6HUYHU3��`���
�����������@�
� � �`��
������@���
� �`��
��36��2XWSXW6�
�����
� ^�&RPSRQHQW �6(&85(35,17(5���3RUW �5HFHLYH���
� ��6RXUFH3RUW� �>��
� � ^�&RQQHFWRU �&35,176���5ROH �6HUYHU3����
� � ��&RQQHFWHG3RUWV� �>�
� � ���^&1DPH �36���&3RUW �2XWSXW6���&5ROH �&OLHQW3�`���
�����������@�
���������`��
� ���@���
� �`��
��6(&85(35,17(5��5HFHLYH�
���
�@���3RUW$GMDFHQF\�OLVW���
�3ULQW([DPSOHB3RUW$GMDFHQF\�
��
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������7KH�/LVWV�RI�5HFHLYHG�6HQW�'DWD�6HFXULW\�/DEHOV�IRU�636�
7KH�IROORZLQJ�LV�WKH� LQLWLDO�YDOXHV�RI�5HFHLYHG6HW�DQG�6HQW6HW��1RWH�

WKDW�5HFHLYHG6HW�LV�IORRGHG�DQG�6HQW6HW�LV�FUHDWHG�ZLWK�HPSW\�OLVWV��
YDO�3ULQW6HUYHUB5HFHLYHG6HW� �>�
� �^�&RPSRQHQW �8$���3RUW �3ULQW3����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^�PLQBOHYHO �38%/,&����

�������������������������������������������PD[BOHYHO �6(&5(7��`���
��� � ��������5HIXVHG65'DWD >@�)ORZ'DWD�OLVW�`@��
� ��������������������LRBW\SH 8186('B3257����
����������������������ZDUQLQJV >@�`�65'DWD6HFXULW\&ODVV���
� �^�&RPSRQHQW �8$���3RUW �3ULQW6����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
� � ��������������5HIXVHG65'DWD >@�)ORZ'DWD�OLVW�`@��
� ��������������������LRBW\SH 8186('B3257����

��������������������������ZDUQLQJV >@�`�65'DWD6HFXULW\&ODVV���
� �^�&RPSRQHQW �8%���3RUW �3ULQW3����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
����������������������5HIXVHG65'DWD >@�`@��
� � ��������������LRBW\SH 8186('B3257���
����������������������ZDUQLQJV >@`��
� �^�&RPSRQHQW �8%���3RUW �3ULQW6����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
� � � ��������5HIXVHG65'DWD >@�`@��
� ��������������������LRBW\SH 8186('B3257���
����������������������ZDUQLQJV >@`��
� �^�&RPSRQHQW �36���3RUW �5HTXHVW6����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
� � � ��������5HIXVHG65'DWD >@�`@��
� � ��������������LRBW\SH 8186('B3257���
����������������������ZDUQLQJV >@`��
� �^�&RPSRQHQW �36���3RUW �5HTXHVW3����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���



�
�
�

����

� � � � � ����5HIXVHG65'DWD >@�`@��
� � ����������������LRBW\SH 8186('B3257��
������������������������ZDUQLQJV >@�`��
� �^�&RPSRQHQW �36���3RUW �2XWSXW3����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
� � � � ��5HIXVHG65'DWD >@�`@��
� � ��������������LRBW\SH 8186('B3257���
����������������������ZDUQLQJV >@`��
� �^�&RPSRQHQW �36���3RUW �2XWSXW6����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
� � � ��������5HIXVHG65'DWD >@�`@��
� � ��������������LRBW\SH 8186('B3257���
����������������������ZDUQLQJV >@`��
� �^�&RPSRQHQW �6(&85(35,17(5���3RUW �5HFHLYH����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
� � � ��������5HIXVHG65'DWD >�@�`@��
� � ��������������LRBW\SH 8186('B3257���
����������������������ZDUQLQJV >@`��
� �^�&RPSRQHQW �38%/,&35,17(5���3RUW �5HFHLYH����
� ���6HFXULW\/DEHOV >^$FFHSWHG65'DWD ^PLQBOHYHO �38%/,&����

������������������������������������������PD[BOHYHO �6(&5(7��`���
� � � � ��5HIXVHG65'DWD >�@�`@��
� � ��������������LRBW\SH 8186('B3257���
����������������������ZDUQLQJV >@`�
@�65'DWD6HFXULW\&ODVV�OLVW��

�������
�5HFHLYHG�GDWD�VHFXULW\�ODEHO�OLVW�
��

2Q�WKH�RWKHU�KDQG��WKH�HOHPHQWV�RI�WKH�6HQW6HW�OLVW�DUH�LQLWLDOO\�HPSW\��
YDO�3ULQW6HUYHUB6HQW6HW� �>�
� �^�&RPSRQHQW �8$���3RUW �3ULQW3����

���������6HFXULW\/DEHOV >@�LRBW\SH 8186('B3257�ZDUQLQJV >@�`��
� �^�&RPSRQHQW �8$���3RUW �3ULQW6����

���������6HFXULW\/DEHOV >@�LRBW\SH 8186('B3257�ZDUQLQJV >@�`��
���^�&RPSRQHQW �8%���3RUW �3ULQW3����

���������6HFXULW\/DEHOV >@��LRBW\SH 8186('B3257�ZDUQLQJV >@`��
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� �^�&RPSRQHQW �8%���3RUW �3ULQW6����
���������6HFXULW\/DEHOV >@��LRBW\SH 8186('B3257�ZDUQLQJV >@`��

� �^�&RPSRQHQW �36���3RUW �5HTXHVW6����
���������6HFXULW\/DEHOV >@��LRBW\SH 8186('B3257�ZDUQLQJV >@`��

� �^�&RPSRQHQW �36���3RUW �5HTXHVW3�����
���������6HFXULW\/DEHOV >@�LRBW\SH 8186('B3257�ZDUQLQJV >@��`��

� �^�&RPSRQHQW �36���3RUW �2XWSXW3����
���������6HFXULW\/DEHOV >@��LRBW\SH 8186('B3257�ZDUQLQJV >@�`��

� �^�&RPSRQHQW �36���3RUW �2XWSXW6����
���������6HFXULW\/DEHOV >@��LRBW\SH 8186('B3257�ZDUQLQJV >@�`��

� �^�&RPSRQHQW �6(&85(35,17(5���3RUW �5HFHLYH����
���������6HFXULW\/DEHOV >@��LRBW\SH 8186('B3257�ZDUQLQJV >@`��

� �^�&RPSRQHQW �38%/,&35,17(5���3RUW �5HFHLYH����
���������6HFXULW\/DEHOV >@��LRBW\SH 8186('B3257�ZDUQLQJV >@`�

@�65'DWD6HFXULW\&ODVV�OLVW��
�6HQW�GDWD�VHFXULW\�ODEHO�OLVW�
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&+$37(5�����&$6(�678'<��7+(�352-(&7,7��
��
� ��

,Q�WKLV�FKDSWHU��ZH�SUHVHQW�DQ�DGGLWLRQDO�H[DPSOH�VRIWZDUH�V\VWHP�GHVFULEHG�
LQ�:ULJKW�F��$Q�LOOXVWUDWLRQ�RI�WKH�YHULILFDWLRQ�SURFHVV�DSSOLHG�WR�WKH�V\VWHP�LV�DOVR�
JLYHQ�E\�HODERUDWLQJ�HDFK�VWHS�RI�WKH�SURFHVV���
����:ULJKW�F�'HVFULSWLRQ�RI�WKH�3URMHFW,7�

7KH� VRIWZDUH� V\VWHP� VXSSRUWV� GDWD� H[FKDQJH�� LQ� WKH� FRQWH[W� RI� D� SURMHFW�
FDOOHG�3URMHFW,7��EHWZHHQ�D�FXVWRPHU�DQG�D�FRQVRUWLXP�IRUPHG�E\�WZR�FRPSDQLHV��
D� VRIWZDUH�YHQGRU� WKDW�GHYHORSV�DQ�DSSOLFDWLRQ�VRIWZDUH� IRU� WKH�FXVWRPHU�� DQG�D�
KDUGZDUH�YHQGRU�WKDW�VXSSOLHV�WKH�KDUGZDUH�SODWIRUP�IRU�WKH�VRIWZDUH��

7KURXJKRXW� SURMHFW� OLIH� F\FOH�� LQIRUPDWLRQ� RI� YDULRXV� VHQVLWLYLW\� IORZV�
EHWZHHQ� WKH� YHQGRUV� DQG� WKH� FXVWRPHU�� 7KH� YHQGRUV� HVWDEOLVK� LQWHUIDFHV� WR� WKH�
FXVWRPHU�WR�H[FKDQJH�SURMHFW�VSHFLILF�LQIRUPDWLRQ�WKDW�PD\�DOVR�IORZ�EHWZHHQ�WKH�
YHQGRUV��$GGLWLRQDOO\��WKH�FRPSDQLHV�VHW�XS�D�FRPPXQLFDWLRQ�SDWK�IRU�WUDQVIHUULQJ�
SURMHFW�VSHFLILF� LQIRUPDWLRQ�QRW� WR�EH�VKDUHG�ZLWK�WKH�FXVWRPHU��7KH�WRSRORJ\�RI�
WKH�DUFKLWHFWXUH�LV�GHSLFWHG�LQ�)LJXUH������

$Q�DFFHVV�FRQWURO�ODWWLFH�PRGHO��VKRZQ�LQ�)LJXUH������LQWURGXFHV�WKH�VHFXULW\�
ODEHOV�RI�GDWD�WKDW�IORZ�ZLWKLQ�WKH�SURMHFW��7KH�FOHDUDQFH�WKDW�GRPLQDWHV�D�VHFXULW\�
ODEHO�LV�VKRZQ�LQ�SDUHQWKHVHV����

$V� GHSLFWHG� LQ� )LJXUH� ����� WKH� FRQQHFWLRQV� EHWZHHQ� WKH� FXVWRPHU� DQG� WKH�
YHQGRUV�DUH�ELGLUHFWLRQDO�DQG�3URMHFW:LGH�ODEHOHG�GDWD�IORZV�RQ�WKHVH�FRQQHFWLRQV��
6XFK�FRQQHFWLRQ�LV�DOVR�HVWDEOLVKHG�EHWZHHQ�WKH�YHQGRUV���
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9HQGRU�UHODWHG�LQIRUPDWLRQ�LV�H[FKDQJHG�EHWZHHQ�WKH�SDUWQHU�YHQGRUV�XVLQJ�
WZR� XQLGLUHFWLRQDO� FRQQHFWRUV�� 6RIWZDUH� YHQGRU� VHQGV� 6:6SHFLILF� GDWD� WKURXJK�
6Z+Z&RQQ� FRQQHFWRU� ZKLOH� WKH� KDUGZDUH� YHQGRU� VHQGV� +:6SHFLILF� GDWD� RQ�
+Z6Z&RQQ�FRQQHFWRU��

7KH� GHVFULSWLRQ� RI� WKH� ODWWLFH�PRGHO� DQG�:ULJKW�F� GHVFULSWLRQ�RI�3URMHFW,7�
FRQILJXUDWLRQ�LV�SUHVHQWHG�LQ�)LJXUH�����DQG�)LJXUH������UHVSHFWLYHO\��

$V� VKRZQ� LQ� WKH� :ULJKW�F� GHVFULSWLRQ�� WKH� SRUWV� DUH� DVVLJQHG� VXLWDEOH�
FOHDUDQFH� WR� VHQG� DQG� UHFHLYH� GDWD� LQ� FRPSOLDQFH� ZLWK� WKH� %/3� SULQFLSOHV�� )RU�
H[DPSOH��RQ�WKH�+Z&XVW&RQQ�FRQQHFWLRQ��RQO\�3URMHFW:LGH�ODEHOHG�GDWD�WUDQVIHU�
LV� DOORZHG�� )RU� LQVWDQFH�� VHQGLQJ� D� YHQGRU�VSHFLILF� GDWD� �ODEHOHG� +Z6SHFLILF��
WKURXJK� WKDW� FRQQHFWLRQ� Fauses a violation of the ‘no read up’  principle at the 

UHFHLYLQJ�VLGH�RI�WKH�FRQQHFWLRQ��
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�)LJXUH������7RSRORJ\�RI�3URMHFW,7��
��

�
�
��
�
�

+DUGZDUH�
9HQGRU� 6RIWZDUH�

9HQGRU�

&XVWRPHU$�

6Z&XVW&RQQ+Z&XVW&RQQ

6Z+Z&RQQ
+Z6Z&RQQ

&RQVRUWLXP�3URMHFW&RQQ
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)LJXUH������$Q�DFFHVV�FRQWURO�ODWWLFH�PRGHO�IRU�3URMHFW,7��
�
�
��

/DWWLFH�3/0�
6HFXULW\�/DEHOV�
���� �&RQVRUWLXP6SHFLILF��6:6SHFLILF���
���� �+:6SHFLILF��3URMHFW:LGH�
2UGHULQJ�
�����3URMHFW:LGH��6:6SHFLILF��&RQVRUWLXP6SHFLILF�
�����3URMHFW:LGH��+:6SHFLILF��&RQVRUWLXP6SHFLILF�
&OHDUDQFH�/LVW�
� &RQVRUWLXP&/����&RQVRUWLXP6SHFLILF�
� +:&/��� ����+:6SHFLILF�
� 6:&/���� ����6:6SHFLILF�
� 3URMHFW&/�������3URMHFW:LGH��

(QG�/DWWLFH�

�
)LJXUH������:ULJKW�F�GHVFULSWLRQ�RI�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�IRU�

3URMHFW,7�
�

+:6SHFLILF�6:6SHFLILF�

3URMHFW:LGH�

&RQVRUWLXP6SHFLILF�

�+:&/���6:&/

�3URMHFW&/��

�&RQVRUWLXP&/��
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&RQILJXUDWLRQ�3URMHFW,7�
���,PSRUW�/DWWLFH�3/0�³3,7/DWWLFH�W[W´�
���&RPSRQHQW�9HQGRU�τ��µ���6HFXULW\/DEHO�� �
������3RUW�9HQGRU6HQG� �6HQG'DWD��[τ ��→�9HQGRU6HQG��
������3RUW�9HQGRU5HFHLYH� ��5HFHLYH'DWD"[�→�9HQGRU5HFHLYH��
������3RUW�9HQGRU3URMHFW� ��6HQG'DWD�[µ →�9HQGRU3URMHFW�
��������������������������������������
�5HFHLYH'DWD"[�→�9HQGRU3URMHFW�
�������3RUW�&XVWRPHU3URMHFW �6HQG'DWD�[µ →�&XVWRPHU3URMHFW��
���������������������������������������
�5HFHLYH'DWD"[�→�&XVWRPHU3URMHFW�
������&RPSXWDWLRQ� ���&XVWRPHU3URMHFW�6HQG'DWD�[µ�→�&RPSXWDWLRQ��
�������������������������������������9HQGRU6HQG�6HQG'DWD�[τ�→�&RPSXWDWLRQ�
���� �����������������������������9HQGRU3URMHFW�6HQG'DWD�[µ�→�&RPSXWDWLRQ���
�������������������������
�&XVWRPHU3URMHFW��5HFHLYH'DWD"[�→�&RPSXWDWLRQ��
�������������������������
�9HQGRU5HFHLYH��5HFHLYH'DWD"[�→�&RPSXWDWLRQ��
�������������������������
�9HQGRU3URMHFW��5HFHLYH'DWD"[�→�&RPSXWDWLRQ�
���&RPSRQHQW�&XVWRPHU�Q��������τ���6HFXULW\/DEHO�� �
�������3RUW�9HQGRU,QWHUIDFH .0/ / 1 � �5HFHLYH'DWD"[�→�9HQGRU,QWHUIDFH��
��������������������������������������������
�6HQG'DWD�[τ →�9HQGRU,QWHUIDFH�����
������&RPSXWDWLRQ� ��L�����Q��•��9HQGRU,QWHUIDFH 2 ��5HFHLYH'DWD"[�→��
������������������������������������������������'R2ZQ-RE�→�&RPSXWDWLRQ��
�����������������������������������9HQGRU,QWHUIDFH 2 �6HQG'DWD�[τ�→�&RPSXWDWLRQ��
���&RQQHFWRU��%L'LUHFWLRQDO/LQN���� �
�������5ROH�6LGH$� �5HFHLYH"[�→�6LGH$�
�6HQG�[�→�6LGH$�
�������5ROH�6LGH%� �5HFHLYH"[�→�6LGH%�
�6HQG�[�→�6LGH%�
�������*OXH� �6LGH$��5HFHLYH"[�→�6LGH%�6HQG�[�→�*OXH��
����������������
�6LGH%��5HFHLYH"[�→�6LGH$�6HQG�[�→�*OXH�
�
��&RQQHFWRU��8QL'LUHFWLRQDO/LQN���� �
�������5ROH�6LGH$� �5HFHLYH"[�→�6LGH$��
�������5ROH�6LGH%� �6HQG�[�→�6LGH%�
�������*OXH� �6LGH$��5HFHLYH"[�→�6LGH%�6HQG�[�→�*OXH��
�����

)LJXUH������:ULJKW�F�GHVFULSWLRQ�RI�3URMHFW,7�FRQILJXUDWLRQ�
�



�
�
�

����

�
�

�,QVWDQFHV�
�����6:9HQGRU��� �����������9HQGRU�3/0�6:6SHFLILF��3/0�3URMHFW:LGH��
�����+:9HQGRU��� �����������9HQGRU�3/0�+:6SHFLILF��3/0��3URMHFW:LGH��
�����&XVWRPHU$� �����������&XVWRPHU����3/0��3URMHFW:LGH��
�����6Z+Z&RQQ��+Z6Z&RQQ���8QL'LUHFWLRQDO/LQN�
�����+Z&XVWRPHU&RQQ��6Z&XVWRPHU&RQQ���
�����&RQVRUWLXP3URMHFW&RQQ ��%L'LUHFWLRQDO/LQN�����
�����
&OHDUDQFH�
����6:9HQGRU�9HQGRU6HQG� � ��6:&/�
����+:9HQGRU�9HQGRU5HFHLYH��� ��&RQVRUWLXP&/�
����+:9HQGRU�9HQGRU6HQG� � ��+:&/�
����6:9HQGRU�9HQGRU5HFHLYH���&RQVRUWLXP&/�
����6:9HQGRU�&XVWRPHU3URMHFW��+:9HQGRU�&XVWRPHU3URMHFW�����3URMHFW&/�
����6:9HQGRU�9HQGRU3URMHFW��+:9HQGRU�9HQGRU3URMHFW�������������3URMHFW&/�
����&XVWRPHU$�� � � ���3URMHFW&/������DOO�SRUWV�RI�&XVWRPHU$��
��
$WWDFKPHQWV�
����6:9HQGRU�9HQGRU6HQG�$V�6Z+Z&RQQ�6LGH$�
����+:9HQGRU�9HQGRU5HFHLYH$V�6Z+Z&RQQ�6LGH%�
����+:9HQGRU�9HQGRU6HQG�$V�+Z6Z&RQQ�6LGH$�
����6:9HQGRU�9HQGRU5HFHLYH�$V�+Z6Z&RQQ�6LGH%�
����6:9HQGRU�9HQGRU3URMHFW�$V�&RQVRUWLXP3URMHFW&RQQ�6LGH$�
����+:9HQGRU�9HQGRU3URMHFW�$V�&RQVRUWLXP3URMHFW&RQQ�6LGH%�
����6:9HQGRU�&XVWRPHU3URMHFW�$V�6Z&XVWRPHU&RQQ�6LGH$�
����&XVWRPHU$��9HQGRU,QWHUIDFH . �$V�6Z&XVWRPHU&RQQ�6LGH%�
����+:9HQGRU�&XVWRPHU3URMHFW�$V�+Z&XVWRPHU&RQQ�6LGH$�
����&XVWRPHU$��9HQGRU,QWHUIDFH 3 �$V�+Z&XVWRPHU&RQQ�6LGH%�
��(QG�&RQILJXUDWLRQ�
�

�
)LJXUH������:ULJKW�F�GHVFULSWLRQ�RI�3URMHFW,7�FRQILJXUDWLRQ��FRQWLQXHG���
�����9HULILFDWLRQ�RI�WKH�3URMHFW,7�6\VWHP�
7KLV� VHFWLRQ� JLYHV� DQ� LOOXVWUDWLRQ� RI� WKH� YHULILFDWLRQ� SURFHVV� DSSOLHG� WR� WKH�

3URMHFW,7� V\VWHP��7KH�;0/� UHSUHVHQWDWLRQV� RI� WKH� FRQILJXUDWLRQ� DQG� WKH� DFFHVV�
FRQWURO� ODWWLFH� PRGHO� DUH� SUHVHQWHG� LQ� $SSHQGL[� )�� 7KH� YHULILFDWLRQ� VWDUWV� E\�
LQYRNLQJ�D�FDOO�WR�WKH� 46587:9<;>= �IXQFWLRQ�LQ�0/�UXQ�WLPH�HQYLURQPHQW�DV���
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? 4<5<7:98;>=A@CBED:F6;E9:G>H67EI8J89ED:FLKNMEJ:=8OE5QPER

7KH�RXWSXW�RI�WKH�IXQFWLRQ�LV�WKH�UHSRUW�LQFOXGLQJ�WKH�LQIRUPDWLRQ��DV�JLYHQ�LQ�
6HFWLRQ��������IRU�HDFK�SRUW�RI�HYHU\�FRPSRQHQW�LQVWDQFH�LQ�WKH�FRQILJXUDWLRQ��7KH�
FRQWHQWV�RI�WKH�UOVD��WKH�VOVD��DQG�WKH�ODEHOV�UHIXVHG�GXH�WR�YLRODWLRQ�SUHYHQWLRQ�DUH�
GLVSOD\HG� DIWHU� HDFK� LWHUDWLRQ� VWHS� RI� WKH� YHULILFDWLRQ� SURFHVV�� ,Q� WKH� UHSRUW�� WKH�
ODEHOV� DUH� UHSUHVHQWHG� LQ� WKH� IRUP�RI� VXEODWWLFHV��0RUHRYHU�� IRU� HDFK�FRPSRQHQW�
LQVWDQFH�WKDW�ORZHUV�VHFXULW\�ODEHOV�RI�LWV�LQSXW�GDWD�LQ�LWV�FRPSXWDWLRQ��D�ZDUQLQJ�
PHVVDJH�LV�SURGXFHG�VD\LQJ�WKDW�WKH�FRPSRQHQW�PXVW�EH�WUXVWHG�����

7KH� IROORZLQJ� LV� WKH� RXWSXW�RI� WKH�YHULILFDWLRQ�SURFHVV�DIWHU� WKH� LWHUDWLRQ���
DQG� LWHUDWLRQ� �� ZKHUH� WKH� VWDEOH� VWDWH� LV� UHDFKHG�� 7KH� ZDUQLQJ� PHVVDJHV� IRU�
WUXVWZRUWKLQHVV� RI�6:9HQGRU DQG� +:9HQGRU DUH� UHSRUWHG� LQ� WKH� ILUVW� LWHUDWLRQ�
VLQFH� DOO� VHFXULW\� ODEHOV� DUH� RIIHUHG� WR� WKH� SRUWV� RI� WKHVH� FRPSRQHQWV� EXW�� IRU�
H[DPSOH��&RQVRUWLXP6SHFLILF ODEHOHG�GDWD�DUH�QRW�RXWSXW���
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�
7KHQ��D�YHULILFDWLRQ�UHSRUW�FRPELQLQJ�WKH�UOVD�DQG�VOVD�LQIRUPDWLRQ�LV�RXWSXW��

)RU� HDFK� SRUW� RI� HYHU\� FRPSRQHQW� LQVWDQFH�� WKH� W\SH� RI� WKH� SRUW� �,1387��
287387�� ,1387287387��� LWV�FOHDUDQFH��DQG�SRWHQWLDOO\� LQSXW�DQG�RXWSXW�GDWD�
VHFXULW\� ODEHOV� DUH� LQFOXGHG� LQ� WKH� UHSRUW�� 7KH� SRWHQWLDOO\� LQSXW� �RXWSXW�� GDWD�
security labels and the potentially input data security labels will be ‘ j6D�Y8I8J:IzV8V:V ’  
ZKHQ� WKH� SRUW� LV� DQ� RXWSXW� �LQSXW�� SRUW�� ,I� UHIXVHG� VHFXULW\� ODEHO� OLVW� KDV� VRPH�
HQWULHV�LQ�WKH�VWDEOH�UOVD�RU�VOVD��D�SRWHQWLDO�DQRPDO\�QRWLILFDWLRQ�LV�DOVR�SURGXFHG��
,I�QR�VXFK�DQRPDOLHV�DUH�GHWHFWHG��D�VXFFHVV�QRWLILFDWLRQ�PHVVDJH�LV�GLVSOD\HG�DV�
VKRZQ�EHORZ���
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/DVWO\�� WKH� UHSRUW� GLVSOD\V� H[FHVV� SULYLOHJHV� LI� DQ\� LV� GHWHFWHG� GXULQJ� WKH�
YHULILFDWLRQ� SURFHVV�� DQG� UHFRPPHQGV� D� QHZ� �PLQLPXP�� FOHDUDQFH� LQ� SODFH� RI�
FXUUHQWO\�DVVLJQHG��,Q�RXU�FDVH��WKH�+:&/�DQG�6:&/�WKH�9HQGRU5HFHLYH SRUWV�RI�
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6:9HQGRU DQG� +:9HQGRU DUH� UHFRPPHQGHG�� UHVSHFWLYHO\�� DOWKRXJK�
&RQVRUWLXP&/ ZDV�RULJLQDOO\�DVVLJQHG�WR�ERWK�RI�WKHP���

�� �
a: <pEa6W8W`xNc iqX�i rEa8¡:a6Wh8h:h:h:h8h:h:h8h:h:h8h:h:h:h8h:h
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,Q�WKLV�VWXG\��D�VWDWLF�YHULILFDWLRQ�RI�D�VRIWZDUH�DUFKLWHFWXUH�LQ�WHUPV�RI�GDWD�
FRQILGHQWLDOLW\� LV� SURSRVHG� E\� UHODWLQJ� WKH� VWXGLHV� RQ� VRIWZDUH� DUFKLWHFWXUHV� DQG�
FRQILGHQWLDOLW\���

)RU� DUFKLWHFWXUDO� VWXG\��:ULJKW� DUFKLWHFWXUH� GHVFULSWLRQ� ODQJXDJH� �$'/�� LV�
VHOHFWHG�GXH�WR�LWV�DPHQDELOLW\�WR�VWDWLF�DQDO\VLV��)LUVWO\��:ULJKW�LV�H[WHQGHG�VR�WKDW�
FRQILGHQWLDOLW\� DXWKRUL]DWLRQV� FDQ� EH� VSHFLILHG�� $Q� DUFKLWHFWXUDO� GHVFULSWLRQ� LQ�
:ULJKW�F��WKH�H[WHQGHG�ODQJXDJH��DVVLJQV�FOHDUDQFH�WR�WKH�SRUWV�RI�WKH�FRPSRQHQWV�
DQG�WUHDWV�VHFXULW\�ODEHOV�DV�D�SDUW�RI�GDWD�W\SH�LQIRUPDWLRQ��7KH�VHFXULW\�ODEHOV�DUH�
GHFODUHG�DORQJ�ZLWK�FOHDUDQFH�DVVLJQPHQWV�LQ�DQ�DFFHVV�FRQWURO�ODWWLFH�PRGHO��DOVR�
H[SUHVVHG� LQ� :ULJKW�F�� 7KLV� HQDEOHV� VWDWLF� DQDO\VLV� RI� GDWD� IORZ� RYHU� WKH�
DUFKLWHFWXUH� VXEMHFW� WR� FRQILGHQWLDOLW\� UHTXLUHPHQWV� DV� SHU� ‘no�read up’  and ‘no�
write down’  principles of %HOO�/D3DGXOD��7KH� ODWWLFH�PRGHO�DQG�WKH�:ULJKW�F�DUH�
GHVFULEHG� LQ�;0/�QRWDWLRQ��;0/�QRWDWLRQ�IDFLOLWDWHV� WKH� WDVNV�SHUIRUPHG�E\�WKH�
SDUVHU� ZKLFK� SURGXFHV� QHFHVVDU\� LQIRUPDWLRQ� LQ� DEVWUDFW� V\QWD[� IRU� WKH�
YHULILFDWLRQ��

7DNLQJ� WKH� $'/� GHVFULSWLRQ� LQ� D� VXLWDEOH� DEVWUDFW� V\QWD[� DQG� WKH� DFFHVV�
FRQWURO� ODWWLFH�PRGHO� DV� LQSXWV�� D� YHULILFDWLRQ� SURFHVV� WKDW� LQFOXGHV� D� GDWD� IORZ�
DQDO\VLV�DQG�DQ�DQRPDO\�GHWHFWLRQ�SURFHVV�LV�GHYHORSHG��7KH�YHULILFDWLRQ�SURFHVV�
FKHFNV�LI�WKHUH�LV�D�SRWHQWLDO�YLRODWLRQ�ZLWK�UHVSHFW�WR�%HOO�/D3DGXOD�SULQFLSOHV��)RU�
GDWD� IORZ� DQDO\VLV�� LQSXW� DQG� RXWSXW� GDWD� IORZV� WKURXJK� WKH� SRUWV� RI� FRPSRQHQW�
LQVWDQFHV�LQ�WKH�VRIWZDUH�FRQILJXUDWLRQ�DUH�DQDO\]HG�E\�DQ�DOJRULWKP��$�YLRODWLRQ�
SUHYHQWLRQ��ZKLFK�LV�D�SDUW�RI�WKH�GDWD�IORZ�DQDO\VLV��LV�SHUIRUPHG�E\�FKHFNLQJ�WKH�
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FOHDUDQFH�RI�SRUWV�RI�FRPSRQHQW�LQVWDQFHV�DJDLQVW�WKH�VHFXULW\�ODEHOV�RI�GDWD�LQSXW�
RU�RXWSXW� WKURXJK� WKHVH�SRUWV��7KH�DOJRULWKP�EHQHILWV� IURP�D�&63�DQDO\VLV�VWXG\�
GHYHORSHG�VHSDUDWHO\��

7KH�YHULILFDWLRQ�SURFHVV�DOVR�UHSRUWV�RQ�H[FHVV�DXWKRUL]DWLRQV��,W�H[WUDFWV�WKH�
PLQLPXP� UHTXLUHG� FOHDUDQFH� RI� WKH� FRQVWUXFWV� �SRUWV�� ZLWKRXW� GLVWXUELQJ� WKH�
H[LVWLQJ�GDWD�IORZ�RYHU�WKH�DUFKLWHFWXUH��7KHUHIRUH��LI�LW�LV�JLYHQ�D�FOHDUDQFH�PRUH�
WKDQ�QHHGHG��WKH�VXUSOXV�DXWKRUL]DWLRQ��H[FHVVLYH�FOHDUDQFH��FDQ�EH�UHFODLPHG���

$Q�LPSOHPHQWDWLRQ�RI�WKH�YHULILFDWLRQ�DQG�WKH�&63�$QDO\VLV��ZLWKRXW�SDUDOOHO�
__� RSHUDWRU�� DUH� LPSOHPHQWHG� LQ� 0/�� 7DNLQJ� FRQFUHWH� V\QWD[� RI� WKH� V\VWHP�
FRQILJXUDWLRQ�DQG�DFFHVV�FRQWURO�ODWWLFH�PRGHO�LQ�;0/�QRWDWLRQ�DV�LQSXWV��D�IURQW�
HQG� SURFHVVLQJ� SURYLGHV� WKHLU� DEVWUDFW� V\QWD[� WKDW� LV� RIIHUHG� WR� WKH� YHULILFDWLRQ�
SURFHVV�DQG�WKH�&63�$QDO\VLV��$�SRWHQWLDO�ZRUN�FRXOG�EH�WKH�LQWHJUDWLRQ�RI�WKHVH�
SURFHVVHV�LQ�RUGHU�WR�SURYLGH�DQ�HDV\�WR�XVH�LQWHUIDFH�WR�WKH�GHVLJQHUV���

7KH� ZRUVW� FDVH� FRPSXWDWLRQDO� FRPSOH[LW\� RI� WKH� YHULILFDWLRQ� DOJRULWKP� LV�
GLVFXVVHG� LQ� WHUPV� RI� UXQQLQJ� WLPH� DQG� VSDFH�� 7KH� UXQQLQJ� WLPH� FRPSOH[LW\� LV�
SRO\QRPLDO��2�Q © ���ZKHUH�Q��LV�WKH�PD[LPXP�YDOXH�RXW�RI�WKH�QXPEHU�RI�SRUWV�LQ�D�
FRPSRQHQW��WKH�QXPEHU�RI�SRUW�LQVWDQFHV��WKH�QXPEHU�RI�UROHV�LQ�D�FRQQHFWRU��DQG�
WKH�QXPEHU� RI� FRQQHFWRU� LQVWDQFHV��7KH� VSDFH� FRPSOH[LW\�� RQ� WKH�RWKHU�KDQG�� LV�
DQDO\]HG�IRU�ERWK�:ULJKW�F�GHVFULSWLRQV�DQG�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO��7KH�
IRUPHU� LV� IRXQG� DV�2�Q ª ��� ZKHUH� Q� LV� WDNHQ� DV� WKH� PD[LPXP� YDOXH� RXW� RI� WKH�
QXPEHU� RI� SRUWV� LQ� D� FRPSRQHQW� DQG� WKH� QXPEHU� RI� FRPSRQHQW� LQVWDQFHV�� 7KH�
ODWWHU�LV�FDOFXODWHG�DV�2�QORJQ���ZKHUH�Q�LV�WKH�QXPEHU�RI�GDWD�VHFXULW\�ODEHOV�LQ�WKH�
ODWWLFH���

7KLV�ZRUN�FDQ�EH�HIIHFWLYHO\�DSSOLHG�WR�D�VRIWZDUH�V\VWHP�GXULQJ�WKH�GHVLJQ�
SKDVH�RI� LWV�GHYHORSPHQW��+DYLQJ�DQ�DFFHVV�FRQWURO�PRGHO�EDVHG�RQ� WKH�VHFXULW\�
SROLF\�RI�WKH�FRPSDQ\��WKH�YHULILFDWLRQ�RI�WKH�:ULJKW�F�GHVFULSWLRQ�RI�WKH�V\VWHP�
KHOSV�WR�VHH�WKH�SRVVLEOH�GDWD�IORZ�FRQILGHQWLDOLW\�YLRODWLRQV�LQ�DGYDQFH��

7KH� YHULILFDWLRQ� DOJRULWKP� GHDOV� ZLWK� WKH� FRQILGHQWLDOLW\� RI� D� VRIWZDUH�
V\VWHP��7KH�LQWHJULW\�PRGHO��SURSHVHG�E\�%LED��FDQ�EH�LQFRUSRUDWHG�XVLQJ�WKH�VDPH�
ZD\�� 6LPLODU� WR� WKH� ODWWLFH� PRGHO� IRU� FRQILGHQWLDO\�� DQ� LQWHJULW\� ODWWLFH� FDQ� EH�
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FRQVWUXFWHG� DQG� WKH�SULQFLSOHV�RI�%LED�PRGHO� FDQ�EH�DSSOLHG�ZLWK� UHVSHFW� WR� WKH�
LQWHJULW\�ODWWLFH��7R�GR�WKDW�GDWD�DUH�JURXSHG�LQ�WHUPV�RI�LQWHJULW\�FODVVHV��DQG�HDFK�
FODVV�LV�GHQRWHG�E\�DQ�LQWHJULW\�ODEHO��$XWKRUL]DWLRQ�OHYHOV��FOHDUDQFH��RI�WKH�SRUWV�
DUH�WKHQ�DVVRFLDWHG�ZLWK�WKH�LQWHJULW\�ODWWLFH�WR�REWDLQ�WKH�GRPLQDQFH�UHODWLRQ��

0RUHRYHU�� WKH� DOJRULWKV� LV� EDVHG� RQ� DVVLJQPHQW� RI� FOHDUDQFH� WR� SRUWV� RU�
FRPSRQHQWV�� +RZHYHU�� WKH� VLPLODU� DSSURDFK� FDQ� EH� IROORZHG� E\� DVVLJQLQJ�
FOHDUDQFH� WR� UROHV� DQG� FRQQHFWRUV�� 7KH� :ULJKW�F� SURYLGHV� WKH� IUDPHZRUN� DQG�
VXSSRUWV�VXFK�DVVLJQPHQWV��

$V�PHQWLRQHG�WKURXJKRXW�WKH�GRFXPHQW��RXU�VWXG\�LQYROYHV�WKH�VWDWLF�QDWXUH�
RI�D�V\VWHP�DUFKLWHFWXUH��$OOHQ�HW��DO��VWXGLHG�G\QDPLF�DUFKLWHFWXUH�>�@�WR�DOORZ�WKH�
V\VWHP� WR� EH� UHFRQILJXUHG�G\QDPLFDOO\��7KLV� G\QDPLVP� LV� REWDLQHG�E\�D� VSHFLDO�
FRPSRQHQW��FDOOHG�D�FRQILJXURU��ZKLFK�RYHUVHHV�WKH�HQWLUH�V\VWHP�DQG�PDQDJHV�WKH�
FRQQHFWLRQV�E\�DWWDFKLQJ�RU�GHWDFKLQJ� WKHP��7KH�DQQRWDWLRQV� WKDW�ZH� LQWURGXFHG�
LQWR� WKH� VWDWLF� QDWXUH� RI� D�:ULJKW� V\VWHP�GHVFULSWLRQ�FDQ�EH� DSSOLHG� WR� G\QDPLF�
DUFKLWHFWXUHV�E\�DQQRWDWLQJ�WKH�FRQILJXURU��

7KH�DSSURDFK�XVHG�LQ�WKLV�VWXG\�LV�SDUWLFXODUO\�DLPHG�WR�WKH�GHVLJQ�SKDVH�RI�
WKH�V\VWHP�EHLQJ�GHYHORSHG��+RZ�LW�FDQ�EH�DGDSWHG�WR�DQ�LPSOHPHQWHG�V\VWHP�LV�
DQRWKHU�LVVXH��ZKLFK�LV�ZRUWK�VWXG\LQJ��$�SRVVLEOH�ZD\�FRXOG�EH�WKH�EHQHILWV�RI�WKH�
UHYHUVH� HQJLQHHULQJ� DSSURDFK� IRU� WKH� LPSOHPHQWHG� V\VWHP� WR� UHFRQVWUXFW� WKH�
DUFKLWHFWXUH�RI�WKH�V\VWHP��

/DVWO\�� RWKHU� DUFKLWHFWXUH� GHVFULSWLRQ� ODQJXDJHV�� VXFK� DV� $&0(�� FDQ� EH�
DGDSWHG� WR� VXSSRUW� VSHFLILFDWLRQV� RI� FRQILGHQWLDOLW\� RU� LQWHJULW\� DXWKRUL]DWLRQV�
EHQHILWLQJ�WKH�DSSURDFK�XVHG�LQ�WKLV�VWXG\�RQ�:ULJKW���
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$33(1',;�$��� &203/(7(�(%1)�'(6&5,37,21�)25�:5,*+7�&�
�
�
�
��6SHF/LVW� �^6SHF`��
6SHF� �&RQILJXUDWLRQ�_�6W\OH��
Style = “ Style” ,  Simple Name,�
����      [“ Import Lattice” , Lattice Name,�/DWWLFH�)LOH�1DPH��@�
���� ������^7\SH`���>��&RQVWUDLQWV���>�&RQVWUDLQW([SUHVVLRQ��@�@�
����������(QG�6W\OH���
/DWWLFH�)LOH�1DPH� �$)LOH3DWK��
7\SH� �&RPSRQHQW�_�&RQQHFWRU�_�,QWHUIDFH7\SH�_�*HQHUDO3URFHVV��
&RPSRQHQW� ��&RPponent", Simple Name, [ “ (“ , FormalCCParam, {“ ;” ,  �
                       FormalCCParam}, “ )”  ,]�
����������������������^3RUW`���&RPSXWDWLRQ���%HKDYLRU'HVFULSWLRQ��
Connector = "Connector", SimpleName, [ “ (“ ,FormalCCParam, {“ ;” ,         �
�������������������   FormalCCParam}, “ )” , ]�
���������������������^5ROH`���*OXH���%HKDYLRU'HVFULSWLRQ��
Port = "Port", FormalPRName, “ =” , ProcessExpression �
Role = "Role", FormalPRName, “ =” , ProcessExpression �
&RQILJXUDWLRQ� ��&RQILJXUDWLRQ���6LPSOH�1DPH��
             [“ Import Lattice” , Lattice Name,�/DWWLFH�)LOH�1DPH��@�
�����������������>��6W\OH��6LPSOH�1DPH��@���

^7\SH`����
�,QVWDQFHV���^,QVWDQFH`���

�             “ Clearance” ,  {ClearanceList},  �
�$WWDFKPHQWV����^�$WWDFKPHQW`��

�����������������(QG�&RQILJXUDWLRQ��
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,QVWDQFH� �,QVWDnceName, {“ ,” , InstanceName}, “ :” , TypeUse �
InstanceName = Simple Name, [ “ _{“ , FiniteRangeExpression, “ }”  ] �
TypeUse = Simple Name, [ “ (“ , ActualCCParam, {“ ,” , ActualCCParam}, “ )”  ] �
ClearanceList = aSubject , {“ ,” ,  aSubject},” :” , Clearance �
D6XEMHFW� �&RPSRQHQW&RQQHFWRU1DPH�_�3RUW5ROH1DPH���
)LQLWH5DQJH([SUHVVLRQ2U,QGH[� �)LQLWH5DQJH([SUHVVLRQ��_�,QWHJHU([SUHVVLRQ��
ComponentConnectorName = Simple Name, [“ _{“ , �
                                                             FiniteRangeExpressionOrIndex, “ _}” ]��
PortRoleName=ComponentConnectorName, “ .” , Simple Name, [ “ _{“ , �
                                                            FiniteRangeExpressionOrIndex, “ _}”  ] �
&OHDUDQFH� �6LPSOH�1DPH��
$WWDFKPHQW� �,QWHUIDFH���$V���,QWHUIDFH�
,QWHUIDFH� �6LPSOH�1DPH��>�"_{", IntegerExpression, “ }” ] ,” .” , ActualPRName�
InterfaceType = "Interface Type", ProcessName, “ =” , ProcessExpression �
GeneralProcess = "Process", ProcessName, “ =” , ProcessExpression�
FormalCCParam = NameList,“ :” ,ProcessType | NameList, “ :” , 

)LQLWH5DQJH([Sression | NameList, “ :” , SecurityLabel”  �
$FWXDO&&3DUDP� �3URFHVV([SUHVVLRQ�_�,QWHJHU([SUHVVLRQ�_�/DWWLFH)XQFWLRQ��
LatticeFunction = LatticeName, “ .” , FunctionName �
)XQFWLRQ1DPH� �1RGH1DPH��
�������������������������������_�“ meet” , “ (“ , SetOfNodes, “ )”  �
����                           | “ join” , “ (“ ,SetOfNodes, “ )”  �
                               | “ max()”  | “ min()”  �
6etOfNodes = NodeName, {“ ,” , NodeName}��
1RGH1DPH� 6LPSOH�1DPH��
/DWLFH1DPH� �6LPSOH�1DPH�
ProcessName = Simple Name, [ "_{", ProcessParams, “ }'” ] �
1ameList = Simple Name, {“ ,” , Simple Name}�
ElementList = DataExpression, {“ ,” , DataExpression}�
FormalPRName = Simple Name, [ "_{", FiniteRangeExpression, “ }” ]�
ActualPRName = Simple Name, [ "_{", IntegerExpression, “ }”  ]�
EventName = [ ActualPRName, “ .”  ] , SLPSOH1DPH�
BehaviorDescription =   “ ='” , ProcessExpression | Subconfiguration�
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6LPSOH�1DPH� �,'(17,),(5�
$OSKDEHW1DPH� ��$/3+$���6LPSOH1DPH�
'HIQ1DPH� �3URFHVV1DPH�_�$OSKDEHW1DPH�
Subconfiguration = “ Configuration” ,  "Bindings",  {Bindings}, "End Bindings" �
%LQding = “ Interface” , “ =” , ActualPRName�
Declaration =  DefnName, “ =” , AnyExpression�
��         | DefnName, “ =” , "Cond", “ {“ , {ConditionalDefinition}�, “ }” �
ConditionalDefinition =   ProcessExpression, "When", “ {“ , LogicalExpression “ }” �
�� ����������������������������_�3URFHVV([SUHVVLRQ���2WKHUZLVH��
FormalParam  = NameList, “ :” , SetExpression�
FormalParamNL  = SimpleName,”  :” , SetExpression�
ProcessParams =  AnyExpression, {AnyExpression, “ ,” }�
3URFHVV7\SH� ���,QWHUIDFH�7\SH���_��3URFHVV���_��3RUW����

_��5ROH���_��&RPSXWDWLRQ���_��*OXH��
ProcessExpression =   ProcessExpression, “ ;” , ProcessExpression�
� � �_�3URFHVV([SUHVVLRQ����?���3URFHVV([SUHVVLRQ�
�������������������������_�(YHQW([SUHVVLRQ����!���3URFHVV([SUHVVLRQ�
�������������������������_�3URFHVV([SUHVVLRQ���__���3URFHVV([SUHVVLRQ�
� � �_�3URFHVV([SUHVVLRQ���___���3URFHVV([SUHVVLRQ�
�������������������������_�3URFHVV([SUHVVLRQ���>@���3URFHVV([SUHVVLRQ�
�������������������������_�3URFHVV([SUHVVLRQ���_a_���3URFHVV([SUHVVLRQ�
                         | "[]", FormalParam,{“ ;” ,FormalParam},  “ @'” , ProcessExpression�
                         | "|~|", FormalParam,{“ ;” ,FormalParam}, “ @” , ProcessExpression�
                         | “ ;”  ,FormalParam,{“ ;” ,FormalParam}, “ @” , ProcessExpression�
�������������������������_��__���)RUPDO3DUDP,{“ ;” ,FormalParam}, “ @'” , ProcessExpression�
� � | "|||", FormalParam,{“ ;” ,FormalParam}, ”  @” , ProcessExpression�
� � _�7RRO$QQRWDWLRQ�
�������������������������_�3URFHVV1DPH��
�������������������������_��&RPSXWDWLRQ��
�������������������������_��*OXH��
� � �_��6XFFHVV��
� � �_��6NLS��
� � �_��6WRS��
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                         | ProcessExpression, "Where", “ {“ , {Decleration}, “ }” �
                         | “ (“ , ProcessExpression, “ )” �
ToolAnnotation =  "diamond", “ (“ , ProcessExpression, “ )” �
��                   | "normalise", “ (“ , ProcessExpression “ )”  �
EventExpression =  “ _” , EventName, [ EventDataList ]�
� � ���_�(YHQW1DPH��>�(YHQW'DWD/LVW�@��
EventDataList =  “ ?”  | ” !” , NonEventDataExpression, �
                            {“ ?” , “ !” , NonEventDataExpression}�
/RJLFDO([SUHVVLRQ� ����QRW���/RJLFDO([SUHVVLRQ�
����������_�/RJLFDO([SUHVVLRQ���RU���/RJLFDO([SUHVVLRQ�
����������_�/RJLFDO([SUHVVLRQ���DQG���/RJLFDO([SUHVVLRQ�
          | "forall", FormalParam, {“ ;” ,FormalParam} , “ @” ,  LogicalExpression�
          | "forall", FormalParam, {“ ;” ,FormalParam}, “ |” , LogicalExpression , “ @” ,  

/RJLFDO([SUHVVLRQ�
          | "exists", FormalParam, {“ ;” ,FormalParam} , “ @” ,  LogicalExpression�
          | "exists", FormalParam, {“ ;” ,FormalParam}, “ |” , LogicalExpression, “ @” ,  

/RJLFDO([SUHVVLRQ�
���������_�1RQ(YHQW'DWD([SUHVVLRQ���  ���1RQ(YHQW'DWD([SUHVVLRQ�
���������_�1RQ(YHQW'DWD([SUHVVLRQ���� ���1RQ(YHQW'DWD([SUHVVLRQ�
         | IntegerExpression, “ <” , IntegerExpression�
         | IntegerExpression, “ >” , IntegerExpression�
���������_�,QWHJHU([SUHVVLRQ���� ���,QWHJHU([SUHVVLRQ�
���������_�,QWHJHU([SUHVVLRQ���! ���,QWHJHU([SUHVVLRQ�
���������_�'DWD([SUHVVLRQ���LQ���6HW([SUHVVLRQ�
���������_�'DWD([SUHVVLRQ���QRWLQ���6HW([SUHVVLRQ�
���������_��WUXH��
� _��IDOVH��
            | LogicalExpression, "Where", “ {“ , {Decleration}, “ }” �
            | “ (“ , LogicalExpression, “ )”  �
&RQVWUDLQW([SUHVVLRQ� �/RJLFDO([SUHVVLRQ��
6HW([SUHVVLRQ� ���6HW([SUHVVLRQ���XQLRQ���6HW([SUHVVLRQ�
�������������������������_�6HW([SUHVVLRQ���LQWHUVHFWLRQ���6HW([SUHVVLRQ�
�������������������������_�6HW([SUHVVLRQ���VHWPLQXV���6HW([SUHVVLRQ�
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�������������������������_�6HW([SUHVVLRQ���FURVV���6HW([SUHVVLRQ�
�������������������������_��SRZHU���6HW([SUHVVLRQ�
�� � �_��VHTXHQFH���6HW([SUHVVLRQ�
                         | “ {“ , ElementList, “ }” �
                         | “ {“ , FormalParamNL, {“ ;” ,FormalParamNL} [ “ |” ,  

LogicalExpression ] [ “ @” ,  DataExpression] , “ }” �
� � �_�5DQJH([SUHVVLRQ�
� � �_�6LPSOH1DPH�
� � �_�$OSKDEHW1DPH�
� � �_��,QWHJHU��
� � �_��^`��
                         | SetExpression, "Where", “ {“ , {Decleration}, “ }” �
� � �_�“ (“ , SetExpression, “ )”  �
SequenceExpression =    “ <” , ElementList, “ >” �
� � �  | SequenceExpression, “ ^” , SequenceExpression�
� � � �_�6LPSOH1DPH�
� � � �_���!��
                                     | SequenceExpression, "Where", “ {“ , {Decleration}, “ }” �
� � �  | “ (“ , SequenceExpression, “ )”  �
,QWHJHU([SUHVVLRQ� �����6LPSOH1DPH�_�,17(*(5��
5DQJH([SUHVVLRQ� ������,QWHJHU([SUHVVLRQ��������,QWHJHU([SUHVVLRQ�
�������������������������_�,QWHJHU([SUHVVLRQ�������
�������������������������_��������,QWHJHU([SUHVVLRQ��
)LQLWH5DQJH([SUHVVLRQ� �,QWHJHU([SUHVVLRQ��������,QWHJHU([SUHVVLRQ�
TupleExpression =  “ (“ , DataExpression, “ ,” ,  DataExpression, “ )”  �
1RQ(YHQW'DWD([SUHVVLRQ� ��6HW([SUHVVLRQ�

� _�,QWHJHU([SUHVVLRQ�
� _�6HTXHQFH([SUHVVLRQ�
� _�/RJLFDO([SUHVVVLRQ�
� _�7XSOH([SUHVVLRQ��

'DWD([SUHVVLRQ� �(YHQW([SUHVVLRQ�_�1RQ(YHQW'DWD([SUHVVLRQ��
$Q\([SUHVVLRQ� ��3URFHVV([SUHVVLRQ�_�'DWD([SUHVVVLRQ��
�
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$33(1',;�%��
� &63��&20081,&$7,1*�6(48(17,$/�352&(66(6��

)81'$0(17$/6�
�
�
� &63� �&RPPXQLFDWLQJ� 6HTXHQWLDO� 3URFHVVHV�� LV� D� FDOFXOXV� IRU� VWXG\LQJ�
SURFHVVHV� ZKLFK� LQWHUDFW� ZLWK� HDFK� RWKHU� DQG� WKHLU� HQYLURQPHQW� E\� PHDQV� RI�
FRPPXQLFDWLRQ�� 7KH� PRVW� IXQGHPDQWDO� REMHFW� LQ� &63� LV� WKHUHIRUH� D�
FRPPXQLFDWLRQ�HYHQW��7KHVH�HYHQWV�DUH�DVVXPHG�WR�EH�GUDZQ�IURP�D�VHW�Σ�ZKLFK�
FRQWDLQV� DOO� SRVVLEOH� FRPPXQLFDWLRQV� IRU� SURFHVVHV� LQ� WKH� XQLYHUVH� XQGHU�
FRQVLGHUDWLRQ��$�FRPPXQLFDWLRQ�LV�D�WUDQVDFWLRQ�RU�V\QFKURQL]DWLRQ�EHWZHHQ�WZR�
RU�PRUH�SURFHVVHV�UDWKHU�WKDQ�QHFHVVDULO\�EHLQJ�WKH�WUDQVPLVVLRQ�RI�GDWD�RQH�ZD\��

,Q�&63��ZH�DVVXPH�ILUVWO\�WKDW�DQ�HYHQW�RQO\�KDSSHQV�ZKHQ�DOO�LWV�SDUWLFLSDQWV�
DUH� SUHSDUHG� WR� H[HFXWH� LW� �KDQGVKDNHQ� FRPPXQLFDWLRQ��� DQG� VHFRQGO\� WKDW� WKH�
DEVWUDFW� HYHQW� LV� LQVWDQWDQHRXV�� 7KH� LQVWDQWDQHRXV� HYHQW� FDQ� EH� WKRXJKW� RI� DV�
KDSSHQLQJ�DW� WKH�PRPHQW�ZKHQ�LW�EHFRPHV� LQHYLWDEOH�EHFDXVH�DOO� LWV�SDUWLFLSDQWV�
KDYH� DJJUHHG� WR� H[HFXWH� LW�� 7KHVH� WZR� UHODWHG� DEVWUDFWLRQV� FRQVWLWXWH� WKH� PRVW�
IXQGHPDQWDO�VWHSV�LQ�GHVFULELQJ�D�V\VWHP�XVLQJ�&63��

$�&63�SURFHVV�LV�FRPSOHWHO\�GHVFULEHG�E\�WKH�ZD\�LW�FDQ�FRPPXQLFDWH�ZLWK�
LWV�H[WHUQDO�HQYLURQPHQW�� ,Q�FRQVWUXFWLQJ�D�SURFHVV�ZH�ILUVW�KDYH� WR�GHFLGH�RQ�DQ�
DOSKDEHW�RI�FRPPXQLFDWLRQ�HYHQWV�–�WKH�VHW�RI�DOO�HYHQWV�WKDW�WKH�SURFHVV��DQG�DQ\�
RWKHU�UHODWHG�SURFHVVHV��PLJKW�XVH��7KH�FKRLFH�RI�WKHVH�HYHQWV�GHWHUPLQHV�ERWK�WKH�
OHYHO� RI� GHWDLO� RU� DEVWUDFWLRQ� LQ� WKH� ILQDO� VSHFLILFDWLRQ�� DQG� DOVR� ZKHWKHU� LW� LV�
SRVVLEOH�WR�JHW�D�UHDVRQDEOH�UHVXOW�DW�DOO���
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,Q� RUGHU� WR� FUHDWH� SURFHVVHV� WKDW� VLPSO\� GHVFULEHV� �LQWHUQDOO\� VHTXHQWLDO��
SDWWHUQV� RI� FRPPXQLFDWLRQ�� D� QXPEHU� RI� RSHUDWRUV� DUH� SURYLGHG��7KH� UHVW� RI� WKH�
DSSHQGL[�GHVFULEHV�WKHVH�IXQGDPHQWDO�RSHUDWRUV��

3UHIL[LQJ��

7KH�VLPSOHVW�&63�SURFHVV�RI�WKHP�DOO�LV�WKH�RQH�ZKLFK�FDQ�GR�QRWKLQJ��,W�LV�
ZULWWHQ�6723�DQG�QHYHU�FRPPXQLFDWHV��

*LYHQ�DQ�HYHQW�D��LQ�Σ�DQG�D�SURFHVV�3��D→�3�LV�WKH�SURFHVV�ZKLFK�LV�LQLWLDOO\�
ZLOOLQJ�WR�FRPPXQLFDWH�D��DQG�ZLOO�ZDLW�LQGHILQLWHO\�IRU�WKLV�D�WR�KDSSHQ��$IWHU�D��LW�
EHKDYHV�OLNH�3��7KXV��

XS�→�GRZQ�→�XS�→�GRZQ�→��6723�

ZLOO�FRPPXQLFDWH�WKH�F\FOH�XS��GRZQ�WZLFH�EHIRUH�VWRSSLQJ��
&OHDUO\�6723�DQG�SUHIL[LQJ��WRJHWKHU��DOORZ�XV�WR�GHVFULEH�MXVW�WKH�SURFHVVHV�

WKDW�PDNH�D�IL[HG��ILQLWH�VHTXHQFH�RI�FRPPXQLFDWLRQV�EHIRUH�VWRSSLQJ��
5HFXUVLRQ��

CSP allows recursion by using defined process’ s name on the right hand side 

RI�WKH�HTXDWLRQV��)RU�H[DPSOH��
3� �XS�→�GRZQ�→�3�����SHUIRUPV�XS��GRZQ�LQGHILQLWHO\���

,QVWHDG�RI�GHILQLQJ�RQH�SURFHVV�E\�D�VLQJOH�HTXDWLRQ��D�QXPEHU�RI�HTXDWLRQV�
FDQ�EH�XVHG�WR�DFKLYH�PXWXDO�UHFXUVLRQ��)RU�H[DPSOH��

3 ° � �XS�→�3 ¬

3 ¬ � �GRZQ�→�3 °

EHKDYHV�OLNH�3�GHILQHG�DERYH��
�



�
�
�

����

*XDUGHG�DOWHUQDWLYH��

&63� SURYLGHV� D� IHZ�ZD\V� RI� GHVFULELQJ� SURFHVVHV�ZKLFK�RIIHU� D� FKRLFH� RI�
DFWLRQV� WR� WKHLU�HQYLURQPHQW��7KH\�DUH� ODUJHO\� LQWHUFKDQJHDEOH� IURP� WKH�SRLQW�RI�
YLHZ�RI�ZKDW�WKH\�FDQ�H[SUHVV��HDFK�EHLQJ�LQFOXGHG�EHFDXVH�LW�KDV�LWV�GLVWLQFW�XVHV�
LQ�SURJUDPPLQJ��

7KH� VLPSOHVW� RI� WKHP� WDNHV� D� OLVW� RI� GLVWLQFW� LQLWLDO� DFWLRQV� SDLUHG� ZLWK�
SURFHVVHV� DQG� H[WHQGV� WKH� SUIL[� RSHUDWRU� E\� OHWWLQJ� WKH� HQYLURQPHQW� FKRRVH� DQ\�
RQH�RI�WKH�HYHQWV��ZLWK�WKH�VXEVHTXHQW�EHKDYLRXU�EHLQJ�WKH�FRUUHVSRQGLQJ�SURFHVV��

�D ± �→�3 ± �_�D ² �→�3 ² _����_�D « �→�3 « ��

FDQ� GR� DQ\� HYHQWV� D ³ �� D ´ �� ����� D µ � RQ� LWV� ILUVW� VWHS� �� LI� WKH� HYHQW� FKRVHQ� LV� D ¶ �
VXEVHTXHQWO\�EHKDYHV�OLNH�3 ¶ ��7KLV�FRQVWUXFW�LV�FDOOHG�JXDUGHG�DOWHUQDWLYH���

([WHUQDO�&KRLFH��

,Q�JXDUGHG�DOWHUQDWLYHV�VXFK�DV��D�→�3�_�E�→�4���WKH�D�DQG�E�DUH�DQ�LQWHJUDO�
SDUW�RI�WKH�RSHUDWRU�HYHQ�WKRXJK�LW�LV�WHPSWLQJ�WR�WKLQN�WKDW�WKLV�SURFHVV�LV�D�FKRLFH�
EHWZHHQ� WKH� SURFHVVHV�D�→�3�DQG�E�→�4� �� )URP� WKH� SRLQW�RI� YLHZ�RI� SRVVLEOH�
LPSOHPHQWDWLRQV��WKH�H[SOLFLWQHVV�RI�WKH�JXDUGHG�DOWHUQDWLYH�KDV�PDQ\�DGYDQWDJHV�
EXW�IURP�DQ�DOJHEUDLF�VWDQGSRLQW�DQG�DOVR�IRU�JHQHUDOLW\�LW�LV�DGYDQWDJHRXV�WR�KDYH�
D�FKRLFH�RSHUDWRU�ZKLFK�SURYLGHV�D�VLPSOH�FKRLFH�EHWZHHQ�SURFHVVHV��WKLV�LV�ZKDW�
ZH�ZLO�QRZ�PHHW��

3�
� 4� LV� D� SURFHVV� ZKLFK� RIIHUV� WKH� HQYLURQPHQW� WKH� FKRLFH� RI� WKH� ILUVW�
HYHQWV�RI�3�DQG�RI�4� DQG� WKHQ�EHKDYHV�DFFRUGLQJO\��7KLV�PHDQV� WKDW� LI� WKH� ILUVW�
HYHQW�FKRVHQ�LV�RQH�IURP�3�RQO\��WKHQ�3�
�4�EHKDYHV�OLNH�3��ZKLOH�LI�RQH�LV�FKRVHQ�
IURP�4�LW�EHKDYHV�OLNH�4��7KXV���D�→�3��
��E�→�4��PHDQV�H[DFWO\�WKH�VDPH�DV�
�D→3� _� E→� 4��� 7KLV� JHQHUDOL]HV� WRWDOO\�� DQ\� JXDUGHG� DOWHUQDWLYH� RI� WKH� VRUWV�
GHVFULEHG� LQ� WKH� SUHYLRXV� RSHUDWRU� LV� HTXLYDOHQW� WR� WKH� SURFHVV� REWDLQHG� E\�
replacing all of the |’ s of the alternative operator by 
¶V��
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$� GHWHUPLQLVWLF� SURFHVV� LV� RQH� ZKHUH� WKH� UDQJH� RI� HYHQWV� RIIHUHG� WR� WKH�
HQYLURQPHQW� GHSHQGV� RQO\� RQ� WKLQJV� LW� KDV� VHHQ� �L�H�� WKH� VHTXHQFH� RI�
FRPPXQLFDWLRQV�VR�IDU���7KHUHIRUH�H[WHUQDO�FKRLFH�LV�D�GHWHUPLQLVWLF�FKRLFH��7KH�
QH[W�RSHUDWRU��JLYHQ�EHORZ��GHVFULEHV�WKH�QRQGHWHUPLQLVWLF�FKRLFH��

1RQGHWHUPLQLVWLF�&KRLFH��

&63� FRQWDLQV� WZR� FORVHO\� UHODWHG�ZD\V� RI� SUHVHQWLQJ� WKH� QRQGHWHUPLQLVWLF�
FKRLFH�RI�SURFHVVHV��7KHVH�DUH�3���4�DQG���6��ZKHUH�3�DQG�4�DUH�SURFHVVHV�DQG�6�
LV�D�QRQ�HPSW\�VHW�RI�SURFHVVHV��7KH�ILUVW�RI�WKHVH�LV�D�SURFHVV�ZKLFK�FDQ�EHKDYH�
OLNH�HLWKHU�3�RU�4��DQG�WKH�VHFRQG�RQH�WKDW�FDQ�EHKDYH�OLNH�DQ\�PHPEHU�RI�6��

,W�LV�LPSRUWDQW�WR�DSSUHFLDWH�WKH�GLIIHUHQFH�EHWZHHQ�3�
�4�DQG�3���4��7KH�
SURFHVV��D�→�6723���
��E�→�6723��LV�REOLJHG�WR�FRPPXQLFDWH�D�RU�E�LI�RIIHUHG�
RQO\�RQH�RI� WKHP��ZKHUHDV� �D�→� 6723�� ��� �E�→�6723��PD\�UHMHFW�HLWKHU�� ,W� LV�
RQO\�REOLJHG� WR�FRPPXQLFDWH� LI� WKH�HQYLURQPHQW�RIIHUV�ERWK�D�DQG�E��,Q� WKH�ILUVW�
FDVH��WKH�FKRLFH�RI�ZKDW�KDSSHQV�LV�LQ�WKH�KDQGV�RI�WKH�HQYLURQPHQW��LQ�WKH�VHFRQG�
LW�LV�LQ�WKH�KDQGV�RI�WKH�SURFHVV���

&RQGLWLRQDO�&KRLFH��

&RQGLWLRQDOV� FDQ� EH� SUHVHQWHG� DV� LI� ���� WKHQ� ���� HOVH� ����� � FRQVWUXFWV�� DV� FDVH�
VWDWHPHQWV��RU�LQ�WKH�IROORZLQJ�V\QWD[�ZKLFK�HOHJDQWO\�UHGXFHV�WKH�FRQGLWLRQDO�WR�
DQ�DOJHEUDLF�RSHUDWRU���

3�_�E�_!4�PHDQV�H[DFWO\�WKH�VDPH�DV�LI�E�WKHQ�3�HOVH�4��
&RPPXQLFDWLRQ�&KDQQHOV��

&RPPXQLFDWLRQ�EHWZHHQ�SURFHVVHV�LQ�&63�LV�RYHU�XQLGLUHFWLRQDO�FKDQQHOV��$�
FKDQQHO� OLQNV�H[DFWO\�RQH�SDLU�RI�SURFHVVHV��PHDQLQJ� WKDW�PXOWLSOH[HUV�SURFHVVHV�
DUH� UHTXLUHG� IRU� PXOWLSOH� FRPPXQLFDWLRQV�� 6LPLODUO\�� VLQFH� FKDQQHOV� DUH�
XQLGLUHFWLRQDO�� WZR�ZD\�FRPPXQLFDWLRQ�EHWZHHQ�SURFHVVHV�UHTXLUHV� WZR�VHSDUDWH�
FKDQQHOV��DV�QR�SURFHVV�FDQ�LQSXW�DQG�RXWSXW�RQ�WKH�VDPH�FKDQQHO��
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&RPPXQLFDWLRQ� LV�DFWXDOO\� MXVW�D�VSHFLDO�FDVH�RI�DQ�HYHQW��ZKHUH� WKH�HYHQW�
FKDQ�YDO� GHQRWHV� WKH� FRPPXQLFDWLRQ� RI� YDO� DORQJ� FKDQQHO� FKDQ�� (DFK�
FRPPXQLFDWLRQ� HYHQW� LV� D� VKDUHG� HYHQW� RI� WKH� WZR� SURFHVVHV� LQYROYHG� LQ� WKH�
FRPPXQLFDWLRQ��DQG��UHTXLUHV�V\QFKURQL]DWLRQ�EHWZHHQ�WKH�WZR�SURFHVVHV��

1RWDWLRQDOO\��LQSXWV�DQG�RXWSXWV�DUH�GLVWLQJXLVKHG�XVLQJ�WKH�V\PEROV�"�DQG����
6R�2XW���GHQRWHV�WKH�RXWSXW�RI�WKH�YDOXH���RQ�FKDQQHO�RXW��ZKLOH�HQJDJLQJ�LQ�HYHQW�
LQ�LQ�"[�ZRXOG�UHVXOW�LQ�WKH�YDOXH�LQSXW�RQ�FKDQQHO�LQ�EHLQJ�SODFHG�LQ�WKH�YDULDEOH�
[��

3LSHV��

$�SLSH�LV�D�VSHFLDO�FDVH�RI�D�&63�SURFHVV��LW�LV�HVVHQWLDOO\�D�SURFHVV�WKDW�PD\�
LQSXW�RQO\�RQ�FKDQQHO�LQ�DQG�RXWSXW�RQO\�RQ�FKDQQHO�RXW��

3LSHV�RIIHU�D�JUHDW�DGYDQWDJH��KRZHYHU�� LQ� WKDW� WKH\�FDQ�EH� OLQNHG� WRJHWKHU�
XVLQJ�WKH�FKDLQLQJ�RSHUDWRU��!!��WR�PDNH�ODUJHU�SLSHV��)RU�H[DPSOH��LI�3��DQG�3��
DUH� SLSHV�� WKHQ� 3�� !!� 3�� LV� DOVR� D� SLSH�� ,W� VWLOO� LQSXWV� RQO\� RQ� FKDQQHO� LQ� DQG�
RXWSXWV�RQO\�RQ�FKDQQHO�RXW��EXW�LW�FRPELQHV�WKH�IXQFWLRQDOLW\�RI�ERWK�3��DQG�3���

5HQDPLQJ��

5HQDPLQJ�DSSOLHV�D�IXQFWLRQ�PDSSLQJ�HYHQWV�LQ�WKH�DOSKDEHW�RQWR�HYHQWV�LQ�
DQRWKHU�VHW��7KH� IXQFWLRQ�VKRXOG�EH� WRWDO��DOWKRXJK�VLQFH� WKHUH�LV�QR�UHTXLUHPHQW�
WKDW�WKH�WZR�VHWV�RI�HYHQWV�DUH�GLVMRLQW��FHUWDLQ�HYHQW�QDPHV�QHHG�QRW�EH�FKDQJHG��
)RU� H[DPSOH�� 3�>P�RXW@� GHQRWHV� D� SURFHVV� 3��ZLWK� HYHU\� LQVWDQFH� RI� RXW� LQ� 3��
UHSODFHG�E\�P��

/DEHOOLQJ��

5HQDPLQJ� LV� YHU\� XVHIXO� ZKHQ� SURFHVV� GHILQLWLRQV� DUH� UH�XVHG� LQ� GLIIHUHQW�
FRQWH[WV�� +RZHYHU�� ZKHQ� ZH� KDYH� PXOWSLOH� LQVWDQFHV� RI� WKH� VDPH� SURFHVV� LQ� D�
VSHFLILFDWLRQ�� GHILQLQJ� WKH� UHQDPLQJ� IXQFWLRQ� EHFRPHV� WLUHVRPH� DQG� ODERXU�
LQWHQVLYH� �HVSHFLDOO\� LI� ZH� FRQVLGHU� D� VSHFLILFDWLRQ� ZLWK� SRVVLEO\� KXQGUHGV� RI�
LQVWDQFHV�RI�WKH�VDPH�SURFHVV���DV�ZH�PXVW�GHILQH�D�VHSDUDWH�UHQDPLQJ�IXQFWLRQ�IRU�
HDFK�LQVWDQFH��
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,W�ZRXOG�EH�PXFK�HDVLHU�LI�ZH�FRXOG�GLVWLQJXLVK�GLIIHUHQW�LQVWDQFHV�LQ�VXFK�D�
ZD\� WKDW� ZH� FRXOG� DFFHVV� HDFK� LQVWDQFH� YLD� DQ� LQGH[�� 7KH� ODEHOOLQJ� RSHUDWRU�
�ZULWWHQ�‘:’ ) enables us to do this. It is a shorthand notation for renaming events by 

SUHIL[LQJ�HDFK�HYHQW�ZLWK�D�ODEHO��3URFHVV�L�3��IRU�H[DPSOH��ZLOO�HQJDJH�LQ�HYHQW�L�H�
ZKHQHYHU�3�ZRXOG�KDYH�HQJDJHG�LQ�H��

6HTXHQWLDO�3URFHVVHV��

(DUOLHU� ZH� VDZ� WKDW� 6723� WR� GHQRWH� WHUPLQDWLRQ�� 6.,3� DOVR� GHQRWHV�
WHUPLQDWLRQ�� EXW� VXFFHVVIXO� WHUPLQDWLRQ�� 7R� GLVWLQJXLVK� LW� IURP� 6723��ZH� YLHZ�
VXFFHVVIXO� WHUPLQDWLRQ� RI�6.,3� DV� LWV� HQJDJHPHQW� LQ� WKH� HYHQW�√��√� LV� D� VSHFLDO�
HYHQW��LW�FDQ�QRW�EH�XVHG�LQ�WKH�FKRLFH�FRQVWUXFW��DQG�D�SURFHVV�FDQ�QRW�HQJDJH�LQ�√�
H[FHSW�DV�LWV�ILQDO�HYHQW��

$OO�SURFHVVHV�LQ�&63�DUH�VHTXHQWLDO�SURFHVVHV��7KDW�LV��HDFK�SURFHVV�GHQRWHV�
D�VHSDUDWH�EHKDYLRXU�SDWWHUQ�WKDW�REH\V�WKH�ODZV�RI�VWUXFWXUHG�SURJUDPPLQJ��3���4�
��WKH�VHTXHQWLDO�FRPSRVLWLRQ�RI�3�DQG�4�LV�D�SURFHVV�WKDW�EHKDYHV�DV�SURFHVV�3��DQG�
WKHQ�DV�SURFHVV�4�RQFH�3�KDV�WHUPLQDWHG�VXFFHVVIXO\��HQJDJHG�LQ�WKH�HYHQW�√���,I�3�
QHYHU�WHUPLQDWHV�WKHQ�4�LV�QHYHU�HQDEOHG��DQG�3���4�LV�HTXLDOHQW�WR�3��

$OJHEUD��

7KHUH� DUH� D� QXPEHU� RI� EDVLF� SDWWHUQV� WKDW� PDQ\� ODZV� FRQIRUP� WR�� WKH�
IROORZLQJ�DUH�D�IHZ�IDPLOLDU�H[DPSOHV�LOOXVWUDWLQJ�WKHVH��

[�\� �\�[�
[�
�\� �\�
�[�
[�∪�\� �\�∪�[�
�[��\���]� �[����\�]��
�[�\��
�]� ��[
]�����\
]��
����[� �[�
^`�∩�[� �^`�
�[�∪�[� �[�
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$OO�RI�WKHVH�SDWWHUQV�DQG�PRUH�DPRQJV�DUH�WKH�ODZV�RI�&63��7KHVH�SURSHUWLHV�
DOO� KROG� ZKHWKHU� WKH� HQYLURQPHQW� RU� WKH� SURFHVV� JHWV� WR� FKRRVH� ZKLFK� SDWK� LV�
FKRVHQ��7KXV�� WKHUH�DUH� LGHPSRWHQFH��V\PPHWU\�DQG�DVVRFLDWLYH� ODZV� IRU�ERWK�
�
DQG����

�3��3� �3�
3���3� �3�
3�
�4� �4�
�3��
3���4� �4���3�
3�
��4�
�5��� ��3�
�4��
�5�
3����4���5�� ��3��4����5�
�
6\QFKURQRXV�3DUDOOHO��

7KH�SURFHVVHV�LQWHUDFW�E\�DJUHHLQJ��RU�KDQGVKDNLQJ��RQ�FRPPXQLFDWLRQV��7KH�
VLPSOHVW� IRUP� RI� WKH� &63� SDUDOOHO� RSHUDWRU� LQVLVWV� WKDW� SURFHVVHV� DJUHH� RQ� DOO�
DFWLRQV�WKDW�RFFXU��,W�LV�ZULWWHQ�3__4��)RU�H[DPSOH��LI�D�∈�Σ��WKHQ�

�����D→�5(3($7��__�5(3($7�

ZLOO� KDYH� WKH� VDPH�EHKDYLRXU� DV�µ�S�D�→� S��:H�FDQ� VHH� WKLV�E\� IROORZLQJ�
WKURXJK�KRZ�WKLV�FRPELQDWLRQ�ZRUNV��$VVXPH�WKDW�

��5(3($7� �"[���Σ�→�[�→�5(3($7�

6LQFH�ERWK�VLGHV�KDYH�WR�DJUHH�RQ�DOO�HYHQWV��LW�LV�FOHDU�WKDW�WKH�RQO\�SRVVLEOH�
ILUVW�HYHQW�LV�D��DQG�WKLV�LQGHHG�LV�D�SRVVLEOH�HYHQW�IRU�WKH�ULJKW�KDQG�SURFHVV��7KH�
FRS\� RI� 5(3($7�RQ� WKH� ULJKW� KDQG� VLGH� WKHQ� IRUFHV� WKH� VHFRQG� HYHQW� WR� EH� DQ�
D�ZKLFK�LV�DFFHSWHG�E\�5(3($7�RQ�WKH�OHIW�KDQG�VLGH��IRUFLQJ�WKH�WKLUG�HYHQW�WR�EH�
D�DOVR��DQG�VR�RQ�IRU�HYHU��

7KH�GHVFULSWLRQ�RI�WKH�SDUDOOH�RSHUDWRU�LV�FRQWDLQHG�LQ�WKH�IROORZLQJ�ODZ��
"[��$�→�3�__�"[��%�→�4� �"[�$∩%�→��3__4��

__�LV�DOVR�V\PPHWULF��DVVRFLDWLYH�DQG�GLVWULEXWLYH��
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,QWHUOHDYLQJ��

7KH� SDUDOOHO� RSHUDWRU� KDV� WKH� SURSHUW\� WKDW� DOO� SDUWQHUV� DOORZHG� WR�PDNH� D�
SDUWLFXODU� FRPPXQLFDWLRQ� PXVW� V\QFKURQL]H� RQ� LW� IRU� WKH� HYHQW� WR� RFFXU�� 7R�
RSSRVLWH� LV� WUXH� RI� SDUDOOHO� FRPSRVLWLRQ� E\� LQWHUOHDYLQJ�� ZULWWHQ� 3___4�� +HUH� WKH�
SURFHVVHV� UXQ� FRPSOHWHO\� LQGHSHQGHQWO\� RI� HDFK� RWKHU�� $Q\� HYHQW� ZKLFK� WKH�
FRPELQDWLRQ�FRPPXQLFDWHV�DURVH�LQ�SUHFLVHO\�RQH�RI�3�DQG�4��,I�WKH\�FRXOG�ERWK�
KDYH�D�FRPPXQLFDWHG�WKH�VDPH�HYHQW�WKHQ�WKH�FKRLFH�RI�ZKLFK�RQH�H[HFXWHG�LW�LV�
QRQGHWHUPLQLVWLF��EXW�RQO\�RQH�GLG�LW��

:H� KDYH� GHVFULEHG� VRPH� IXQGDPHQWDOV� RI� &63�� 7KH� PRUH� DQG� GHWDLOHG�
LQIRUPDWLRQ�FDQ�EH�IRXQG�LQ�>��@�DQG�>��@��

��
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$33(1',;�&�
��%(+$9,285�2)�:5,*+7�'(6&5,37,216�

�
�
�
�
,Q�WKLV�DSSHQGL[��WKH�EHKDYLRXU�RI�D�:5,*+7�FRQILJXUDWLRQ��DOVR�:ULJKW�F��

DV� D� ZKROH� ZLOO� EH� GHVFULEHG� E\� FRPELQLQJ� EHKDYLRXU� SDWWHUQV� RI� GLIIHUHQW�
HOHPHQWV�>�@���

%HKDYLRUV�DUH�VSHFLILHG�E\�FRPELQLQJ�HYHQWV�LQWR�SDWWHUQV�FDOOHG�SURFHVVHV��
7KHUH�LV�D�SURFHVV�IRU�HDFK�RI�WKH�HOHPHQWV�RI�D�:5,*+7�GHVFULSWLRQ��RQH�IRU�HDFK�
SRUW�� UROH�� FRPSXWDWLRQ� DQG� FRQQHFWRU� JOXH�� 2I� WKHVH�� WKH� SRUW� DQG� UROH�
VSHFLILFDWLRQV�UHSUHVHQW�WKH�LQWHUIDFHV�WR�WKH�FRPSRQHQWV�DQG�FRQQHFWRUV��ZKLOH�WKH�
FRPSXWDWLRQ�DQG�JOXH�UHSUHVHQW�WKH�RYHUDOO��FRPSOHWH�EHKDYLRU�RI�WKH�FRPSRQHQWV�
DQG� FRQQHFWRUV�� UHVSHFWLYHO\�� ,Q� WKLV� VHFWLRQ� ZH� H[SODLQ� KRZ� WKHVH� GLVWLQFW�
SURFHVVHV�ZRUN�WRJHWKHU�WR�GHILQH�WKH�EHKDYLRU�RI�WKH�FRQILJXUDWLRQ�DQG�KHOS�XV�WR�
GHWHUPLQH�ZKHWKHU�WKH�FRQILJXUDWLRQ�FRQWDLQV�LQFRQVLVWHQFLHV�WKDW�PHDQ�WKH�V\VWHP�
FDQQRW�RSHUDWH�FRUUHFWO\��

$EVWUDFWO\��WKH�EHKDYLRU�RI�DQ�DUFKLWHFWXUDO�FRQILJXUDWLRQ�FRQVLVWV�RI�HDFK�RI�
WKH�EHKDYLRUV�RI�WKH�LQGLYLGXDO�FRPSRQHQWV��HDFK�RSHUDWLQJ�LQGHSHQGHQWO\�H[FHSW�
WKDW�WKH\�DUH�FRRUGLQDWHG�E\�WKH�JOXH�RI�WKH�FRQQHFWRUV�WR�ZKLFK�WKH\�DUH�DWWDFKHG��
7KH�FRPSXWDWLRQ�RI�HDFK�FRPSRQHQW�IRUPV�D�SDUW�RI� WKH�RYHUDOO�EHKDYLRU��ZKHUH�
WKH�RUGHU�LQ�ZKLFK�WKH�FRPSXWDWLRQV�RFFXU�DQG�WKH�WUDQVIHU�RI�GDWD�IURP�RQH�WR�WKH�
RWKHU�LV�FRRUGLQDWHG�E\�WKH�FRQQHFWRUV���

7KH�EDVLF� WHFKQLTXH�XVHG� LQ�&63� WR�PRGHO� WKH�FRPELQDWLRQ�RI�FRRUGLQDWHG�
SURFHVVHV� LV� SDUDOOHO� FRPSRVLWLRQ�� 7ZR� SURFHVVHV� DUH� FRPSRVHG� LQ� SDUDOOHO�
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�LQGLFDWHG� LQ�&63�ZLWK� WKH� RSHUDWRU� __�� E\� KDYLQJ� ERWK� SURFHVVHV� FRQWURO��ZKLFK�
HYHQWV�FDQ�RFFXU��,I�ERWK�SURFHVVHV�DJUHH�RQ�DQ�HYHQW�WKHQ�WKH�HYHQW�FDQ�RFFXU��)RU�
H[DPSOH��FRQVLGHU�WZR�SURFHVVHV��3�DQG�4���

3� ��H�→�I�→�3��
��J�→�3���DQG��
4� �H�→��I��→�4�
�K�→�4����

�
:KDW� ZLOO� KDSSHQ� LI� ZH� FRPELQH� WKHVH� LQ� SDUDOOHO�� DV� 3� __� 4"� $W� ILUVW�� 3�

SHUPLWV� HLWKHU� H� RU�J��%XW�4�PD\�RQO\�HQJDJH� LQ� H�� VR� WKLV� LV�ZKDW�ZLOO� KDSSHQ��
2QFH� H� KDV� RFFXUUHG�� 4� PD\� QRZ� HQJDJH� LQ� HLWKHU� I� RU� K�� %XW� QRZ� 3� LV� RQO\�
FDSDEOH� RI� I�� VR� I� RFFXUV��$IWHU� WKH� �H�I!� � VHTXHQFH�� ERWK� 3� DQG�4� DUH� LQ� WKHLU�
RULJLQDO�VWDWHV��VR�WKH�VHTXHQFH�UHSHDWV��7KXV��WKH�SURFHVV�3�__�4�LV�HTXLYDOHQW�WR�WKH�
SURFHVV��

5� �H�→�I�→�5��
�
7KH� SDUDOOHO� FRPSRVLWLRQ� FDQ� EH� DSSOLHG� WR� :5,*+7� VSHFLILFDWLRQV�� 7KH�

components’  computations interact only according to the constraints of the 

FRQQHFWRUV
�JOXH��7KDW� LV��HDFK�FRPSXWDWLRQ�VKRXOG�SURFHHG� LQGHSHQGHQWO\�RI�WKH�
RWKHU� FRPSRQHQWV�� H[FHSW� WKDW� WKH� HYHQWV� SXEOLVKHG� LQ� WKH� LQWHUIDFH� �WKH� SRUWV��
VKRXOG�EH�FRRUGLQDWHG�YLD�WKH�JOXH�SURFHVVHV�RI�WKH�DWWDFKHG�FRQQHFWRUV��%DVLFDOO\��
WKH� EHKDYLRU� VSHFLILFDWLRQV� RI� HDFK� LQVWDQFH� RI� DQ� DUFKLWHFWXUDO� HOHPHQW� LQ� WKH�
V\VWHP�FDQ�EH�FRPELQHG�YLD�SDUDOOHO�FRPSRVLWLRQ��7KDW�LV��WKHUH�ZLOO�EH�D�SURFHVV�
IRU�HDFK�FRPSRQHQW�LQVWDQFH�DQG�RQH�IRU�HDFK�FRQQHFWRU�LQVWDQFH��7KH�WZR�PDLQ�
GLIILFXOWLHV�LQ�WKLV�DSSURDFK�DQG�WKHLU�VROXWLRQ�LV�JLYHQ�EHORZ���

���%HKDYLRU�VSHFLILFDWLRQV�DUH�DVVRFLDWHG�ZLWK�D� W\SH��QRW�DQ� LQVWDQFH��6R�D�
FRPELQDWLRQ�RI�PXOWLSOH�XVHV�RI�D�W\SH�LQ�D�VLQJOH�V\VWHP�LV�D�TXHVWLRQ���

���7KH�W\SHV
�VSHFLILFDWLRQV�DUH�FRQWH[W�LQGHSHQGHQW��+RZ�FDQ�WKH�DWWDFKPHQW�
GHFODUDWLRQV�EH�XVHG�WR�HQVXUH�WKDW�WKH�ULJKW�LQWHUDFWLRQV�WDNH�SODFH"�,I�ZH�ORRN�DW�
WKH�ZD\�EHKDYLRUV�DUH�VSHFLILHG�LQ�D�FRPSRQHQW
V�&RPSXWDWLRQ�DQG�D�FRQQHFWRU
V�
*OXH��QRQH�RI� WKH�HYHQW�QDPHV�PDWFK�XS��7KH�*OXH�ZLOO�UHIHU�WR�DQ�HYHQW�ZLWK�D�
UROH�QDPH��DQG�WKH�&RPSXWDWLRQ�ZLOO�UHIHU�WR�LW�E\�D�SRUW�QDPH���
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7KHVH� SUREOHPV� FDQ� EH� WDFNOHG� XVLQJ� UHQDPLQJ� DQG� ODEHOLQJ� IXQFWLRQV��
:ULJKW
V�ORFDO�HYHQW�QDPHV�DUH�FRQYHUWHG�LQWR�&63
V�JOREDO�HYHQWV�XVLQJ�UHQDPLQJ�
IXQFWLRQV��$�UHQDPLQJ�IXQFWLRQ�WDNHV�D�SURFHVV�DQG�FKDQJHV�DOO�RI�WKH�QDPHV�RI�LWV�
HYHQWV��)RU�H[DPSOH��FRQVLGHU�D�IXQFWLRQ�VKLIW�WKDW�VKLIWV�HDFK�HYHQW�E\�RQH�OHWWHU��D�
WR�E��E�WR�F��HWF��:KHQ�VKLIW� LV�DSSOLHG� WR�D�SURFHVV��3� �D→E→3��WKH�UHVXOW� LV�D�
SURFHVV� ZLWK� WKH� VDPH� VWUXFWXUH�� EXW� ZLWK� GLIIHUHQW� HYHQW� QDPHV�� VKLIW�3��  �
E→F→VKLIW�3�����

7ZR�GLIIHUHQW�NLQGV�RI�UHQDPLQJ�FDQ�EH�XVHG�WR�FRPELQH�WKH�W\SHV
�EHKDYLRU�
VSHFLILFDWLRQV� LQWR� DQ� RYHUDOO� EHKDYLRU� RI� D�:5,*+7�FRQILJXUDWLRQ��7KH� ILUVW� LV�
XVHG�WR�PDNH�PXOWLSOH�FRSLHV�RI�WKH�VSHFLILFDWLRQV�IRU�LQVWDQFHV��7KHVH�IXQFWLRQV�
DGG� WKH� QDPHV� RI� WKH� LQVWDQFHV� WR� HDFK� HYHQW� QDPH�� DQG� DUH� FDOOHG� ODEHOLQJ�
IXQFWLRQV��7KH\�DUH�ZULWWHQ�/��3�WR�LQGLFDWH�WKH�SURFHVV�3�ZLWK�LWV�HYHQWV�SUHIL[HG�
E\� WKH� ODEHO�/��7KXV�� DQ� LQVWDQFH�RI� WKH�6SOLW)LOWHU� QDPHG�6SOLWWHU�� IRU� H[DPSOH��
ZRXOG� UHIHU� WR� LWV� HYHQWV� ZLWK� WKH� QDPH� 6SOLWWHU�� 6SOLWWHU�/HIW�ZULWH��
6SOLWWHU�/HIW�FORVH��HWF��7KLV�ZD\��WKHUH�FDQ�EH�PXOWLSOH�LQVWDQFHV�RI�D�W\SH�DQG�WKH\�
ZLOO�QRW�LQWHUIHUH���

5HODEHOLQJ� LV�VXIILFLHQW� WR�FRQVWUXFW�SURFHVVHV� WR�UHSUHVHQW�HDFK�FRPSRQHQW�
LQVWDQFH��$�UHODEHOHG�YHUVLRQ�RI� WKH�&RPSXWDWLRQ�DVVRFLDWHG�ZLWK�WKH�FRPSRQHQW�
W\SH�LV�VLPSO\�XVHG��)RU�D�GHFODUDWLRQ�CC1���&7�

�ZKHUH�WKH�FRPSRQHQW�W\SH�&7�KDV�
D�FRPSXWDWLRQ�SURFHVV�3��ZH�ZLOO�XVH�WKH�UHODEHOHG�SURFHVV�1�3��7KLV�KDV�WKH�HIIHFW�
RI� JLYLQJ� HDFK� HYHQW� RI� FRPSRQHQW� LQVWDQFH� 1� D� WKUHH�OHYHOHG� VWUXFWXUH�� 7KH�
FRPSRQHQW� QDPH�� WKH� SRUW� QDPH�� DQG� WKH� ORFDO� HYHQW� QDPH� �1�3�H��� ,I� WKH�
FRPSXWDWLRQ�XVHV�DQ\�LQWHUQDO�HYHQWV��QRW�DVVRFLDWHG�ZLWK�DQ\�SRUW��WKHVH�ZLOO�KDYH�
WZR�OHYHO�QDPHV��WKH�FRPSRQHQW�QDPH�DQG�WKHQ�WKH�HYHQW�QDPH��1�H����

7KH� VHFRQG�NLQG�RI� UHQDPLQJ�PDWFKHV� XS� WKH� QDPHV�RI� DWWDFKHG�SRUWV� DQG�
UROH��,I�ZH�KDYH�DQ�DWWDFKPHQW�GHFODUDWLRQ���

6SOLWWHU�/HIW�DV�3���6RXUFH��

)RU�H[DPSOH��WKHVH�IXQFWLRQV�PDNH�VXUH�WKDW�DOO�RI�WKH�HYHQWV�IRU�WKH�/HIW�SRUW�
LQ�WKH�6SOLWWHU
V�FRPSXWDWLRQ�PDWFK�XS�ZLWK�WKH�HYHQWV�IURP�WKH�6RXUFH�UROH�RI�WKH�
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3��JOXH��7KXV�6SOLWWHU�/HIW�FORVH�ZRXOG�EH�WKH�VDPH�HYHQW�DV�3���6RXUFH�FORVH�DIWHU�
WKH�DWWDFKPHQW�UHQDPLQJ�IXQFWLRQV�DUH�DSSOLHG��

7R�DFKLHYH�WKLV��ZH�XVH�DQRWKHU�VSHFLDO�IRUP�RI�UHQDPLQJ�IXQFWLRQ���
'HILQLWLRQ��UHQDPLQJ���)RU�DQ\�QDPHV�1�1
�0��0
��QRW�QHFHVVDULO\�GLVWLQFW���





=ℜ H
H01H·¸ ·¸ ’’.’.

)(),(
)’,’( �� RWKHUZLVH

LI N.M.e’e  = �

,Q�WKH�FDVH�RI�WKH�DWWDFKPHQW�DERYH��ZH�ZRXOG�WKXV�XVH� ),1(
),(

¹gº0»½¼ ¾À¿Á Â ¿ ÃCÄ¹ ÅvÆ Ç Ä Ä ¿ ¼ℜ ��:H�ZLOO�
FDOO�WKLV�IXQFWLRQ�DQ�DWWDFKPHQW�IXQFWLRQ��,Q�WKH�IROORZLQJ�GHILQLWLRQ�ZH�XVH�WKHVH�
IXQFWLRQV�WR�WKH�FRQQHFWRU�LQVWDQFH�SURFHVVHV�WR�HQVXUH�WKDW�WKH�EHKDYLRU�PRGHO�RI�
D� :5,*+7� FRQILJXUDWLRQ� XVHV� WKH� FRPPXQLFDWLRQ� SDWKZD\V� ODLG� GRZQ� E\� WKH�
FRQQHFWRU�LQVWDQFHV�DQG�DWWDFKPHQW�GHFODUDWLRQV��
'HILQLWLRQ� �&RQILJXUDWLRQ� %HKDYLRXU��� ,I� D� FRQILJXUDWLRQ� GHFODUHV� FRPSRQHQW�
LQVWDQFHV� &S È � �&S7 È � ���� &S É � �&S7 É �� ZKHUH� HDFK� FRPSRQHQW� W\SH� &S7 Ê � KDV�
FRPSXWDWLRQ� SURFHVV�&S3 Ê �� FRQQHFWRU� LQVWDQFHV�&Q È � �&Q7 È � ���� &Q Ë �&Q7 Ë �� ZKHUH�
HDFK�FRQQHFWRU�W\SH�&Q7 Ê �KDV�JOXH�SURFHVV�&Q3 Ê ��DQG�DWWDFKPHQW�GHFODUDWLRQV�ZLWK�
DWWDFKPHQW�IXQFWLRQV�ℜ È � ����ℜ Ì � �� OHW�ℜ� �ℜ È R�«R�ℜ Í � ��7KHQ�WKH�EHKDYLRU�RI�WKH�
FRQILJXUDWLRQ�LV�WKH�&63�SURFHVV��__L������Q�•�&S Ê ���&S3 Ê ���__��__M������P�•�ℜ��&QÎ ���
&Q3Î ������

,Q� WKLV� GHILQLWLRQ�� WKH� GHILQLWLRQ� ℜ�  � ℜ È R� «R� ℜ Ì � LQGLFDWHV� WKDW� WKH�
DWWDFKPHQW�IXQFWLRQV�DUH�FRPSRVHG�WR�IRUP�D�VLQJOH�IXQFWLRQ��7KH�GHILQLWLRQ�RI�WKH�
DWWDFKPHQW�IXQFWLRQV�PDGH�LW�D�WRWDO�IXQFWLRQ�RYHU�HYHQWV��EXW�WKDW�RQO\�WKH�UHOHYDQW�
HYHQWV��RI� WKH�VSHFLILF� UROH�RQ� WKH�FRQQHFWRU��DUH�FKDQJHG�E\� WKH�GHILQLWLRQ��7KH�
UHTXLUHPHQW�WKDW�DOO�FRQQHFWRU�QDPHV�EH�XQLTXH�DQG�DOO�UROHV�EH�DWWDFKHG�WR�DW�PRVW�
RQH� SRUW� HQVXUHV� WKDW� WKHUH� ZLOO� EH� QR� FRQIOLFWV� ZKHQ� FRPSRVLQJ� DWWDFKPHQW�
IXQFWLRQV�LQ�D�FRQILJXUDWLRQ��
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7KH� DFFHVV� FRQWURO� ODWWLFH� PRGHO� RI� VHFXULW\� FODVVHV� LV� UHSUHVHQWHG� LQ�
H;WHQGHG�0HWD� /DQJXDJH� �;0/��� ZKLFK� IDFLOLWDWHV� WKH� WDVNV� SHUIRUPHG� E\� WKH�
SDUVHU��7KH�VFKHPD�RI�;0/�GDWD�IRU�WKH�ODWWLFH�PRGHO�LV�JLYHQ�EHORZ��

�[�VFKHPD�[POQV�[ �KWWS���ZZZ�Z��RUJ������;0/6FKHPD�!�
� �[�VLPSOH7\SH�QDPH �,'(17,),(5�!�
� � �[�UHVWULFWLRQ�EDVH �[�1&1DPH�!�[�SDWWHUQ�YDOXH �?Z�?Z_?G�
��!�
� � ��[�UHVWULFWLRQ!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �6LPSOH1DPH�!�
� � �[�UHVWULFWLRQ�EDVH �,'(17,),(5��!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �1RGH/LVW�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
���� ������������[�SDWWHUQ�YDOXH ���_?W�
�?Z�?Z_?G�
���_?W�
����_?W�
�?Z�?Z_?G�
���_?W�
�
��!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �,GHQWLILHU/LVW�!�
� � �[�UHVWULFWLRQ�EDVH �1RGH/LVW��!���[�VLPSOH7\SH!�
� �[�HOHPHQW�QDPH �/DWWLFH��W\SH �/DWWLFH��!�
� �[�FRPSOH[7\SH�QDPH �/DWWLFH�!�
� � �[�VHTXHQFH!�
� � � �[�HOHPHQW�QDPH �6HFXULW\/DEHOV��W\SH �1RGH/LVW��!�
� � � �[�HOHPHQW�QDPH �2UGHULQJ��W\SH �(GJH/LVWV��!�
� � � �[�HOHPHQW�QDPH �&OHDUDQFH/LVW��W\SH �&OHDUDQFH/LVWV��!�
� � ��[�VHTXHQFH!�
� � �[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��!���[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �(GJH/LVWV�!�
� � �[�VHTXHQFH!�
� � �[�HOHPHQW�QDPH �2UGHU��W\SH �1RGH/LVW��PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!� �[�FRPSOH[7\SH�QDPH �&OHDUDQFH/LVWV�!�
� � �[�VHTXHQFH!�
�����[�HOHPHQW�QDPH �&OHDUDQFH��W\SH �&OHDUDQFH/LVW��PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!� �[�FRPSOH[7\SH�QDPH �&OHDUDQFH/LVW�!�
� � �[�DWWULEXWH�QDPH �QDPHV��W\SH �,GHQWLILHU/LVW��!�
� � �[�DWWULEXWH�QDPH �ODEHOV��W\SH �1RGH/LVW��!�
� ��[�FRPSOH[7\SH!�
��[�VFKHPD!�
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6LPLODU� WR� WKH� ODWWLFH� PRGHO� ZKRVH� VFKHPD� LV� JLYHQ� LQ� $SSHQGL[� '�� WKH�

:ULJKW�F� VW\OH� DQG� WKH� FRQILJXUDWLRQ� DUH� UHSUHVHQWHG� LQ� ;0/� WR� IDFLOLWDWH� WKH�
FRQVWUXFWLRQ�RI�WKH�DEVWUDFW�V\QWD[�E\�WKH�SDUVHU��7KH�VFKHPD�GHVFULSWLRQV�FRQVLVWV�
RI�WKH�IROORZLQJ�[VG��;0/�6FKHPD�'HVFULSWLRQ��ILOHV��

• :ULJKWF�[VG�

• &63�[VG�

• &RQVWUXFWV�[VG�

• ,PSOLFLW�(YHQW�([SUHVVLRQ�[VG�

• ([SOLFLW�(YHQW�([SUHVVLRQ�[VG��

• (YHQW�[VG�

• 0DWK0/��[VG��
7KH�VFKHPDV�DUH�JLYHQ�EHORZ��
�����:ULJKW�F�VFKHPD��:ULJKWF�[VG���!�
����[�VFKHPD�[POQV�[ �KWWS���ZZZ�Z��RUJ������;0/6FKHPD���!�
�����[�VFKHPD���
������������������[POQV�PDWK �KWWS���ZZZ�Z��RUJ������0DWK�0DWK0/���
������������������[POQV�[ �KWWS���ZZZ�Z��RUJ������;0/6FKHPD�!�
�
�[�LQFOXGH�VFKHPD/RFDWLRQ �FVS�[VG��!�
� �����7\SH�'HILQLWLRQV���!�
� �[�VLPSOH7\SH�QDPH �,'(17,),(5�!�
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� � �[�UHVWULFWLRQ�EDVH �[�1&1DPH�!�
� � � �[�SDWWHUQ�YDOXH �?Z�?Z_?G�
��!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �1RUPDOL]HG6WULQJ�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
� � � �[�ZKLWH6SDFH�YDOXH �FROODSVH��!���[�UHVWULFWLRQ!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �6WDWLF5DQJH([SUHVVLRQ�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
� � � �[�SDWWHUQ�YDOXH ��?G��?�?��?G����!��[�UHVWULFWLRQ!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �'\QDPLF5DQJH([SUHVVLRQ�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
� � � �[�SDWWHUQ�YDOXH ��?Z�?Z_?G�
�?�?��?Z�?Z_?G�
���!�
� � � �[�SDWWHUQ�YDOXH ��?Z�?Z_?G�
�?�?���?G��?�?��?G�����!�
� � � �[�SDWWHUQ�YDOXH ���?G��?�?��?G���?�?��?Z�?Z_?G�
���!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �)LQLWH5DQJH([SUHVVLRQ�!�
� �[�XQLRQ�PHPEHU7\SHV �6WDWLF5DQJH([SUHVVLRQ�'\QDPLF5DQJH([SUHVVLRQ��!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �6XEMHFW5DQJH([SUHVVLRQ�!�
� � �[�XQLRQ�PHPEHU7\SHV �6WDWLF5DQJH([SUHVVLRQ�[�LQWHJHU��!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �6LPSOH1DPH�!�
� � �[�UHVWULFWLRQ�EDVH �,'(17,),(5��!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �1DPH/LVW�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
� � � �[�SDWWHUQ�YDOXH ���_?W�
�?Z�?Z_?G�
���_?W�
����_?W�
�?Z�?Z_?G�
���_?W�
�
��!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �1RGH6HW�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
� � � �[�SDWWHUQ�YDOXH ���_?W�
�?Z�?Z_?G�
���_?W�
����_?W�
�?Z�?Z_?G�
���_?W�
����!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �)LOH3DWK�!�
� � �[�UHVWULFWLRQ�EDVH �[�DQ\85,�!�
� � � �[�SDWWHUQ�YDOXH ��
?�[PO��!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �3URFHVV7\SH�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
� � � �[�HQXPHUDWLRQ�YDOXH �,QWHUIDFH�7\SH��!�
� � � �[�HQXPHUDWLRQ�YDOXH �3URFHVV��!�
� � � �[�HQXPHUDWLRQ�YDOXH �3RUW��!�
� � � �[�HQXPHUDWLRQ�YDOXH �5ROH��!�
� � � �[�HQXPHUDWLRQ�YDOXH �&RPSXWDWLRQ��!�
� � � �[�HQXPHUDWLRQ�YDOXH �*OXH��!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �6HFXULW\/DEHO�!�
� � �[�UHVWULFWLRQ�EDVH �[�VWULQJ�!�
� � � �[�HQXPHUDWLRQ�YDOXH �6HFXULW\�/DEHO��!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �)RUPDO3DUDP7\SH�!�
� � �[�XQLRQ�PHPEHU7\SHV �3URFHVV7\SH�6HFXULW\/DEHO��!�
� ��[�VLPSOH7\SH!�
� �[�VLPSOH7\SH�QDPH �)XQFWLRQ1DPH�!�
� � �[�UHVWULFWLRQ�EDVH �[�1&1DPH�!�
� � � �[�HQXPHUDWLRQ�YDOXH �PD[��!�
� � � �[�HQXPHUDWLRQ�YDOXH �PLQ��!�
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� � � �[�HQXPHUDWLRQ�YDOXH �PHHW��!�
� � � �[�HQXPHUDWLRQ�YDOXH �MRLQ��!�
� � ��[�UHVWULFWLRQ!� ��[�VLPSOH7\SH!�
� ����[�HOHPHQW�QDPH �&63([S��UHI �&63����!�
� �
� �[�VLPSOH7\SH�QDPH �,QWHJHU([SUHVVLRQ�!�
� � �[�XQLRQ�PHPEHU7\SHV �,'(17,),(5�[�LQWHJHU��!�
� ��[�VLPSOH7\SH!�
� �[�HOHPHQW�QDPH �,QWHJHU([S��W\SH �,QWHJHU([SUHVVLRQ��!�
� �[�HOHPHQW�QDPH �,PSRUW/DWWLFH��W\SH �,PSRUW/DWWLFH��!�
� �����7KH�VWDUW�V\PERO���!�
� �[�HOHPHQW�QDPH �'HVFULSWLRQV��W\SH �6SHF/LVW��!�
� �[�FRPSOH[7\SH�QDPH �6SHF/LVW�!�
� � �[�JURXS�UHI �6SHF��PD[2FFXUV �XQERXQGHG��!�
� ��[�FRPSOH[7\SH!�
� �[�JURXS�QDPH �6SHF�!�
� �����[�FKRLFH!�
� �[�HOHPHQW�QDPH �&RQILJXUDWLRQ��W\SH �&RQILJXUDWLRQ��!�

� � �[�HOHPHQW�QDPH �6W\OH��W\SH �6W\OH��!�
� ������[�FKRLFH!��[�JURXS!�
� �[�FRPSOH[7\SH�QDPH �6W\OH�!�
� ��������[�VHTXHQFH!�
� �����������[�HOHPHQW�UHI �,PSRUW/DWWLFH��PLQ2FFXUV ����!�
� �����������[�JURXS�UHI �7\SH/LVW��PLQ2FFXUV ����!�
��������������[�HOHPHQW�QDPH �&RQVWUDLQWV��W\SH �1RUPDOL]HG6WULQJ��PLQ2FFXUV ����!�
� ���������[�VHTXHQFH!�
� ��������[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �,PSRUW/DWWLFH�!�
� � �[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �ILOHQDPH��W\SH �)LOH3DWK��XVH �UHTXLUHG��!�
� ��[�FRPSOH[7\SH!�
� �[�JURXS�QDPH �7\SH/LVW�!�
� � �[�VHTXHQFH!�
� ���� ����[�JURXS�UHI �7\SH��PD[2FFXUV �XQERXQGHG��!��[�VHTXHQFH!�
� ��[�JURXS!�
� �[�JURXS�QDPH �7\SH�!�
� � �[�FKRLFH!�
� � � �[�HOHPHQW�QDPH �&RPSRQHQW��W\SH �&RPSRQHQW��!�
� � � �[�HOHPHQW�QDPH �&RQQHFWRU��W\SH �&RQQHFWRU��!�
� � � �[�HOHPHQW�QDPH �,QWHUIDFH7\SH��W\SH �,*��!�
� � � �[�HOHPHQW�QDPH �3URFHVV��W\SH �,*��!�
� � ��[�FKRLFH!� ��[�JURXS!�
� �[�FRPSOH[7\SH�QDPH �&RPSRQHQW�!�
�������[�VHTXHQFH!�
�� ��������[�HOHPHQW�QDPH �SDUDP��W\SH �)RUPDO&&3DUDP��PLQ2FFXUV �����

��������������������������������������PD[2FFXUV �XQERXQGHG��!�
� � �[�JURXS�UHI �3RUW/LVW��PLQ2FFXUV ����!�
� � �[�HOHPHQW�QDPH �&RPSXWDWLRQ��W\SH �%HKDYLRXU'HVFULSWLRQ��!�
� � ��[�VHTXHQFH!�
� � �[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �&RQQHFWRU�!�
� � �[�VHTXHQFH!�
� � �[�HOHPHQW�QDPH �SDUDP��W\SH �)RUPDO&&3DUDP��PLQ2FFXUV �����

��������������������������������������������PD[2FFXUV �XQERXQGHG��!�
� � �[�JURXS�UHI �5ROH/LVW��PLQ2FFXUV ����!�
� � �[�HOHPHQW�QDPH �*OXH��W\SH �%HKDYLRXU'HVFULSWLRQ��!�
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� � ��[�VHTXHQFH!�
� � �[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �)RUPDO&&3DUDP�!�
� ���������[�DWWULEXWH�QDPH �QDPHV��W\SH �1DPH/LVW��XVH �UHTXLUHG��!�
� ���������[�DWWULEXWH�QDPH �W\SH��W\SH �)RUPDO3DUDP7\SH��XVH �RSWLRQDO��!�
������������[�DWWULEXWH�QDPH �UDQJH��W\SH �6WDWLF5DQJH([SUHVVLRQ��XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�JURXS�QDPH �3RUW/LVW�!�
� � �[�VHTXHQFH!�
� � � �[�HOHPHQW�QDPH �3RUW��W\SH �35��PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!� ��[�JURXS!�
� �[�FRPSOH[7\SH�QDPH �35�!�
� ������������[�VHTXHQFH!�
� � � �[�HOHPHQW�UHI �&63([S��!� ��[�VHTXHQFH!�
� ������������[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� ������������[�DWWULEXWH�QDPH �UDQJH��W\SH �)LQLWH5DQJH([SUHVVLRQ��XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �%HKDYLRXU'HVFULSWLRQ�!�
� � �[�FKRLFH!�
� � � �[�HOHPHQW�UHI �&63([S��!�
� � � �[�JURXS�UHI �6XEFRQILJXUDWLRQ��!�
� � ��[�FKRLFH!�
� ��[�FRPSOH[7\SH!�
� �[�JURXS�QDPH �6XEFRQILJXUDWLRQ�!�
� � �[�VHTXHQFH!�
� � � �[�HOHPHQW�QDPH �&RQILJXUDWLRQ��W\SH �&RQILJXUDWLRQ��!�
� � � �[�HOHPHQW�QDPH �%LQGLQJV��W\SH �%LQGLQJV��!�
� � ��[�VHTXHQFH!� ��[�JURXS!�
� �[�FRPSOH[7\SH�QDPH �%LQGLQJV�!�
� ���������[�VHTXHQFH!�
������������������[�HOHPHQW�QDPH �%LQGLQJ��W\SH �%LQGLQJ��PLQ2FFXUV �����

���������������������������������������������PD[2FFXUV �XQERXQGHG��!�
�������������[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �%LQGLQJ�!�
� � �[�VHTXHQFH!�
� � � �[�HOHPHQW�QDPH �2XWHU��W\SH �,QWHUIDFH��!�
� � � �[�HOHPHQW�QDPH �,QQHU��W\SH �$FWXDO351DPH��!�
� � ��[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �$FWXDO351DPH�!�
� � �[�DWWULEXWH�QDPH �SU��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �LQGH[��W\SH �[�LQWHJHU��XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �,QWHUIDFH�!�
� � �[�DWWULEXWH�QDPH �FF��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �FF,QGH[��W\SH �[�LQWHJHU��XVH �RSWLRQDO��!�
� � �[�DWWULEXWH�QDPH �SU��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �SU,QGH[��W\SH �[�LQWHJHU��XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�JURXS�QDPH �5ROH/LVW�!�
� � �[�VHTXHQFH!�
� � ���������[�HOHPHQW�QDPH �5ROH��W\SH �35��PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� ��[�JURXS!�
� �[�FRPSOH[7\SH�QDPH �&RQILJXUDWLRQ�!�
� � �[�JURXS�UHI �&RQILJXUDWLRQ��!�
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� � �[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �VW\OH��W\SH �6LPSOH1DPH��XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�JURXS�QDPH �&RQILJXUDWLRQ�!�
���������[�VHTXHQFH!�
� � �[�HOHPHQW�UHI �,PSRUW/DWWLFH��PLQ2FFXUV ����!�
� �� �[�JURXS�UHI �7\SH/LVW��PLQ2FFXUV ����!�
� � �[�HOHPHQW�QDPH �,QVWDQFHV��W\SH �,QVWDQFH/LVW��!�
� � �[�HOHPHQW�QDPH �&OHDUDQFHV��W\SH �&OHDUDQFH/LVWV��PLQ2FFXUV ����!�
� � �[�HOHPHQW�QDPH �$WWDFKPHQWV��W\SH �$WWDFKPHQW/LVW��!�
� � ��[�VHTXHQFH!�
� ��[�JURXS!�
� �[�FRPSOH[7\SH�QDPH �,QVWDQFH/LVW�!�
� � �[�VHTXHQFH!�
� � �[�HOHPHQW�QDPH �,QVWDQFH��W\SH �,QVWDQFH��PLQ2FFXUV �����

��������������������������������������������PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �&OHDUDQFH/LVWV�!�
� � �[�VHTXHQFH!�
� � �[�HOHPHQW�QDPH �&OHDUDQFH/LVW��W\SH �&OHDUDQFH/LVW��PLQ2FFXUV �����

��������������������������������������������PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �$WWDFKPHQW/LVW�!�
� � �[�VHTXHQFH!�
� � � �[�HOHPHQW�QDPH �$WWDFKPHQW��W\SH �$WWDFKPHQW���

���������������������������������������������������������PLQ2FFXUV ����PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �&OHDUDQFH/LVW�!�
� � �[�VHTXHQFH!�
� � �[�HOHPHQW�QDPH �&&1DPH��W\SH �6XEMHFW��PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� � �[�DWWULEXWH�QDPH �FOHDUDQFH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �6XEMHFW�!�
� � �[�VHTXHQFH!�
� � � �[�HOHPHQW�QDPH �351DPH��W\SH �351DPH��PLQ2FFXUV ����!�
� � ��[�VHTXHQFH!�
� � �[�DWWULEXWH�QDPH �LG��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �LQGH[��W\SH �6XEMHFW5DQJH([SUHVVLRQ���

��������������������������������������������XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �351DPH�!�
� � �[�DWWULEXWH�QDPH �LG��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �LQGH[��W\SH �6XEMHFW5DQJH([SUHVVLRQ���

��������������������������������������������XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �,QVWDQFH�!�
� � �[�VHTXHQFH!�
� � �[�HOHPHQW�QDPH �QDPH��W\SH �,QVWDQFH1DPH���

��������������������������������������������PD[2FFXUV �XQERXQGHG��!�
� � �[�HOHPHQW�QDPH �SDUDP��W\SH �$FWXDO&&3DUDP��PLQ2FFXUV �����

��������������������������������������������PD[2FFXUV �XQERXQGHG��!�
� � ��[�VHTXHQFH!�
� � �[�DWWULEXWH�QDPH �W\SH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� ��[�FRPSOH[7\SH!�
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� �[�FRPSOH[7\SH�QDPH �,QVWDQFH1DPH�!�
� � �[�DWWULEXWH�QDPH �LG��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �UDQJH��W\SH �6WDWLF5DQJH([SUHVVLRQ���

��������������������������������������������XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �$FWXDO&&3DUDP�!�
� � �[�FKRLFH!�
� � � �[�HOHPHQW�UHI �&63([S��!�
� � � �[�HOHPHQW�UHI �,QWHJHU([S��!�
� � � �[�HOHPHQW�QDPH �/DWWLFH)XQFWLRQ��W\SH �/DWWLFH)XQFWLRQ��!�
� � ��[�FKRLFH!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �/DWWLFH)XQFWLRQ�!�
� � �[�DWWULEXWH�QDPH �ODWWLFH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �IXQFWLRQ��W\SH �)XQFWLRQ1DPH��XVH �UHTXLUHG��!�
� � �[�DWWULEXWH�QDPH �QRGHV��W\SH �1RGH6HW��XVH �RSWLRQDO��!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �$WWDFKPHQW�!�
� � �[�VHTXHQFH!�
� � � �[�HOHPHQW�QDPH �)URP��W\SH �,QWHUIDFH��!�
� � � �[�HOHPHQW�QDPH �7R��W\SH �,QWHUIDFH��!�
� � ��[�VHTXHQFH!�
� ��[�FRPSOH[7\SH!�
� �[�FRPSOH[7\SH�QDPH �,*�!�
� � �[�VHTXHQFH!�
� � �[�HOHPHQW�QDPH �SDUDP��W\SH �1RUPDOL]HG6WULQJ��PLQ2FFXUV �����

��������������������������������������������PD[2FFXUV �XQERXQGHG��!�
� � �[�HOHPHQW�UHI �&63([S��!�
� � ��[�VHTXHQFH!�
� � �[�DWWULEXWH�QDPH �QDPH��W\SH �6LPSOH1DPH��XVH �UHTXLUHG��!�
� ��[�FRPSOH[7\SH!�
��[�VFKHPD!� �

�����&63�[VG������!��
�[V�VFKHPD�[POQV�PDWK �KWWS���ZZZ�Z��RUJ������0DWK�0DWK0/��
[POQV�[V �KWWS���ZZZ�Z��RUJ������;0/6FKHPD�!�
�����[V�LPSRUW�QDPHVSDFH �KWWS���ZZZ�Z��RUJ������0DWK�0DWK0/��
VFKHPD/RFDWLRQ �PDWKPO��[VG��!�
�����[V�LQFOXGH�VFKHPD/RFDWLRQ �,PSOLFLW�3URFHVV�([SUHVVLRQ�[VG��!�
�����[V�LQFOXGH�VFKHPD/RFDWLRQ �([SOLFLW�3URFHVV�([SUHVVLRQ�[VG��!�
�����[V�LQFOXGH�VFKHPD/RFDWLRQ �&RQVWUXFWV�[VG��!�
�����[V�LQFOXGH�VFKHPD/RFDWLRQ �(YHQW�([SUHVVLRQ�[VG�!��[V�LQFOXGH!�
�
������[V�FRPSOH[7\SH�QDPH �3URFHVV�([SUHVVLRQ�FODVV�!�
�����������[V�FKRLFH!�
���������������[V�JURXS�UHI �,PSOLFLW�3URFHVV�([SUHVVLRQ�FODVV��!�
���������������[V�JURXS�UHI �([SOLFLW�3URFHVV�([SUHVVLRQ�FODVV��!�
������������[V�FKRLFH!�
��������[V�FRPSOH[7\SH!�
�
����������       �UHIHUHQFHV�WR�&63([S�      ��!�
������
�����DW�RXWHUQRVW�OHYHO�D�&63([S�PD\�DFWXDOO\�EH�DQ�&63��D�UHIIHUHQFH�WR�D�&63�SDUDP��
RU�D�UHIIHUHQFH�WR�DQ�LQWHUIDFH��SDUDP�RSWLRQDOO\�ZLWK�DGGLWLRQDO�DUJXPHQWV����!�
���������[V�VLPSOH7\SH�QDPH �ERROHDQ�VWULQJ�W\SH�!�
�������������[V�UHVWULFWLRQ�EDVH �[V�VWULQJ�!�
�����������������[V�HQXPHUDWLRQ�YDOXH �7UXH��!�
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�����������������[V�HQXPHUDWLRQ�YDOXH �)DOVH��!�
��������������[V�UHVWULFWLRQ!�
����������[V�VLPSOH7\SH!�
���������
���������[V�FRPSOH[7\SH�QDPH �,QWHUIDFH3DUDP�!�
���������[V�VLPSOH&RQWHQW!�
�������������[V�H[WHQVLRQ�EDVH �SDUDP/DEHO�W\SH�!�
�����������������[V�DWWULEXWH�QDPH �LQKHULW)URP35��W\SH �ERROHDQ�VWULQJ�W\SH���
������������������������������������XVH �UHTXLUHG��!�
��������������[V�H[WHQVLRQ!�
����������[V�VLPSOH&RQWHQW!�
����������[V�FRPSOH[7\SH!�
�����������������
���������[V�FRPSOH[7\SH�QDPH �,QWHUIDFH6XEVWLWXWLRQ�W\SH�!�
�������������[V�VHTXHQFH!�
�����������������[V�HOHPHQW�QDPH �3DUDP��W\SH �,QWHUIDFH3DUDP��PLQ2FFXUV �����
������������������������������������PD[2FFXUV �XQERXQGHG��!�
��������������[V�VHTXHQFH!�
�������������[V�DWWULEXWH�QDPH �1DPH��W\SH �3URFHVV/DEHO�W\SH��XVH �UHTXLUHG��!�
����������[V�FRPSOH[7\SH!�
���������[V�HOHPHQW�QDPH �,QWHUIDFH6XEVWLWXWLRQ��W\SH �,QWHUIDFH6XEVWLWXWLRQ�W\SH��!��
�
������������         �&63([S�           ��!�
���������[V�FRPSOH[7\SH�QDPH �:KHUH([SUHVVLRQ�W\SH�!�
�������������[V�VHTXHQFH!�
�����������������[V�HOHPHQW�UHI �&63([S��PD[2FFXUV �XQERXQGHG��!�
��������������[V�VHTXHQFH!�
����������[V�FRPSOH[7\SH!�
���������[V�HOHPHQW�QDPH �:KHUH��W\SH �:KHUH([SUHVVLRQ�W\SH��!�
���������
�����[V�DWWULEXWH*URXS�QDPH �&63([S�DWWOLVW�!�
���������[V�DWWULEXWH�QDPH �1DPH��W\SH �3URFHVV/DEHO�W\SH��!�
������������[V�DWWULEXWH*URXS�UHI �&RPPRQ�DWWULE����!�
������[V�DWWULEXWH*URXS!�
�����[V�JURXS�QDPH �&63([S�UHJXODU�FRQWHQW�JURXS�!�
���������[V�VHTXHQFH!�
�������������[V�JURXS�UHI �,PSOLFLW�3URFHVV�([SUHVVLRQ�FODVV��!�
�������������[V�HOHPHQW�UHI �:KHUH��PLQ2FFXUV ����!�
����������[V�VHTXHQFH!�
������[V�JURXS!�
�����[V�JURXS�QDPH �&63([S�FRQWHQW�JURXS�!�
���������[V�FKRLFH!�
�������������[V�JURXS�UHI �&63([S�UHJXODU�FRQWHQW�JURXS��!�
�������������[V�HOHPHQW�UHI �,QWHUIDFH6XEVWLWXWLRQ��!�
�������������[V�HOHPHQW�UHI �3DUDP��!�
����������[V�FKRLFH!�
������[V�JURXS!�
�����[V�JURXS�QDPH �&63([S�FRQWHQW�!�
���������[V�VHTXHQFH!�
�������������[V�HOHPHQW�PLQ2FFXUV ����UHI �VXEVFULSW��!�
�������������[V�JURXS�UHI �&63([S�FRQWHQW�JURXS�!��[V�JURXS!�������������
����������[V�VHTXHQFH!�����[V�JURXS!�
�����[V�FRPSOH[7\SH�QDPH �&63([S�W\SH�!�
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������������6HFXULW\/DEHOV!&RQVRUWLXP6SHFLILF��6:6SHFLILF��+:6SHFLILF���
������������������������������������3URMHFW:LGH�
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,Q� WKLV� DSSHQGL[�� ZH� SUHVHQW� WKH� :ULJKW�F� GHVFULSWLRQ� D� V\VWHP�� QDPHO\�
([WHQGHG�$(*,6�:HDSRQV�6\VWHP��7KH�$(*,6�:HDSRQV�6\VWHP�>�@� LV�D� ODUJH��
FRPSOH[�VRIWZDUH�V\VWHP�WKDW�FRQWUROV�PDQ\�RI� WKH�GHIHQVH�IXQFWLRQV�RI�PRGHUQ�
86�1DY\�VKLSV��7KH�H[WHQGHG�$(*,6�LV�RQH�ZLWK�:ULJKW�F�FRQVWUXFWV�WR�LQFOXGH�
FRQILGHQWLDOLW\�LVVXHV���

�$V�GHVFULEHG� LQ�RQH�'R'�UHSRUW��7KH�$(*,6�:HDSRQV�6\VWHPV��$:6��LV�
DQ� H[WHQVLYH� DUUD\� RI� VHQVRUV� DQG� ZHDSRQV� GHVLJQHG� WR� GHIHQG� D� EDWWOH� JURXS�
DJDLQVW�DLU��VXUIDFH�DQG�VXEVXUIDFH�WKUHDWV��7KHVH�ZHDSRQV�DUH�FRQWUROOHG�WKURXJK�D�
ODUJH�QXPEHU�RI�FRQWURO�FRQVROHV��ZKLFK�SURYLGH�D�ZLGH�YDULHW\�RI�WDFWLFDO�GHFLVLRQ�
DLGV� WR� WKH� FUHZ�� 7R�PDQDJH� FRPSOH[LW\�� WKH� FUHZ� FDQ� SUHVHW� FRQGLWLRQV� XQGHU�
ZKLFK�DXWRPDWHG�RU�VHPL�DXWRPDWHG�UHVSRQVHV�RFFXU��7KLV�FDSDELOLW\�LV�JHQHUDOO\�
UHIHUUHG� WR�DV�GRFWULQH��7KH�PRWLYDWLRQ� IRU�XVLQJ�$(*,6�DV�D�FKDOOHQJH�SUREOHP�
DURVH� WKURXJK� D� GHPRQVWUDWLRQ� H[HUFLVH� RI� WKH� $53$� 3URWRW\SLQJ� 7HFKQRORJ\�
3URJUDP� LQ� ����� (QJLQHHUV� RQ� WKH� UHDO� $(*,6� V\VWHP� SURYLGHG� D� SURSRVHG�
UHGHVLJQ�IRU�D�SDUW�RI� WKH�V\VWHP�WKDW� WDNHV�PRQLWRUHG�VHQVRU�GDWD�DERXW�PRYLQJ�
REMHFWV�QHDU�WKH�VKLS��DQG�GHFLGHV�ZKDW�DFWLRQV�WR�WDNH��7R�GR�WKLV�WKH�V\VWHP�PXVW�
resolve the “ tracks”  of moving objects against its geometrical model of the ship 

DQG�QHDUE\�HQWLWLHV��
$Q�LQIRUPDO�GHVFULSWLRQ�RI�WKH�SURSRVHG�DUFKLWHFWXUH�RI�WKH�V\VWHP�LV�VKRZQ�

LQ� )LJXUH� *���� 7KH� V\VWHP� FRQVLVWV� RI� HLJKW� PRGXOHV�� 7KH� ([SHULPHQW� &RQWURO�
PRGXOH� SURYLGHV� VLPXODWHG� LQSXW� IURP� WKH� RSHUDWRU� DQG� VHQVRUV�� DV� ZHOO� DV� D�
“ heartbeat”  signal indicDWLQJ�WKH�SDVVDJH�RI�VLPXODWLRQ�WLPH��7KHUH�DUH���W\SHV�RI�
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VHQVRUV� WKDW�SURYLGH� LQIRUPDWLRQ� LQ���GLIIHUHQW� OHYHOV�RI� VHQVLWLYLW\� �XQFODVVLILHG��
VHFUHW�RI� W\SH�$�DQG�VHFUHW�RI�W\SH�%���([SHULPHQW�&RQWURO�PRGXOH�FRQQHFWHG�WR�
HDFK� RI� WKHVH� VHQVRUV� UHTXHVWV� LI� DQ\� GDWD� LV� UHDG\� DQG� UHFHLYHV� LW� ZKHQ� LW� LV�
DYDLODEOH��7UDFNLQJ�GDWD�LV�VHQW�WR�WKH�7UDFN�6HUYHU��ZKLFK�PDLQWDLQV�D�UHFRUG�RI�
WKH�FXUUHQWO\�PRQLWRUHG�PRYLQJ�REMHFWV��PLVVLOHV��RWKHU�SODQHV��VXEPDULQHV��HWF���
ZLWKLQ� LWV� WUDFNLQJ� UHJLRQ�� 7KH� 'RFWULQH� $XWKRULQJ� PRGXOH� UHFHLYHV� LQSXW�
GHVFULELQJ� UXOHV� RI� HQJDJHPHQW� DQG� DFWLYDWLRQ�� 7KH� *HR6HUYHU� PRGXOH� WDNHV�
GRFWULQH�LQIRUPDWLRQ��IURP�WKH�'RFWULQH�$XWKRULQJ�PRGXOH���DQG�WUDFN�LQIRUPDWLRQ�
�IURP� WKH� 7UDFN� 6HUYHU�� DQG�� EDVHG� RQ� LWV� RZQ� JHRPHWULF� PRGHOV�� GHWHUPLQHV�
ZKLFK� WUDFNV� LQWHUVHFW�ZKLFK� JHRPHWULF� UHJLRQV��7KLV� LQIRUPDWLRQ� �WRJHWKHU�ZLWK�
WUDFN�DQG�GRFWULQH� LQIRUPDWLRQ�� LV� IHG� WR� WKH�'RFWULQH�5HDVRQLQJ�PRGXOH��ZKLFK�
GHWHUPLQHV�ZKDW�DFWLRQ�VKRXOG�WDNH�SODFH��)RU�WKH�SXUSRVHV�RI�WKH�SURWRW\SH�WKHVH�
DFWLRQV��DV�ZHOO�DV�RWKHU�VWDWXV�LQIRUPDWLRQ�LV�GLVSOD\HG�WR�WKH�XVHU�YLD�D�'LVSOD\�
6HUYHU�PRGXOHV��7KHUH�DUH���W\SHV�RI�GLVSOD\�VHUYHUV��)LUVW�GLVSOD\�VHUYHU�FDQ�DOORZ�
PRQLWRULQJ� XQFODVVLILHG� LQIRUPDWLRQ�� WKH� VHFRQG� VHUYHU� DQG� WKH� WKLUG� VHUYHU�
GLVSOD\V�VHFUHW�GDWD�RI�W\SH�$�DQG�W\SH�%��UHVSHFWLYHO\��7KH�ODVW�GLVSOD\�VHUYHU�LV�
XVHG� WR� VHH� WKH� WRS�VHFUHW� LQIRUPDWLRQ�SURGXFHG�E\�'RFWULQH�5HDVRQLQJ�PRGXOH��
7KH�DUURZV�LQ�WKH�ILJXUH�LQGLFDWH�WKH�GLUHFWLRQ�RI�LQIRUPDWLRQ�IORZ��

7KH� SURMHFW� GHYHORSHUV� LQLWLDOO\� DJUHHG� WR� XVH� D� XQLIRUP� FOLHQW�VHUYHU�
RUJDQL]DWLRQ�� LQ�ZKLFK�FOLHQWV� UHTXHVWHG�GDWD� IURP� WKH�VHUYHUV��7KXV� LQIRUPDWLRQ�
would be “ pulled”  from the top to the bottom of the figure: L�H���FOLHQWV�DW�WKH�WLS�RI�
WKH�DUURZV��DQG�WKH�VHUYHUV�DW�WKH�WDLOV��&RPSRQHQWV�WKDW�KDYH�ERWK�LQFRPLQJ�DQG�
RXWJRLQJ�DUURZV�ZRXOG�DFW�ERWK�DV�D�FOLHQW�DQG�D�VHUYHU��7KHUHIRUH��WKHUH�ZLOO�EH���
GLIIHUHQW�W\SHV�RI�FRPSRQHQWV�LQ�WKH�V\VWHP���

• &OLHQW��IRU�PRGXOHV�ZKLFK�DFW�DV�D�FOLHQW�

• 6HUYHU��IRU�PRGXOHV�ZKLFK�DFW�DV�D�VHUYHU�

• 0L[HG&RPS��IRU�PRGXOHV�ZKLFK�DFW�ERWK�DV�D�VHUYHU�DQG�D�FOLHQW�
&OLHQW3XOO7� DQG� 6HUYHU3XVK7� DUH� LQWHUIDFH� W\SHV� LQ� D� W\SLFDO� FOLHQW� VHUYHU�

VW\OH��7KH�FOLHQW�LQLWLDWHV�D�UHTXHVW�WR�VHUYHU�DQG�WKH�VHUYHU�UHVSRQGV�WR�WKH�FOLHQW�E\�
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SURYLGLQJ�WKH�GDWD�UHTXHVWHG��7KHVH�LQWHUIDFH�W\SHV�DUH�XVHG�LQ�&OLHQW�FRPSRQHQW��
6HUYHU�FRPSRQHQW��&OLHQW6HUYHU�FRQQHFWRU�DQG�0L[HG&RPS�FRPSRQHQW�W\SHV���

�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�

���������)LJXUH�*����7KH�([WHQGHG�$(*,6�V\VWHP�WRSRORJ\��FI��>�@��
�

&6 Ï �

([SHULPHQW��
&RQWURO�

'RFWULQH�
5HDVRQLQJ�

*HR6HUYHU�

'LVSOD\��
6HUYHU�,�

7UDFN�
6HUYHU�'RFWULQH�

9DOLGDWLRQ�
'RFWULQH�
$XWKRULQJ�

&6 Ð½Ñ �

&6 Ò �

&6 Ó �

&6 Ô �&6 Õ �&6 Ð �

&6Ö �

&6 × �

&6 Ø �

6HQVRU�,�
for ‘unclassified’  
OHYHO�RI�SULYDF\�

6HQVRU�,,�
for ‘secret A’   
OHYHO�RI�SULYDF\�

&6 Ð Ô � &6 Ð Õ �

6HQVRU�,,,�
for ‘secret B’   
OHYHO�RI�SULYDF\�

&6 Ð
Ð �

'LVSOD\��
6HUYHU�,,�

&3 Ø �

&3 Ó �

&3 × � &3 Ò �
&3Õ �

&3 Ð �

&3 Ô �

&3 Ö �

'LVSOD\��
6HUYHU�,,,�

'LVSOD\��
6HUYHU�,9�

&3 Ï � &3$�
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2WKHU� LQWHUIDFH� W\SHV� �&OLHQW3XVK7� DQG� 6HUYHU3XOO7�� DUH� VSHFLILF� FOLHQW� VHUYHU�
LQWHUIDFH�W\SHV�LQ�ZKLFK�WKH�GDWD�IORZ�RSHUDWHV�LQ�DQ�RSSRVLWH�GLUHFWLRQ��L�H��&OLHQW�
UHTXHVWV� WR� 6HUYHU� E\� VHQGLQJ� WKH� GDWD� DQG� WKH� 6HUYHU� UHVSRQGV� LW� E\� DQ�
DFNQRZOHGJHPHQW� �UHVXOW��� 7KLV� W\SH� RI� FRQQHFWLRQ� �ZKRVH� GHVFULSWLRQ� LV� WKH�
FRQQHFWRU�W\SH�&OLHQW6HUYHU3XVK��LV�XVHG�LQ�'LVSOD\�6HUYHU�PRGXOHV�RI�WKH�V\VWHP��
&OLHQWV�RI�WKHVH�VHUYHUV�LQLWLDWH�WKH�GDWD�IORZ�LQ�WKH�GLUHFWLRQ�RI�FOLHQWV�WR�'LVSOD\�
6HUYHUV��&OLHQW6HUYHU3XVK�FRQQHFWLRQV�DUH� UHSUHVHQWHG�E\�GDVKHG� OLQHV� LQ�)LJXUH�
*����

7KH� DFFHVV� FRQWURO� ODWWLFH� PRGHO� IRU� WKH� $(*,6� SURMHFW� DQG� LWV� :ULJKW�F�
GHVFULSWLRQV�DUH�JLYHQ�LQ�)LJXUH�*����DQG�)LJXUH�*�����UHVSHFWLYHO\��7KH�FOHDUDQFH�
WKDW�GRPLQDWHV�D�VHFXULW\�ODEHO�LV�VKRZQ�LQ�SDUHQWKHVHV��

�
�
�
�
�

)LJXUH�*����$FFHVV�FRQWURO�ODWWLFH�PRGHO�IRU�WKH�H[WHQGHG�$(*,6�
�

7KH� IROORZLQJ� LV� WKH�&OLHQW6HUYHU� VW\OH� IRU� WKH�H[WHQGHG�$(*,6�SURMHFW�� ,W�
EHJLQV�E\�LPSRUWLQJ�WKH�ODWWLFH�ILOH�IRU�WKH�SURMHFW�JLYHQ�DERYH��,QWHUIDFH�W\SHV�DUH�
WKHQ�GHVFULEHG��&OLHQW3XOO7�DQG�6HUYHU3XVK7�DUH�LQWHUIDFH�W\SHV�LQ�D�W\SLFDO�FOLHQW�
VHUYHU�VW\OH��7KH�FOLHQW�LQLWLDWHV�D�UHTXHVW�WR�VHUYHU�DQG�WKH�VHUYHU�UHVSRQGV�WR�WKH�
FOLHQW� E\� SURYLGLQJ� WKH� GDWD� UHTXHVWHG�� 7KHVH� LQWHUIDFH� W\SHV� DUH� XVHG� LQ�&OLHQW�
FRPSRQHQW�� 6HUYHU� FRPSRQHQW�� &OLHQW6HUYHU� FRQQHFWRU� DQG� 0L[HG&RPS�
FRPSRQHQW�W\SHV��2WKHU�LQWHUIDFH�W\SHV��&OLHQW3XVK7�DQG�6HUYHU3XOO7��DUH�VSHFLILF�
FOLHQW� VHUYHU� LQWHUIDFH� W\SHV� LQ� ZKLFK� WKH� GDWD� IORZ� RSHUDWHV� LQ� DQ� RSSRVLWH�
GLUHFWLRQ��L�H��&OLHQW�UHTXHVWV�WR�6HUYHU�E\�VHQGLQJ�WKH�GDWD�DQG�WKH�6HUYHU�UHVSRQGV�
LW�E\�DQ�DFNQRZOHGJHPHQW��UHVXOW���7KLV�W\SH�RI�FRQQHFWLRQ��ZKRVH�GHVFULSWLRQ�LV�

6(&5(7B$�6(&5(7B%�

81&/$66,),('�

7236(&5(7�

�$87+25,=('B$���$87+25,=('B%��

�����25',1$5<��

�$'0,1,675$725��
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WKH� FRQQHFWRU� W\SH� &OLHQW6HUYHU3XVK�� LV� XVHG� LQ� 'LVSOD\� 6HUYHU� PRGXOHV� RI� WKH�
V\VWHP��&OLHQWV�RI� WKLV�VHUYHUV� LQLWLDWH� WKH�GDWD�IORZ�LQ� WKH�GLUHFWLRQ�RI�FOLHQWV� WR�
'LVSOD\�6HUYHUV��&OLHQW6HUYHU3XVK�FRQQHFWLRQV�DUH�UHSUHVHQWHG�E\�GDVKHG�OLQHV�LQ�
)LJXUH�*����

�
/DWWLFH�$/�
���6HFXULW\/DEHOV��
���� 81&/$66,),('���
� 6(&5(7B$��
� �6(&5(7B%�������
� �7236(&5(7�
���2UGHULQJ�
�� 81&/$66,),('�6(&5(7B$�7236(&5(7�
�� 81&/$66,),('�6(&5(7B%�7236(&5(7�
���&OHDUDQFH/LVW�
�� $'0,1,675$725� ��7236(&5(7�
�� $87+25,=('B$�� ��6(&5(7B$�
�� $87+25,=('B%� ��6(&5(7B%�
�� 25',1$5<� � ��81&/$66,),('�
(QG�/DWWLFH�

�
)LJXUH�*����7KH�:ULJKW�F�GHVFULSWLRQ�RI�WKH�DFFHVV�FRQWURO�ODWWLFH�PRGHO�IRU�

WKH�([WHQGHG�$(*,6�
�
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�
6W\OH�&OLHQW6HUYHU�
����,PSRUW�/DWWLFH�$/�³�SURMHFW�DHJLV�$HJLVBODWWLFH�W[W´�
����,QWHUIDFH�7\SH�&OLHQW3XOO7�� �RSHQ� �2SHUDWH�� §�
�������:KHUH�2SHUDWH� �UHTXHVW�� �UHVXOW"[ �2SHUDWH����&ORVH�
�������������������&ORVH���� �FORVH�  §�
����,QWHUIDFH�7\SH�6HUYHU3XVK7��τ���6HFXULW\/DEHO��� �RSHQ� �2SHUDWH�
 §�
�������:KHUH�2SHUDWH� �UHTXHVW�� �UHVXOW�[τ� �2SHUDWH��
�&ORVH�
�������������������&ORVH� �FORVH�  §�
����,QWHUIDFH�7\SH�&OLHQW3XVK7�� �RSHQ� �2SHUDWH���§�
�������:KHUH�2SHUDWH� �UHTXHVW�[�� �UHVXOW �2SHUDWH���&ORVH�
�������������������&ORVH� �FORVH�  §�
����,QWHUIDFH�7\SH�6HUYHU3XOO7�� �RSHQ� �2SHUDWH�
 §�
��������:KHUH�2SHUDWH� �UHTXHVW"[�� �UHVXOW� �2SHUDWH��
�&ORVH�
�������������������&ORVH� �FORVH�  §�

����&RQQHFWRU��&OLHQW6HUYHU��� �
��������5ROH�&OLHQW� �&OLHQW3XOO7�
��������5ROH�6HUYHU� �6HUYHU3XVK7�
� �*OXH� �&OLHQW�RSHQ� �6HUYHU�RSHQ� �*OXH�
� � 
�&OLHQW�FORVH� �6HUYHU�FORVH� �*OXH�
�������������������
�&OLHQW�UHTXHVW� �6HUYHU�UHTXHVW� �*OXH�
�������������������
�6HUYHU�UHVXOW"[� �&OLHQW�UHVXOW�[� �*OXH���
�������������������
 §��
�&RQQHFWRU��&OLHQW6HUYHU3XVK���� �
���������5ROH�&OLHQW3� �&OLHQW3XVK7�
���������5ROH�6HUYHU3� �6HUYHU3XOO7�
���������*OXH� �&OLHQW3�RSHQ� �6HUYHU3�RSHQ� �*OXH�
�������������������
�&OLHQW3�FORVH� �6HUYHU3�FORVH� �*OXH�
�������������������
�&OLHQW3�UHTXHVW"[� �6HUYHU3�UHTXHVW�[� �*OXH�
�������������������
�6HUYHU3�UHVXOW� �&OLHQW3�UHVXOW �*OXH�
�������������������
 §�

�
)LJXUH�*����:ULJKW�F�GHVFULSWLRQ�RI�FOLHQW�VHUYHU�VW\OH�RI�WKH�([WHQGHG�$(*,6�

�
�
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&RPSRQHQW�&OLHQW�QXP6HUYHUV�������� �
� 3RUW�6HUYLFH ÙCÚ Ú Û�Ü�Ý8ÞCßCàÀá ß½à â � �&OLHQW3XOO7�
� &RPSXWDWLRQ� ���[����QXP6HUYHUV�•�6HUYLFH ã �RSHQ�  §); UseOrExit�
����������:KHUH�8VH2U([LW� �8VH6HUYLFH���([LW�
� � ���8VH6HUYLFH� ���[�������QXP6HUYHUV�
�����������������������������������������•�6HUYLFH ã �UHTXHVW� �6HUYLFH ã �UHVXOW"\� �8VH2U([LW�
������������������������([LW� ���[�������QXP6HUYHUV�•�6HUYLFH ã �FORVH�  §) ;  §�
�
����&RPSRQHQW�6HUYHU�QXP&OLHQWV��������QXP3&OLHQWV��������τ���6HFXULW\/DEHO�� �
����������3RUW�&OLHQW ÙCÚ Ú ä0åCæ:ç
è é êgä�ë ì � �6HUYHU3XVK7�τ��
����������3RUW�&OLHQW3 Ù0Ú Ú äCåCæ<í½ç
è é ê0ä½ë ì � �6HUYHU3XOO7��
����������&RPSXWDWLRQ� �:DLW)RU&OLHQW î�ïñð î�ï �
������������:KHUH�:DLW)RU&OLHQW òCóÀô � �
�[���������QXP&OLHQWV�QXP3&OLHQWV���?��2�∪�&��
� � � � � •��&OLHQW ã �RSHQ� �'HFLGH1H[W$FWLRQ õ ∪ î ãCïñð ç
������������������������������������������������
�&OLHQW3 ã �RSHQ� �'HFLGH1H[W$FWLRQ õ ∪ î ã0ïÀð ç ��

� � � �����������:DLW)RU&OLHQW òCóÀô �����[���2�•�5HDG)URP&OLHQW ö ó òCóÀô ���
� � � �������������:KHQ�2≠^`�Λ�2∪&�≠�����QXP&OLHQWV��QXP3&OLHQWV��
� � � �������������[���2�•�5HDG)URP&OLHQW öÀó ò½óÀô ó �
����'HFLGH1H[W$FWLRQ òCóÀô  �������:KHQ�2≠^`�Λ�2∪& ����QXP&OLHQWV��QXP3&OLHQWV��
� � � �����������:DLW)RU&OLHQW ÷ ø óÀô ó
��� � � �������������:KHQ�2� �^`�Λ�&�≠������QXP&OLHQWV��QXP3&OLHQWV��
����������                        §,�
��������������������������������������������:KHQ�2� �^`�Λ�&� �����QXP&OLHQWV��QXP3&OLHQWV��
�
���5HDG)URP&OLHQW öÀó òCóÀô  �&OLHQW ã �UHTXHVW� �&OLHQW ã �UHVXOW�\τ� �'HFLGH1H[W$FWLRQ òCóÀô �
� � � �
�&OLHQW ã �FORVH� �'HFLGH1H[W$FWLRQ� ò8ù ÷ ö�ø óÀô ∪ ÷ öñø � �
�������������������������������
�&OLHQW3 ã �UHTXHVW"�\τ� �&OLHQW3 ã �UHVXOW� �'HFLGH1H[W$FWLRQ òCóÀô �
� � � �
�&OLHQW3 ã �FORVH� �'HFLGH1H[W$FWLRQ� ò:ù ÷ ö�ø óÀô ∪ ÷ ö�ø � �
�
&RPSRQHQW�0L[HG&RPS� úvû
üzýqþ
ÿ��Àþ
ÿ ��� ��� � � úvû
ü
	�� 
 þ
ú�� ��� ��� � � úvû
ü��
ýqþ
ÿ��Àþ�ÿ ��� ��� � � ú�û
ü���	�� 
 þ
ú�� ��� ��� � � �� �
����������3RUW�6HUYLFH ÙCÚ Ú äCåCæ��½ê�� ��ê�� ì � �&OLHQW3XOO7�
����������3RUW�&OLHQW ÙCÚ Ú ä0åCæ:ç
è é êgä�ë ì � �6HUYHU3XVK7�
����������3RUW�6HUYLFH3 ÙCÚ Ú äCå0æ<í��½ê�� �½ê�� ì � �&OLHQW3XVK7�
����������3RUW�&OLHQW3 Ù0Ú Ú äCåCæ<í�ç
è é ê0ä�ë ì � �6HUYHU3XOO7�

�
)LJXUH�*����:ULJKW�F�GHVFULSWLRQ�RI�FOLHQW�VHUYHU�VW\OH�RI�WKH�([WHQGHG�$(*,6��FRQWLQXHG��

�



�
�
�

����

�
��&RPSXWDWLRQ� �2SHQ6HUYLFHV���:DLW)RU&OLHQW î�ïñð î�ï �
�������:KHUH�:DLW)RU&OLHQW ò½óÀô � �
�[��������QXP&OLHQWV�QXP3&OLHQWV�?��2�∪�&��
�����������������������������������������������������•��&OLHQW ã �RSHQ� �'HFLGH1H[W$FWLRQ õ ∪ î ã0ïÀð ç


�&OLHQW3 ã �RSHQ� �'HFLGH1H[W$FWLRQ õ ∪ îÀãCïÀð ç ��
�
� � �������������������:DLW)RU&OLHQW òCóÀô �����[���2�•�5HDG)URP&OLHQW öÀó òCóÀô ��
���������������������������������������������������8VH6HUYLFH�'HFLGH1H[W$FWLRQ òCóÀô ���
� � ����������������������:KHQ�2≠�^`�Λ�2�∪�&�≠�����QXP&OLHQWV�QXP3&OLHQWV��
� �������� �����������������������
����������������������������������������[���2�•�5HDG)URP&OLHQW ö ó òCóÀô ��

���8VH6HUYLFH�'HFLGH1H[W$FWLRQ� ÷ ø óÀô � �
'HFLGH1H[W$FWLRQ òCóÀô  ���������:KHQ�2≠�^`�Λ�2�∪�&� �����QXP&OLHQWV�QXP3&OLHQWV��
� � ���������������
�������������������������������������:DLW)RU&OLHQW ÷ øÀóÀô ���8VH6HUYLFH�'HFLGH1H[W$FWLRQ ÷ øÀóÀô ���
���� � �����������������������:KHQ�2� �^`�Λ�&�≠�����QXP&OLHQWV�QXP3&OLHQWV��
��������������������������������
��������������������������������������8VH6HUYLFH�'HFLGH1H[W$FWLRQ ÷ ø ó � ��� � ÛgÜ�ÝLô��  ß½Û�! â " ����([LW�����������
��������������������������������������������:KHQ�2� �^`�Λ�&� �����QXP&OLHQWV�QXP3&OLHQWV��
�
�
�5HDG)URP&OLHQW ö ó òCóÀô  �&OLHQW ã �UHTXHVW� ��2SWLRQDO8VH6HUYLFH������������������������������������������������������������������������������
���������������������������������&OLHQW ã �UHVXOW�\� �'HFLGH1H[W$FWLRQ òCóÀô ��
� � �������������
��&OLHQW ã �FORVH� �'HFLGH1H[W$FWLRQ� ò8ù ÷ öñøÀóÀô ∪ ÷ öñø � �
�������������������������������
��&OLHQW3 ã �UHTXHVW�\� ��2SWLRQDO8VH6HUYLFH��
�������������������������������
�&OLHQW3 ã �UHVXOW� �'HFLGH1H[W$FWLRQ òCóÀô ��
� � ������������
��&OLHQW3 ã �FORVH� �'HFLGH1H[W$FWLRQ� ò8ù ÷ öñø óñô ∪ ÷ ö�ø � �
8VH6HUYLFH� ���[�������QXP6HUYHUV�QXP36HUYHUV���
�������������������������������•��6HUYLFH ã �UHTXHVW� �6HUYLFH ã �UHVXOW"\�  §�
�������������������������������
��6HUYLFH3 ã �UHTXHVW�\� �6HUYLFH ã �UHVXOW�  §)�
2SWLRQDO8VH6HUYLFH� ��8VH6HUYLFH��2SWLRQDO8VH6HUYLFH����§�
2SHQ6HUYLFHV� ��[�������QXP6HUYHUV�QXP36HUYHUV���
���������������������������•��6HUYLFH ã �RSHQ�   §  
���6HUYLFH3 ã �RSHQ�   §)�
([LW� ���[�����QXP6HUYHUV�QXP36HUYHUV���
���������������������������•��6HUYLFH ã �FORVH�   §   
��6HUYLFH3 ã �FORVH�   §)�
(QG6W\OH�
�

�
)LJXUH�*����:ULJKW�F�GHVFULSWLRQ�RI�FOLHQW�VHUYHU�VW\OH�RI�WKH�([WHQGHG�$(*,6�

�FRQWLQXHG��
�



�
�
�

����

7KH�VW\OH�SUHVHQWHG�DERYH�KDV�FRPSRQHQW�DQG�FRQQHFWRU�W\SHV�WR�EH�XVHG�LQ�
WKH�FRQILJXUDWLRQ�JLYHQ�EHORZ��7KH�LQIRUPDO�GHVFULSWLRQV�RI�WKHP�DUH�DV�IROORZV��

• &RPSRQHQW�&OLHQW���D�FRPSRQHQW�WKDW�DFWV�DV�D�FOLHQW��,W�PD\�KDYH�RQH�RU�
PRUH�SRUWV��QDPHG�DV�6HUYLFH # ��WR�FRQQHFW�WR�GLIIHUHQW�VHUYHU�FRPSRQHQWV��
7KH�QXPEHU�RI�SRUWV� LV�G\QDPLF�DQG�ERXQG�ZKHQ� LW� LV� LQVWDQWLDWHG� LQ� WKH�
FRQILJXUDWLRQ���

• &RPSRQHQW�6HUYHU���D�FRPSRQHQW�WKDW�DFWV�DV�D�VHUYHU��,W�PD\�KDYH�RQH�RU�
PRUH� SRUWV� �QDPHG� DV�&OLHQW # �� WR� FRQQHFW� WR� GLIIHUHQW� FOLHQW� FRPSRQHQWV��
7KH�QXPEHU�RI�SRUWV� LV�G\QDPLF�DQG�ERXQG�ZKHQ� LW� LV� LQVWDQWLDWHG� LQ� WKH�
FRQILJXUDWLRQ��

• &RQQHFWRU�&OLHQW6HUYHU��D�FRQQHFWRU�WR�PDNH�D�FRQQHFWLRQ�EHWZHHQ�&OLHQW�
DQG�6HUYHU�FRPSRQHQWV��,W�KDV�WZR�UROHV��QDPHG�&OLHQW�DQG�6HUYHU��RQH�IRU�
FOLHQW� VLGH� DQG� RQH� IRU� VHUYHU� VLGH�� UHVSHFWLYHO\��� &OLHQW6HUYHU� FRQQHFWRU�
WRJHWKHU� ZLWK� &OLHQW� DQG� 6HUYHU� FRPSRQHQWV� RSHUDWHV� DV� D� W\SLFDO� FOLHQW�
VHUYHU� VW\OH�� 7KDW�PHDQV�� FOLHQW�PDNHV� UHTXHVW� DQG� VHUYHU� UHVSRQGV� LW� E\�
SURYLGLQJ�GDWD��,Q�RUGHU�WR�KDQGOH�RSSRVLWH�GLUHFWLRQ�RI�GDWD�IORZ��ZH�KDYH�
GHILQHG� &OLHQW6HUYHU3XVK� FRQQHFWRU� DQG� DQ� DGGLWLRQDO� SRUW� �QDPHO\�
&OLHQW3 # ��LQ�6HUYHU�FRPSRQHQW�GHVFULEHG�DERYH��

• &RQQHFWRU�&OLHQW6HUYH3XVK�� D� FRQQHFWRU� WR� PDNH� D� FRQQHFWLRQ� EHWZHHQ�
&OLHQW� DQG� 6HUYHU� FRPSRQHQWV�� ,W� KDV� WZR� UROHV� �QDPHG� &OLHQW3� DQG�
6HUYHU3�� RQH� IRU� FOLHQW� VLGH� DQG� RQH� IRU� VHUYHU� VLGH�� UHVSHFWLYHO\���
&OLHQW6HUYHU3XVK� FRQQHFWRU� WRJHWKHU� ZLWK� &OLHQW� DQG� 6HUYHU� FRPSRQHQWV�
RSHUDWHV� VXFK� WKDW� FOLHQW� PDNHV� UHTXHVW� E\� SURYLGLQJ� GDWD� WR� VHUYHU� DQG�
VHUYHU� UHVSRQGV� LW� E\� DQ� DFNQRZOHGJHPHQW��:H� GLG� QRW� QHHG� WR� GHILQH� D�
VHSDUDWH�&OLHQW�FRPSRQHQW�IRU�WKLV�W\SH�RI�FRQQHFWLRQ�VLQFH�WKH�FOLHQW�VLGH�
LV�0L[HG&RPS�W\SH�RI�FRPSRQHQW�LQ�RXU�H[DPSOH�SURMHFW��

• &RPSRQHQW� 0L[HG&RPS�� D� FRPSRQHQW� WKDW� DFWV� ERWK� DV� FOLHQW� DQG� DV�
VHUYHU��,W�KDV���W\SHV�RI�SRUWV���&OLHQW # DQG�6HUYLFH # �IRU�&OLHQW6HUYHU�W\SH�RI�
FRQQHFWLRQ�� DQG� &OLHQW3$ � DQG� 6HUYLFH3$ � IRU� &OLHQW6HUYHU3XVK� W\SH� RI�
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FRQQHFWLRQ��7KH�QXPEHUV�RI�SRUWV��L�DQG�M��WR�PDNH�PXOWLSOH�FRQQHFWLRQV�LV�
WDNHQ�DV�SDUDPHWHUV�DQG�ERXQG�ZKHQ�WKH�FRPSRQHQW�LV�LQVWDQWLDWHG��

$OO� WKH� FRPSRQHQW� DQG� FRQQHFWRU� GHVFULSWLRQ� WDNH� DQ� DGGLWLRQDO� DUJXPHQW��
ZKLFK�LV�ERXQG�ZKHQ�LW�LV�LQVWDQWLDWHG��FDOOHG�6HFXULW\/DEHO�DQG�YDULDEOHV�FDUU\LQJ�
LQIRUPDWLRQ� DUH� VXSHUVFULSWHG� E\� WKLV� 6HFXULW\� ODEHO�� 6R�� LW� PHDQV� WKH� YDULDEOHV�
KDYH� GDWD�ZLWK� WKDW� VHFXULW\� �RU� VHQVLWLYLW\�� OHYHO�� 7KLV� LV� QHFHVVDU\� EHFDXVH� WKH�
SRUWV� LQ�D�FRPSRQHQW�VKRXOG�DOORZ�GDWD�IORZ�ZLWK�DOORZHG�DFFHVV�DXWKRULW\��7KH�
WRRO� GHYHORSHG� YHULILHV� GDWD� IORZLQJ� EHWZHHQ� RU� LQVLGH� WKH� FRPSRQHQWV� DQG�
FRQQHFWRUV�ZLWK�UHVSHFW�WR�FOHDUDQFH�DQG�WKH�ODWWLFH�FRQVWUXFWHG���

)LJXUH�*��� SUHVHQWV� WKH�:ULJKW�F� FRQILJXUDWLRQ� WKH� H[WHQGHG�$(*,6� XVLQJ�
WKH�VW\OH�JLYHQ�LQ�)LJXUH�*����

�

&RQILJXUDWLRQ�$(*,6�
����6W\OH�&OLHQW6HUYHU�
����,QVWDQFHV�
� 6HQVRU,�� � ��6HUYHU�����$/7�PLQ����
� 6HQVRU,,� � ��6HUYHU�����6(&5(7$��
� 6HQVRU,,,� � ��6HUYHU�����6(&5(7%��
� ([SHULPHQW&RQWURO� ��0L[HG&RPS����������
���� 'RFWULQH$XWKRULQJ� ��0L[HG&RPS����������
� 'RFWULQH9DOLGDWLRQ� ��0L[HG&RPS����������
� 7UDFN6HUYHU� � ��0L[HG&RPS����������
� *HR6HUYHU� � ��0L[HG&RPS����������
� 'RFWULQH5HDVRQLQJ� ��0L[HG&RPS����������
� &6 ÙCÚ Ú Ù�% � � � ��&OLHQW6HUYHU���
� &3 ÙCÚ Ú % � � ��&OLHQW6HUYHU3XVK���
� &3 & Ú Ú ' � � � ��&OLHQW6HUYHU3XVK���
� &3 (�Ú Ú ) � � ��&OLHQW6HUYHU3XVK���
� &3$� � � ��&OLHQW6HUYHU3XVK���
� 'LVSOD\6HUYHU,� � ��6HUYHU�����$/7�PLQ����
� 'LVSOD\6HUYHU,,� � ��6HUYHU�����6(&5(7B$��
� 'LVSOD\6HUYHU,,,�� ��6HUYHU�����6(&5(7B%��
� 'LVSOD\6HUYHU,9�� ��6HUYHU�����7236(&5(7��
�
�

)LJXUH�*����:ULJKW�F�GHVFULSWLRQ�RI�WKH�([WHQGHG�$(*,6�FRQILJXUDWLRQ�
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�
���&OHDUDQFH�
� 6HQVRU,�� � � � ��25',1$5<�
� 6HQVRU,,� � � � ��$87+25,=('B$�
� 6HQVRU,,,� � � � ��$87+25,=('B%�
� ([SHULPHQW&RQWURO�� � � ��$'0,1,675$725��
� ([SHULPHQW&RQWURO�&OLHQW Ù �� � ��$87+25,=('B$�
� ([SHULPHQW&RQWURO�&OLHQW * �� � ��$87+25,=('B$�
� ([SHULPHQW&RQWURO�&OLHQW % �� � ��$87+25,=('B%�
� 'RFWULQH$XWKRULQJ� ������� � ��25',1$5<�
� 'RFWULQH$XWKRULQJ�&OLHQW Ù �� � ��$87+25,=('B$�
� 'RFWULQH$XWKRULQJ�&OLHQW * �� � ��$87+25,=('B$�
� 'RFWULQH$XWKRULQJ�&OLHQW % �� � ��$87+25,=('B$�
� 'RFWULQH9DOLGDWLRQ� � � ��$87+25,=('B$�
� 'RFWULQH9DOLGDWLRQ�6HUYLFH % � � ���$87+25,=('B%�
� 'RFWULQH9DOLGDWLRQ�6HUYLFH3 * � � ��$87+25,=('B%�
� 7UDFN6HUYHU� � � � ��$87+25,=('B%�
� 7UDFN6HUYHU�6HUYLFH3 Ù � � � ��25',1$5<�
� 7UDFN6HUYHU�6HUYLFH3 * � � � ��$87+25,=('B$�
� *HR6HUYHU� � � � ��$87+25,=('B$�
� 'RFWULQH5HDVRQLQJ���� � � ��$'0,1,675$725�
� 'RFWULQH5HDVRQLQJ�6HUYLFH3 Ù � � ��25',1$5<�
� 'RFWULQH5HDVRQLQJ�6HUYLFH3 * � � ��$87+25,=('B$�
� 'RFWULQH5HDVRQLQJ�6HUYLFH3 % � � ��$87+25,=('B%�
� 'LVSOD\6HUYHU,� � � � ��25',1$5<�
� 'LVSOD\6HUYHU,,� � � � ��$87+25,=('B$�
� 'LVSOD\6HUYHU,,,�� � � ��$87+25,=('B%�
� 'LVSOD\6HUYHU,9�� � � ��$'0,1,675$725�
$WWDFKPHQWV�
� ([SHULPHQW&RQWURO�&OLHQW Ù �DV�&6 Ù �6HUYHU�
� 'RFWULQH$XWKRULQJ�6HUYLFH Ù �DV�&6 Ù �&OLHQW�
� ([SHULPHQW&RQWURO�&OLHQW * �DV�&6 * �6HUYHU�
� 'RFWULQH9DOLGDWLRQ�6HUYLFH * �DV�&6 * �&OLHQW�
� ([SHULPHQW&RQWURO�&OLHQW % �DV�&6 % �6HUYHU�
� 7UDFN6HUYHU�6HUYLFH Ù �DV�&6 % �&OLHQW�
� 'RFWULQH$XWKRULQJ�&OLHQW % �DV�&6 & �6HUYHU�
� 'RFWULQH9DOLGDWLRQ�6HUYLFH Ù �DV�&6 & �&OLHQW�
� 7UDFN6HUYHU�&OLHQW Ù �DV�&6 + �6HUYHU�
� 'RFWULQH9DOLGDWLRQ�6HUYLFH % �DV�&6 + �&OLHQW�
�

�
)LJXUH�*����:ULJKW�F�GHVFULSWLRQ�RI�WKH�([WHQGHG�$(*,6�FRQILJXUDWLRQ�

�FRQWLQXHG��
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� 'RFWULQH$XWKRULQJ�&OLHQW Ù DV�&6 ' �6HUYHU��
�������'RFWULQH5HDVRQLQJ�6HUYLFH * �DV�&6 ' �&OLHQW��
�������'RFWULQH$XWKRULQJ�&OLHQW * �DV�&6 ( �6HUYHU�
� *HR6HUYHU�6HUYLFH Ù �DV�&6 ( �&OLHQW�
� 7UDFN6HUYHU�&OLHQW % �DV�&6 , �6HUYHU�
� 'RFWULQH5HDVRQLQJ�6HUYLFH % �DV�&6 , �&OLHQW�
� 7UDFN6HUYHU�&OLHQW * �DV�&6 ) �6HUYHU�
� *HR6HUYHU�6HUYLFH * �DV�&6 ) �&OLHQW�
� *HR6HUYHU�&OLHQW Ù �DV�&6 Ù.- �&OLHQW�
� 'RFWULQH5HDVRQLQJ�6HUYLFH Ù �DV�&6 Ù.- �&OLHQW�
� 6HQVRU,�&OLHQW Ù �DV�&6 Ù.% �6HUYHU�
� ([SHULPHQW&RQWURO�6HUYLFH Ù �DV�&6 Ù�% �&OLHQW�
� 6HQVRU,,�&OLHQW Ù �DV�&6 Ù�* �6HUYHU�
� ([SHULPHQW&RQWURO�6HUYLFH * �DV�&6 Ù/* �&OLHQW�
� 6HQVRU,,,�&OLHQW Ù �DV�&6 ÙCÙ �6HUYHU�
� ([SHULPHQW&RQWURO�6HUYLFH % �DV�&6 Ù0Ù �&OLHQW�
� 'LVSOD\6HUYHU,�&OLHQW3 Ù �DV�&3 Ù �6HUYHU3�
� 'RFWULQH$XWKRULQJ�6HUYLFH3 Ù �DV�&3 Ù �&OLHQW3�
� 'LVSOD\6HUYHU,�&OLHQW3 % �DV�&3 * �6HUYHU3�
� 7UDFN6HUYHU�6HUYLFH3 Ù �DV�&3 * �&OLHQW3�
� 'LVSOD\6HUYHU,�&OLHQW3 * �DV�&3 % �6HUYHU3�
� 'RFWULQH5HDVRQLQJ�6HUYLFH3 Ù �DV�&3 % �&OLHQW3�
� 'LVSOD\6HUYHU,,�&OLHQW3 Ù �DV�&3 & �6HUYHU3�
� 'RFWULQH9DOLGDWLRQ�6HUYLFH3 Ù �DV�&3 & �&OLHQW3�
� 'LVSOD\6HUYHU,,�&OLHQW3 * �DV�&3 + �6HUYHU3�
� 7UDFN6HUYHU�6HUYLFH3 * �DV�&3 + �&OLHQW3�
� 'LVSOD\6HUYHU,,�&OLHQW3 % �DV�&3 ' �6HUYHU3�
� 'RFWULQH5HDVRQLQJ�6HUYLFH3 * �DV�&3 ' �&OLHQW3�
� 'LVSOD\6HUYHU,,,�&OLHQW3 Ù �DV�&3 ( �6HUYHU3�
� 'RFWULQH9DOLGDWLRQ�6HUYLFH3 * �DV�&3 ( �&OLHQW3�
� 'LVSOD\6HUYHU,,,�&OLHQW3 * �DV�&3 , �6HUYHU3�
� 7UDFN6HUYHU�6HUYLFH3 % �DV�&3 , �&OLHQW3�
� 'LVSOD\6HUYHU,,,�&OLHQW3 % �DV�&3 ) �6HUYHU3�
� 'RFWULQH5HDVRQLQJ�6HUYLFH3 % �DV�&3 ) �&OLHQW3�
� 'LVSOD\6HUYHU,9�&OLHQW3 Ù �DV�&3$�6HUYHU3�
� 'RFWULQH5HDVRQLQJ�6HUYLFH3 & �DV�&3$�&OLHQW3�
(QG�$(*,6�
�

)LJXUH�*����:ULJKW�F�GHVFULSWLRQ�RI�WKH�([WHQGHG�$(*,6�FRQILJXUDWLRQ�
�FRQWLQXHG��

�
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,Q� WKH� DWWDFKPHQW� VHFWLRQ�� DOO� WKH� FRQQHFWLRQV� �VHH� WKH� )LJXUH� *���� DUH�
HVWDEOLVKHG��7KLV� LV�GRQH�E\�DWWDFKLQJ�HDFK� LQVWDQFH�RI�FRPSRQHQWV� WR�D�VXLWDEOH�
UROH�RI�D�FRQQHFWRU�LQVWDQFH��7KH�QXPEHU�RI�SRUWV�RI�DQ�LQVWDQFH�RI�D�FRPSRQHQW�LV�
GHFODUHG� LQ� WKH� LQVWDQFHV� SDUW� RI� WKH� FRQILJXUDWLRQ�� )RU� H[DPSOH�� ([SHULPHQW�
FRQWURO�LV�D�0L[HG&RPS�W\SH�ZLWK���VHUYLFH�SRUW�DQG���FOLHQW�SRUW��(DFK�VHUYHU�SRUW�
RI� WKLV� FRPSRQHQW� LV� � FRQQHFWHG� WR�&OLHQW�SRUW�RI� VHQVRUV�� ,Q� WKHVH�FRQQHFWLRQV��
([SHULPHQW�FRQWURO�DFWV�DV�D�FOLHQW�DQG�VHQVRUV�DFW�DV�VHUYHUV��2Q�WKH�RWKHU�KDQG��
([SHULPHQW�&RQWURO�PRGXOH�LV�FRQQHFWHG��XVLQJ�&6 0 ��&6 1 DQG�&6 2 �FRQQHFWRUV��WR�
FRPSRQHQWV�'RFWULQH$XWKRULQJ��'RFWULQH9DOLGDWLRQ�DQG�7UDFN6HUYHU�FRPSRQHQWV��
,Q� WKHVH� FRQQHFWLRQV�� ([SHULPHQW� &RQWURO� DFWV� DV� VHUYHU� ZKHUHDV�
'RFWULQH$XWKRULQJ��'RFWULQH9DOLGDWLRQ�DQG�7UDFN6HUYHU�DFW�DV�FOLHQWV��

,Q� WKH� FRQILJXUDWLRQ�� ([SHULPHQW� &RQWURO� PRGXOH� FROOHFWV�� FODVVLILHV� DQG�
GLVSDWFKHV� WKH� UDZ� GDWD� WR� 'RFWULQH� $XWKRULQJ�� 'RFWULQH� 9DOLGDWLRQ� DQG� 7UDFN�
6HUYHU��7KH�VHFXULW\� ODEHOV�RI� WKH�ILUVW� WZR�GDWD�DUH�RI�W\SH�6(&5(7B$�ZKHUHDV�
WKDW�RI�VHQW�WR�WKH�7UDFN�6HUYHU�LV�6(&85,7<B%��

'RFWULQH�$XWKRULQJ�GLVSOD\V�LWV�ORJ�GDWD�ODEHOOHG�DV�81&/$66,),('�RQ�WKH�
'LVSOD\�6HUYHU� ,�� ,W� SURYLGHV�6(&5(7B$� W\SH�RI�GDWD� WR�*HR6HUYHU� DQG�DOVR� WR�
'RFWULQH�5HDVRQLQJ�FRPSRQHQWV��

'RFWULQH� 9DOLGDWLRQ� KDYLQJ� GDWD� IURP� ([SHULPHQW� &RQWURO�� 'RFWULQH�
$XWKRULQJ�DQG�7UDFN�6HUYHU��YDOLGDWHV�WKHP�DQG�SURGXFHV�WZR�W\SHV��6(&5(7B$��
6(&5(7B%��RI�RXWSXW�WR�EH�GLVSOD\HG�RQ�'LVSOD\�6HUYHU�,�DQG�,,��UHVSHFWLYHO\��

7UDFN�6HUYHU�DFFHSWV�GDWD�IURP�([SHULPHQW�&RQWURO�DQG�VXSSOLHV�LQIRUPDWLRQ�
WR� 'RFWULQH�9DOLGDWLRQ��'RFWULQH�5HDVRQLQJ� DQG� WR�*HR6HUYHU� FRPSRQHQWV�� 7KH�
GDWD� ODEHOV� IRU� WKHVH� LQIRUPDWLRQ� DUH� DOO� RI� W\SH� 6(&85,7<B%�� 0RUHRYHU�� LW�
SURGXFHV�VRPH�PRUH�RXWSXWV�WR�EH�GLVSOD\HG�RQ�'LVSOD\�6HUYHU�,��'LVSOD\�6HUYHU�
,,��DQG�'LVSOD\�6HUYHU�,,,��

*HR6HUYHU�PRGXOH�SURFHVV� GDWD� WKDW� DUH� UHFHLYHG� IURP�'RFWULQH�$XWKRULQJ�
DQG� VHQGV� WKHP� WR� 'RFWULQH� 5HDVRQLQJ�� 7KH� ODEHO� RI� LWV� RXWSXW� LV� RI� W\SH�
6(&85,7<B$��
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/DVWO\�� 'RFWULQH� 5HDVRQLQJ� PRGXOH� WKDW� FROOHFWV� SUHSURFHVVHG� LQIRUPDWLRQ�
WKURXJK� 'RFWULQH� $XWKRULQJ�� 7UDFN� 6HUYHU� DQG� *HR6HUYHU�� PDNHV� GHFLVLRQV� RQ�
WKHVH�LQIRUPDWLRQ�DQG�SURGXFHV�RXWSXW�ZLWK�IRXU�W\SHV�RI�VHFXULW\�ODEHOV��7KHVH�DUH�
VHQW�WR�WKH�VXLWDEOH�'LVSOD\�6HUYHUV��

&3 # FRQQHFWLRQV�XVH�&OLHQW6HUYHU3XVK�GHVFULSWLRQ��7KH�FRQQHFWLRQV�EHWZHHQ�
Whe components and the components’  display servers are depicted in Figure G.1. 

2QO\�'LVSOD\�6HUYHU�,�LV�DYDLODEOH�WR�EH�PRQLWRUHG�E\�DQ�RUGLQDU\�XVHUV��2WKHUV�DUH��
UHVWULFWHG�E\�WKHLU�FOHDUDQFH���
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$33(1',;�+�

�
�6285&(�&2'(6�)25�7+(�9(5,),&$7,21�352&(66�$1'�

&63�$1$/<6,6�,1�0/�
����7KH� YHULILFDWLRQ� DQG� WKH� &63� DQDO\VLV� SURFHVVHV� DUH� LPSOHPHQWHG� LQ�0/��

7KHLU�VRXUFH�FRGHV�DUH�JLYHQ�EHORZ��
�
7KH�9HULILFDWLRQ�FRGHV��
����
W\SH�1DPH� �VWULQJ�������������
�DQ�RUGLQDU\�VWULQJ�
��
W\SH�6HFXULW\/DEHO� �VWULQJ����
�D�VHFXULW\�ODEHO�DVVRFLDWHG��
���������������������������������ZLWK�GDWD�
��
W\SH�&OHDUDQFH� �VWULQJ��������
�D�FOHDUDQFH�DVVRFLDWHG�ZLWK�D��
���������������������������������VXEMHFW�
��
type LogicalExpression = string;   (* a string for style’s �
��������������������������������������FRQVWUDLQW�
��
W\SH�&63([SUHVVLRQ� �3URFHVV��������
�D�&63�H[SUHVVLRQ�DV�D��
��������������������������������������VWULQJ�NHHSLQJ�WKH��
��������������������������������������GHVFULSWLRQ�RI�WKH��
��������������������������������������FRQVWUXFW�
��
W\SH�)RUPDO3DUDPHWHU� �1DPH�
�1DPH����
�D�SDUDPHWHU�QDPH�DQG�D��
����������������������������������������QDPH�RI�D�W\SH�
��
W\SH�$FWXDO3DUDPHWHU� �VWULQJ����
�YDOXH�VWULQJ�RI�DQ�DFWXDO��
�����������������������������������SDUDPHWHU�
��
GDWDW\SH�,2 5($'�_�:5,7(�_�5($':5,7(�_�1$��
GDWDW\SH�6W\OH(OHPHQW� �&211(&725�_�&20321(17��
������������������������_�,17(5)$&(7<3(�_*(1(5$/352&(66��
�
W\SH�)ORZ'DWD� �^�
��PLQBOHYHO��6HFXULW\/DEHO���
�PLQLPXP�VHFXULW\�ODEHO�RI�GDWD���

�����������������������������������WKH�JUHDWHVW�ORZHU�ERXQG�RI�WKH��
�����������������������������������VXE�ODWWLFH�
��

��PD[BOHYHO��6HFXULW\/DEHO���
�PD[LPXP�VHFXULW\�ODEHO�RI�GDWD���
�������������������������������WKH�OHDVW�XSSHU�ERXQG�RI�WKH���
�������������������������������VXE�ODWWLFH�
��
`��
W\SH�3RUW� �^�
��,'���1DPH��
��&63([S���3URFHVV�
`��
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W\SH�5ROH� �^�
��,'���1DPH��
��&63([S���3URFHVV�
`��
�
W\SH�&RPSRQHQW� ^�
���,'���1DPH��
���3RUWV���3RUW�OLVW��
���&RPSXWDWLRQ���3URFHVV��
���3DUDPHWHUV���)RUPDO3DUDPHWHU�OLVW�
`�
W\SH�&RQQHFWRU� ^�
��,'���1DPH��
��5ROHV���5ROH�OLVW��
��*OXH���3URFHVV��
��3DUDPHWHUV���)RUPDO3DUDPHWHU�OLVW�
`��
W\SH�,QWHUIDFH� ^�
��,'���1DPH��
��&63H[S��3URFHVV��
��3DUDPHWHUV���VWULQJ�OLVW�
`��
W\SH�*HQHUDO3URFHVV ^�
��,'���1DPH��
��&63([SU��3URFHVV��
��3DUDPHWHUV���VWULQJ�OLVW�
`��
�
W\SH�6W\OH'HVFULSWLRQ� �^�
��,'���1DPH��
��&RPSRQHQWV���&RPSRQHQW�OLVW��
��&RQQHFWRUV��&RQQHFWRU�OLVW��
��,QWHUIDFHV���,QWHUIDFH�OLVW��
��*HQHUDO3URFHVVHV���*HQHUDO3URFHVV�OLVW��
��&RQVWUDLQWV����/RJLFDO([SUHVVLRQ�
`��
W\SH��2UGHU� 6HFXULW\/DEHO�
�6HFXULW\/DEHO����
W\SH�&OHDU� �6HFXULW\/DEHO�
&OHDUDQFH��
type PortClearance = {(* instance’s ports/roles information *)       �

����������3RUW5ROH,G��1DPH��
������3&OHDUDQFH���&OHDUDQFH�
`��
W\SH�,QVWDQFH� �^�
���,'���1DPH��
���,QVWDQFH2I���1DPH���
�D�&20321(17�RU�D�&211(&725�QDPH
���
���3RUW5ROHV���3RUW&OHDUDQFH�OLVW��
���,&OHDUDQFH���&OHDUDQFH���
�FOHDUDQFH�RI�WKH�LQVWDQFH�
���
���3DUDPHWHUV���$FWXDO3DUDPHWHU�OLVW���
���&63��3URFHVV��
�%HKDYLRXU�RI�WKH�LQVWDQFH�
��
`��
W\SH�$WWDFKPHQW� �^�
���&RPSRQHQW1DPH���1DPH��
���3RUW1DPH���1DPH��
���&RQQHFWRU1DPH��1DPH��
���5ROH1DPH���1DPH�
`��
�
W\SH�&RQILJXUDWLRQ� �^�
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���,'���1DPH��
���2UGHULQJ���2UGHU�OLVW��
���&OHDUDQFH/LVW���&OHDU�OLVW��
���6W\OH���1DPH��
���&RPSRQHQWV���&RPSRQHQW�OLVW��
���&RQQHFWRUV���&RQQHFWRU�OLVW��
���,QWHUIDFHV���,QWHUIDFH�OLVW��
���*HQHUDO3URFHVVHV���*HQHUDO3URFHVV�OLVW��
���,QVWDQFHV�����,QVWDQFH�OLVW��
���$WWDFKPHQWV���$WWDFKPHQW�OLVW�
`��
W\SH�7DUJHW3RUW� �^���
HNOHQHFHN�
��
����&QDPH�������1DPH��
�FRPSRQHQW�LQVWDQFH�QDPH�RI�&SRUW�
��
� ���&SRUW������1DPH��
�DQ�HQG�SRLQW�SRUW�ZKLFK�WKH�SRUW�LQ��

��������������������������������TXHVWLRQ�LV�FRQQHFWHG�
��
� ���&5ROH� ��1DPH��
�UROH�RI�&SRUW�RQ�WKLV�FRQQHFWRU�
��
`��
W\SH�3RUW,QIR� �^�
D�SRUW�HQWU\�ZLWK�LWV�FRQQHFWRU�LQYROYHG�
��
����&RQQHFWRU���1DPH���
�FRQQHFWRU�LQVWDQFH�QDPH�WR��

�����������������������������ZKLFK�WKH�SLYRW�SRUW�LV�DWWDFKHG�
��
����5ROH�����1DPH������
�WKH�UROH�RI�SLYRW�SRUW�LQ�WKH��

������������������������������FRQQHFWLRQ
��
����&RQQHFWHG3RUWV����7DUJHW3RUW�OLVW�
�`��
W\SH�3RUW'HSHQGHQF\� �^�
����&RPSRQHQW����1DPH���
�LQVWDQFH�QDPH�RI�D�FRPSRQHQW�
��
����3RUW���������1DPH���
�WKH�SLYRW�SRUW�ZKLFK�WKH�HQWU\��

�������������������������������EHORQJ�WR�
��
����6RXUFH3RUW���3RUW,QIR�OLVW��
��SRUWV�UHODWHG�WKURXJK�D��
�����������������������������������FRQQHFWLRQ�WR�SLYRW�SRUW�
��
`��
�
W\SH�6HFXULW\/DEHO/LVWV� �^�
�����$FFHSWHG65'DWD���)ORZ'DWD�����
��WR�KROG�VHFXULW\�ODEHOV��

������������������������������RI�GDWD�VHQW�UHFHLYHG�E\�WKH�SRUW�
���
�����5HIXVHG65'DWD���)ORZ'DWD�OLVW��
�D�OLVW�WR�KROG�5()86('��

�������������������������ODEHOV�RI�GDWD�DIWHU�YLRODWLRQ�FKHNLQJ�
����
`��
�
�
W\SH�65'DWD6HFXULW\&ODVV� �^�
���&RPSRQHQW���1DPH����
�FRPSRQHQW�QDPH�ZKLFK�WKH�SRUW��

���������������������������������EHORQJV�WR�
��
���3RUW���1DPH���
�WKH�SRUW�ZKLFK�LW�VHQGV�UHFHLYHV�GDWD�
��
���6HFXULW\/DEHOV���6HFXULW\/DEHO/LVWV�OLVW��
���LRBW\SH���SRUW7\SH�����
�LR�W\SH�RI�FRPS�SRUW�
��
���ZDUQLQJV���ZDUQLQJ7\SH�OLVW��
OHDNDJH�OLVW�IRU�HDFK�SRUW�
��
`��
��
W\SH�&RPS3RUWB&RQQ5ROH� �^�
������5ROH3RUW1DPH� ���1DPH��
������6HQW5HFHLYHG6/���)ORZ'DWD�OLVW��
`��
H[FHSWLRQ�1RW)RXQG��
H[FHSWLRQ�,QYDOLG,27\SH��
H[FHSWLRQ�3DUDPHWHU0LVPDWFK��
IXQ�PDSOLVW�)�QLO�� QLO�
��_�PDSOLVW�)�[��[V�� �)�[�����PDSOLVW�)�[V���
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�
IXQ�2QH/HYHO'RZQ�VO%� ��6HFXULW\/DEHO���
��� � �RUGHUV� ��2UGHU�OLVW� �
�
�LI�RUGHUV� �QLO�WKHQ�QLO�
�HOVH�LI�����KG�RUGHUV��� �VO%��WKHQ�>���KG�RUGHUV��@�#��

�������������2QH/HYHO'RZQ�VO%��WO�RUGHUV���
�HOVH��2QH/HYHO'RZQ�VO%��WO�RUGHUV����
�
IXQ�2QH/HYHO8S��VO$�� �6HFXULW\/DEHO���
� � � ���RUGHUV� �2UGHU�OLVW� �
�
�LI�RUGHUV� �QLO�WKHQ�QLO�
�HOVH�LI�����KG�RUGHUV��� �VO$��WKHQ�>���KG�RUGHUV��@�#��

�����������2QH/HYHO8S�VO$��WO�RUGHUV���
�HOVH��2QH/HYHO8S�VO$��WO�RUGHUV����
�
IXQ�([LVWV2UGHU�VO$�� �6HFXULW\/DEHO���
� � � ���VO%� �6HFXULW\/DEHO���
� � � ���RUGHUV� �2UGHU�OLVW� �
���LI�RUGHUV �QLO�WKHQ�IDOVH�
���HOVH�LI��KG�RUGHUV� �VO$�VO%���WKHQ�WUXH�
���HOVH�([LVWV2UGHU�VO$���VO%��WO�RUGHUV����
�
IXQ�&RPSDUH/DEHOV�VO$� �6HFXULW\/DEHO���
� � � �����VO%� �6HFXULW\/DEHO�OLVW���
� � � �����RUGHUV�2UGHU�OLVW���
� � � �����2S7\SH�,2�� �
���
�UHWXUQV�WUXH�LI�RUGHUV�KDV��VO$�VO%��ZKHUH�VO%�LV�D�OLVW��

���������IRU�2S7\SH 5($'���VO%�VO$��IRU�2S7\SH :5,7(�
��
�
��LI��2S7\SH 5($'��WKHQ�
� �LI��VO%�� �QLO�WKHQ�IDOVH�
� �HOVH�LI��([LVWV2UGHU�VO$�KG�VO%��RUGHUV���WKHQ�WUXH�
� �HOVH�&RPSDUH/DEHOV�VO$���
� � � � � ��2QH/HYHO'RZQ�KG�VO%���RUGHUV���
� � � � � ��RUGHUV��
� � � � � ��2S7\SH��RUHOVH��
� � &RPSDUH/DEHOV�VO$��WO�VO%���RUGHUV�2S7\SH��
��HOVH�LI�2S7\SH� �:5,7(�WKHQ�
����LI��VO%�� �QLO�WKHQ�IDOVH�
����HOVH�LI��([LVWV2UGHU�KG�VO%��VO$��RUGHUV���WKHQ�WUXH�
� HOVH�&RPSDUH/DEHOV�VO$���
� � � � � ��2QH/HYHO8S�KG�VO%���RUGHUV���
� � � � � ��RUGHUV��
� � � � � ��2S7\SH��RUHOVH��
� � &RPSDUH/DEHOV�VO$��WO�VO%���RUGHUV�2S7\SH��
��HOVH�
����UDLVH�,QYDOLG,27\SH��
��
IXQ�*HW1H[W/HYHOV�ODEHO���6HFXULW\/DEHO���
��� � �����ODEHOV��6HFXULW\/DEHO�OLVW��
� � �����������RUGHUV��2UGHU�OLVW� �
��LI�ODEHOV QLO�WKHQ�QLO�
��HOVH�LI��&RPSDUH/DEHOV�ODEHO�>KG�ODEHOV�@�RUGHUV�5($'���WKHQ��
������>KG�ODEHOV�@#*HW1H[W/HYHOV�ODEHO�WO�ODEHOV��RUGHUV��
��HOVH�*HW1H[W/HYHOV�ODEHO�WO�ODEHOV��RUGHUV���
���
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IXQ�*HW0D[/DEHO,WHUDWLRQ�PD[ODEHO�6HFXULW\/DEHO���
��������������������������������������
�KHDG�RI�WKH�OLVW�
��
� � ODEHOV���6HFXULW\/DEHO�OLVW���
�WDLO�RI�WKH�OLVW�
��
� � RUGHUV���2UGHU�OLVW� �
�
����LI��ODEHOV QLO���WKHQ�PD[ODEHO�
����HOVH��
������OHW��
��������YDO�QH[WOLVW *HW1H[W/HYHOV�PD[ODEHO�ODEHOV�RUGHUV��
������LQ�
��������LI��QH[WOLVW QLO��WKHQ�PD[ODEHO�
��������HOVH���

������������*HW0D[/DEHO,WHUDWLRQ�KG�QH[WOLVW��WO�QH[WOLVW��RUGHUV��
��������HQG��
�
IXQ�*HW0D[/DEHO�ODEHOV���6HFXULW\/DEHO�OLVW��
��� ���������RUGHUV���2UGHU�OLVW� �
����LI�ODEHOV QLO�WKHQ�UDLVH�1RW)RXQG�
����HOVH�*HW0D[/DEHO,WHUDWLRQ�KG�ODEHOV��WO�ODEHOV��RUGHUV���
�
IXQ�,QWKH/LVW�[����6HFXULW\/DEHO��
��������������6/���6HFXULW\/DEHO�OLVW� �
���LI�6/� �QLO�WKHQ�IDOVH�
���HOVH�LI�[ KG�6/��WKHQ�WUXH�
���HOVH�,QWKH/LVW�[�WO�6/����
����������
IXQ�(OLPLQDWH'XSOLFDWHV�6/���6HFXULW\/DEHO�OLVW�� �
����LI��6/� �QLO��WKHQ�QLO�
����HOVH�LI�,QWKH/LVW�KG�6/��WO�6/���WKHQ��

�����������������(OLPLQDWH'XSOLFDWHV�WO�6/���
����HOVH�>KG�6/�@�#�(OLPLQDWH'XSOLFDWHV�WO�6/����
�
IXQ�*HW1H[WRI5DQJH�PD[/���6HFXULW\/DEHO�OLVW��
� � ���PLQ/���6HFXULW\/DEHO��
� � ���RUGHUV���2UGHU�OLVW� �
�����
�������LI�PD[/� �QLO�WKHQ�QLO�
������HOVH�LI�&RPSDUH/DEHOV�PLQ/�>KG�PD[/�@�RUGHUV�5($'��WKHQ��

�����������������>KG�PD[/�@�#�*HW1H[WRI5DQJH�WO�PD[/��PLQ/�RUGHUV��
#*HW1H[WRI5DQJH�2QH/HYHO'RZQ�KG�PD[/��RUGHUV��PLQ/�RUGHUV��
������HOVH�*HW1H[WRI5DQJH�WO�PD[/��PLQ/�RUGHUV���
�
IXQ�*HW/LVWLQ5DQJH�PD[/���6HFXULW\/DEHO��
� � ������������PLQ/���6HFXULW\/DEHO���
� � ������������RUGHUV��2UGHU�OLVW� �
��LI�PD[/ PLQ/�WKHQ�>PD[/@�
��HOVH�LI�&RPSDUH/DEHOV�PLQ/�>PD[/@�RUGHUV�5($'��WKHQ��

�������������(OLPLQDWH'XSOLFDWHV�>PD[/�PLQ/@�#��
�����������*HW1H[WRI5DQJH�2QH/HYHO'RZQ�PD[/�RUGHUV��PLQ/�RUGHUV���

�HOVH�LI�&RPSDUH/DEHOV�PD[/�>PLQ/@�RUGHUV�5($'��WKHQ��
�������������(OLPLQDWH'XSOLFDWHV�>PLQ/�PD[/@�#��
������������*HW1H[WRI5DQJH�2QH/HYHO'RZQ�PLQ/�RUGHUV��PD[/�RUGHUV���

�HOVH�QLO��
�
IXQ�5HPRYH/DEHO�[�����6HFXULW\/DEHO��
�������6/����6HFXULW\/DEHO�OLVW� ��
�ZLOO�UHPRYH�[��IURP�6/�
��
�
����LI�6/ QLO�WKHQ�QLO�
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����HOVH�LI�[ KG�6/��WKHQ�5HPRYH/DEHO�[�WO�6/���
����HOVH�>KG�6/�@�#5HPRYH/DEHO�[�WO�6/����
��
IXQ�5HPRYH6HW��6/������6HFXULW\/DEHO�OLVW��
� ������6/������6HFXULW\/DEHO�OLVW�� ��

������������������
�ZLOO�UHPRYH�DOO�6/��PHPEHUV�IURP��6/��
�������
����LI��6/� QLO��WKHQ�6/��
����HOVH�5HPRYH6HW�WO�6/���5HPRYH/DEHO�KG�6/���6/�����
��
IXQ�$OO([LVW�6/������6HFXULW\/DEHO�OLVW��
� ������������6/������6HFXULW\/DEHO�OLVW�� ��

������������
�UHWXUQ�WUXH�LI�DOO�6/��PHPEHUV�DSSHDU�LQ�6/��
��
���LI�6/� QLO�WKHQ�WUXH�
���HOVH�,QWKH/LVW�KG�6/���6/���DQGDOVR�$OO([LVW�WO�6/���6/����
�
IXQ�*R'RZQ��PD[O���6HFXULW\/DEHO��
� ����������[�������6HFXULW\/DEHO��
�����������6/�������6HFXULW\/DEHO�OLVW��
�����������RUGHUV���2UGHU�OLVW� �
���OHW��
����YDO�QH[WOHYHO 2QH/HYHO'RZQ�[�RUGHUV����
���LQ�
�����LI�QH[WOHYHO QLO�WKHQ�[�
�����HOVH�
�����LI�$OO([LVW�*HW/LVWLQ5DQJH�PD[O�KG�QH[WOHYHO��RUGHUV��6/���

���������WKHQ��*R'RZQ�PD[O�KG�QH[WOHYHO��6/�RUGHUV��
������HOVH�[�
����HQG���
� �
IXQ�&UHDWH)ORZ'DWD/LVW�6/����6HFXULW\/DEHO�OLVW���
� � ����������������RUGHUV��2UGHU�OLVW� �
�
���OHW�YDO�6/ (OLPLQDWH'XSOLFDWHV�6/���
���LQ����
����LI�6/� �QLO�WKHQ�QLO�
����HOVH�LI��WO�6/�� �QLO��WKHQ��

�������������>^PD[BOHYHO KG�6/��PLQBOHYHO KG�6/�`@�
����HOVH��
�������OHW��
���������YDO�PD[O *HW0D[/DEHO�6/�RUGHUV���
���������YDO�IG �^PD[BOHYHO PD[O�PLQBOHYHO �

���������������������*R'RZQ�PD[O�PD[O�6/�RUGHUV��`��)ORZ'DWD�
�������LQ���������>IG@#&UHDWH)ORZ'DWD/LVW�5HPRYH6HW��
�����������������������*HW/LVWLQ5DQJH��PD[BOHYHO�IG���
������������������PLQBOHYHO�IG��RUGHUV��6/��RUGHUV��
�������HQG�
����HQG��
�
�
IXQ�&UHDWH/LVW)URP)ORZ'DWD/LVWV�IG������)ORZ'DWD�OLVW��
� � � � RUGHUV��2UGHU�OLVW� �
���LI�IG QLO�WKHQ�QLO�
���HOVH�LI���PD[BOHYHO�KG�IG��� ��121(���WKHQ���

���������������&UHDWH/LVW)URP)ORZ'DWD/LVWV�WO�IG��RUGHUV��
���HOVH���

����������(OLPLQDWH'XSOLFDWHV��
����*HW/LVWLQ5DQJH��PD[BOHYHO�KG�IG����
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��������������������PLQBOHYHO�KG�IG���RUGHUV�#�����������������������������������������������
�������������������&UHDWH/LVW)URP)ORZ'DWD/LVWV�WO�IG��RUGHUV����

�
IXQ�*HW6/)RU&OHDUDQFH�FOHDUDQFH�� �&OHDUDQFH���
� � � � ��FOHDUDQFHV� �&OHDU�OLVW�� �
�
LI�FOHDUDQFHV� �QLO�WKHQ��SULQW�FOHDUDQFH��UDLVH�1RW)RXQG��
HOVH�LI����KG�FOHDUDQFHV��� �FOHDUDQFH�WKHQ����KG�FOHDUDQFHV���
HOVH�*HW6/)RU&OHDUDQFH�FOHDUDQFH��WO�FOHDUDQFHV����
�
IXQ�)LOWHU(PSW\/LVWV�6/���)ORZ'DWD�OLVW�� �
����LI�6/� �QLO�WKHQ�QLO�
� HOVH�LI���PD[BOHYHO�KG�6/��� ��121(��DQGDOVR���

����������������PLQBOHYHO�KG�6/��� �121(����WKHQ��
�����������������)LOWHU(PSW\/LVWV�WO�6/���

� HOVH�>KG�6/�@�#�)LOWHU(PSW\/LVWV�WO�6/����
�
IXQ�XQLRQ/LVW�)'��)ORZ'DWD�OLVW��RUGHUV���2UGHU�OLVW� �
����LI��)'� �QLO��WKHQ�QLO�
�����HOVH�&UHDWH/LVW)URP)ORZ'DWD/LVWV�)'�RUGHUV����
�
IXQ�ILQGQH[W6/�VO��1DPH��RUGHUV��2UGHU�OLVW� �
����LI��RUGHUV� �QLO��WKHQ����1DPH�
� HOVH�LI�����KG�RUGHUV�� �VO��WKHQ����KG�RUGHUV���
� HOVH�ILQGQH[W6/�VO�WO�RUGHUV����
�
IXQ�*HW7KH0D[LPXP/DEHO,WHUDWLRQ�VO��1DPH��RUGHUV�2UGHU�OLVW� �
��LI��RUGHUV� �QLO��WKHQ�VO�
��HOVH�OHW�
��������YDO�QH[W6/ ILQGQH[W6/�VO�RUGHUV��
� ���LQ�
� �����LI��QH[W6/ ����WKHQ�VO�
� � �HOVH�*HW7KH0D[LPXP/DEHO,WHUDWLRQ�QH[W6/��RUGHUV��
�������HQG��
�
IXQ�*HW,QVWDQFH�&RPS&RQQ� � ���1DPH���
��� � ���$OO,QVWDQFHV���,QVWDQFH�OLVW�� �
�
LI�$OO,QVWDQFHV� �QLO�WKHQ�UDLVH�1RW)RXQG�
HOVH�LI�&RPS&RQQ� ��,'�KG�$OO,QVWDQFHV���WKHQ�KG�$OO,QVWDQFHV��
HOVH�*HW,QVWDQFH��&RPS&RQQ��WO�$OO,QVWDQFHV����
�
IXQ�*HW3RUW&OHDUDQFH�35� � � �1DPH���
� � � � �&RPS&/� � �&OHDUDQFH���
� � � � �3RUW&/��3RUW&OHDUDQFH�OLVW�� ��
�
���LI�3RUW&/� �QLO�WKHQ�&RPS&/�
� �HOVH�LI�35 ��3RUW5ROH,G�KG�3RUW&/���WKHQ��

�������������������3&OHDUDQFH�KG�3RUW&/���
� �HOVH�*HW3RUW&OHDUDQFH�35��&RPS&/��WO�3RUW&/����
�
IXQ�*HW&RPS3RUW$WWDFKPHQWV�&RPS�1DPH��
� � � � � �3RUW���1DPH��
� � � � � �DWWDFK���$WWDFKPHQW�OLVW�� �
�
� LI��DWWDFK �QLO��WKHQ�QLO�
� HOVH�LI���&RPSRQHQW1DPH�KG�DWWDFK��� �&RPS�DQGDOVR��

���������������3RUW1DPH�KG�DWWDFK��� �3RUW��WKHQ�
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��>KG�DWWDFK�@�#�*HW&RPS3RUW$WWDFKPHQWV�&RPS�3RUW��WO�DWWDFK���
� HOVH�*HW&RPS3RUW$WWDFKPHQWV�&RPS�3RUW�WO�DWWDFK����
�
IXQ�SULQW,2W\SH�LR��SRUW7\SH� �
��LI��LR ,1387B3257��WKHQ�SULQW��,1387B3257��
��HOVH�LI��LR 287387B3257��WKHQ�SULQW��287387B3257��
��HOVH�LI��LR ,1387B3257��WKHQ�SULQW��,1387B3257��
��HOVH�LI��LR ,1387287387B3257��WKHQ�SULQW��,1387287387B3257��
��HOVH�LI��LR 8186('B3257��WKHQ�SULQW��8186('��
��HOVH�SULQW��81'(),1('���
�
IXQ�*HW7KH0D[LPXP/DEHO�RUGHUV���2UGHU�OLVW� �
�LI��RUGHUV� �QLO���WKHQ�UDLVH�1RW)RXQG�
�HOVH�*HW7KH0D[LPXP/DEHO,WHUDWLRQ����KG�RUGHUV����RUGHUV���
�����
IXQ�SULQW1DPHV�QDPHV��1DPH�OLVW� �
����LI��QDPHV QLO��WKHQ����
� HOVH��SULQW��KG�QDPHV�����SULQW�����SULQW1DPHV�WO�QDPHV�����
�
IXQ�SULQW)ORZ'DWD��I��)ORZ'DWD�OLVW�� �
�����
LI��I QLO��WKHQ�SULQW����
HOVH��SULQW�����SULQW���PLQBOHYHO�KG�I������
������SULQW�����SULQW���PD[BOHYHO�KG�I�����SULQW������
������SULQW)ORZ'DWD�WO�I����
�
IXQ�SULQW&RPS3RUWB&RQQ5ROH�3RUWV��&RPS3RUWB&RQQ5ROH�OLVW� �
��LI��3RUWV� �QLO��WKHQ�����
��HOVH��SULQW��&KDQQHO1DPH����SULQW��

������������5ROH3RUW1DPH�KG�3RUWV����SULQW��?Q����
������SULQW)ORZ'DWD���6HQW5HFHLYHG6/�KG�3RUWV������SULQW��?Q���
������SULQW&RPS3RUWB&RQQ5ROH�WO�3RUWV������
����
IXQ�SULQW3RUW/DEHO/LVW�3RUWV���VWULQJ�
�VWULQJ�OLVW��OLVW� �
��LI��3RUWV� �QLO��WKHQ�����
��HOVH��SULQW��&KDQQHO1DPH����SULQW�����KG�3RUWV����SULQW�������
��������SULQW1DPHV����KG�3RUWV������SULQW������
� � SULQW3RUW/DEHO/LVW�WO�3RUWV������
�
IXQ�SULQW6HFXULW\/DEHOV�VOLVW��6HFXULW\/DEHO/LVWV�OLVW� �
��LI��VOLVW QLO��WKHQ��?Q��
��HOVH��SULQW�����$OORZHG�6HFXULW\�/DEHOV��PLQ�PD[����

���������SULQW)ORZ'DWD�>�$FFHSWHG65'DWD�KG�VOLVW��@��SULQW��?Q���
����SULQW�����5HIXVHG�6HFXULW\�/DEHOV��PLQ�PD[��������

���������SULQW)ORZ'DWD��5HIXVHG65'DWD�KG�VOLVW����SULQW��?Q�����
���������SULQW6HFXULW\/DEHOV�WO�VOLVW����

���
IXQ�SULQW65/LVW�65��65'DWD6HFXULW\&ODVV��

��������������������FRQILJXUDWLRQ��&RQILJXUDWLRQ� �
OHW�YDO�$Q,QVWDQFH *HW,QVWDQFH��&RPSRQHQW�65���

�������������������������������������,QVWDQFHV�FRQILJXUDWLRQ���
LQ��
���SULQW��&RPSRQHQW�3RUW�����
� �SULQW���&RPSRQHQW�65�����
� �SULQW�������
� �SULQW��3RUW�65�����
� �SULQW����W\SH������
� �SULQW,2W\SH��LRBW\SH�65�����
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� �SULQW����FOHDUDQFH����
� �SULQW��*HW3RUW&OHDUDQFH��3RUW�65���
����������������������������,&OHDUDQFH�$Q,QVWDQFH���
����������������������������3RUW5ROHV�$Q,QVWDQFH�����
� �SULQW��?Q���
� �SULQW6HFXULW\/DEHOV��6HFXULW\/DEHOV�65����
�HQG�� ��
� ��
IXQ�SULQW65/LVWV�VOLVW��65'DWD6HFXULW\&ODVV�OLVW���

���������������������FRQILJXUDWLRQ��&RQILJXUDWLRQ� �
���LI��VOLVW QLO��WKHQ��?Q���
���HOVH�LI��*HW&RPS3RUW$WWDFKPHQWV��&RPSRQHQW�KG�VOLVW����
��������������������3RUW�KG�VOLVW����
��������������������$WWDFKPHQWV�FRQILJXUDWLRQ��� �QLO��WKHQ�
������SULQW65/LVWV�WO�VOLVW��FRQILJXUDWLRQ��
���HOVH��SULQW65/LVW�KG�VOLVW��FRQILJXUDWLRQ��SULQW��?Q����

�������������SULQW65/LVWV�WO�VOLVW���FRQILJXUDWLRQ����
�
IXQ�&63$QDO\VLV�RUGHUV���2UGHU�OLVW��
� � ��������LQVWDQFH&63���3URFHVV��
� � � ��3RUWV�������&RPS3RUWB&RQQ5ROH�OLVW��
� � � ��&KDQQHOV����1DPH�OLVW���
�SRUW�RU�UROH�OLVW�
��
����������������� �
� OHW��
�����YDO�PD[/DEHO *HW7KH0D[LPXP/DEHO�RUGHUV����

���������
�/QDPHV�PXVW�EH�QRQHPSW\��WDNLQJ�WKH�PD[LPXP�HOHPHQW�LI��
�����������QHHGV�WR�EH�VR�
��

� �YDO�/1DPHV �PDS��IQ�[�&RPS3RUWB&RQQ5ROH���
����������������������� !���5ROH3RUW1DPH�[����

� �OHW�YDO�WKHOLVW XQLRQ/LVW��6HQW5HFHLYHG6/�[��RUGHUV��
� �LQ��LI��WKHOLVW QLO��WKHQ�>PD[/DEHO@�
� �����HOVH�WKHOLVW�
� �����HQG�
� �������3RUWV��
����LQ�
� � DQDO\VH*HQHUDO�RUGHUV��&KDQQHOV�/1DPHV��LQVWDQFH&63��
��HQG��
�
��







���&203$5,6,21�2)�7+(�/,676�
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�
IXQ�*HW/LVW(QWU\�$� ��65'DWD6HFXULW\&ODVV�OLVW���
� � ���������&RPS� ��1DPH���
��������� ���SRUW� ��1DPH�� �
�
�LI�$� �QLO�WKHQ�UDLVH�1RW)RXQG�
� HOVH�LI��&RPSRQHQW�KG�$��� �&RPS�DQGDOVR��3RUW�KG�$�� �SRUW��

�����������WKHQ��6HFXULW\/DEHOV�KG�$���
� HOVH�*HW/LVW(QWU\�WO�$���&RPS��SRUW���
�
IXQ�*HW65(QWU\�$� ��65'DWD6HFXULW\&ODVV�OLVW���
� � � �&RPS���1DPH���
� � �� �SRUW���1DPH�� �
�
�LI�$� �QLO�WKHQ�UDLVH�1RW)RXQG�
� HOVH�LI��&RPSRQHQW�KG�$��� �&RPS�DQGDOVR��3RUW�KG�$�� �SRUW��

�����������WKHQ�KG�$��
� HOVH�*HW65(QWU\�WO�$���&RPS��SRUW���
�
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IXQ�&RPSDUH/LVWV�$� � ��)ORZ'DWD�OLVW���
� � � ���%� � ��)ORZ'DWD�OLVW�� �
�
�
�UHWXUQV�IDOVH�LI�WKH�OLVWV�DUH�WKH�VDPH��WUXH�RWKHUZLVH�
��
�
��LI�$� �QLO�WKHQ�IDOVH�
� HOVH�LI���PD[BOHYHO�KG�$����!��PD[BOHYHO�KG�%���RUHOVH��

����������������PLQBOHYHO�KG�$����!��PLQBOHYHO�KG�%����WKHQ�WUXH�
� HOVH�&RPSDUH/LVWV�WO�$��WO�%����
�
IXQ�,V6//LVWV0RGLILHG�1HZ6/�������65'DWD6HFXULW\&ODVV�OLVW���
��� ���������������2OG6/� ��65'DWD6HFXULW\&ODVV�OLVW�� �
�
�UHWXUQ�WUXH�LI�WKH�OLVW�LV�PRGLILHG��IDOVH�RWKHUZLVH�
��
�
LI�1HZ6/� �QLO�WKHQ�IDOVH�
HOVH�LI�&RPSDUH/LVWV��PDS��IQ�[�6HFXULW\/DEHO/LVWV�� !��

��������������$FFHSWHG65'DWD�[�����6HFXULW\/DEHOV�KG�1HZ6/�������
���������PDS��IQ�[�6HFXULW\/DEHO/LVWV�� !��$FFHSWHG65'DWD�[���
� � � � � � ���*HW/LVW(QWU\�2OG6/��
� � � � ����������������&RPSRQHQW�KG�1HZ6/�����
� � � � � � ����3RUW�KG�1HZ6/�������WKHQ��

�������������WUXH�
� HOVH�,V6//LVWV0RGLILHG�WO�1HZ6/���2OG6/���
� � � ���
���








���&RQVWUXFWLRQ�RI�D�QHZ�6HQW�/LVW�
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�
IXQ�*HW&RPSRQHQW'HVFU�,QVWDQFH&RPS1DPH�����1DPH���
����������������������$OO&RPS��������������&RPSRQHQW�OLVW�� �
�
LI�$OO&RPS� �QLO�WKHQ�UDLVH�1RW)RXQG�
HOVH�LI���,'�KG�$OO&RPS��� �,QVWDQFH&RPS1DPH��WKHQ���

������������KG�$OO&RPS��
HOVH�*HW&RPSRQHQW'HVFU�,QVWDQFH&RPS1DPH�WO�$OO&RPS����
�
IXQ�*HW&RPSRQHQW7\SH�,QVWDQFH1DPH������������1DPH���
���������������������LQVWDQFHV���������������,QVWDQFH��OLVW�� �
�
LI�>KG�LQVWDQFHV�@� �QLO�WKHQ�UDLVH�1RW)RXQG�
HOVH�LI��,'�KG�LQVWDQFHV��� �,QVWDQFH1DPH�WKHQ��

�����������,QVWDQFH2I�KG�LQVWDQFHV���
HOVH�*HW&RPSRQHQW7\SH�,QVWDQFH1DPH��WO�LQVWDQFHV����
�
IXQ�)LQG&RPSXWDWLRQ��,QVWDQFH&RPSRQHQW1DPH�1DPH���
���������������������FRQILJXUDWLRQ���������&RQILJXUDWLRQ���
� � � � ��VW\OH����������������6W\OH'HVFULSWLRQ� �
�
�JLYHQ�DQ�LQVWDQFH�QDPH�ILQG�WKH�FRPSXWDWLRQ�VWULQJ�
������
�����

������&RPSXWDWLRQ�*HW&RPSRQHQW'HVFU��������������������������
��������������������*HW&RPSRQHQW7\SH�,QVWDQFH&RPSRQHQW1DPH�����
��������������������������������������,QVWDQFHV�FRQILJXUDWLRQ����

�����������������&RPSRQHQWV�FRQILJXUDWLRQ�#��
���������������������&RPSRQHQWV�VW\OH�����

��
IXQ�)LQG&RPSRQHQW)RUPDO3DUDPHWHUV��,QVWDQFH&RPSRQHQW1DPH�1DPH���
� � � � ��������������FRQILJXUDWLRQ�&RQILJXUDWLRQ���
� � � � � � ��VW\OH���6W\OH'HVFULSWLRQ�� �
�
JLYHQ�DQ�LQVWDQFH�QDPH��UHWXUQV�WKH�IRUPDO�SDUDPHWHUV�OLVW
������
���
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����3DUDPHWHUV�*HW&RPSRQHQW'HVFU��
�����������������������*HW&RPSRQHQW7\SH�,QVWDQFH&RPSRQHQW1DPH���

�����������������������������,QVWDQFHV�FRQILJXUDWLRQ����
�������������������������&RPSRQHQWV�FRQILJXUDWLRQ��#��

�����������������������������&RPSRQHQWV�VW\OH�����
�����
IXQ�*HW&RQQHFWRU'HVFU�,QVWDQFH&RQQ1DPH�����1DPH���
���������������������$OO&RQQ���������������&RQQHFWRU�OLVW�� �
�
����LI�$OO&RQQ� �QLO�WKHQ�UDLVH�1RW)RXQG�
����HOVH�LI���,'�KG�$OO&RQQ��� �,QVWDQFH&RQQ1DPH��WKHQ���

�����������������KG�$OO&RQQ��
����HOVH�*HW&RQQHFWRU'HVFU�,QVWDQFH&RQQ1DPH�WO�$OO&RQQ����
�
IXQ�*HW&RQQHFWRU7\SH�,QVWDQFH1DPH�������1DPH���
���������������������LQVWDQFHV�����������,QVWDQFH��OLVW�� �
�
�LI�>KG�LQVWDQFHV�@� �QLO�WKHQ�UDLVH�1RW)RXQG�
� HOVH�LI��,'�KG�LQVWDQFHV��� �,QVWDQFH1DPH�WKHQ��

���������������,QVWDQFH2I�KG�LQVWDQFHV���
� HOVH�*HW&RQQHFWRU7\SH�,QVWDQFH1DPH��WO�LQVWDQFHV����
�
IXQ�&KHFN,I,W,V&RPSRQHQW�LG�����������1DPH���
�������������������������$OO&RPS�������&RPSRQHQW�OLVW�� �
�
��LI�$OO&RPS QLO�WKHQ����1DPH�
� HOVH�LI��,'�KG�$OO&RPS�� �LG�WKHQ��,'�KG�$OO&RPS���
��HOVH�&KHFN,I,W,V&RPSRQHQW�LG��WO�$OO&RPS����
�
IXQ�*HW&RPSRQHQW/LVW�LQVWDQFHV� � �,QVWDQFH�OLVW���
� � � � �FRQILJXUDWLRQ� ��&RQILJXUDWLRQ���
� � � � �VW\OH� � �6W\OH'HVFULSWLRQ� �
�
���LI�LQVWDQFHV QLO�WKHQ�QLO�
���HOVH�LI�&KHFN,I,W,V&RPSRQHQW��,QVWDQFH2I�KG�LQVWDQFHV����
��������������������������������&RPSRQHQWV�FRQILJXUDWLRQ��#��

������������������������������������&RPSRQHQWV�VW\OH����!����WKHQ��
���>�,'�KG�LQVWDQFHV��@�#�*HW&RPSRQHQW/LVW�WO�LQVWDQFHV����

����������������������������������������������FRQILJXUDWLRQ�VW\OH��
���HOVH�*HW&RPSRQHQW/LVW�WO�LQVWDQFHV���FRQILJXUDWLRQ�VW\OH���
�
IXQ�&KHFN,I,W,V&RQQHFWRU�LG� � �1DPH���
� � � � � $OO&RQQ� �&RQQHFWRU�OLVW�� �
�
�LI�$OO&RQQ QLO�WKHQ����1DPH�
� HOVH�LI��,'�KG�$OO&RQQ�� �LG�WKHQ��,'�KG�$OO&RQQ���
�HOVH�&KHFN,I,W,V&RQQHFWRU�LG��WO�$OO&RQQ����
�
IXQ�*HW&RQQHFWRU/LVW�LQVWDQFHV� � �,QVWDQFH�OLVW���
� � � � �FRQILJXUDWLRQ� �&RQILJXUDWLRQ���
� � � � �VW\OH� � �6W\OH'HVFULSWLRQ� �
�
���LI�LQVWDQFHV QLO�WKHQ�QLO�
���HOVH�LI�&KHFN,I,W,V&RQQHFWRU��,QVWDQFH2I�KG�LQVWDQFHV����
���������������������������������&RQQHFWRUV�FRQILJXUDWLRQ��#��

�������������������������������������&RQQHFWRUV�VW\OH����!����WKHQ��
����>�,'�KG�LQVWDQFHV��@�#�*HW&RQQHFWRU/LVW�WO�LQVWDQFHV����

����������������������������������������������FRQILJXUDWLRQ�VW\OH��
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���HOVH�*HW&RQQHFWRU/LVW�WO�LQVWDQFHV���FRQILJXUDWLRQ�VW\OH���
�
IXQ�&UHDWH&RPS3RUW)RU$QDO\VLV�&RPS� � �1DPH���
� � � � 5HFHLYHG/LVW�65'DWD6HFXULW\&ODVV�OLVW�� �
�
�LI��5HFHLYHG/LVW� �QLO��WKHQ�QLO�
� HOVH�LI��&RPS ��&RPSRQHQW�KG�5HFHLYHG/LVW����WKHQ��
� �����>^5ROH3RUW1DPH ��3RUW�KG�5HFHLYHG/LVW�����
� ���6HQW5HFHLYHG6/ �PDS��IQ�[�6HFXULW\/DEHO/LVWV�� !��

���������$FFHSWHG65'DWD�[�����6HFXULW\/DEHOV�KG�5HFHLYHG/LVW����`@�
� ����#�&UHDWH&RPS3RUW)RU$QDO\VLV�&RPS��WO�5HFHLYHG/LVW���
� HOVH�&UHDWH&RPS3RUW)RU$QDO\VLV�&RPS��WO�5HFHLYHG/LVW����
�
IXQ�1HZ6HQW/LVW)RUD&RPSRQHQW�FXUBFRPSRQHQW�1DPH��
� � � � 5HFHLYHG/LVW��65'DWD6HFXULW\&ODVV�OLVW���
� � � � FRQILJXUDWLRQ�&RQILJXUDWLRQ���
� � � � VW\OH�� ���6W\OH'HVFULSWLRQ�� �
�
��OHW�
����YDO�SOLVW �PDS��IQ�[�3RUW�� !��,'�[����

�������������3RUWV�*HW&RPSRQHQW'HVFU�*HW&RPSRQHQW7\SH��
����������������������FXUBFRPSRQHQW��
�����������������������,QVWDQFHV�FRQILJXUDWLRQ�����

���������������������������&RPSRQHQWV�FRQILJXUDWLRQ��#��
���������������������������&RPSRQHQWV�VW\OH��������

���������������������
�LQVWDQFH�D�DLW�SRUW�QDPH�OLVWHVL�
��
����YDO�UHVXOW &63$QDO\VLV��2UGHULQJ�FRQILJXUDWLRQ����
� ��������������������������&63�*HW,QVWDQFH�FXUBFRPSRQHQW��
���������������������������,QVWDQFHV�FRQILJXUDWLRQ������
����������������������&UHDWH&RPS3RUW)RU$QDO\VLV�FXUBFRPSRQHQW��
������������������������������������������������5HFHLYHG/LVW���
����������������������������SOLVW��
���LQ�
������OHW�YDO�ZDUQV ��ZDUQLQJ/LVW�UHVXOW��
� ��LQ�LI��ZDUQV QLO���WKHQ��SULQW�����
� ��HOVH��SULQW��?Q������:DUQLQJ�������SULQW�FXUBFRPSRQHQW���

��������������SULQW���0867�%(�75867('����?Q���
� ��HQG��
� ���PDS��IQ�[�1DPH�� !��
�IRU�HDFK�SRUW�RI�FXUBFRPSRQHQW�
��
���������������������^&RPSRQHQW FXUBFRPSRQHQW���
� ��������������������3RUW [���
� ��������������������6HFXULW\/DEHOV ��PDS��IQ�I�)ORZ'DWD��� !��
� �������������������������������������^5HIXVHG65'DWD >@��
� � � � ������������������$FFHSWHG65'DWD� I�
� � � � �`�6HFXULW\/DEHO/LVWV����

�����������&UHDWH)ORZ'DWD/LVW���RXWSXWV�UHVXOW��[���
���������������������������2UGHULQJ�FRQILJXUDWLRQ������
� ��������������������LRBW\SH ���SRUW7\SHV�UHVXOW��[��
� � � � ZDUQLQJV� ���ZDUQLQJ/LVW�UHVXOW���
� �������������������`���65'DWD6HFXULW\&ODVV���SOLVW��
� ����65'DWD6HFXULW\&ODVV�OLVW��
� HQG�� �����������
�
IXQ�1HZ6HQW/LVW)RU&RPSRQHQWV�&RPSRQHQW,QVWDQFHV� �1DPH�OLVW��

�
�FRPSRQHQW�LQVWDQFH�OLVW�
��
� � � � 5HFHLYHG/LVWV��65'DWD6HFXULW\&ODVV�OLVW���
� � � � &RQILJXUDWLRQ��&RQILJXUDWLRQ���
� � � � VW\OH�� ���6W\OH'HVFULSWLRQ�� �
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� � � � � � � �
��LI��&RPSRQHQW,QVWDQFHV� �QLO��WKHQ�QLO�
��HOVH� 1HZ6HQW/LVW)RUD&RPSRQHQW�KG�&RPSRQHQW,QVWDQFHV���
� ���� � � � � �5HFHLYHG/LVWV��
� � � � � � FRQILJXUDWLRQ��
� � � � � � VW\OH��#�
� � 1HZ6HQW/LVW)RU&RPSRQHQWV�WO�&RPSRQHQW,QVWDQFHV���
� ���� � � � � � �����5HFHLYHG/LVWV��
� � � � � � � �����FRQILJXUDWLRQ��
� � � � � � � �����VW\OH����
�
IXQ�1HZ*OREDO6HQW/LVWV�6HQW/LVWV��65'DWD6HFXULW\&ODVV�OLVW��
� � � 5HFHLYHG/LVWV���65'DWD6HFXULW\&ODVV�OLVW���
� � � FRQILJXUDWLRQ���&RQILJXUDWLRQ���
� � � VW\OH�� ���6W\OH'HVFULSWLRQ� �
���1HZ6HQW/LVW)RU&RPSRQHQWV��
�������������������*HW&RPSRQHQW/LVW��,QVWDQFHV�FRQILJXUDWLRQ���

������������������������������������������FRQILJXUDWLRQ�VW\OH���
� � � � 5HFHLYHG/LVWV��
� � � � FRQILJXUDWLRQ��
� � � � VW\OH���
�
�








���&RQVWUXFWLRQ�RI�D�QHZ�5HFHLYHG�/LVW�
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�
IXQ�)LQG*OXH��,QVWDQFH&RQQHFWRU1DPH� ��1DPH���
� � � FRQILJXUDWLRQ� � ��&RQILJXUDWLRQ���
� � � VW\OH�� � � �6W\OH'HVFULSWLRQ�� �
��������*OXH�*HW&RQQHFWRU'HVFU��
�����������������������*HW&RQQHFWRU7\SH�,QVWDQFH&RQQHFWRU1DPH��
� � � � ������� �,QVWDQFHV�FRQILJXUDWLRQ����
� � � � � � �&RQQHFWRUV�FRQILJXUDWLRQ��#��

����������������������������&RQQHFWRUV�VW\OH�����
�
IXQ�)LQG&RQQHFWRU)RUPDO3DUDPHWHUV�,QVWDQFH&RQQHFWRU1DPH�1DPH���
� � � � � � FRQILJXUDWLRQ��&RQILJXUDWLRQ���
� � � � � � VW\OH������6W\OH'HVFULSWLRQ� �
���3DUDPHWHUV�*HW&RQQHFWRU'HVFU��
����������������������*HW&RQQHFWRU7\SH�,QVWDQFH&RQQHFWRU1DPH��
� � � � �������� �,QVWDQFHV�FRQILJXUDWLRQ����
� � � � � � �&RQQHFWRUV�FRQILJXUDWLRQ��#��

����������������������������&RQQHFWRUV�VW\OH�����
�
IXQ�([WUDFW6/�FRPS� � � �1DPH���
� � � SRUW� � � �1DPH���
� � � 6//LVW� � �65'DWD6HFXULW\&ODVV�OLVW� �
�
����LI�6//LVW� �QLO�WKHQ�UDLVH�1RW)RXQG�
����HOVH�LI�FRPS� ��&RPSRQHQW�KG�6//LVW���DQGDOVR��
� � �����SRUW� ��3RUW�KG�6//LVW���WKHQ�PDS��

������������������IQ�[�6HFXULW\/DEHO/LVWV�� !��$FFHSWHG65'DWD�[���
� ��� �����6HFXULW\/DEHOV�KG�6//LVW�����
����HOVH�([WUDFW6/�FRPS��SRUW��WO�6//LVW�����
�
��
















���5HFHLYHG�/LVW�)XQFWLRQV�
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W\SH�5ROH5HFHLYHG6/� �^�
���&RQQHFWRU���1DPH��
���5ROH5HFHLYHG6/LVW���&RPS3RUWB&RQQ5ROH�OLVW�
`��
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� ���
� ����
IXQ�*HW5ROH5HFHLYHG/LVW�&RQQ� ��1DPH��
� � � � DWWDFKPHQWV���$WWDFKPHQW�OLVW��
� � � � 6HQW/LVWV�����65'DWD6HFXULW\&ODVV�OLVW� �
� LI�DWWDFKPHQWV� �QLO�WKHQ�QLO�
� HOVH�LI���&RQQHFWRU1DPH�KG�DWWDFKPHQWV��� �&RQQ��WKHQ�
� ��������>^5ROH3RUW1DPH ��5ROH1DPH�KG�DWWDFKPHQWV�����
����6HQW5HFHLYHG6/ �([WUDFW6/��&RPSRQHQW1DPH�KG�DWWDFKPHQWV����
�����������������������3RUW1DPH�KG�DWWDFKPHQWV���6HQW/LVWV��`@��
� ��#�*HW5ROH5HFHLYHG/LVW�&RQQ�WO�DWWDFKPHQWV��6HQW/LVWV��
�HOVH�*HW5ROH5HFHLYHG/LVW�&RQQ�WO�DWWDFKPHQWV��6HQW/LVWV���
�
IXQ�*HW$WWDFKPHQWRI5ROH��FRQQ���1DPH��
� � � � � VO�����&RPS3RUWB&RQQ5ROH��
� � � � � DWWDFK���$WWDFKPHQW�OLVW�� �
�
� LI�DWWDFK� �QLO�WKHQ�QLO�
� HOVH�LI��&RQQHFWRU1DPH�KG�DWWDFK�� �FRQQ�DQGDOVR��

��������5ROH3RUW1DPH�VO� ��5ROH1DPH�KG�DWWDFK���WKHQ�>KG�DWWDFK�@�
� HOVH�*HW$WWDFKPHQWRI5ROH��FRQQ�VO��WO�DWWDFK����
�
IXQ�*HW5ROH6/�FRPS��1DPH��
������ ������SRUW���1DPH��
� � ������DWWDFK���$WWDFKPHQW�OLVW���

���������������� FRQQ����1DPH��
���� � UHF6/���&RPS3RUWB&RQQ5ROH�OLVW�� �
���
� LI�UHF6/� �QLO�WKHQ�QLO�
� HOVH��
�OHW��
��YDO�75HF ��

��������*HW$WWDFKPHQWRI5ROH�FRQQ�KG�UHF6/��DWWDFK��$WWDFKPHQW�OLVW�
�LQ��
� � ��LI�75HF� �QLO�WKHQ��

�����������������*HW5ROH6/�FRPS�SRUW�DWWDFK�FRQQ�WO�UHF6/���
� ������HOVH�LI��&RPSRQHQW1DPH�KG�75HF��� �FRPS�DQGDOVR��

���������������������3RUW1DPH�KG�75HF�� SRUW�WKHQ�
�����������������6HQW5HFHLYHG6/�KG�UHF6/���#��

������������������*HW5ROH6/�FRPS�SRUW�DWWDFK�FRQQ�WO�UHF6/���
� ������HOVH�*HW5ROH6/�FRPS�SRUW�DWWDFK�FRQQ�WO�UHF6/���
�HQG��
�
IXQ�([WUDFW5ROH3RUW6/�&RPS��1DPH��
��� � ��������3RUW���1DPH��
� � � ��������DWWDFK���$WWDFKPHQW�OLVW��
� � � ��������5ROH6/���5ROH5HFHLYHG6/�OLVW�� �
�
LI��5ROH6/� �QLO���WKHQ�QLO�
HOVH�*HW5ROH6/�&RPS�3RUW�DWWDFK��&RQQHFWRU�KG�5ROH6/�����

�����5ROH5HFHLYHG6/LVW�KG�5ROH6/����
FKHFN�RQH�FRQQHFWRU
V�UROHV
��
�#�([WUDFW5ROH3RUW6/�&RPS�3RUW�DWWDFK�WO�5ROH6/������
�����������������������
�FKHFN�WKH�RWKHU�FRQQHFWRUV�
��
�
IXQ�0HUJH5ROH/DEHOV�IG��)ORZ'DWD�OLVW���
�������������������RUGHUV���2UGHU�OLVW�� ��
���������
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���PDS��IQ�[�)ORZ'DWD�� !�^$FFHSWHG65'DWD [��
�����������5HIXVHG65'DWD >@`��6HFXULW\/DEHO/LVWV����

���������������&UHDWH)ORZ'DWD/LVW�&UHDWH/LVW)URP)ORZ'DWD/LVWV�IG��
���������������������������RUGHUV���
���������������������������RUGHUV����6HFXULW\/DEHO/LVWV�OLVW��
�
�,�FKHFN�DOO�FRQQHFWRU�HQWULHV�IRU�HDFK�FRPS�SRUW�SDLU�
��
�
IXQ�$VVLJQ5HFHLYHG/DEHOVWR3RUWV��5ROH6/���5ROH5HFHLYHG6/�OLVW���

�����������
�D�OLVW�KDYLQJ�DQ�HQWU\�IRU�HDFK�FRQQHFWRU�LQVWDQFH�
��
� � � �DWWDFKPHQWV���$WWDFKPHQW�OLVW��
� � � �RUGHUV� ���2UGHU�OLVW��
� � � �5HFHLYHG/LVWV��65'DWD6HFXULW\&ODVV�OLVW��� �
�
����
�PDS�IRU�HDFK�FRPS�SRUW�SDLU�
��
�PDS��IQ�[��65'DWD6HFXULW\&ODVV� !^&RPSRQHQW ��&RPSRQHQW�[����
� � ������������������������3RUW ��3RUW�[����
6HFXULW\/DEHOV 0HUJH5ROH/DEHOV���

���������������������������([WUDFW5ROH3RUW6/��&RPSRQHQW�[���
� � � � � ����������������3RUW�[���
�������������������������*HW&RPS3RUW$WWDFKPHQWV��&RPSRQHQW�[���
� � � � � � � ���3RUW�[���
� � � � � � � ��DWWDFKPHQWV���
���������������������������������������5ROH6/��)ORZ'DWD�OLVW��
�����������������������RUGHUV���6HFXULW\/DEHO/LVWV�OLVW���

��������������������������������������
�IRU�HDFK�FRPS�SRUW�
��
��������LRBW\SH 8186('B3257���
�GHIDXOW�YDOXH�IRU�FRQQHFWRU�
��
���� �ZDUQLQJV >@��
GHIDXOW�YDOXH�IRU�FRQQHFWRU�
��
����������`�65'DWD6HFXULW\&ODVV�
� � ��5HFHLYHG/LVWV����65'DWD6HFXULW\&ODVV�OLVW�
� ��
IXQ�1HZ*OREDO5HFHLYHG/LVWV��
��������5HFHLYHG/LVWV���65'DWD6HFXULW\&ODVV�OLVW���
� �������6HQW/LVWV� �����65'DWD6HFXULW\&ODVV�OLVW���
���������&RQILJXUDWLRQ���&RQILJXUDWLRQ��
� �������6W\OH���� �����6W\OH'HVFULSWLRQ� �
�
�$VVLJQ5HFHLYHG/DEHOVWR3RUWV���
���PDS��IQ�[�1DPH� !^&RQQHFWRU [���

����������
�FUHDWHV�D�OLVW�RI�W\SH�5ROH5HFHLYHG6/��VHQW�ODEHOV�RI��
������������HDFK�UROH�IRU�HDFK�FRQQHFWRU�LQVWDQFH�
��

� ����������������5ROH5HFHLYHG6/LVW ���
� � � � OHW�
������������������������YDO�UOLVW �PDS��IQ�[�5ROH�� !��,'�[����

��������������������5ROHV�*HW&RQQHFWRU'HVFU��
�������������������������*HW&RQQHFWRU7\SH�[��
��������������������������,QVWDQFHV�FRQILJXUDWLRQ�����
��������������������������&RQQHFWRUV�FRQILJXUDWLRQ��#��
��������������������������&RQQHFWRUV�VW\OH��������
�����������������
�LQVWDQFH�D�DLW�SRUW�QDPH�OLVWHVL�
��

�������������YDO�UHVXOW &63$QDO\VLV��2UGHULQJ�FRQILJXUDWLRQ����
�����&63�*HW,QVWDQFH�[��
���,QVWDQFHV�FRQILJXUDWLRQ������
�*HW5ROH5HFHLYHG/LVW�[��
��$WWDFKPHQWV�FRQILJXUDWLRQ���
�6HQW/LVWV��UOLVW��

��������������������LQ� � � �
� � ��PDS��IQ��U�1DPH�� !�^5ROH3RUW1DPH U��
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�6HQW5HFHLYHG6/ &UHDWH)ORZ'DWD/LVW���RXWSXWV�UHVXOW��U���
����������������������������������������2UGHULQJ�FRQILJXUDWLRQ���

� �����������������������`�&RPS3RUWB&RQQ5ROH�
� � � �����������UOLVW���������������� � �

� � � ���������HQG������`���5ROH5HFHLYHG6/�����
�����*HW&RQQHFWRU/LVW��,QVWDQFHV�FRQILJXUDWLRQ���
�������������������FRQILJXUDWLRQ�VW\OH������5ROH5HFHLYHG6/�OLVW���

� � �$WWDFKPHQWV�FRQILJXUDWLRQ���
� � �2UGHULQJ�FRQILJXUDWLRQ���
�������PDS��IQ�[��65'DWD6HFXULW\&ODVV�� !��

���������������������^&RPSRQHQW ��&RPSRQHQW�[�������
�������
�LQLWLDOL]HV�QHZ�JOREDO�UHFHLYHG�OLVW�WR�QLO�
��

� 3RUW ��3RUW�[����
� 6HFXULW\/DEHOV QLO��
� LRBW\SH 8186('B3257��
� ZDUQLQJV >@`��65'DWD6HFXULW\&ODVV���5HFHLYHG/LVWV��
� ����65'DWD6HFXULW\&ODVV�OLVW����
�
�
�
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�
IXQ�&DOFXODWH1HZ5HIXVHG/LVWVIRU2XWSXW�PQ� ��6HFXULW\/DEHO���
� � � � � � � �P[� ��6HFXULW\/DEHO���
� � � � � � � RUGHULQJ��2UGHU�OLVW�� �
�LI�RUGHULQJ� �QLO�WKHQ�QLO�
� HOVH�&UHDWH)ORZ'DWD/LVW�&UHDWH/LVW)URP)ORZ'DWD/LVWV�PDS��

��������������IQ�[�6HFXULW\/DEHO� !�^�PLQBOHYHO PQ���
��������������������������������������PD[BOHYHO [`�)ORZ'DWD���
��������������2QH/HYHO'RZQ�P[�RUGHULQJ���RUGHULQJ��RUGHULQJ��

�
IXQ�&DOFXODWH1HZ5HIXVHG/LVWVIRU,QSXW�PQ� ��6HFXULW\/DEHO���
� � � � � � ������P[� ��6HFXULW\/DEHO���
� � � � � � ����RUGHULQJ��2UGHU�OLVW�� �
�
��LI�RUGHULQJ� �QLO�WKHQ�QLO�
��HOVH�LI����KG�RUGHULQJ��� �PQ�WKHQ��
� ���������>^PLQBOHYHO ����KG�RUGHULQJ������

�����������������PD[BOHYHO P[`�)ORZ'DWD@�#��
���������&DOFXODWH1HZ5HIXVHG/LVWVIRU,QSXW�PQ��P[��WO�RUGHULQJ���

� HOVH�&DOFXODWH1HZ5HIXVHG/LVWVIRU,QSXW�PQ��P[��WO�RUGHULQJ����
�
IXQ�&KHFN$QG8SGDWH2QH6XE/DWWLFH�&RPS� � �1DPH��
� � � � � � SRUW� � �1DPH��
� � � � � ������6/������6HFXULW\/DEHO/LVWV��
� � � � � � &/� � �&OHDUDQFH���
� � � � � � RUGHULQJ� �2UGHU�OLVW��
� � � � � � FOHDUDQFHV� �&OHDU�OLVW���
� � � � � � 2S7\SH� � �,2� �
�����
�����
�ZLOO�UHWXUQ�D�6HFXULW\/DEHO/LVWV�UHFRUG�
��
��OHW��
� ��YDO�PQOHYHO� ��PLQBOHYHO��$FFHSWHG65'DWD�6/����
� ��YDO�P[OHYHO� ��PD[BOHYHO��$FFHSWHG65'DWD�6/����
� ��YDO�S&/GRPLQDWHV� �*HW6/)RU&OHDUDQFH�&/�FOHDUDQFHV��
��LQ�
� ��LI��2S7\SH� �5($'��WKHQ�
������LI��P[OHYHO �S&/GRPLQDWHV���WKHQ�6/����

���������������������
�ZKDW�3RUW�FOHDUDQFH�GRPLQDWHV�DQG��
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� �� ���WKH�PD[BOHYHO�LQ�WKH�VXEODWWLFH�DUH�WKH�VDPH�
��
�������HOVH�LI�&RPSDUH/DEHOV�P[OHYHO�>S&/GRPLQDWHV@���

��������������������������������RUGHULQJ�2S7\SH��WKHQ�6/��
���������������
�WKH�ODEHO�ZKDW�SRUW�FOHDUDQFH��� �
�� �����������GRPLQDWHV�DOVR�GRPLQDWHV�WKH�PD[BOHYHO�
�� ����

�������HOVH�LI��PQOHYHO S&/GRPLQDWHV��WKHQ���������������
��������������
�WKH�FOHDUDQFH�LV�QRW�HQRXJK�IRU�WKH�PD[OHYHO�DQG��

� � ����LW�LV�HTXDO�WR�PLQBOHYHO�
��
� ����������^$FFHSWHG65'DWD� �^PLQBOHYHO S&/GRPLQDWHV���

�����������������������������������PD[BOHYHO S&/GRPLQDWHV`���
5HIXVHG65'DWD &DOFXODWH1HZ5HIXVHG/LVWVIRU,QSXW��
������������������������������S&/GRPLQDWHV��
�� � � � � P[OHYHO��
������������������������������RUGHULQJ��
����������������`�6HFXULW\/DEHO/LVWV�

�������HOVH�LI��
���������������&RPSDUH/DEHOV�PQOHYHO��
����������������������������>S&/GRPLQDWHV@��
�����������������������������RUGHULQJ��
�����������������������������2S7\SH��WKHQ���
������������������
�WKH�FOHDUDQFH�LV�QRW�HQRXJK�IRU�WKH�PD[OHYHO��
��������������������DQG�LW�LV�JUHDWHU��WKDQ��PLQBOHYHO�
��

� �����������^$FFHSWHG65'DWD� �^PLQBOHYHO PQOHYHO���
������������������������������������PD[BOHYHO S&/GRPLQDWHV`��

�������������5HIXVHG65'DWD &DOFXODWH1HZ5HIXVHG/LVWVIRU,QSXW��
���������������S&/GRPLQDWHV�P[OHYHO�RUGHULQJ�`�6HFXULW\/DEHO/LVWV�

�������HOVH��
�WKH�FOHDUDQFH�LV�QRW�HQRXJK�IRU�WKH�PD[OHYHO��
�������������������DQG�LW�LV�OHVV�WKDQ��PLQBOHYHO�
��

� �����������^$FFHSWHG65'DWD� �^PLQBOHYHO �121(����
������������������������������������PD[BOHYHO �121(�`���

��� ������5HIXVHG65'DWD >^PLQBOHYHO PQOHYHO���
���������������������������PD[BOHYHO P[OHYHO`@`�6HFXULW\/DEHO/LVWV�

�������HOVH�LI��2S7\SH� �:5,7(��WKHQ���
� ������LI��PQOHYHO �S&/GRPLQDWHV���WKHQ�6/�

�������������������
�ZKDW�3RUW�FOHDUDQFH�GRPLQDWHV�DQG��
��� � �WKH�PLQBOHYHO�LQ�WKH�VXEODWWLFH�DUH�WKH�VDPH�
��
�����HOVH�LI�&RPSDUH/DEHOV�PQOHYHO�>S&/GRPLQDWHV@���

��������������������������������RUGHULQJ�2S7\SH��WKHQ�6/����
������������������
�WKH�ODEHO�ZKDW�SRUW�FOHDUDQFH�GRPLQDWHV�DOVR��
��������������������GRPLQDWHV�WKH�PLQBOHYHO�
�� ����

�����HOVH�LI��P[OHYHO S&/GRPLQDWHV��WKHQ�����
���������������
�WKH�FOHDUDQFH�LV�QRW�HQRXJK�IRU�WKH�PLQOHYHO�DQG��

� � � �LW�LV�HTXDO�WR�PD[BOHYHO�
��
� �����������^$FFHSWHG65'DWD� �^PLQBOHYHO S&/GRPLQDWHV���

������������������������������������PD[BOHYHO S&/GRPLQDWHV`���
5HIXVHG65'DWD &DOFXODWH1HZ5HIXVHG/LVWVIRU2XWSXW��
������������������PQOHYHO��
������������������S&/GRPLQDWHV��
�������� � RUGHULQJ�`�6HFXULW\/DEHO/LVWV�

HOVH�LI�&RPSDUH/DEHOV�P[OHYHO��
����������������������>S&/GRPLQDWHV@��
����������������������RUGHULQJ��
����������������������2S7\SH��WKHQ��
�WKH�FOHDUDQFH�LV�QRW�HQRXJK��
��������������IRU�WKH�PLQOHYHO�EXW�GRPLQDWHV���PD[BOHYHO�
��

� �����������^$FFHSWHG65'DWD� �^PLQBOHYHO S&/GRPLQDWHV���
������������������������������������PD[BOHYHO P[OHYHO`���

5HIXVHG65'DWD &DOFXODWH1HZ5HIXVHG/LVWVIRU2XWSXW��
��������������������PQOHYHO��
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��������������������S&/GRPLQDWHV��
�������������������RUGHULQJ�`�6HFXULW\/DEHO/LVWV�

��HOVH������
�WKH�FOHDUDQFH�LV�QRW�HQRXJK�IRU�WKH�PD[OHYHO�DQG��
�������������������LW�LV�OHVV�WKDQ��PLQBOHYHO�
��

� �����������^$FFHSWHG65'DWD� �^PLQBOHYHO �121(����
������������������PD[BOHYHO �121(�`���

� � � �5HIXVHG65'DWD >^PLQBOHYHO PQOHYHO���
��������������������������PD[BOHYHO P[OHYHO`@`�6HFXULW\/DEHO/LVWV�

� � ��
���HOVH�
� ����UDLVH�,QYDOLG,27\SH�
HQG��
�
IXQ�93)RU&RPS3RUW�&RPS� � �1DPH���
� � � �����SRUW� � �1DPH��
� � � �����6/� � �6HFXULW\/DEHO/LVWV�OLVW����
� � � �����&/� � �&OHDUDQFH���
� � � �����RUGHULQJ� �2UGHU�OLVW��
� � � �����FOHDUDQFHV����&OHDU�OLVW���
� � � �����2S7\SH��������,2�� �
�
��PDS��IQ�VXEODWWLFH��6HFXULW\/DEHO/LVWV�� !��
�������&KHFN$QG8SGDWH2QH6XE/DWWLFH�&RPS�SRUW�VXEODWWLFH�&/���

�����������������RUGHULQJ�FOHDUDQFHV�2S7\SH���6HFXULW\/DEHO/LVWV���
���������6/���6HFXULW\/DEHO/LVWV�OLVW�����
�
IXQ�9LRODWLRQ3UHYHQWLRQ)RU/LVWV��

��������������65/LVWV� � ��65'DWD6HFXULW\&ODVV�OLVW���
� � ��FRQILJXUDWLRQ� ��&RQILJXUDWLRQ���
� � ��VW\OH� � ��6W\OH'HVFULSWLRQ���
� � ��2S7\SH� � ��,2� �
�
�����
�SURFHVV�IRU�HDFK�FRPSRQHQW�SRUW�SDLU�
��
������PDS��IQ�65��65'DWD6HFXULW\&ODVV�� !��^���

�������������������&RPSRQHQW ��&RPSRQHQW�65����
� � � �3RUW ��3RUW�65����
� � � 6HFXULW\/DEHOV 93)RU&RPS3RUW��&RPSRQHQW�65���
� � � �3RUW�65���
� � � �6HFXULW\/DEHOV�65���
� � � OHW�
� � � ��YDO�$Q,QVWDQFH *HW,QVWDQFH��&RPSRQHQW�65����

�����������������������������������������,QVWDQFHV�FRQILJXUDWLRQ����
��� �������LQ�
��� � � *HW3RUW&OHDUDQFH��3RUW�65���

������������������������������������,&OHDUDQFH�$Q,QVWDQFH���
������������������������������������3RUW5ROHV�$Q,QVWDQFH����

� � � �HQG���
� ��� ��������2UGHULQJ�FRQILJXUDWLRQ����
� � � ��&OHDUDQFH/LVW�FRQILJXUDWLRQ���
� � � 2S7\SH���
� � � LRBW\SH ��LRBW\SH�65����
� � � ZDUQLQJV ��ZDUQLQJV�65��`�65'DWD6HFXULW\&ODVV��
�������65/LVWV����65'DWD6HFXULW\&ODVV�OLVW��
�
�
�
�
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IXQ�FKHFN9LRODWLRQ�VU��65'DWD6HFXULW\&ODVV���
�����������������������RUGHUV��2UGHU�OLVW� �

LI����6HFXULW\/DEHOV�VU�� QLO��WKHQ�IDOVH�
HOVH�LI����5HIXVHG65'DWD�KG��6HFXULW\/DEHOV�VU���� QLO��WKHQ�����

����������IDOVH�
� HOVH��SULQW�������6HFXULW\�ODEHOV�FDXVLQJ�YLRODWLRQ������

������������SULQW1DPHV�&UHDWH/LVW)URP)ORZ'DWD/LVWV��
���������������5HIXVHG65'DWD�KG��6HFXULW\/DEHOV�VU�����RUGHUV�����
������������SULQW��?Q���

� ������WUXH���
�
IXQ�SULQW3RWHQWLDO/DEHOV�VU�65'DWD6HFXULW\&ODVV���

��������������������������RUGHUV��2UGHU�OLVW� �
�LI����6HFXULW\/DEHOV�VU�� QLO��WKHQ�SULQW���1R�GDWD�����
�HOVH���
��OHW��
� ��YDO�ODEHOV &UHDWH/LVW)URP)ORZ'DWD/LVWV��PDS��IQ��

����������������[�6HFXULW\/DEHO/LVWV�� !���$FFHSWHG65'DWD�[�����
�����������������6HFXULW\/DEHOV�VU�����RUGHUV��

��LQ�
� �LI��ODEHOV QLO��WKHQ�SULQW��121(���
� ��HOVH��SULQW1DPHV�ODEHOV���SULQW������
� HQG������
��
�
IXQ�SULQW5HVXOW�RQHSRUW���1DPH
1DPH
&OHDUDQFH��OLVW��
���������������FRQILJXUDWLRQ� �&RQILJXUDWLRQ���
� � �������6HQW/LVW� � �65'DWD6HFXULW\&ODVV�OLVW���
� �������������5HFHLYHG/LVW� �65'DWD6HFXULW\&ODVV�OLVW��
� � � �DQ\9LRODWLRQ��ERRO� �
����
�LI��RQHSRUW QLO��WKHQ�LI��DQ\9LRODWLRQ��WKHQ��

���������SULQW��:$51,1*��3RWHQWLDO�FRQILGHQWLDOLW\�9,2/$7,21����?Q��
�������3OHDVH�FKHFN�WKH�UHIXVHG�GDWD�VHFXULW\�ODEHOV�DERYH���?Q��

� HOVH��
���������SULQW��




�7KH�YHULILFDWLRQ�LV�68&&(66)8/�






?Q��

�HOVH�LI��*HW&RPS3RUW$WWDFKPHQWV�����KG�RQHSRUW�����
�������������������������������������������KG�RQHSRUW�����
�������������������������������������$WWDFKPHQWV�FRQILJXUDWLRQ�� ��
��������������QLO��WKHQ��

� ����
�WKH�SRUW�LV�QRW�LQYROYHG�LQ�DQ\�DWWDFKPHQW�
��
� �����SULQW5HVXOW�WO�RQHSRUW���

�����������������������FRQILJXUDWLRQ��
�����������������������6HQW/LVW�5HFHLYHG/LVW�DQ\9LRODWLRQ��

� �HOVH���
����OHW�
� �����YDO�UO *HW65(QWU\�5HFHLYHG/LVW�����KG�RQHSRUW�����

���������������������������������������������KG�RQHSRUW������
�������YDO�VO *HW65(QWU\�6HQW/LVW�����KG�RQHSRUW�����

�������������������������������������������KG�RQHSRUW�������
����LQ�
��SULQW��&RPSRQHQW�3RUW�����SULQW�������KG�RQHSRUW����A�����A��

��������������KG�RQHSRUW��������SULQW����W\SH������
����������SULQW,2W\SH��LRBW\SH�VO���SULQW����FOHDUDQFH����

������SULQW�����KG�RQHSRUW����SULQW��?Q���
�����SULQW����SRWHQWLDOO\�RXWSXW�GDWD�VHFXULW\�ODEHOV������

����������SULQW3RWHQWLDO/DEHOV�VO��2UGHULQJ�FRQILJXUDWLRQ����
����������SULQW��?Q���
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� ����SULQW����SRWHQWLDOO\�LQSXW��GDWD�VHFXULW\�ODEHOV�������
����������SULQW3RWHQWLDO/DEHOV�UO��2UGHULQJ�FRQILJXUDWLRQ����
����������SULQW��?Q���

���OHW��
� ����YDO�IRXQG9LRODWLRQ6 FKHFN9LRODWLRQ�VO���
�������������������������������������2UGHULQJ�FRQILJXUDWLRQ����
�����YDO�IRXQG9LRODWLRQ5 FKHFN9LRODWLRQ�UO��

�����������������������������������������2UGHULQJ�FRQILJXUDWLRQ����
����YDO�IRXQG9LRODWLRQ IRXQG9LRODWLRQ6�RUHOVH�IRXQG9LRODWLRQ5��
���LQ��
� ������SULQW��?Q����

������������SULQW5HVXOW�WO�RQHSRUW���
������������������������FRQILJXUDWLRQ��
������������������������6HQW/LVW��
������������������������5HFHLYHG/LVW��
�������������������������DQ\9LRODWLRQ�RUHOVH�IRXQG9LRODWLRQ����

� ���HQG�����
� HQG��
����
IXQ�&UHDWH3RVVLEOH&/�FO��&OHDUDQFH���

�������������������������FOHDUDQFHV��&OHDU�OLVW���
�������������������������DOOFOHDUDQFHV��&OHDU�OLVW��
�������������������������RUGHUV��2UGHU�OLVW���
�������������������������LRW\SH�,2� �

LI��FOHDUDQFHV� �QLO��WKHQ�QLO�
HOVH�LI��&RPSDUH/DEHOV����KG�FOHDUDQFHV����

�������������>*HW6/)RU&OHDUDQFH�FO�DOOFOHDUDQFHV�@�RUGHUV�LRW\SH����
�����WKHQ�
�����>���KG�FOHDUDQFHV��@#&UHDWH3RVVLEOH&/�FO��WO�FOHDUDQFHV����

������������DOOFOHDUDQFHV��RUGHUV��LRW\SH��
HOVH�&UHDWH3RVVLEOH&/�FO��WO�FOHDUDQFHV���DOOFOHDUDQFHV���

��������������������������RUGHUV��LRW\SH���
�
IXQ�$OO&RPSDUH/DEHOV�ODEHOV��6HFXULW\/DEHO�OLVW���

�������������������������VO�6HFXULW\/DEHO���
�������������������������RUGHUV��2UGHU�OLVW���
�������������������������LRW\SH�,2� ��
�
�UHWXUQ�WUXH�LI�DOO�PHPEHUV�RI�ODEHOV�DUH�GRPLQDWHG�E\�VO�
��

LI��ODEHOV QLO��WKHQ�WUXH�
HOVH���&RPSDUH/DEHOV�KG�ODEHOV��>VO@�RUGHUV�LRW\SH��RUHOVH��

��������������������������KG�ODEHOV� �VO���DQGDOVR��
������������������$OO&RPSDUH/DEHOV�WO�ODEHOV��VO�RUGHUV�LRW\SH���

�
IXQ�)LQG0D[&OHDUDQFH�FO��&OHDUDQFH���

������������������������ODEHOV��6HFXULW\/DEHO�OLVW���
������������������������FOHDUDQFHV��&OHDU�OLVW���
������������������������FVO��&OHDUDQFH�OLVW���
������������������������RUGHUV��2UGHU�OLVW���
������������������������LRW\SH�,2� �

�
�LI��FVO QLO��WKHQ�FO�
�HOVH�LI��$OO&RPSDUH/DEHOV�ODEHOV��

�������������*HW6/)RU&OHDUDQFH�KG�FVO��FOHDUDQFHV��RUGHUV�LRW\SH����
�����WKHQ�
FKHFN�LI�DOO�PHPEHU�RI�ODEHOV�DUH�GRPLQDWHG�E\�FVO
V
��

�����)LQG0D[&OHDUDQFH�KG�FVO��ODEHOV�FOHDUDQFHV��WO�FVO����
����������������������������RUGHUV�LRW\SH��

HOVH�)LQG0D[&OHDUDQFH�FO�ODEHOV�FOHDUDQFHV�WO�FVO����
���������������������������RUGHUV�LRW\SH����
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IXQ�FKHFN([FHVV3ULYLOHJH�RQHSRUW���1DPH
1DPH
&OHDUDQFH��OLVW��
� � � � FRQILJXUDWLRQ��&RQILJXUDWLRQ���
� � � � 6HQW/LVW� �65'DWD6HFXULW\&ODVV�OLVW���
� � � � 5HFHLYHG/LVW�65'DWD6HFXULW\&ODVV�OLVW��
� � � � DQ\([FHVV��ERRO� �
��
LI��RQHSRUW QLO��WKHQ�LI��DQ\([FHVV��WKHQ�SULQW��?Q?Q:$51,1*����

������6RPH�H[FHVVLYH�SULYLOHJHV�DUH�DVVRFLDWHG�ZLWK�SRUWV�DV�JLYHQ��
�������DERYH����?Q�3OHDVH�FKHFN�WKHP�DQG�UHYLVH�\RXU�V\VWHP��
�������FRQILJXUDWLRQ���?Q��

�HOVH�SULQW��7KHUH�LV�QR�H[FHVVLYH�SULYLOHJHV���?Q��
�HOVH�LI��*HW&RPS3RUW$WWDFKPHQWV�����KG�RQHSRUW�����

�����������������������������������������KG�RQHSRUW�����
���������������������������$WWDFKPHQWV�FRQILJXUDWLRQ�� �QLO��WKHQ��

� ����
�WKH�SRUW�LV�QRW�LQYROYHG�LQ�DQ\�DWWDFKPHQW�
��
������FKHFN([FHVV3ULYLOHJH�WO�RQHSRUW���

������������������������������FRQILJXUDWLRQ��
�������������������������������6HQW/LVW�5HFHLYHG/LVW�DQ\([FHVV��

� �HOVH��OHW�
����������YDO��UO *HW65(QWU\�5HFHLYHG/LVW��

�������������������������������������KG�RQHSRUW�����
�������������������������������������KG�RQHSRUW������

� � ��YDO�VO *HW65(QWU\�6HQW/LVW��
�����������������������������������KG�RQHSRUW�����
�����������������������������������KG�RQHSRUW�������

���������YDO�VODEHOV &UHDWH/LVW)URP)ORZ'DWD/LVWV��PDS��
������������������IQ�[�6HFXULW\/DEHO/LVWV�� !��$FFHSWHG65'DWD�[����
�������������������6HFXULW\/DEHOV�VO�����2UGHULQJ�FRQILJXUDWLRQ�����

� � ��YDO�UODEHOV &UHDWH/LVW)URP)ORZ'DWD/LVWV��PDS��
�������������������IQ�[�6HFXULW\/DEHO/LVWV�� !��$FFHSWHG65'DWD�[����
��������������������6HFXULW\/DEHOV�UO�����2UGHULQJ�FRQILJXUDWLRQ���

� � ���
�VODEHOV�DQG�UODEHOV�DUH�DFFHSWHG�ODEHO�OLVW�
��
���������LQ��
� ������LI����LRBW\SH�VO�� ,1387B3257��WKHQ�
������������OHW��
� � � YDO�QHZFO )LQG0D[&OHDUDQFH����KG�RQHSRUW����
�����������������������������UODEHOV��
� � � � ��� ����&OHDUDQFH/LVW�FRQILJXUDWLRQ���
�����������������������������&UHDWH3RVVLEOH&/����KG�RQHSRUW�����
� � � � � �&OHDUDQFH/LVW�FRQILJXUDWLRQ���
� � � � � �&OHDUDQFH/LVW�FRQILJXUDWLRQ���
� � � � � �2UGHULQJ�FRQILJXUDWLRQ����
� � � � � 5($'���
� � � � � �2UGHULQJ�FRQILJXUDWLRQ���
� � � � � 5($'��
� � �����LQ��
� � � ��LI��QHZFO��!�����KG�RQHSRUW�����WKHQ�
� � � ������SULQW��?Q([FHVV�SULYLOHJH�IRU�����
�������������������SULQW�����KG�RQHSRUW�����SULQW�������
�������������������SULQW����KG�RQHSRUW�����SULQW����IRXQG����
� � � � �SULQW��?Q���&XUUHQW�����
���������������������SULQW�����KG�RQHSRUW������
���������������������SULQW���5HFRPPHQGHG�����SULQW�QHZFO��
� � � � ��FKHFN([FHVV3ULYLOHJH�WO�RQHSRUW���
�������������������������������������������FRQILJXUDWLRQ��
�������������������������������������������6HQW/LVW��
�����������������������������������������5HFHLYHG/LVW�WUXH���
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� � � ����HOVH�FKHFN([FHVV3ULYLOHJH�WO�RQHSRUW���
������������������������������������������������FRQILJXUDWLRQ��
������������������������������������������������6HQW/LVW��
������������������������������������������������5HFHLYHG/LVW��

��������������������������������������������DQ\([FHVV��
������������HQG�
� � � ��HOVH�LI����LRBW\SH�VO�� 287387B3257��WKHQ�
��� � ���OHW��
� � ����������YDO�QHZFO )LQG0D[&OHDUDQFH����KG�RQHSRUW����
��� � �������������������������������VODEHOV��
������������������������������&OHDUDQFH/LVW�FRQILJXUDWLRQ���
����������������������������&UHDWH3RVVLEOH&/����KG�RQHSRUW�����
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